


Deploying F5 with Microsoft IIS 7.0

F5's BIG-IP system can increase the existing benefits of deploying
Microsoft's Internet Information Services (IIS) to provide enterprises,
managed service providers, and e-businesses an easy-to-use solution for
deploying, managing and securing global and local area traffic.

The BIG-IP Local Traffic Manager (LTM), combined with the
WebAccelerator module, provides a number of ways to accelerate, optimize,
and scale Microsoft IIS deployments. When BIG-IP LTM relieves IIS 7.0
servers from tasks such as compression, caching, and SSL processing, each
server is able to devote more resources to running applications and can
service more user requests.

The BIG-IP system's TCP Express feature set incorporates the latest TCP/IP
technologies, including full IPv6 support, ensuring compatibility with
Microsoft's next-generation TCP/IP stack. For more information on TCP
Express, see http://www.f5.com/pdf/white-papers/tcpexpress-wp.pdf.
For information on Microsoft’s updated TCP/IP stack, see
http://technet.microsoft.com/en-us/network/bb545475.aspx.

Prerequisites and configuration notes

All of the procedures in this Deployment Guide are performed on the
BIG-IP system. The following are prerequisites for this solution:

*

We recommend the latest version of Microsoft IIS. This Deployment
Guide has been tested with IIS 7.0, which ships with Microsoft Windows
Server 2008.

For this Deployment Guide, the BIG-IP LTM system must be running
version 9.0 or later. We strongly running version 9.4 or later. Some of the
examples in this guide use profiles introduced in version 9.4. To use
these profiles you must either be running LTM version 9.4, or refer to the
Configuration Guide for BIG-IP Local Traffic Management for
version 9.4 (available on AskF5), which shows the configuration
differences between the base profiles and the optimized profile types.

We assume that the BIG-IP LTM device is already installed in the
network, and objects like Self IPs and VLANSs have already been created.
For more information on configuring these objects, see the BIG-IP LTM
manuals.

If you are using the BIG-IP LTM system to offload SSL traffic from the
IIS servers, you must already have obtained an SSL Certificate (but not
necessarily installed it on the BIG-IP LTM system). For more
information about offloading SSL traffic, see Configuring the BIG-IP
LTM to offload SSL, on page 12.
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Configuration example

In this Deployment Guide, the BIG-IP system is optimally configured to
optimize and direct traffic to IIS servers. Figure 1 shows a logical
configuration example with a redundant pair of BIG-IP LTM devices
running the WebAccelerator module, in front of a group of IIS servers.

Firewalls

BIG-IP Local Traffic Manager WebAccelerator

Available as a module
on the BIG-IP LTM

Microsoft 1IS 7.0 Servers

Figure 1 Logical configuration example

Configuring the BIG-IP LTM system for IIS 7.0

To configure the BIG-IP LTM system to load balance IIS servers, you need
to complete the following tasks:

* Creating the HTTP health monitor

* Creating the pool

* Creating profiles

* Creating the virtual server

* Configuring the BIG-IP LTM to offload SSL (optional)

F5 Deployment Guide 2



Creating the HTTP health monitor

The first step is to set up health monitors for the IIS devices. This procedure
is optional, but very strongly recommended. In our example, we create a
simple HTTP health monitor. Although the monitor in the following
example is quite simple, you can configure optional settings such as Send
and Receive Strings to make the monitor much more specific.

To create a health monitor

1.
2.
3.

On the Main tab, expand Local Traffic, and then click Monitors.
Click the Create button. The New Monitor screen opens.

In the Name box, type a name for the Monitor.
In our example, we type iis-http-monitor.

From the Type list, select http.

In the Configuration section, in the Interval and Timeout boxes,
type an Interval and Timeout. We recommend at least a 1:3 +1 ratio
between the interval and the timeout (for example, the default
setting has an interval of 5§ and an timeout of 16). In our example,
we use a Interval of 30 and a Timeout of 91 (see Figure 2).

In the Send String and Receive Rule sections, you can add a Send
String and Receive Rule specific to the device being checked.

Local Traffic » Monitors » HNew Monitor...

General Properties

Mame Iiis—http—monitor
Type HTTP >
Import Settings http hd

Configuration: I Basic :l'
Interval I 30 seconds
Tirneout I a1 seconds

GET /

Send String

Receive String

Usger Name I
Password I

Reverse ez @ o

Transparent © ves & o

Cancel I Fepeat | Finished I

Figure 2 Creating the HTTP Monitor
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Creating the pool

7.

Click the Finished button.
The new monitor is added to the Monitor list.

The first step is to define a load balancing pool for the IIS servers. A BIG-IP
pool is a set of devices grouped together to receive traffic according to a
load balancing method. This pool uses the monitor you just created.

To create the IIS pool

1.

10.
11.

12.

On the Main tab, expand Local Traffic, and then click Pools.
The Pool screen opens.

In the upper right portion of the screen, click the Create button.
The New Pool screen opens.

In the Name box, type a name for your pool.
In our example, we use iis-http-pool.

In the Health Monitors section, select the name of the monitor you
created in the Creating the HITP health monitor section, and click
the Add (<<) button. In our example, we select iis-http-monitor.

From the Load Balancing Method list, choose your preferred load
balancing method (different load balancing methods may yield
optimal results for a particular network).

In our example, we select Least Connections (node).

In this pool, we leave the Priority Group Activation Disabled.

In the New Members section, make sure the New Address option
button is selected.

In the Address box, add the first Microsoft IIS server to the pool. In
our example, we type 10.132.81.100.

In the Service Port box, type 80 or select HT'TP from the list.
Click the Add button to add the member to the list.

Repeat steps 8-10 for each server you want to add to the pool.
In our example, we repeat these steps five times for the remaining
servers, 10.132.81.101 - .105.

Click the Finished button (see Figure 3).
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Creating profiles

Local Traffic » Pools » Hew Pool...
Configuration: Im
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Figure 3 Creating the pool for the IIS servers

BIG-IP version 9.0 and later use profiles. A profile is an object that contains
user-configurable settings for controlling the behavior of a particular type of
network traffic, such as HTTP connections. Using profiles enhances your
control over managing network traffic, and makes traffic-management tasks
easier and more efficient.

Although it is possible to use the default profiles, we strongly recommend
you create new profiles based on the default parent profiles, even if you do
not change any of the settings initially. Creating new profiles allows you to
easily modify the profile settings specific to this deployment, and ensures
you do not accidentally overwrite the default profile.

For the Microsoft IIS configuration, we create five new profiles: an HTTP
profile, two TCP profiles, a persistence profile, and a OneConnect profile. If
you plan on using the BIG-IP LTM system to offload SSL from the IIS
devices, make sure to see Creating a Client SSL profile.

These profiles use new optimized profiles available in BIG-IP LTM version
9.4 and later. If you are using a BIG-IP LTM version prior to 9.4, the
Configuration Guide for BIG-IP Local Traffic Management for version
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