DEPLOYMENT GUIDE
Version 1.9.1
®

Deploying F5 with Microsoft

SharePoint 2010

&\
4‘ ..\
“ ™

Microsoft Partner



Table of Contents

Table of Contents

Introducing the F5 Deployment Guide for Microsoft SharePoint 2010

Prerequisites and configuration notes

I-1

Product versions and revision history 1-2
Configuration example 1-3
Configuring SharePoint Alternate Access Mappings to support SSL offload .................... 1-4
Configuring the BIG-IP system for SharePoint 1-8
Running the Microsoft SharePoint application template 1-8
Optional: Creating the OneConnect profile I-13
Optional: Using the SharePoint 2010 WebAccelerator policy .........coccoeceeerreeeeenne I-15
Downloading and importing the WebAccelerator policy I-15
Optional: Using X-Forwarded-For to log the client IP address in 1IS7.0 and 7.5 ........ 1-17
Modifying the HTTP profile to enable X-Forwarded-For I-17
Deploying the Custom Logging role service 1-17
Adding the X-Forwarded-For log field to IIS 1-18

SSL Certificates on the BIG-IP system 1-20

Manually configuring the BIG-IP LTM system with SharePoint 2010

Creating the HTTP health monitor 2-1
Creating the pool 2-2
Creating profiles 2-4
Creating the HTTP virtual server 2-8
Creating a default SNAT 2-10
Configuring the BIG-IP LTM system for Microsoft SharePoint Server 2010 using SSL 2-11
Prerequisites and configuration notes 2-11
Using SSL certificates and keys 2-11
Create a Client SSL profile 2-12
Modifying the HTTP virtual server 2-13
Creating the HTTPS virtual server 2-13

Manually configuring the WebAccelerator module with SharePoint 2010

Prerequisites and configuration notes 3-1
Configuration example 3-2
Configuring the WebAccelerator module 32
Creating an HTTP Class profile 3-2
Modifying the Virtual Server to use the Class profile 3-4
Downloading and importing the WebAccelerator policy 3-4
Creating an Application 3-6

Configuring the BIG-IP APM for SharePoint access

Prerequisites and configuration notes 4-1
Configuring the BIG-IP APM in Portal mode 4-2
Creating the Rewrite Profile 4-2
Creating the SSO Configuration 4-2
Creating the web application 4-3
Creating a Webtop 4-4
Creating an Authentication Source (AAA Server) 4-4
Creating an Access Profile 4-5
Editing the Access Profile with the Visual Policy Editor 4-6
Creating the HTTP profile 4-7
Creating a Client SSL profile 4-8

Creating the virtual server 4-9




Table of Contents

Configuring the BIG-IP APM in Web Access Management mode ............

Creating the SSO configuration

Creating an Authentication Source

Creating an Access Profile
Editing the Access Policy with the Visual Policy Editor

Creating the iRule to support editing Microsoft Office documents
Modifying the virtual server

Deploying the F5 ARX with SharePoint 2010

Prerequisites and configuration notes
Configuration example

Configuring the ARX device
Creating the CIFS Namespace

Creating a Volume
Adding the External Filers

Adding the root level and CIFS shares

Creating the Share farm
Create the File Placement Policy

Create the virtual service

Installing Metalogix StoragePoint

Preparing the Storage Path location
Configuring the IIS Application Pool credentials

Starting the Sharepoint Administration service

Installing StoragePoint

Activating the StoragePoint license

Configuring StoragePoint Application Logging
Creating a StoragePoint Storage Profile

Verifying Storage Integration
Adding files to the SharePoint Site

Navigating the StoragePoint BLOB Store

Generating an ARX Metadata Report

Conclusion




Deploying the BIG-IP System with Microsoft
SharePoint 2010

* Introducing the F5 Deployment Guide for Microsoft
SharePoint 2010

* Configuring the BIG-IP system for SharePoint

* Running the Microsoft SharePoint application
template



Introducing the F5 Deployment Guide for Microsoft

SharePoint 2010

Welcome to the F5 and Microsoft® SharePoint® 2010 Deployment Guide.
This guide contains step-by-step procedures for configuring multiple F5
products for SharePoint 2010, resulting in a secure, fast and available
deployment.

SharePoint Server 2010 enables innovative business collaboration for
organizations around the world. F5 has developed a flexible and intelligent
application delivery network for SharePoint 2010 that drives your business
ahead. To read more about the benefits of using F5 for SharePoint 2010, see
the Application Ready Solution Guide:
http://www.f5.com/pdf/application-ready-network-guides/microsoft-sharepoint-2010-arsg.pdf.

You can also visit the Microsoft page of F5’s online developer community,
DevCentral, for Microsoft forums, solutions, blogs and more (requires free
registration): http://devcentral.f5.com/Microsoft/.

This guide is divided into the following chapters:

Configuring the BIG-IP system for SharePoint, on page 1-8

Manually configuring the BIG-IP LTM system with SharePoint 2010, on
page 2-1

Manually configuring the WebAccelerator module with SharePoint 2010,
on page 3-1

Configuring the BIG-IP APM for SharePoint access, on page 4-1
Deploying the F5 ARX with SharePoint 2010, on page 5-1

To provide feedback on this deployment guide or other F5 solution
documents, contact us at solutionsfeedback@f5.com.

Prerequisites and configuration notes

All of the procedures in this Deployment Guide are performed on the
BIG-IP system. The following are prerequisites for this solution:

# For detailed information on how to deploy or configure Microsoft

SharePoint 2010, consult the appropriate Microsoft documentation.

For this guide the BIG-IP LTM must be running version 10.0 or a later
version in the 10.x series. If you are using a previous or later version of
the BIG-IP LTM system, see the Deployment Guide index.

If you are using the BIG-IP system to offload SSL, we assume you have
already obtained an SSL certificate and key, but it is not yet installed on
the BIG-IP LTM system. For more information, see SSL Certificates on
the BIG-IP system, on page 1-20.

& Important: When using the BIG-IP LTM system for SSL offload, for

each SharePoint Web Application that will be deployed behind LTM,
you must configure your SharePoint Alternate Access Mappings and
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Zones allow users to access non-SSL sites through the SSL virtual server
and ensure correct rewriting of SharePoint site links. See Configuring
SharePoint Alternate Access Mappings to support SSL offload, on page
1-4.

While we strongly recommend using the application template, you can
manually configure the BIG-IP system. See Manually configuring the
BIG-1P LTM system with SharePoint 2010, on page 2-1.

Version 10.0 though 10.2 of the BIG-IP System contain an Application
Template that is labeled for use with SharePoint 2007. However, this
template may be used without modification for SharePoint 2010. A
future release of BIG-IP will update the version labeling.

All links to external documentation at third-party sites are accurate as of
the publication date of this guide. Although F5 cannot guarantee that
those links will remain accurate and functional, we will make every
effort to update this document if we become aware of changes.
Additionally, since this guide was written before SharePoint 2010
reached General Availability status, in some cases online documentation
was only available for older versions of SharePoint; F5 will provide
updated links as those become available.

& Tip

If you are using Microsoft FAST Search Server 2010 for SharePoint 2010,
see www.f5.com/pdf/deployment-guides/microsoft-fast-search-2010-dg.pdf

Product versions and revision history

Product and versions tested for this deployment guide:

Product Tested

Version Tested

BIG-IP System (LTM and WebAccelerator) 10.0, 10.1,10.2, 10.2.2

Microsoft SharePoint

SharePoint 2010

Revision history:

Version Description
10 New deployment guide
11 Added optional procedure for enabling X-Forwarded-For on the BIG-IP LTM, and the section Optional:
' Using X-Forwarded-For to log the client IP address in IS 7.0 and 7.5, on page 1-17 for instructions on
configuring IS to log the client IP address.
10 Removed the chapter Using the F5 Management and Designer Packs with Microsoft SCOM and

SharePoint to reflect the withdrawal of the free version of the F5 Management Pack.

F5® Deployment Guide


http://www.f5.com/pdf/deployment-guides/microsoft-fast-search-2010-dg.pdf

Version

Description

Added guidance on using a new SharePoint 2010 WebAccelerator Policy for SharePoint 2010 that can

1.3
improve the performance of non-collaborative SharePoint sites, such as public-facing internet portals. See
Downloading and importing the WebAccelerator policy, on page 3-4.
14 Added an additional configuration scenario for the BIG-IP Access Policy Manager (Web Access
’ Management mode) in Chapter 4.
15 Added support for BIG-IP version 10.2.2.
16 Added link to the Microsoft FAST Search Server 2010 deployment guide.
17 In Chapter 4, added an iRule to the BIG-IP APM Web Access Management section that supports the
' ability for users to edit Microsoft Office documents from the within a SharePoint site.
18 Modified the optional section on using X-Forwarded-For to log the client IP address in IS 7 and 7.5 to
' include installing the Custom Logging service role, and steps for editing the |IS Log Definition to include
the X-Forwarded-For header (3-13-2012)
19 Added instructions for configuring SharePoint Alternate Access Mappings if offloading SSL on the BIG-IP
’ system. (3-26-2012)
1.9.1 Added additional instructions to the Alternate Access Mappings section for ensuring the search results are

properly displayed for HTTPS queries. (4-3-2012).

Configuration example

The BIG-IP system provides intelligent traffic management and high
availability for Microsoft SharePoint Server 2010 deployments.

N
Firewalls

N N BIG-IP Local Traffic Manager

+
WebAccelerator Module (optional)

+
T External Address Space Access Policy Manager (optional)

(i.e. 192.0.0.0/26)

Internal Address Space
(i.e. 192.0.0.128/25)

SharePoint 2010

Web Server Farm Domain Controllers

SQL Database
(Configuration Database)

Figure 1.1 Logical configuration example
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Configuring SharePoint Alternate Access Mappings
to support SSL offload

If using the BIG-IP LTM system for SSL offload, for each SharePoint Web
Application that will be deployed behind LTM, you must configure your
SharePoint Alternate Access Mappings and Zones allow users to access
non-SSL sites through the BIG-IP LTM SSL virtual server and ensure
correct rewriting of SharePoint site links. For SSL offload, the Alternate
Access Mapping entries must have URLSs defined as https://<FQDN>,
where FQDN is the name associated in DNS with the appropriate Virtual
Server, and assigned to the SSL certificate within the Client SSL profile.

For each public URL to be deployed behind LTM, you must first modify the
URL protocol of the internal URL associated with that URL and zone from
http:// to https://: and then recreate the http:// URL. If you try to just add a
new URL for HTTPS, it will not function properly.

For more information, see
http://sharepoint.microsoft.com/blog/Pages/BlogPost.aspx?pID=804.

To configure SharePoint Alternate Access Mappings

1. From SharePoint Central Administration navigation pane, click
Application Management.

2. In the main pane, under Web Applications, click Configure
alternate access mappings.

3. From the Internal URL list, click the Internal URL corresponding
to the Public URL you want to be accessible through the BIG-IP
LTM.

The Edit Internal URLs page opens.

4. Inthe URL protocol, host and port box, change the protocol from
http:// to https://. You may want to make note of the URL for use

in step 7.
Edit Internal URL
URL protocol, host and port
Change the zone that thiz URL iz assocated with. |htt|:r5:ffsp2tl 10.fast.example.com/
Zone
I Default = I
Delete | oK Cancel

Figure 1.2 Editing the Internal URL

5. Click the OK button. You return to the Alternate Access Mappings
page.
6. On the Menu bar, click Add Internal URLs.

F5® Deployment Guide



Alternate Access Mapping Collection

Select an Alternate Access Mapping Collection.

Add Internal URL

Enter the protocol, host and port portion of any URL
that should be assodated with this resource.

In the URL protocol, host and port box, type the same internal
URL used in step 4, but use the http:// protocol. This allows access
to the non-SSL site from behind the LTM.

Alternate Access Mapping Collection: | SharePoint - sp2010.fast.tc.fSnet.com80 -

URL protocol, host and port
Ihttp:,-",-l’sp201.0.fast.e>camp|e.c:om|

Zone

IDEfauIt 'l

Save Cancel

Figure 1.3 Re-adding the HTTP Internal URL

10.

11.
12.
13.

14.

15.
16.

Click Save.
You must also add the new internal URL(s) to the list of Content
Sources of Search Administration.

From the navigation pane, click Application Management, and
then under Service Applications, click Manage service
applications.

Click the name of your Search Service application. In our example,
we are using Microsoft Fast Search Server, so the following
examples are based on Fast Search Server.

In the navigation pane, click Content Sources.
On the Menu bar, click New Content Source.

In the Name box, type a name. We type
https://sp2010.fast.example.com.

In the Start Addresses section, type the appropriate HTTPS URL. In
our example, we type https://sp2010.fast.example.com. All other
settings are optional.

Click the OK button (see Figure 1.4, on page 1-6).

Repeat this entire procedure for each public URL to be deployed
behind LTM.
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[ .
& SﬁgrePomtzom Central Administration » FAST Content SSA: Add Content Source

Administration
Search Administration

Farm Search
Administration

Crawling

Content Sources

Crawl Rules

Crawl Log

Server Name Mappings
Host Distribution Rules
File Types

Index Reset

Crawler Impact Rules

Reports

Administration Reports

Use this page to add & content source,
* Indicates a required figld

Name

Type a name to describe this content source.

Content Source Type

Select what type of content will be crawled.

Note: This cannot be changed after this content source is created because other
settings depend on it.

Start Addresses
Type the URLs from which the search system should start cawiing.

This indudes all SharePoint Server sites and Microsoft SharePoint Foundation sites.

Crawl| Settings

Figure 1.4 Adding Content Source

%)
2

Ilikelt

Tags &
Motes

@

Name: *

|https://=p2010.fast.example.com

Select the type of content to be crawled:

 SharePoint Sites
 Web Sites

 File Shares

" Exchange Public Folders
" Line of Business Data
 Custom Repository

Type start addresses below (one per ling): *
https://=p2010.fast.example.com d

- o

Example:
http:/fintranetsite

Select crawling behavior for all start addresses in this content

Displaying HTTPS SharePoint Search Results After Configuring Alternate
Access Mappings for SSL Offloading

After configuring Alternate Access Mappings in SharePoint 2010 to support
SSL offloading, you must perform the following procedure to ensure that
search results are properly displayed for https:// queries. The examples
below depict modifying the Content Search Service Application; however,
you must also perform these steps on your Query Search Service

Application.

To ensure HTTPS search results are displayed

1. From SharePoint Central Administration navigation pane, click
Application Management.

2. Under Service Applications, click Manage service applications.

3. From the Service Application list, click your Content SSA. If you
are using the default content SSA, this is “Regular Search”. If you
are using FAST Search, this is the name you gave the content SSA
(such as FAST Content SSA).

4. From the navigation pane, under Crawling, click Index Reset.

F5® Deployment Guide



5. Click the Reset Now button to reset all crawled content.

Reset all crawled content

Resetting the crawled content will erase the contentindex, After a reset, search results will not be available until crawls have been run,

Warning:
fou need to manually dear the content collection on the backend after you have reset all crawled content in this service application, and before starting any new
crawls,

The content index has already been fed into a content collection on the FAST Search for SharePoint backend. You must dear the content from this spedific content
collection on the backend to ensure data remaing in sync. To do this, use PowerShell commandlets, Load the Microsoft,FASTSearch.Powershell snapin and use the
command Clear-FASTSearchContentCollection. Note that this is ireversible. Ensure that you dear the same collection as used by this service application.

Reset Mow Cancel

Figure 1.5 Resetting the crawled content

Return to your Content SSA (repeat steps 1-3).
From the navigation pane, under Crawling, click Content Sources.

Click the content source for which you just reset the search index.

¥ ® =N o

From the Edit Content Source page, in the Start Full Crawl section,
check the Start full crawl of this content source box and then click
the OK button.

Select what the priority of this content source should be. The Crawl system wil FrIOFTY | Normal g

prioritize the processing of ‘High' priority content sources over ‘Mormal’ priority content
S0Urces

Start Full Crawl

Select "Start full crawl of this content source™ and dick "OK” to start a full crawl of this
content source.

Start full crawl of this content source

Figure 1.6 Starting a full crawl of the content source

When the crawl is complete, users should receive https:// addresses in their
search query results.
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Configuring the BIG-IP system for SharePoint

You can use the new Application Template feature on the BIG-IP system, to
efficiently configure a set of objects corresponding to Microsoft SharePoint.
The template uses a set of wizard-like screens that query for information and
then creates the required objects. At the end of the template configuration
process, the system presents a list of the objects created and a description for
how each object interacts with the application.

If you prefer to manually configure the BIG-IP system, see Manually
configuring the BIG-IP LTM system with SharePoint 2010, on page 2-1 and
Manually configuring the WebAccelerator module with SharePoint 2010, on
page 3-1.

’ Note

Depending on which modules are licensed on your BIG-IP system, some of
the options in the template may not appear.

‘ Important

All local traffic objects that an application template creates reside in

administrative partition Common. Consequently, to use the application
templates feature, including viewing the Templates list screen, you must
have a user role assigned to your user account that allows you to view and
manage objects in partition Common

Running the Microsoft SharePoint application template

To run the SharePoint application template, use the following procedure.

‘ Important

As of the publication date of this document, current shipping versions 10.0
and greater of the BIG-IP software specify only 2007 as the supported
version of SharePoint. As noted in the introduction to this guide, you may
use that template without modification for SharePoint 2010.

However, if you are using the WebAccelerator, we show you how to
download the SharePoint 2010 policy from F5’s DevCentral. DevCentral
requires a free registration.

To run the Microsoft SharePoint application template

1. Verify that your current administrative partition is set to Common.
The Partition list is in the upper right corner.

2. On the Main tab, expand Templates and Wizards, and then click
Templates. The Templates screen opens, displaying a list of
templates.

F5® Deployment Guide



3. In the Application column, click Microsoft SharePoint. The
SharePoint application template opens.

4. In the Virtual Server Questions section, complete the following:

a) You can type a unique prefix for your SharePoint objects that the
template will create. In our example, we leave this setting at the
default, my_sharepoint.

b) Enter the IP address for this virtual server. The system creates a
virtual server named <prefix from step a>_virtual_server. In
our example, we type 192.0.2.10.

c) If the servers are configured to communicate responses to clients
by using a route through the BIG-IP system to deliver response
data to the client, select Yes from the list. In this case, the BIG-IP
does not translate the client’s source address.

If the BIG-IP system should translate the client’s source address
to an address configured on the BIG-IP system, leave the list at
the default setting, No. Selecting No means the BIG-IP system
will use the SNAT automap feature to translate client source
addresses to they appear to originate on the BIG-IP itself. See the
Online Help for more information.

In our example, we leave this at the default setting: No.

Templates and Wizards » Templates :» microsoft_sharepoint

Microsoft SharePoint Template

Wielcome to the Microsoft SharePoint Template. This wizard will create a complete
configuration aptimized for managing Microsoft SharePoint traffic.

\irtual Server Questions

Unigue prefix name far all

ohjects thatwill be created by I my_sharapaint

this template?

What [P Address do you want to

use for this Microsoft I 192.02.10

SharePoint virtual server?

Do the Microsoft SharePoint

servers have a route back to I__,
application clients via this BIG-IP Mo

system?

Figure 1.7 Running the Microsoft SharePoint application template

5. Inthe SSL Offload section, complete the following

a) if you are not using the BIG-IP system to offload SSL, leave this
setting at the default, No. Continue with Step 6.

If you are using the BIG-IP system to offload SSL from the
SharePoint devices, select Yes from the list.

The SSL options appear, including a note about configuring
SharePoint Alternate Mappings and Zones (see the Configuration
utility, or Figure 1.8 for the exact text). You can find more
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information about Alternate Access Mappings in SharePoint
2010 at:
http://technet.microsoft.com/en-us/sharepoint/{f679917.aspx

b) From the Certificate list, select the appropriate certificate you

c)

S5L Offload Questions

Do you want the BIG-IP system
ta offload S5L from the
Microsoft SharePoint servers?

Ahout 55L Offload:

Certificate to authenticate the
server? (You may need to
import a cerificate before
deploying this Template.)

Key used far encryption? {You

may need to import a key befare

deploying this Template.)

want to use for this deployment. If you plan to use a third party
certificate, but have not yet installed it on the BIG-IP system, see
SSL Certificates on the BIG-IP system, on page 1-20.

From the Key list, select the appropriate key for the certificate. If
you have not yet installed the key on the BIG-IP system, see SSL
Certificates on the BIG-IP system, on page 1-20.

For information on generating certificates, or using the BIG-IP
LTM to generate a request for a new certificate and key from a
certificate authority, see the Managing SSL Traffic chapter in
the Configuration Guide for Local Traffic Management.

I‘r‘es 'I

When using the BIG-IP LTM systemn for S50 offload, for each SharePoint Web Application
thatwill be deploved behind LTM, configure wour SharePoint Alternate Access Mappings
and Zones according to the Microsoft documentation. For S50 offload, the Alternate Access
Mapping entries must have URLs defined as hitps:i=FQDRK= where FQDOM is the name
associated in DMS with the appropriate Virtual Server, and assigned to the S5L cedificate
chosen below. More information can be found here.

I sharepoint-ssl 'l

charepoint-ssl i v

Figure 1.8 Configuring the BIG-IP system for SSL Offload

6. In the Load Balancing Questions section, complete the following:

a)

b)

From the Load Balancing Method list, select an appropriate load
balancing method. In our example, we leave this setting at the
default, Least Connections (member).

Next, add each of the SharePoint devices that are a part of this
deployment.

In the Address box, type the IP address of the first SharePoint
server. In our example, we type 192.0.2.129.

In the Service Port box, type the appropriate port, or select it
from the list. In our example, we select HTTP from the list.
Click the Add button. Repeat this step for each of the SharePoint
devices.

F5® Deployment Guide
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c¢) Next, type a number of seconds that the BIG-IP system issues the

health check. In our example, we leave this at the default level,
30.

d) If you have a specific HTTP request you would like to add to the
health check, type it in the box after GET /. This is optional.
Note that HTTP 1.1 headers are added to the GET by default.

e) Select the HTTP version that the SharePoint servers expect
clients to use. In our example, we select Version 1.1.

A new row appears asking for the fully qualified DNS name
(FQDN) that clients use to access SharePoint. In the box, type the
FQDN for your SharePoint deployment. Note that this FQDN
should resolve to the virtual server on the BIG-IP system. In our
example, we type sharepoint.example.com.

f) If you entered an HTTP request in step d, and want to enter a
response string, type it here. This is optional.

Load Balancing Questions

Withich load balancing method

would you like 1o use? Least Connections {member) j

Address: | 182.0.2123

Service F'ortl a0 | Select... j
Flease add the servers that will Add
camprise this virtual server (the RAP1C018202129 80 ;l
wirtual will not be available until Rl Pl o0 19202130 80
atleastans serveris added): | Ry Py €0 192.0.2.131 :80

R Pl C:0192.0.2.132:80

Rl Pl 019202133 :80 ;I

Edit I Delete |
How often should each
Microsoft SharePoint server's I 30 seconds

health be checked?

GET /
HTTP request that should he
sentto check sener health?
(HTTF 1.1 headers will be
automatically added.)

What HTTP wersion dao yaur

Microsoft SharePaoint servers IVersion 11 'l

expect clients to use?
Fully qualified DNS narme HTTP

1.1 clients are expected to use I—
to access the Microsoft sharepoint examp

SharePoint?

String that should be contained
within the health check
response for the sener to he
considered healthy?

Figure 1.9 Configuring the Load Balancing options
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7. In the Protocol and Security Questions section, complete the
following

a) If most clients will be connecting to the virtual server from a
WAN, select WAN from the list. If most clients will be
connecting from a LAN, select LAN from the list.

This option determines the profile settings that control the
behavior of a particular type of network traffic, such as HTTP
connections.

b) If you want to use the WebAccelerator module to accelerate the
SharePoint traffic, select Yes from the list. If you do not want to
use the WebAccelerator, select No. This option does not appear if
you do not have the WebAccelerator module licensed. The
WebAccelerator module can significantly improve performance
for SharePoint deployments.

Note: There is an optional SharePoint policy for WebAccelerator
that can improve the performance of non-collaborative
SharePoint sites, such as public-facing internet portals. This
policy is not suitable for sites where users are changing or
uploading content, or are making design changes to the site.

See Downloading and importing the WebAccelerator policy, on
page 3-4 for instructions on implementing this policy.

¢) If you want to use the Application Security Manager to secure the
SharePoint traffic, select Yes from the list. If you do not want to
use the Application Security Manager, select No. This option
does not appear if you do not have the Application Security
Manager (ASM) licensed. For more information, see the online
help or the BIG-IP ASM documentation.

d) If you are using the Application Security Manager, from the
Language Encoding list, select the appropriate language. In our
example, we leave this at the default, Unicode (utf-8).

e) If you are using the WebAccelerator module, in the Host box,
type the fully qualified DNS name (FQDN) that your users will
use to access the SharePoint deployment (the WebAccelerator
application object’s Requested Hosts field). Click the Add
button. If you have additional host names, type each one in the
Host box, followed by clicking the Add button.

In our example, we type sharepoint.example.com and click the
Add button (see Figure 1.10).

8. Click the Finished button.

After clicking Finished, the BIG-IP system creates the relevant objects. You
see a summary screen that contains a list of all the objects that were created.

F5® Deployment Guide I-12



Protocol Optimization and Security Questions

Wil clients be connecting to this

vittual server primarily over a IWAN 'l

LAMN or 3 YWAMNT

Wiould vou like to use the Weh
Accelerator module to accelerate |Yes 'l
wour Microsoft SharePoint traffic®

Wiould you like to use the

Application Security Manager l—_,v
module to secure your Microsoft ves
SharePoint traffic?

Application Security Manager's policy enforcement mode will he setto transparent. In this

About ASM transparent mode: mode, violations will be logged hut not blocked. Before changing the mode to blocking,

please review the log results and adjust the policy for vour deployment if necessary.

What language encoding does

wour application use? |Un|code(utf—8) j

Hnst:l sharepoint.example.com

Flease enter the fully qualified
DS names your end users will | eI am R el R
use ta access the Microsoft

SharePoint Virtual Server (e.g.,

sharepoint.f.com).

Deletel
Cancel | Finished |

Figure 1.10 Configuring the Protocol and Security options

Optional: Creating the OneConnect profile

If you are NOT using NTLM authentication, we recommend you create one

additional profile that was not created by template: a OneConnect profile.
With OneConnect enabled, client requests can utilize existing, server-side
connections, thus reducing the number of server-side connections that a
server must open to service those requests. This can provide significant
performance improvements for SharePoint implementations. For more
information on OneConnect, see the BIG-IP LTM documentation.

In this section, we first create the OneConnect profile, then associate it with
the virtual servers that were created by the Application template.

€@ WARNING

If you are using NTLM authentication, the default authentication method for
SharePoint Portal Server, do not use a OneConnect profile on the BIG-IP
system for this deployment.

I-13
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To create a new OneConnect profile

1.

On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

On the Menu bar, from the Other menu, click OneConnect.
The Persistence Profiles screen opens.

In the upper right portion of the screen, click the Create button.
The New HTTP Profile screen opens.

In the Name box, type a name for this profile. In our example, we
type sharepoint-oneconnect.

From the Parent Profile list, ensure that oneconnect is selected.

Modify any of the other settings as applicable for your network. In
our example, we leave the settings at their default levels.

Click the Finished button.

The next task is to associate the OneConnect profile you just created with
the virtual server(s) that were created by the Application Template. If you
are not using the BIG-IP system to offload SSL, there is only one virtual
server to modify; if you are offloading SSL, there are two.

To modify the existing SharePoint virtual server

1.

4.

Configuration: | Avanced |~

On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

From the Virtual Server list, find the HTTP virtual server that
begins with the prefix you specified in step 4a. In our example, we
left the prefix at the default, so we click
my_sharepoint-virtual_server.

In the Configuration section, from the OneConnect Profile list,
select the name of the profile you just created. In our example, we
select sharepoint-oneconnect.

Click the Update button.

Tipe | standard =]

Protocal TCPR =

Frotacaol Profile {(Client) | mv_sharepDint_wan-Dptimized_tcp_prnﬂIej
FPratocal Profile (Server) | (Uze Client Profiley j
OneConnect Profile | sharepaint-onecannect j

MTLW Cann Poal I Maone 'l

HTTF Profile | microsoft_sharepoint_https_http-acceleration_shared_http j

Figure 1.11 Updating the virtual server to use the OneConnect profile
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If you are using the BIG-IP system to offload SSL, repeat this procedure,
but in step 2 select the HTTPS virtual server (it includes both the prefix you
specified earlier, and is followed by _https_). In our example, we click
my_sharepoint_https_virtual_server, and add our OneConnect profile.

Optional: Using the SharePoint 2010 WebAccelerator policy

If you are using the WebAccelerator, as of the initial publication date of this
guide, BIG-IP software versions up to 10.2 list a Web Accelerator policy for
SharePoint Services 2007, but not SharePoint 2010. Until this policy is a
part of the user interface, we show you how to download the SharePoint
2010 policy from DevCentral. DevCentral requires a free registration.

Downloading and importing the WebAccelerator policy

You currently need to download and import the custom WebAccelerator
policy (an XML file) for SharePoint 2010 from DevCentral. Later versions
of the module will include this policy by default. Downloading and
importing the policy is a simple two-part procedure.

’ Note

You must be a member of DevCentral (requires a free registration) in order
to download the policy.

To download and import the WebAccelerator policy

1. Open a web browser, and download the policy (an XML file) from
the following page:
http://devcentral f5.com/wiki/default.aspx/WebAccelerator/Sharep

0int2010WebAcceleratorPolicy.html

2. Save the file in a place that is accessible from the WebAccelerator.

3. Return to the BIG-IP LTM system, and on the Main tab, expand
WebAccelerator, and then click Policies. The Policy list opens.

4. In the upper-right section of the page, click Import.

5. Click the Browse button, and navigate to the location where you
saved the XML file.

6. Click the Import button. The Policy is added to the list (see Figure
1.12).
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Configuration » Policies

User-defined Acceleration Policies Create... | Irmpart...
v1| Policy % | LastPublished 4 | Tools

7 @ Microsoft SharePaint 2010 Jul 07, 2011 04:38pm Publish | Logging | Copy | Export| Rename | Sign
" [@Microsoft SharePaint 2010 - Custom Jul 07, 2011 04:35pm Publish | Logging | Copy | Export| Renarme | Sign

Figure 1.12 SharePoint 2010 Policy

7. On the Main tab, click Applications. The Applications list opens.

8. Click the name of the application that was created by the template.
In our example, we used the default naming convention, so we click
my_sharepoint_web_acc_application.

9. From the Central Policy list, select Microsoft SharePoint 2010.
10. Click the Save button.

Configuration » Applications » Edit Application

General Options

Application Mame: my_sharepoint_web_acc_application

Application Object for

Description:

[optional)

Policies

Central Policy: | Microsaft SharePaint 2010 =1

Remate Palicy: | - Select One - =1

Hosts

Requested Host | Action

sharepoint. example.com Options | Delete

Acld Host |

Save I Cancel I

Figure 1.13 WebAccelerator Edit Application page
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Optional: Using X-Forwarded-For to log the client IP
address in IIS 7.0 and 7.5

When you configure BIG-IP LTM to use SNAT, the BIG-IP system replaces
the source IP address of an incoming connection with its local self IP
address (in the case of SNAT Automap), or an address you have configured
in a SNAT pool. As a result, Microsoft IIS logs each connection with its
assigned SNAT address, rather than the address of the client. By configuring
an HTTP profile on the BIG-IP to insert an X-Forwarded-For header, the
original client IP address is sent as well; however, in default IIS
configuration, this information is not logged.

Beginning with IIS 7, Microsoft provides an optional Advanced Logging
Feature for IIS that allows you to define custom log definitions that can
capture additional information such as the client IP address included in the
X-Forwarded-For header.

You must first enable X-Forwarded-For in the BIG-IP HTTP profile, and
then add the log field to IIS.

Modifying the HTTP profile to enable X-Forwarded-For

The first task is to modify the HTTP profile created by the application
template to enable the X-Forwarded-For header.

To modify the HTTP profile
1. On the Main tab, expand Local Traffic, and then click Profiles.

2. From the HTTP profile list, select the profile created by the
template. It is one of the following:
microsoft_sharepoint_http-wan-optimized-caching_shared_http
microsoft_sharepoint_http-lan-optimized-caching_shared_http.

3. In the Settings section, on the Insert X-Forwarded-For row, click
the Custom box. From the list, select Enabled.

4. Click the Update button.

Deploying the Custom Logging role service

The next task is to deploy the Custom Logging role service. If you do not
deploy this role service, you may receive a "Feature not supported" error
when trying to edit the log definition in the next section.

To deploy the Custom Logging role service

1. From your Windows Server 2008 or Windows Server 2008 R2
device, open Server Manager.

2. In the Navigation pane, expand Roles.

3. Right-click Web Server, and then click Add Role Services.

I -17



Deploying the BIG-IP System with Microsoft SharePoint 2010

Under Health and Diagnostics, check the box for Custom Logging,
and then click the Next button.

On the Confirmation page, click Install.

After the service has successfully installed, click the Close button.

Adding the X-Forwarded-For log field to IS

Before beginning the following procedure, you must have installed IIS
Advanced Logging. For installation instructions, see
http://www.iis.net/community/files/media/advancedlogging readme.htm

’ Note

If you are using IIS version 6, F5 has a downloadable ISAPI filter that
performs a similar function to the Advanced Logging Feature discussed
here. For information on that solution, see the DevCentral post at
http://devcentral f5.com/weblogs/Joe/archive/2009/08/19/x forwarded_for

log_filter for windows servers.aspx

To add the X-Forwarded-For log field to IS

1.

10.

From your Windows Server 2008 or Windows Server 2008 R2
device, open the Internet Information Services (IIS) Manager.

From the Connections navigation pane, click the appropriate server,
web site, or directory on which you are configuring Advanced
Logging. The Home page appears in the main panel.

From the Home page, under IIS, double-click Advanced Logging.
From the Actions pane on the right, click Edit Logging Fields.

From the Edit Logging Fields dialog box, click the Add Field
button, and then complete the following:

a) In the Field ID box, type X-Forwarded-For.

b) From the Category list, select Default.

¢) From the Source Type list, select Request Header.
d) In the Source Name box, type X-Forwarded-For.

e) Click the OK button in the Add Logging Field box, and then
click the OK button in the Edit Logging Fields box.

Click a Log Definition to select it. By default, there is only one:
9%COMPUTERNAME%-Server. The log definition you select must
have a status of Enabled.

From the Actions pane on the right, click Edit Log Definition.

Click the Select Fields button, and then check the box for the
X-Forwarded-For logging field.

Click the OK button.
From the Actions pane, click Apply.

F5® Deployment Guide
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11. Click Return To Advanced Logging.
12. In the Actions pane, click Enable Advanced Logging.

Now, when you look at the logs, the client IP address is included.
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SSL Certificates on the BIG-IP system

Before you can enable the BIG-IP LTM system to act as an SSL proxy, you
must install a SSL certificate on the virtual server that you wish to use for
SharePoint connections on the BIG-IP LTM device. For this Deployment
Guide, we assume that you already have obtained an SSL certificate, but it is
not yet installed on the BIG-IP LTM system. For information on generating
certificates, or using the BIG-IP LTM to generate a request for a new
certificate and key from a certificate authority, see the Managing SSL
Traffic chapter in the Configuration Guide for Local Traffic Management.

Importing keys and certificates

Once you have obtained a certificate, you can import this certificate into the
BIG-IP LTM system using the Configuration utility. By importing a
certificate or archive into the Configuration utility, you ease the task of
managing that certificate or archive. You can use the Import SSL
Certificates and Keys screen only when the certificate you are importing is
in Privacy Enhanced Mail (PEM) format.

To import a key or certificate
1. On the Main tab, expand Local Traffic.
. Click SSL Certificates. The list of existing certificates displays.

2
3. In the upper right corner of the screen, click Import.
4

. From the Import Type list, select the type of import (Certificate or
Key).

5. In the Certificate (or Key) Name box, type a unique name for the
certificate or key.

6. In the Certificate (or Key) Source box, choose to either upload the
file or paste the text.

7. Click Import.

8. If you imported the certificate, repeat this procedure for the key.
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Manually configuring the BIG-IP LTM system with
SharePoint 2010

While we recommend using the application template, if you prefer to
manually configure the BIG-IP LTM system rather than use the application
template, perform the following procedures.

Creating the HTTP health monitor

The first step is to set up health monitors for the SharePoint devices. This
procedure is optional, but very strongly recommended. For this
configuration, we use an HTTP monitor, which checks pool members (IP
address and port combinations), and can be configured to use send and recv
statements in an attempt to retrieve explicit content from nodes.

To configure a health monitor

1.

On the Main tab, expand Local Traffic, and then click Monitors.
The Monitors screen opens.

Click the Create button.
The New Monitor screen opens.

In the Name box, type a name for the Monitor.
In our example, we type SPSHTTP_monitor.

From the Type list, select http.

In the Configuration section, in the Interval and Timeout boxes,
type an Interval and Timeout. We recommend at least a 1:3 +1 ratio
between the interval and the timeout. In our example, we use a
Interval of 30 and a Timeout of 91.

In the Send String box, type a string. In our example, we type GET
/ HTTP/1.1 to request the default page at the root level. You can
modify this string to request a different resource or otherwise
modify it as appropriate for your environment; however, in all cases,
the Send String must be a valid HTTP request.

In the Receive String box, you can type an optional Receive string.

Click the Finished button. The monitor is added to the Monitor list.
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Creating the pool

Local Traffic »» Monitors »» New Monitor...

General Properties

Marme | SPSHTTP_manitar
Type HTTP =
Impont Settings | http 4

Configuration: I Basic :l'
Interval I a0 seconds
Timeout I 91 seconds

GET / HTTP/L.1

Send String

Receive String

User Mame I
Password I

Reverse  ves & g

Transparent C ves & g

Cancel | Repeatl Finished I

Figure 2.1 Creating the HTTP Monitor

The next step in this configuration is to create a pool on the BIG-IP system.
A BIG-IP pool is a set of devices grouped together to receive traffic
according to a load balancing method. In this configuration, we create one
pool for the SharePoint devices.

To create the SharePoint pool

1. On the Main tab, expand Local Traffic, and then click Pools.
The Pool screen opens.

2. In the upper right portion of the screen, click the Create button.
The New Pool screen opens.

3. From the Configuration list, select Advanced.

4. In the Name box, enter a name for your pool.
In our example, we use SPS_Pool.

5. In the Health Monitors section, select the name of the monitor you
created in the Creating the HTTP health monitor section, and click
the Add (<<) button. In our example, we select
SPSHTTP_monitor.
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6.

In the Slow Ramp Time box, type 300. We set a higher Ramp Time
because we are using the Least Connections load balancing method.
This ensures that if a pool member becomes available after
maintenance or a new member is added, the Least Connections load
balancing algorithm does not send all new connections to that
member (a newly available member will always have the least
number of connections).

Local Traffic »» Pools : Pool List »» Hew Pool...

Configuration: IAdvanced :l'

I MName [ sPs_Pool

Active Available
SFEHTTP_monitor

gateway_icmp
hitp

hitps
hitps_443

inband 4|
Availability Requirement All * | Health Maonitar(s)

Allows SNAT [ves =]

Allow NAT [ves =]

Action On Service Down lm

Slaw Ramp Time 300 seconds

IP ToS ta Client IPass Thraugh 'l

Health Monitors

Figure 2.2 Pool Configuration options (truncated)

10.

11.

12.
13.
14.

From the Load Balancing Method list, choose your preferred load
balancing method (different load balancing methods may yield
optimal results for a particular network).

In our example, we select Least Connections (member).

For this pool, we leave the Priority Group Activation Disabled.

In the New Members section, make sure the New Address option
button is selected.

In the Address box, add the first server to the pool. In our example,
we type 192.0.2.129.

In the Service Port box, type the service number you want to use
for this device, or specify a service by choosing a service name from
the list.

In our example, we type 80.

Click the Add button to add the member to the list.
Repeat steps 9-11 for each server you want to add to the pool.

Click the Finished button (see Figure 2.3).
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Creating profiles

Resources
Load Balancing Method | Least Connections {mermhber) j
Priarity Group Activation IDisabIed 'I
Address: | 192.0.2.133
Senvice Port | 80 [HTTR =l
Add
iz e R:1P:0C:0192.02.129:80 =]

R PO C:0192.0.2130:80
Rl PO Ci0192.0.2.131 80
Rl PO Ci0192.0.2.132 80
R PO Ci0 1920213380 LI

EditI Delete |

Cancel | Repeatl Finished |

Figure 2.3 Adding the SharePoint server pool

The next task to create the BIG-IP profiles. A profile is an object that
contains user-configurable settings, with default values, for controlling the
behavior of a particular type of network traffic, such as HTTP connections.
Using profiles enhances your control over managing network traffic, and
makes traffic-management tasks easier and more efficient.

Although it is possible to use the default profiles, we strongly recommend
you create new profiles based on the default parent profiles. Creating new
profiles allows you to easily modify the profile settings specific to this
deployment, and ensures you do not accidentally overwrite the default
profile.

Creating an HTTP profile

The first new profile we create is an HTTP profile. In the following
example, we base our HTTP profile off of the http-acceleration parent
profile, as we are using the WebAccelerator. If you are not using the
WebAccelerator, we recommend using the
http-wan-optimized-compression-caching parent. There are a couple
modifications to make no matter which profile you are using.

There are a couple of caveats for using this profile:

« If you are not terminating SSL (HTTPS) connections on the BIG-IP
LTM, you must leave the Redirect Rewrite option at None (the default
setting). Redirect Rewrite is meant to capture HTTP 3XX redirects and
rewrite them to use HTTPS. See Step 5 in the following procedure.

¢ You must have Compression and RAM Cache licensed on your BIG-IP
LTM system. Contact your Sales Representative for more information.
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’ Note

The following procedure shows one way to optimize the Microsoft
SharePoint 2010 configuration that has been tested in real-world scenarios
by F5, and shown to give the greatest improvement. These procedures and
the specific values given in some steps should be used as guidelines, modify
them as applicable to your configuration.

To create a new HTTP profile

1.
2.
3.

On the Main tab, expand Local Traffic, and then click Profiles.
Click the Create button. The New HTTP Profile screen opens.

In the Name box, type a name for this profile. In our example, we
type SPS_HTTP_opt.

From the Parent Profile list:
* If you are using the WebAccelerator, select http-acceleration.

* If you are not using the WebAccelerator, select
http-wan-optimized-compression-caching.

If you intend to terminate SSL (HTTPS) connections on the BIG-IP
LTM, in the Settings section, check the Custom box for Redirect
Rewrite, and from the Redirect Rewrite list, select Matching.
Otherwise, leave this at the default setting (None).

In the Compression section, check the Custom box for
Compression, and from the Compression list, select Enabled.

In the RAM Cache section, check the Custom box for URI
Caching, and leave URI List selected.

From the URI List section, in the URI box, type /_layouts/images/*
and click the Include button. This ensures that all of the layout
images are cached on the BIG-IP LTM system.

LRI Caching I LRI List... 'l v

URI: I {leyoutsfimages™

Fin | Include | Exclude |
Pin List
=l
[-]
Include List
URI List '
=
Exclude List
=l
[

Edit | Delete |

Figure 2.4 URI Caching
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9. Optional: If you want to enable the X-Forwarded-For header for
accurate logging, check the Custom box for Insert
X-Forwarded-For, and from the list, select Enabled. See Optional:
Using X-Forwarded-For to log the client IP address in I1S 7.0 and
7.5, on page 1-17 for detailed information, including modifications
to IIS to accurately log the client IP address.

10. Modify any of the other settings as applicable for your network.
11. Click the Finished button.

Creating the TCP profiles

The next profiles we create are the TCP profiles. If most of the Microsoft
SharePoint users are accessing the devices via a Local Area Network, we
recommend using the tcp-lan-optimized (for server-side TCP connections)
parent profile. If the majority of the users are accessing the system from
remote or home offices, we recommend using an additional TCP profile,
called tep-wan-optimized (for client side TCP connections). In our
example, we leave these profiles at their default levels; you can configure
any of the options as applicable for your network.

Creating the LAN optimized TCP profile

First we configure the LAN optimized profile. If you do not want to use this
optimized profile, you can choose the default TCP parent profile.

To create a new TCP profile

1. On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

2. On the Menu bar, from the Protocol menu, click tcp.

3. In the upper right portion of the screen, click the Create button.
The New TCP Profile screen opens.

4. In the Name box, type a name for this profile. In our example, we
type SPS-tcp-lan.

5. From the Parent Profile list, select tcp-lan-optimized.

6. Modify any of the settings as applicable for your network. In our
example, we leave the settings at their default levels.

7. Click the Finished button.

Creating the WAN optimized TCP profile

Now we configure the WAN optimized profile. Remember, if most of the
users are accessing the system over the LAN or other low latency links, you
do not need to create this profile.

To create a new TCP WAN optimized profile

1. On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.
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2. On the Menu bar, from the Protocol menu, click tcp.

3. In the upper right portion of the screen, click the Create button.
The New TCP Profile screen opens.

4. In the Name box, type a name for this profile. In our example, we
type SPS-tcp-wan.

5. From the Parent Profile list, select tcp-wan-optimized.

6. Modify any of the settings as applicable for your network. In our
example, we leave the settings at their default levels.

7. Click the Finished button.

Creating a cookie persistence profile

The final profile we create is a Cookie Persistence profile. We recommend
using the default cookie method for this profile (HTTP cookie insert), but
you can change other settings, such as specifying a cookie expiration.

To create a new cookie persistence profile

1. On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

2. On the Menu bar, click Persistence.
The Persistence Profiles screen opens.

3. In the upper right portion of the screen, click the Create button.
The New Persistence Profile screen opens.

4. Inthe Name box, type a name for this profile. In our example, we
type SPSCookie.

5. From the Persistence Type list, select Cookie.
The configuration options for cookie persistence appear.

6. Modity any of the settings as applicable for your network.
7. Click the Finished button.

For more information on creating or modifying profiles, or applying profiles
in general, see the BIG-IP documentation.

Creating the OneConnect profile

If you are NOT using NTLM authentication, we recommend you create one
additional profile: a OneConnect profile. With OneConnect enabled, client
requests can utilize existing, server-side connections, thus reducing the
number of server-side connections that a server must open to service those
requests. This can provide significant performance improvements for
SharePoint implementations that do not use NTLM. For more information
on OneConnect, see the BIG-IP LTM documentation.
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4@ WARNING

If you are using NTLM authentication, the default authentication method for
SharePoint Portal Server, do not use a OneConnect profile on the BIG-IP
system for this deployment.

To create a new OneConnect profile

1.

On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

On the Menu bar, from the Other menu, click OneConnect.
The Persistence Profiles screen opens.

. In the upper right portion of the screen, click the Create button.

The New HTTP Profile screen opens.

In the Name box, type a name for this profile. In our example, we
type SPS_oneconnect.

From the Parent Profile list, ensure that oneconnect is selected.

Modify any of the other settings as applicable for your network. In
our example, we leave the settings at their default levels.

Click the Finished button.

Creating the HTTP virtual server

Next, we configure a HTTP virtual server that references the profiles and
pool you created in the preceding procedures.

To create the virtual server

1.

On the Main tab, expand Local Traffic, and then click Virtual
Servers.
The Virtual Servers screen opens.

In the upper right portion of the screen, click the Create button.
The New Virtual Server screen opens.

In the Name box, type a name for this virtual server. In our
example, we type SPS_http_virtual.

In the Destination section, select the Host option button.

In the Address box, type the IP address of this virtual server. In our
example, we use 192.0.2.10.

In the Service Port box, type 80 or select HT'TP from the list.
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Local Traffic .. Virtual Servers : Virtual Server List .. Hew Virtual Server...

General Properties

Narme | 5PS_ntt_virual
- Type: @ Host O Metwork
Destination
Address:| 192.0.2.10
Service Port [ 20 |HTTP =l

State I Enahled 'l

Figure 2.5 General Properties of the virtual server

7.

10.

11.

12.

From the Configuration list, select Advanced.
The Advanced configuration options appear.

Leave the Type list at the default setting: Standard.

From the Protocol Profile (Client) list select the name of the
profile you created in the Creating the WAN optimized TCP profile
section. If you did not create a WAN optimized profile, select the
LAN optimized profile as in the following Step. In our example, we
select SPS-tcp-wan.

From the Protocol Profile (Server) list, select the name of the
profile you created in the Creating the LAN optimized TCP profile
section. In our example, we select SPS-tcp-lan.

From the OneConnect Profile list, if you created the optional
OneConnect profile, select the profile you created in Creating the
OneConnect profile, on page 2-7.

From the HTTP Profile list, select the profile you created in the
Creating an HTTP profile section. In our example, we select
SPS_HTTP_opt.

Configuration: IAdvanced Yl

Type | standard =]
Protocol m

Protacol Profile (Client) | 5PS-tcp-wan =]
Protocal Profile (Server) |SPS-tcp-Ian j

OneConnect Profile |SPS_oneconnect vl
MTLW Conn Poaol I Maone 'i

HTTF Frofile ESPS_H'I‘I’F'_Dpt j
FTP Profils | Mrne vi

Figure 2.6 Configuration options of the virtual server (truncated)
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13. In the Resources section, from the Default Pool list, select the pool
you created in the Creating the pool section. In our example, we
select SPS_pool.

14. From the Default Persistence Profile list, select the persistence
profile you created in the Creating a cookie persistence profile
section. In our example, we select SPSCookie.

|
Default Pool j ISPS_PUDI vI
Default Persistence Profile SPSCookia v

Fallback Persistence Profile INone 'l

Cancel | Repeat' Finished |

Figure 2.7 Resources section virtual server (truncated)

15. Click the Finished button.

Creating a default SNAT

A secure network address translation (SNAT) ensures the proper routing of
connections from the Index server to the Search server. In this configuration,
we configure a default SNAT.

’ Note

If you do not want source address translation on client connections from the
external VLAN, you can disable the default SNAT for the external VLAN.

To create a default SNAT

1. On the Main tab, expand Local Traffic, and then click SNATsS.
The SNATS screen opens.

2. In the upper right portion of the screen, click the Create button.
The New SNAT screen opens.

3. In the Name box, type a name for this SNAT. In our example, we
type DefaultSNAT.

4. In the Translation list, select Automap.

5. Optional: If you to disable (or enable) the default SNAT for specific
VLANS, from the VLAN Traffic list, select either Enabled on or
Disabled on from the list. From the Available list, select the
appropriate VLAN and click the Add (<<) button to move it to the
Selected list.

6. Click the Finished button.
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Configuring the BIG-IP LTM system for Microsoft
SharePoint Server 2010 using SSL

This section describes how to configure the BIG-IP LTM system as an SSL
proxy for a Microsoft SharePoint Server 2010 deployment. If you are not
using the BIG-IP LTM system to offload SSL traffic, you do not need to
perform these procedures.

‘ Note

This section is written with the assumption that you have already configured
your BIG-IP LTM system for a SharePoint deployment as described in this
Deployment Guide.

Prerequisites and configuration notes

The following are additional prerequisites for this section:

¢ Youneed an SSL certificate for your site that is compatible with the
BIG-IP LTM system. For more information, consult the BIG-IP
documentation.

& You have already configured the BIG-IP LTM system as described in
this Deployment Guide.

o Important: See Configuring SharePoint Alternate Access Mappings to
support SSL offload, on page 1-4 for critical information about
configuring SharePoint for the BIG-IP LTM and SSL offload.

This section contains following procedures for configuring the BIG-IP LTM
system:

* Using SSL certificates and keys

* Create a Client SSL profile

*  Modifying the HTTP virtual server
* Creating the HTTPS virtual server

Using SSL certificates and keys

Before you can enable the BIG-IP LTM system to act as an SSL proxy, you
must install a SSL certificate on the virtual server that you wish to use for
SharePoint connections on the BIG-IP device. For this Deployment Guide,
we assume that you already have obtained an SSL certificate, but it is not
yet installed on the BIG-IP LTM system. For information on generating
certificates, or using the BIG-IP system to generate a request for a new
certificate and key from a certificate authority, see the Managing SSL
Traffic chapter in the Configuration Guide for Local Traffic Management.
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Importing keys and certificates

Once you have obtained a certificate, you can import this certificate into the
BIG-IP LTM system using the Configuration utility. By importing a
certificate or archive into the Configuration utility, you ease the task of
managing that certificate or archive. You can use the Import SSL
Certificates and Keys screen only when the certificate you are importing is
in Privacy Enhanced Mail (PEM) format.

To import a key or certificate
1. On the Main tab, expand Local Traffic.

2. Click SSL Certificates.
This displays the list of existing certificates.

3. In the upper right corner of the screen, click Import.

4. From the Import Type list, select the type of import (Certificate or
Key).

5. In the Certificate (or Key) Name box, type a unique name for the
certificate or key.

6. In the Certificate (or Key) Source box, choose to either upload the
file or paste the text.

7. Click Import.

If you imported the certificate, repeat this procedure for the key.

Create a Client SSL profile

The next step in this configuration is to create an SSL profile. This profile
contains the SSL certificate and Key information for offloading the SSL
traffic.

To create a new Client SSL profile based on the default
profile

1. On the Main tab, expand Local Traffic.

2. Click Profiles.
The HTTP Profiles screen opens.

3. On the Menu bar, from the SSL menu, select Client.
The Client SSL Profiles screen opens.

4. In the upper right portion of the screen, click the Create button.
The New Client SSL Profile screen opens.

5. In the Name box, type a name for this profile. In our example, we
type SPS_clientssl.

6. In the Configuration section, click a check in the Certificate and
Key Custom boxes.
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9.

From the Certificate list, select the name of the Certificate you
imported in the Importing keys and certificates section.

From the Key list, select the key you imported in the Importing keys
and certificates section.

Click the Finished button.

For more information on creating or modifying profiles, or SSL Certificates,
see the BIG-IP documentation.

Modifying the HT TP virtual server

The next task is to modify the HTTP virtual server you created in Creating
the HTTP virtual server, on page 8 to use the iRule you just created.

To modify the existing SharePoint virtual server

1.

On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

From the Virtual Server list, click the SharePoint virtual server you
created in the Creating the HTTP virtual server section. In our
example, we click SPS_virtual.

On the menu bar, click Resources.
The Resources page for the virtual server opens.

From the Default Pool list, select None. This virtual server no
longer requires the load balancing pool, as traffic is redirected to the
HTTPS virtual server we create in the following procedure.

Click the Update button.

In the iRules section, click the Manage button.
The Resource Management screen opens.

From the Available list, select the built-in iRule
_sys_https_redirect, and click the Add (<<) button.

Click the Finished button.

Creating the HTTPS virtual server

The final task in this section is to create a HTTPS virtual server.

To create a new HTTPS virtual server

1.

On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

In the upper right portion of the screen, click the Create button.
The New Virtual Server screen opens.

In the Name box, type a name for this virtual server. In our
example, we type SPS_httpsvirtual.
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10.

11.

12.

13.

14.

15.

In the Destination section, select the Host option button.

In the Address box, type the IP address of this virtual server. In our
example, we use 192.0.2.10.

In the Service Port box, type 443 or select HTTPS from the list.

From the Configuration list, select Advanced.
The Advanced configuration options appear.

Leave the Type list at the default setting: Standard.

From the Protocol Profile (Client) list select the name of the
profile you created in the Creating the WAN optimized TCP profile
section. If you did not create a WAN optimized profile, select the
LAN optimized profile as in the following Step. In our example, we
select SPS-tcp-wan.

From the Protocol Profile (Server) list, select the name of the
profile you created in the Creating the LAN optimized TCP profile
section. In our example, we select SPS-tcp-lan.

From the HTTP Profile list, select the name of the profile you
created Creating an HTTP profile section. In our example, we select
SPS_HTTP_opt.

From the SSL Profile (Client) list, select the name of the SSL
profile you created in the Create a Client SSL profile section. In our
example, we select SPS_clientssl.

From the Default Pool list, select the pool you created in the
Creating the pool section. In our example, we select SPSServers.

From the Default Persistence Profile list, select the persistence
profile you created in the Creating a cookie persistence profile. In
our example, we select SPSCookie.

Click the Finished button.

This concludes the BIG-IP LTM configuration.
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Deploying the WebAccelerator v10 with
Microsoft SharePoint 2010

* Creating an HTTP Class profile
* Modifying the Virtual Server to use the Class profile

* Creating an Application



Manually configuring the WebAccelerator module
with SharePoint 2010

In this section, we configure the WebAccelerator module for SharePoint
devices to increase performance for end users of SharePoint. The F5
WebAccelerator is an advanced web application delivery solution that
provides a series of intelligent technologies designed to overcome problems
with browsers, web application platforms and WAN latency issues which
impact user performance.

For more information on the F5 WebAccelerator, see
http://www.f5.com/products/WebAccelerator/.

Prerequisites and configuration notes

The following are prerequisites for this section:

*

We assume that you have already configured the BIG-IP LTM system for
directing traffic to the SharePoint devices as described in this
Deployment Guide.

You must have licensed and provisioned the WebAccelerator module on
the BIG-IP LTM system.

This document is written with the assumption that you are familiar with
the BIG-IP LTM system, WebAccelerator and Microsoft SharePoint
Server 2010. Consult the appropriate documentation for detailed
information.

You should have configured an HTTP profile using the
http-acceleration parent. See Creating an HTTP profile, on page 2-4 for
more details.

BIG-IP software versions up to 10.2.2 list a Web Accelerator policy for
SharePoint Services 2007, but not SharePoint 2010. Until this policy is a
part of the user interface, we show you how to download the SharePoint
2010 policy from DevCentral. DevCentral requires a free registration.

There are also instructions for using an optional WebAccelerator policy
that offers better performance for non-collaborative SharePoint sites.
This policy requires a change to the Intelligent Browser Referencing
(IBR) delimiter value in WebAccelerator. Note that changing this
delimiter value will affect all applications that use WebAccelerator
Intelligent Browser Referencing.

In this guide, we assume you are configuring the WebAccelerator in an
Asymmetric configuration. If plan on using a Symmetric configuration,
but have not yet initially configured the central and remote
WebAccelerator systems, refer to Chapter 3, Initial Configuration and
Maintenance Tasks, in the Configuration Guide for the BIG-IP
WebAccelerator System.
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Configuration example

Using the configuration in this section, the BIG-IP LTM system with
WebAccelerator module is optimally configured to accelerate traffic to
Microsoft SharePoint servers. The BIG-IP LTM with WebAccelerator
module both increases end user performance as well as offloads the servers
from serving repetitive and duplicate content.

In this configuration, a remote user connects to a SharePoint site through a
BIG-IP LTM that is running the WebAccelerator module. On the first visit,
documents that are not compressed by SharePoint are compressed by
WebAccelerator for faster download. The WebAccelerator also marks
objects for long-term caching by the browser.

On subsequent visits, the user experience is accelerated because the browser
uses the dynamic or static objects that are stored in its local cache rather
than retrieving them again over the WAN. Additionally, dynamic and static
objects are cached at the WebAccelerator so they can be served quickly to
all clients, whether on first or repeat visits, without requiring the server to
re-serve the same objects.

Configuring the WebAccelerator module

Configuring the WebAccelerator module requires creating an HTTP class
profile and creating an Application. The WebAccelerator device has a large
number of other features and options for fine tuning performance gains; see
the WebAccelerator Administrator Guide for more information.

Creating an HTTP Class profile

The first procedure is to create an HTTP class profile. When incoming
HTTP traffic matches the criteria you specify in the WebAccelerator class,
the system diverts the traffic through this class. In the following example,
we create a new HTTP class profile, based on the default profile.

To create a new HTTP class profile

1. On the Main tab, expand WebA ccelerator, and then click Classes.
The HTTP Class Profiles screen opens.

2. In the upper right portion of the screen, click the Create button.
The New HTTP Class Profile screen opens.

3. In the Name box, type a name for this Class. In our example, we
type sharepoint-class.

4. From the Parent Profile list, make sure httpclass is selected.

5. In the Configuration section, from the WebA ccelerator row, make
sure Enabled is selected.
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6. In the Hosts row, from the list select Match Only. The Host List
options appear.

a) In the Host box, type the host name that your end users use to
access the SharePoint site. In our example, we type
sharepoint.example.com (see Figure 3.1).

b) Leave the Entry Type at Pattern String.
¢) Click the Add button.

d) Repeat these sub-steps for any other host names users might use
to access the SharePoint deployment.

7. The rest of the settings are optional, configure them as applicable
for your deployment.

8. Click the Finished button. The new HTTP class is added to the list.

Local Traffic »» Profiles : Protocol : HTTP Class »» Hew HTTP Class Profile...

General Properties

Mame I sharepoint-class

FParent Profile | hitpclass j
Configuration Custom [
WebAccelerator | Enabled 'l W

Application Security I Disabled 'I r
Hosts I Match anly... 'I W

Hostl sharepoint.example.com

Entr\yType:lPaﬂern String j
Add

Host List

Deletel
URI Paths [Watchan =] r
Headers I Match all 'I r

Cookies Im r
Actions Custam [
Send To lm r
Reutite URI | r

Cancel| Repeat' Finished|

Figure 3.1 Creating a new HTTP Class profile
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Modifying the Virtual Server to use the Class profile

The next step is to modify the virtual server for your SharePoint deployment
on the BIG-IP LTM system to use the HTTP Class profile you just created.

To modify the Virtual Server to use the Class profile

1. On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

2. From the Virtual Server list, click the name of the virtual server
you created for your SharePoint deployment. In our example, we
click SPS_yvirtual.

The General Properties screen for the Virtual Server opens.

3. On the Menu bar, click Resources.
The Resources screen for the Virtual Server opens.

4. In the HTTP Class Profiles section, click the Manage button.

5. From the Available list, select the name of the HTTP Class Profile
you created in the preceding procedure, and click the Add (<<)
button to move it to the Enabled box. In our example, we select
sharepoint_class (see Figure 3.2).

6. Click the Finished button. The HTTP Class Profile is now
associated with the Virtual Server.

Local Traffic . Virtual Servers .. SPS_wirtual

Statistics

Resources
1

 ~ | Properties

Resource Management

Enabled Available
sharepoint-class ;I hitpclass ;I
€<I
HTTP Class Frofiles I
==

ﬂl Downl
Cancel I Finished |

Figure 3.2 Adding the HTTP Class Profile to the Virtual Server

Downloading and importing the WebAccelerator policy

You currently need to download and import the custom WebAccelerator
policy (an XML file) for SharePoint 2010 from DevCentral. Later versions
of the module will include this policy by default. Downloading and
importing the policy is a simple two-part procedure.

There are two policies you can choose from, depending on your
configuration. The standard SharePoint 2010 policy, and a new policy that
can improve the performance of non-collaborative SharePoint sites, such as
public-facing internet portals. This policy is not suitable for sites where

F5® Deployment Guide



users are changing or uploading content, or are making design changes to
the site. If you choose to use the new policy for non-collaborative sites,
there is one additional procedure you must follow after downloading and
importing the policy.

‘ Note

You must be a member of DevCentral (requires a free registration) in order
to download the policy.

To download and import the WebAccelerator policy

1. Open a web browser, and download the appropriate policy (an XML
file) from DevCentral:

» Standard SharePoint 2010 policy:
http://devcentral f5.com/wiki/default.aspx/WebAccelerator/Sha
repoint2010WebA cceleratorPolicy.html

* SharePoint 2010 policy for non-collaborative sites:
http://devcentral f5.com/wiki/default.aspx/WebAccelerator/Sha
rePoint2010WebAcceleratorPolicyForNonCollaborativeSites.ht
ml

2. Save the file in a place that is accessible from the WebAccelerator.

3. Return to the BIG-IP LTM system, and on the Main tab, expand
WebAccelerator, and then click Policies. The Policy list opens.

4. In the upper-right section of the page, click Import.

5. Click the Browse button, and navigate to the location where you
saved the XML file.

6. Click the Import button. The Policy is added to the list (see Figure
3.3). You choose the new policy in the next procedure.

Di

Configuration » Policies

User-defined Acceleration Policies Create... | Import...
~| Policy 4 | Last Published + | Tools

™ @ microsoft SharePoint 2010 Jul 07,2011 04:38pm Publish | Logging | Copy | Expart| Rename | Sign
™ [@Microsoft SharePoint 2010 - Custam Jul 07, 2011 04:35pm Publizh | Logging | Copy | Expaort| Rename | Sign

Figure 3.3 Both of the SharePoint 2010 Policies
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Modifying the Intelligent Browser Referencing Delimiter if using the
non-collaborative policy

If you are using the SharePoint 2010 policy for non-collaborative sites as
described previously, you must modify the Intelligent Browser Referencing
(IBR) delimiter.

’ Note

If you are using the standard SharePoint 2010 policy, you do not need to
modify the IBR delimiter. Continue with the next section.

4@ WARNING

Modifying this delimiter value changes the setting for all applications that
use Intelligent Browser Referencing. Keep that in mind if you are using
WebAccelerator with IBR for other applications.

To modify the IBR delimiter, follow the instructions found on DevCentral:
http://devcentral. f5.com/wiki/default.aspx/WebAccelerator/Modifying Thel
BRDelimiterForSharePointPolicy.html

Creating an Application

The next procedure is to create a WebAccelerator Application. The
Application provides key information to the WebAccelerator so that it can
handle requests to your application appropriately.

As mentioned in the prerequisites, we assume you are configuring the
WebAccelerator in an Asymmetric configuration. If you are using a
Symmetric configuration, see the Configuration Guide for the BIG-IP
WebAccelerator System for specific configuration tasks related to the
remote WebAccelerator system.

To create a new Application

1. On the Main tab, expand WebA ccelerator, and then click
Applications.
The Application screen of the WebAccelerator UI opens in a new
window.

2. Click the New Application button.

3. In the Application Name box, type a name for your application.
In our example, we type SharePoint2010-WebA ccelerator.

4. In the Description box, you can optionally type a description for
this application.

5. From the Central Policy list, select the appropriate policy:

* For the Standard SharePoint 2010 WebAccelerator Policy, select
Microsoft SharePoint 2010.
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* For the SharePoint 2010 WebAccelerator Policy for

non-collaborative sites, select Microsoft SharePoint
2010-Custom.

6. Optional: If you are using the WebAccelerator in a Symmetric
configuration, from the Remote policy list, select the same policy
you selected in step 5. See the WebAccelerator documentation for
more information about configuring the WebAccelerator in a
Symmetric configuration.

7. In the Requested Host box, type the host name that your end users
use to access the SharePoint site. This should be the same host name
you used in Step 6a in the preceding procedure. In our example, we
type sharepoint.example.com.
If you have additional host names, click the Add Host button and
enter the host name(s).

8. Click the Save button.

Configuration » Applications

General Options

¥ Hew Application

Application Mame:

SharePoint201 04w ebécoelerator

Webbccelerator application for
Microsoft SharePoint 2010

Descriptions || oo oRR RRSRSLRANE
[optional)
Policies
Central Policy: £ Select One - 1
- Select One -
Remote Palicy:
- Uzer-defined Policies -
Hosts - \

Requested Host

Microzoft SharePoint 2010 - Custom

sharepaint. example. com

Figure 3.4 Selecting the Central policy

| Action

- Signed Policies -
Options | Delete

- Pre-defined Policies -
BEA Aqualogic [Plumtree with Collaboration) el Host
BEA Aqualogic [Plumtres without Collaboration] —ID
BEA Weblogic
Ecommerce Save | Cancel |

Hyperion Financial

The rest of the configuration options on the WebAccelerator are optional,
configure these as applicable for your network. With this base configuration,
your end users will notice an marked improvement in performance after
their first visit.
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Configuring the BIG-IP APM for SharePoint access

In this chapter, we provide guidance on configuring the BIG-IP Access
Policy Manager (APM) for SharePoint 2010 for pre-authentication of users
in Active Directory before allowing connectivity to a Microsoft SharePoint
server pool.

This chapter is broken up into two sections with different configuration
options. Choose the method applicable for your configuration:

¢ APM Portal mode
In this scenario, the BIG-IP APM uses a Web Application, which
configures a remote access connection to your SharePoint deployment
through a single external virtual server. Portal mode provides secure
interaction with SharePoint, using link rewriting technology. This allows
you to provide secure extranet access to internal web applications like
SharePoint without creating a full VPN connection. This method is more
secure, but can be more resource intensive.

¢ Web Access Management
Using Web Access Management, the BIG-IP APM module performs an
authentication check before sending traffic to the BIG-IP LTM virtual
server for SharePoint. This method only proxies authentication, and does
not send all traffic through the BIG-IP APM module.

Prerequisites and configuration notes

¢ BIG-IP must have DNS and NTP configured.

+ Active Directory and BIG-IP should ideally share a common time source,
but in any case must have times that are closely synchronized.
See the BIG-IP product documentation on how to configure DNS and
NTP.

¢ The DNS server(s) that are configured in BIG-IP must be able to resolve
all forward and reverse zones associated with the Active Directory
domain used by SharePoint. Additionally, the BIG-IP must be able to
resolve the Host Name used in the Web Application configuration
section (see below).

¢ End users must be able to resolve the name associated with the IP
address for the virtual server that you create in the final step of this
process. That name is distinct from the FQDN that you have configured
your SharePoint application to use and which the BIG-IP makes use in
the Web Application configuration.

¢ The login form created below only works if users supply their user name
without accompanying domain information, for example, just username
rather than domain\username or
username @fully.qualified.domain.name.

¢ If users are able to edit Microsoft Office files from within the SharePoint
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Configuring the BIG-IP APM in Portal mode

Use this section if you want to use BIG-IP APM in Portal mode for
SharePoint. As mentioned in the introduction, the BIG-IP APM uses a Web
Application, which configures a remote access connection to your
SharePoint deployment through a single external virtual server. Portal mode
provides secure interaction with SharePoint, using link rewriting
technology. This allows you to provide secure extranet access to internal
web applications like SharePoint without creating a full VPN connection.
This method is more secure, but can be more resource intensive.

Creating the Rewrite Profile

The first task is to create the rewrite profile.

To create the Rewrite profile

1. On the Main tab, expand Access Policy, and then click Rewrite
Profiles.

2. Click the Create button.

3. In the Name box, type a name for this profile. In our example, we
type SharePoint-Rewrite.

4. Leave the Client Caching Type list at the default (CSS and
JavaScript).

5. Click the Finished button.

Creating the SSO Configuration

Next, we create a Single Sign-On Configuration that defines the credentials
that will be cached.

To create the SSO configuration

1. On the Main tab, expand Access Policy, and then click SSO
Configurations.

2. Click the Create button.

3. In the Name box, type a name for this profile. In our example, we
type SharePoint-Access-SSO.

4. From the SSO Method list, select the appropriate SSO method. In
our example, we select NTLMvl1.

Note: Unless you altered the default configuration of the Windows
Server 2008 servers that run your SharePoint server pool to only
accept NTLMv?2 authentication, you should select NTLMv]1.
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In the Username Source box, type the user name source. In our
example, we leave the default setting
session.sso.token.last.username, which will be correct for most
configurations.

In the Password Source box, type the user name source. In our
example, we leave the default setting
session.sso.token.last.password, which will also be correct for
most configurations.

In the NTLM domain box, type the NetBIOS version of your
domain name. In our example, we type mydomain. Do not use the
fully qualified domain name (e.g. 'mydomain.example.com").

Click Finished.

Creating the web application

The next task is to create the Web Application.

To create the Web Application

1.

On the Main tab, expand Access Policy, and then click Web
Applications.

Click the Create button.

In the Name box, type a name for this web application. In our
example, we type SharePoint-application. You can optionally type
a description.

Modify any of the settings as applicable for your configuration. In
our example, we leave the settings at their default levels.

Click the Create button. The web application is saved, and the
Resource Items section appears at the bottom of the page.

In the Resource Items section, click the Add button.

In the Destination section, click the appropriate option button, and
type the applicable value in the box. In our example, we are
providing access to a particular host, although the destination could
also be a BIG-IP LTM virtual server that load balances a pool of
SharePoint servers. We click the Host Name button, and in the
Host Name box, type sharepoint.mydomain.siterequest.com.
(Note: the BIG-IP must be able to resolve this host name to the
correct [P address, whether that be an individual server or a BIG-IP
virtual).

In the Port box, type the appropriate port. In our example,
SharePoint is an HTTP application and we are doing all TLS/SSL
processing on the BIG-IP, so we type 80, the standard HTTP port.

From the Scheme list, select the appropriate scheme. In our
example, we select http.
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10.

11.
12.

13.

14.

15.

16.

Creating a Webtop

Configure the Paths and Headers section as applicable. We leave
these sections blank.

From the Resource Item Properties list, select Advanced.

From the Compression list, select GZIP Compression. While this
is optional, enabling this allows the BIG-IP APM browser
component to further compress content when necessary, providing
bandwidth and download time savings.

From the SSO configuration list, select the SSO object you
configured in Creating the SSO configuration, above. In our
example, we select SharePoint-Access-SSO.

In the Home Tab row, you can optionally chose to enable the Home
Tab. The Home Tab is a browser component that is inserted
dynamically through the Access Virtual and allows users to browser
pages within the context of BIG-IP APM. The Home Tab also
allows users to log out. By clearing the Home Tab box, this feature
is hidden.

Configure the rest of the settings as applicable to your
configuration.

Click Finished.

The next task is to create a Webtop that specifies the end user destination.

To create a Webtop

1.
2.
3.

On the Main tab, expand Access Policy, and then click Webtops.
Click the Create button.

In the Name box, type a name for this webtop. In our example, we
type SharePoint-Webtop.

From the Type list, select Web Applications.

In the Web Application start URI box, type the start URI. This is
the URI of the destination application that the user hits once they are
authenticated and entitled to the resource. In our case, we enter the
URI that our SharePoint Server has been configured to use,
http://sharepoint.siterequest.com.

Click Finished.

Creating an Authentication Source (AAA Server)

The next task is to create an Authentication Source that specifies an Active
Directory Server.
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To create an AAA server

1.

On the Main tab, expand Access Policy, and then click AAA
servers.

Click the Create button.

In the Name box, type a name for this profile. In our example, we
type SharePoint-AAA-AD.

From the Type list, select the appropriate authentication method.
For this example, we select Active Directory.

In the Domain Controller row, type the IP address or DNS name of
the Active Directory server you'll be using. The BIG-IP must have
network connectivity to this server.

In the Domain Name box, type the fully qualified domain name
(FQDN) of your domain. (Note: unlike the SSO configuration, you
must use the FQDN rather than the short NetBIOS domain name).
In our example, we type mydomain.siterequest.com.

You do not need to supply an Admin Name or Admin Password.

Click Finished.

Creating an Access Profile

The next task is to create an Access Profile and a Visual Policy which
provides a logon page, authentication against the Active Directory AAA
source, SSO Credential mapping and a resource assignment. If you would
optionally like to include a pre-login anti-virus check, follow the example
shown in the Tivoli section of this document.

To create an Access Profile

1.

On the Main tab, expand Access Policy, and then click Access
Profiles.

Click the Create button.

In the Name box, type a name for this profile. In our example, we
type SharePoint_Access_Policy.

In the Settings section, configure the options as applicable for your
configuration. In our example, we leave all of the settings at their
defaults. Note that depending on licensing, the number of
concurrent users may be limited. The other timeouts are
administrative choices.

In the Configuration section, from the SSO Configurations list,
select the name of the SSO Configuration you created in Creating
the SSO Configuration, on page 4-2. In our example, we type
SharePoint-Access-SSO.
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In our example and for most SharePoint applications, leave all other
settings at their default values. Consult the BIG-IP documentation if
you need details on configuring Language Settings.

Click Finished.

Editing the Access Profile with the Visual Policy Editor

The next task is to edit the Access Policy using the Visual Policy Editor
(VPE). The VPE is a powerful visual scripting language that offers virtually
unlimited options in configuring an Access Policy.

To edit the Access Profile

1.

10.

11.
12.

13.

On the Main tab, expand Access Policy, and then click Access
Profiles.

Locate the Access Profile you just created, and in the Access Policy
column, click Edit. The Visual Policy Editor opens in a new
window.

. Click the + symbol between Start and Deny. A box opens with

options for different actions.

Select the Logon Page option button, and then click the Add Item
button at the bottom of the box.

Configure the Properties as applicable for your configuration. In our
example, we leave the settings at the defaults.

Click the Save button.
Click the + symbol on the between Logon Page and Deny.

Select the AD Auth option in the Authentication section, then click
Add Item.

In the Server field of the resulting AD Auth Active Directory
properties box, select the AAA source you created in Creating an
Authentication Source (AAA Server), on page 4-4. In our example,
we select SharePoint-AAA-AD.

Click the Save button. You now see two paths, Successful and Fall
Back.

At the end of the Successful path, click Deny in the ending box.

Select the Allow option, and click Save. The ending for Successful
should now be Allow, and the ending for Fallback should be Deny.

Click the + symbol on the Successful path between AD Auth and
Allow.
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14.

15.
16.

17.

18.

19.

20.
21.

22.

Select the SSO Credential Mapping item from the General
Purpose section, then click Add Item. In our configuration
example, we leave the settings for SSO Token Username and SSO
Token Password at their default settings. Click Save.

Click the + symbol between SSO Credential Mapping and Allow.

Select the Resource Assign item from the General Purpose section,
then click Add Item.

Click Add New Entry, then Add/Delete Web Application
Resources.

Select the web application you created above. In our example, we
select SharePoint-application. The counter on the Web
Application Resource tab changes from 0 to 1.

Click the Webtop tab. Select the Webtop you created above. In our
example, we select SharePoint-Webtop. The counter on the
Webtop tab changes from O to 1.

Click Update, and then click Save.

Click the yellow Apply Access Policy link in the upper left part of
the window. You always have to apply an access policy before it
takes effect.

Click the Close button on the upper right to close the VPE.

Creating the HTTP profile

The next profile to create is the HTTP profile. This profile is required for the
VPN to function. This should be a simple HTTP profile with no
optimization (compression or caching).

To create the HTTP profile

1.

On the Main tab, expand Local Traffic, click Profiles, and then
click the Create button.

In the Name box, type a name for this profile. In our example, we
type SharePoint-http.

Modify any of the settings as applicable for your network, but do
not enable compression or RAM Cache. See the online help for
more information on the configuration options. In our example, we
leave the settings at their default levels.

Click the Finished button.
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Creating a Client SSL profile

The next step is to create an SSL profile. This profile contains SSL
certificate and Key information for offloading SSL traffic. The first task is
to import the certificate and key (for this Deployment Guide, we assume that
you already have obtained the required SSL certificates, but they are not yet
installed on the BIG-IP LTM system. If you do not have a certificate and
key, see the BIG-IP documentation).

To import a key or certificate

1.

On the Main tab, expand Local Traffic, and then click SSL
Certificates. This displays the list of existing certificates

In the upper right corner of the screen, click Import.

From the Import Type list, select the type of import (Certificate or
Key).

In the Certificate (or Key) Name box, type a unique name for the
certificate or key.

In the Certificate (or Key) Source box, choose to either upload the
file or paste the text.

Click Import.

If you imported the certificate, repeat this procedure for the key.

The next task is to create the SSL profile that uses the certificate and key
you just imported.

To create a new Client SSL profile

1.

On the Main tab, expand Local Traffic, click Profiles, and then, on
the Menu bar, from the SSL menu, select Client.

Click the Create button.

In the Name box, type a name for this profile. In our example, we
type SharePoint_https.

In the Configuration section, click a check in the Certificate and
Key Custom boxes.

From the Certificate list, select the name of the Certificate you
imported in the Importing keys and certificates section.

From the Key list, select the key you imported in the Importing keys
and certificates section.

Click the Finished button.

F5® Deployment Guide



Creating the virtual server

The final task is to create the virtual server.

1.

10.

11.

12.

On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

Click the Create button. The New Virtual Server screen opens.

In the Name box, type a name for this virtual server. In our
example, we type SharePoint-vs.

In the Destination section, select the Host option button.

In the Address box, type the IP address for this Access Virtual on
APM.

Note: This is different than the application VIP. This is the front-end
service that users connect to.

In our example, we type 10.133.56.124.

In the Service Port box, type 443, or select HTTPS from the list.

From the HTTP Profile list, select the name of the profile you
created in the Creating the HTTP profile section. In our example,
we select SharePoint-http.

From the SSL Profile (Client) list, select the SSL profile you
created in the Creating a Client SSL profile section. In our example,
we select SharePoint-https.

In the Access Policy section, from the Access Profile list, select the
name of the policy you created in Creating an Access Profile, on
page 4-5. In our example, we select SharePoint_Access_Policy.

From the Rewrite Profile list, select the profile you created in
Creating the Rewrite Profile, on page 2. In our example, we select
SharePoint-Rewrite.

Leave all other settings at the default levels (Do not configure any
of the options in the WAN Optimization section).

Click the Finished button.

This completes this section of the BIG-IP APM configuration.
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Configuring the BIG-IP APM in Web Access
Management mode

Use this section if you want to use the BIG-IP APM to proxy authentication
only, without sending all SharePoint traffic through the BIG-IP APM Web
Application.

‘ Important

For this section, you must have configured your BIG-IP LTM to offload SSL
from the SharePoint 2010 deployment. You could have configured SSL
offload using the application template, or manually, as described in
Configuring the BIG-IP LTM system for Microsoft SharePoint Server
2010 using SSL, on page 2-11.

Because this section uses some of the same configuration objects as the
previous section, we refer back to those procedures where they are the same,
rather than repeat the procedures here.

Creating the SSO configuration

To create the SSO configuration, use the procedure Creating the SSO
Configuration, on page 4-2. There are no required changes for this section.

Creating an Authentication Source

The next task is to create an Authentication Source on the BIG-IP APM. To
create the Authentication Source, use the procedure Creating an
Authentication Source (AAA Server), on page 4-4. There are no required
changes for this section.

Creating an Access Profile

The next task is to create an Access Profile on the BIG-IP APM. To create
the Access Profile, use the procedure Creating an Access Profile, on page
4-5. There are no required changes for this section.

Editing the Access Policy with the Visual Policy Editor

After creating the objects above, use the following procedure to edit the
Access Policy on the BIG-IP APM using the Visual Policy Editor (VPE).
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To configure the Access Policy

1.
2.

10.

11.

12.

13.

On the Main tab, expand Access Policy, and click Access Profiles.

Locate the Access Profile you just created, and then, in the Access
Policy column, click Edit. The VPE opens in a new window.

Click the + symbol between Start and Deny. A box opens with
options for different actions.

Click the Logon Page option button, and then the Add Item button
at the bottom.

Configure the Logon Page properties as applicable, and click Save.
In our example, we leave the defaults.

Click the + symbol between Logon Page and Deny.

In the Authentication section, click the AD Auth option button, and
click Add Item.

In the Active Directory properties box, from the Server list, select
the AAA server you created in this section. The rest of the settings
are optional. Click Save.

On the Successful path between AD Auth and Deny, click the +
symbol.

Click the SSO Credential Mapping option button, and then click
Add Item.

Configure the Properties as applicable for your configuration. In our
example, we leave the settings at the defaults. Click the Save
button.

On the fallback path between SSO Credential Mapping and Deny,
click the Deny box. Click the Allow option button, and click Save.

Click the yellow Apply Access Policy link in the upper left part of
the window. You must apply an access policy before it takes effect.

Creating the iRule to support editing Microsoft Office documents

If you are using the APM in Web Access Management mode and your
SharePoint users have the ability to edit Microsoft Office documents within
a SharePoint site, you must configure the following iRule to allow this
functinality through the APM.

To create the iRule

1.
2.
3.

On the Main tab, expand Local Traffic, and then click iRules.
Click the Create button. The New iRule screen opens.

In the Name box, enter a name for your iRule. In our example, we
use sharepoint-APM.
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4. In the Definition section, copy and paste the following iRule,
omitting the line numbers (line 23 must be entered as a single line):

when HTTP_REQUEST {

if { [HTTP::cookie exists "MRHSession"] } {
# Remember the session ID to be used on the response
set MRHSHint [HTTP::cookie value "MRHSession"]
# Strip off the SharePoint hint cookie so backed does not see it
if { [HTTP::cookie exists "MRHSHint"] } {

HTTP: :cookie remove "MRHSHint"

}

} elseif { [HTTP::cookie exists "MRHSHint"] } {
HTTP::cookie insert name "MRHSession" value [HTTP::cookie value "MRHSHint"]
# Refresh the SharePoint hint cookie
set MRHSHint [HTTP::cookie value "MRHSHint"]
# Strip off the SharePoint hint cookie so backed does not see it

HTTP: :cookie remove "MRHSHint"

}
when ACCESS_ACL_ALLOWED {
set timeout [ACCESS::session data get "session.inactivity timeout"]
set secure [PROFILE::access "secure_cookie"]
set clientip [ACCESS::session data get "session.user.clientip"]
# Check source address
if { not ( $clientip equals [IP::remote_addr] ) } {

ACCESS: :respond 401 content "<html><body>Error: Failure in Source Address
Check</body></html>" Connection Close

}
}
when HTTP_RESPONSE {

if { not [info exists timeout] } {
set timeout 60

}

if { not [info exists secure] } {
set secure 1

}

if { [info exists MRHSHint] } {
# Insert a SharePoint hint cookie
HTTP: :cookie insert name "MRHSHint" value $MRHSHint
# Keep the life of SharePoint hint cookie same as session cookie
# Also make it persistent.
HTTP: :cookie expires "MRHSHint" $timeout relative
if { $secure equals "1" } {

HTTP: :cookie secure "MRHSHint" enable

}
HTTP: :cookie path "MRHSHint" "/"
unset MRHSHint
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5.

Click the Finished button.

Modifying the virtual server

The next task is to modify the BIG-IP LTM virtual server you created
(either using the template or manually) to use the Access Policy. If you
created the iRule as described in the previous section, you add the iRule to
the virtual server as well.

To modify the LTM virtual server to use the Access Policy

1.

On the Main tab, expand Local Traffic and then click Virtual
Servers.

From the Virtual Server list, click the name of the SharePoint
virtual server on port 443. If you used the application template, the
default virtual server name is
my_sharepoint_https_virtual_server.

If you created the configuration manually, this is the virtual server
you created in Creating the HTTPS virtual server, on page 2-13.

From the Access Profile list, select the name of the Access profile
you just created.

Click the Update button.

If you created the iRule to allow editing of Microsoft Office
documents from a SharePoint site through the APM only:
On the Menu bar, click Resources.

In the iRules section, click the Manage button.

From the Available list, select the iRule you created in Creating the
iRule to support editing Microsoft Office documents, on page 4-11,
and then click the Add (<<) button to move it to the Enabled box.

Click Finished.

This completes the configuration.
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Deploying the F5 ARX with SharePoint 2010

This chapter provides step by step procedures on deploying the F5 Adaptive
Resource Switch (ARX) with Microsoft SharePoint and Metal.ogix
(formerly BlueThread Inc.) StoragePoint. StoragePoint integrates with the
SharePoint External Blob Storage (EBS) API from Microsoft.

The F5 ARX file virtualization platform decouples file access from physical
file location within Network Attached Storage (NAS) environments. The
ARX platform automates file migration to the appropriate tier of storage
without affecting data access, thus minimizing backup and recovery
windows.

For more information on the ARX system, see
http://www.f5.com/products/arx-series/.

Prerequisites and configuration notes

The following are prerequisites and configuration notes for this deployment:

¢ ARX is configured for network access and the initial switch interview
has been completed. If this has not been completed refer to the ARX
Hardware Installation guide for specific details.

¢ Windows Storage Servers are installed and configured.
& Microsoft Sharepoint Server and SQL Server is installed and configured.

¢ This document is based on the fact that the Microsoft Active Directory
Domain is preconfigured and the FS Secure Agent is installed.

¢ An NFS Export with root access is available as an ARX Metadata store.

¢ The ARX platform is deployed in redundant pairs. The secondary switch
is a Hot Standby switch. This guide addresses the configuration steps in
order to integrate the Network Appliance platform with the ARX
platform. Redundant switch configuration steps within the product
documentation should be followed in order to deploy a high available

configuration.
Product Tested Version Tested
Microsoft Windows 2008 Storage Server v6.0.6001
Microsoft SharePoint Server 2010 2010
Metalogix StoragePoint 2.2
F5 ARX Switch Firmware 5.1.6
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Configuration example

In the following diagram, we show basic connectivity between clients, ARX
and SharePoint. In this configuration, files uploaded to SharePoint (into
either a document library or attached to a list item), are remoted/externalized
by StoragePoint based on a configured Storage profile.

We configure a policy on the ARX that checks the last time files were
modified on a daily basis, and migrates the file to the appropriate filer if the
conditions of the policy are met. In our example, the ARX policy is
checking for a last modified time of less than (or more than) 30 days. If the
policy matches, the ARX moves the file between the backend filers
according to policy.

The network configuration defined in our lab used an ARX1000 with 4
Gigabit Ethernet links configured into a LACP bundle between the ARX
and the core switch. The server Gig-E connections are bundled into two 4
Gig-E Smart Load Balancing connections. One bundle was dedicated to
client traffic. And another bundle was dedicated for iScsi storage array
access. The Active Directory (AD) Primary Domain Controller was on a
different subnet than the Windows storage servers. The Proxy User is
assigned local Administrator group privileges for each Windows Servers.

The Sharepoint server was an all-in-one configuration that has access to the
ARX Virtual IP and Managed Volume. This path is used for the SharePoint
content that is stored in the BLOB Store. The StoragePoint add-on to
SharePoint implements the RBS API from Microsoft. It provides an
intuitive interface for externalizing the storage of SharePoint data. The
criteria for externalizing the content is based on file size and type. The
content that matches the criteria is identified by StoragePoint and seamlessly
stored on the BLOB store which is the ARX Managed Volume. These
actions are performed inline and transparent to the user.

. SharePoint
SharePoint St Point
Client orageroin Active Directory
N SQL Server ARX 1000 Domain Controller
ARX
]-‘ HTTP % OFs | Vel —_— %
Server - !
— i E Wdell.siterequest.com\
dell_share E
CIrs
C Windows Storage Server LAN ( ) =P
Yy L.
A St ERER R et L ER R RS
W2K8-EQL-1 W2K8-EQL-2
scsi C ISCSI LAN O—==
h — —

Tier-1 RAID10 Tier-2 RAID10

Figure 5.1 Logical configuration example
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Configuring the ARX device

In this section, we configure the ARX to access the Windows Storage
Servers. We create a CIFS namespace with 4 shares added to it. The shares
are incorporated into a managed volume with a file placement policy. Each
storage tier is configured as a Share farm. As files age and are not modified
for more than 30 days they are moved between these shares depending upon
the file last modified time.

The SharePoint server via the StoragePoint application accesses the ARX
Managed Volume to store the external blob content.

Creating the CIFS Namespace

The first task in this configuration is to create the CIFS Namespace.

To create the CIFS namespace

1.
2.

From the left navigation pane, click Common Operations.

Click the Create Namespace button. The Create Namespace wizard
opens.

In the Namespace name box, type a name. In our example, we type
Dell. You can optionally type a description.

From the Protocol list, click the CIFS box, and then click Next.

In the CIFS authentication protocol section, check the Use
Kerberos Use NTLM, and Use NTLMv2 boxes.

Click the Add button to add the NTLM server. The new NTLM
authentication server page opens. Complete the following:

a) In the NTLM Auth. Server Name box, type a name for the
server. In our example, we type siterequest.com.

b) In the IP Address box, type the IP address of the server. We type
10.10.10.1.

c¢) In the Port box, type the port. We type 25805.

d) In the Secure Agent Password box, type the password. This is
the password assigned on the Domain Controller for the Secure
Agent application. Confirm the password in the next box.

e) In the Windows Domain Name and Pre Win2k Domain boxes,
type the Windows domains. In our example, we type
siterequest.com in both boxes (see Figure 5.2).

f) Click Save to return to the CIFS authentication page.
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Create a new NTLM authentication server. ‘Q
NTLM Auth. Server Name: |siterequest.com
IP Address: 10.10.10.1
Port: 25805
Secure Agent Password: |ooooo .

Confirm Secure Agent Password: |uuu

Windows Domain: |siterequest.com

Pre Win2k Domain: |siterequest.com

Back ] Save ] Bancelj

Figure 5.2 Authentication Server parameters

7. 1In the Proxy User section, click the Add button to add a proxy user.
Perform the following to create a new proxy user:

a) In the Proxy User Name box, type a name. In our example, we
type arx_proxy_user. You can optionally type a description.

b) In the Proxy User Account box, type the user account. In our
example, we type plain.

¢) In the Proxy User Account Password box, type the password.
Confirm the password in the next box.

d) In the Windows Domain Name and Pre Win2k Domain boxes,
type the Windows domains. In our example, we type
siterequest.com and siterequest respectively.

e) Click Save to return to the CIFS authentication page.

8. Click the Next button.

Create a new proxy user.

Proxy User Name: |arx;ur0xy_user
Description: |

Proxy User Account: |p|ain

Proxy User Account Password: |uun

Confirm Proxy User Account Password: |uuoo

Windows Domain: |siterequest.com

Pre Win2k Domain: |siterequest

Figure 5.3 New ARX Proxy User

9. Review the Summary and then click Finish.
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Creating a Volume

A namespace summary displays. Notice the new Dell namespace has a
status of Online.

The backend filer CIFS shares are incorporated into an ARX Managed
Volume. File placement policy is managed at the volume level. In this
example we will place the Volume Metadata onto an existing NFS export.
ARX best practices state Metadata should be created on an NFS export if
one is available. Alternatively, a CIFS share could be used.

To create a Volume on the ARX

1.
2.

From the left navigation pane, click Common Operations.

Click the Create Volume button. The Create Managed Volume
wizard opens.

From the Namespace list, select the name of the CIFS namespace
you created in the preceding procedure. In our example, we select
Dell.

In the Volume Name box, type a name for the Volume. In our
example, we type /Vol. You can optionally type a description.

Click Next.

From the Metadata file server row, click the Add button to create
an external filer. The new file server wizard opens. Complete the
following:

a) In the Name box, type a name for this File Server. In our
example, we type Metadata-Server.

b) In the Primary IP Address box, type the primary IP address.

¢) In the Secondary IP Address box, type any secondary IP
addresses, and click the Add button. In our example, we do not
include any secondary IP addresses.

d) In the Description box, you can optionally type a description.
e) From the File Server Type list, select NetApp.

f) In the Management IP Address box, type the management IP
address.

g) From the Management Protocol list, select the appropriate
protocol. In our example, we select SSH.

h) In the Management Proxy User box, select the proxy user you
created in Step 7 of the preceding procedure. In our example, we
select arx-proxy-user.
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i) In the Ignore names (optional) box, type any directories the
ARX should ignore, and click the Add button. An example is for
the ARX to ignore Snapshot directories on EMC or NetApp
filers. Or for the ARX to limit the total number of simultaneous
CIFS Connections to the external filer.

j) Click the Save button. You return to the managed volume

wizard.

To configure a new file server, enter its name and primary IF address. Optionally add a
secondary IP address for a multi-homed file server. Optionally enter any directories or files to
(always) ignore when importing data from this file server (e.g. '.snapshot’).

®

Name:
Primary IP address:

Secondary IP Address

CIFS Port
CIFS Connection limit

Supports Snapshots
File Server Type:

Management IF Address
Management Protocol
Management Proxy User

Kerberos Service Principal Name
(optional)
Description {optional)

Ignore names (optional)

Commeon examples:
EMC: .etc, lost+found, .ckpt™

Figure 5.4 External Filer parameters

[Metadata-Server
[172.30.72.24
Remove l
| L)
[445
|D The value of § mesns
urnlimaitad,

The CIFS connection fimit for file servers sharing tfis 1P sctress will be updsted
miatch.

[~ This file server supports snapshots.

[ Metapp

[ssH

| arx_proxy_user
I
I

Remove l
| Lo

Metwork Appliance: .snapshot, ~snapshot
BlueArc: .snapshot, ~snapshot

Back || save | | Cancel |

7. From the Metadata file server protocol list, select a protocol. In our
example, we select NFS version 3 UDP.

8. From the Metadata file server list, select the file server you just
created (if it is not already selected). In our example, we select
Metadata-Server.

9. In the Metadata CIFS share / NFS path box, type the path. In our
example, we type /metadata5.

10.
11.
12.

Click Next. The CIFS parameter option page opens.
In the Auto-synchronization section, check the box.

In the Filer Subshares section, check the Allow filer subshares to

be exported by this volume box.

F5 Deployment Guide



13. In the CIFS Attributes section, check the Auto detect CIFS
Attributes box.

14. Click Next. The Volume CIFS parameters page opens.

Set the volume CIFS parameters or accept the defaults. Set auto-synchronization if _1
any file servers have virus scanning enabled. ‘ ]

Auto-synchronization

v Auto-synchronize the metadata when changes are made directly to the file servers (2.g. in the case
where anti-virus software is enabled on the file server).

Filer Subshares

r Replicate filer subshares to new shares.

CIFS Attributes

¥ auto-detect CIFS attributes | Compressed files ™ Sparse files
I Named streams | Unicode on disk
I persistent ACLs

Figure 5.5 CIFS Parameters

15. From the VPU ID list, select Dynamic.

16. In the Conflict Resolution section, click the Files and directories
can be renamed during import and re-import button.

17. Check the Enable the volume when finished box, and then click
Next.

18. Review the summary, and then click Finish.

Adding the External Filers

In this section, we add the two Windows Servers as external filer entries
within the ARX. This entry is referenced later when we add the filer shares
to the managed volume.

To add the External Filers
1. From the navigation pane, click File Servers.

2. Click the Add button. The Add File Server screen opens.

3. Inthe Name box, type a name for this File Server. In our example,
we type W2K8-EQL-1.

4. In the Primary IP Address box, type the primary IP address.

5. Inthe Secondary IP Address box, type any secondary IP addresses,
and click the Add button. In our example, we do not include any
secondary IP addresses.
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10.

In the Description box, you can optionally type a description.

In the Ignore names (optional) box, type any snapshot directories
the ARX should ignore on the backend file shares. For example, the
ARX could ignore Snapshot directories on EMC or NetApp filers,
or the ARX could limit the total number of simultaneous CIFS
Connections to the external filer.

Click the Add button.

Click the OK button. You return to the File Server Summary page.
Click OK to complete the file server addition.

Important: Repeat this procedure to add another external filer. In
our example, we create W2K8-EQL-2.

The File Server Summary displays. In this example, we defined the
Metadata Server and the two Windows 2008 Storage servers.

Adding the root level and CIFS shares

First file share we add is the root level share. The subsequent shares adapt to
the root volume permissions.

To add a root level share

1.
2.
3.

10.

From the left navigation pane, click Common Operations.
Click the Add Share button. The Add Share Wizard opens.

In the Share Name box, type a name for this Share. In our example,
we type Eql-vol-1.

From the Namespace list, select the name of the namespace you
created in Creating the CIFS Namespace, on page 5-3. In our
example, we select Dell.

From the Volume list, select the name of the Volume you created in
Creating a Volume, on page 5-5. In our example, we select /Vol.
Click the Next button.

From the File Server list, select the name of the file server you
created in Adding the External Filers, on page 5-7. In our example,
we select W2KS8-EQL-1.

In the CIFS Share box, type the name of the CIFS share.
In our example, we type Eql1-Vol-1.

In the Import Conflict Resolution section, check all of the boxes.

Make sure the Enable this share when finished and Allow this
switch to import this share, even if it is owned by another ARX
boxes are checked (see Figure 5.6).

Click the Next button.
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managed volume, select any import options and indicate whether the share

Select the file server and file server share to add to the volume. If the volume is a @
contains access control lists with local groups.

Share name: Egli-vol-1

File Server: [warsEqL-1 =] Add... |
CIFS Share: [Eql1-vel-1
Import Priority: [65535

Import Conflict Resolution

¥ Rename files with naming collisions on import.

V¥ Rename directories with naming collisions on import.

v Synchronize directory attributes between shares on import.
IV Disable the managed file system check on import.

Local Groups

I Share contains local groups

r Ignore SID errors

Enable Share

IV Enable this share when finished.
IV Allow this switch to import this share, even if itis owned by another ARX.

Back || MNext | | cancel |

Figure 5.6 File server and Share selection

11. Review the summary, and click the Finish button.

12. Important: Repeat this entire procedure to add the remaining Dell
Unified Storage shares to the volume. In our example, we repeat
these steps three times for the following shares:
\W2K8-EQL-1\Eql1-Vol-2, \W2K8-EQL-2\Eql2-Vol-1, and
\W2K8-EQL-2\Eql2-Vol-2.

Once all the shares have been added to the Volume, the Managed Volume
Details reports the share status. Figure 5.7 shows the root level share is
online and the three newly added shares are Importing.

Managed Volume Details
Namespace: | Dell [ | Volume: | Vol [=]
e W Y
J Volume |_| Shares |
Remove.. . Edit.. . Enabile - Disable . Sync...

File File Server Free Import

Egli-vol- W2K8-EQL-1
1

10.51,105.51 Eali-vol-1 £5535 (Lowest) @ online

Egli-vol- W2KS-EQL-1 Importing: 1 items scanned, 1items

r 2 1051 10561 Ed1Vol-2 749G 65535 (Lowest) 1 @ imported
Eagl2-vol- W2KB-EQL-2 Importing: 0 items scanned, 0 items

r 1 1051 105,62 Ed2Vol-1 1.4T 65535 (Lowest) 1 @ imported
Egl2-Vol- W2K8-EQL-2 Importing: 0 items scanned, 0 items

r 5 1051 10562 Ed2Vol-2 1.4T 65535 (Lowest) 1 @ imported

Figure 5.7 Manage Volume Details: Share list
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Creating the Share farm

A share farm is a load balancing feature. When files are migrated to the
share farm, the files are placed within the share farm members in a round
robin manner. If a managed volume needs more capacity, the user can add
more shares to the share farm and dynamically redistribute files across all
shares.

In this example, we group two shares together from the Tier-1 Server
W2K8-EQL-1, and a second share farm that includes the two shares from
the Tier-2 Server W2K8-EQL-2. This allows for simple capacity expansion
for either tier. As more capacity is needed for either tier simply add another
share to the respective share farm.

To create the Share farm
1. From the left navigation pane, click Common Operations.

2. Click the Load Balancing button. The Load Balancing Wizard
opens.

3. In the Policy name box, type a name for this policy. In our example,
we type W2KS8-EQL-1.

4. From the Namespace list, select the name of the namespace you
created in Creating the CIFS Namespace, on page 5-3. In our
example, we select Dell.

5. From the Managed volume list, select the name of the Volume you
created in Creating a Volume, on page 5-5. In our example, we
select /Vol. Click the Next button.

6. Click the boxes of the file shares to be included in the share farm. In
our example we select the Eql1-Vol-1 and Eql1-Vol-2 file shares.
This is the tier-1 server share farm. Click the Next button.

Select the shares in the managed volume that will be assigned to the share farm
policy. Only shares not currently assigned to a share farm can be selected. t o)

Include Share Name
v Eql1-vol-1

v}  Eqhi-vol-2

[~ Egl2-Vol-2
[~ Egl2-Vol-1

Figure 5.8 Selecting the shares for the share farm

7. From the Load Balancing Algorithm list, select an appropriate
load balancing method. In our example, we select Round-Robin.

8. In the Constraint Options section, click the Place new files in the
same shares as their parent directories box.
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9. In the Enable section, ensure the Enable this load balancing policy
when finished box is checked.

10. Click the Next button.
11. Review the summary and then click the Finish button.

12. Important: Next, create the tier-2 share farm with the remaining
shares on the W2K8-EQL-2 server.

To create the tier-2 share farm, repeat the preceding procedure,
using a unique name and selecting the appropriate shares from the
list. In our example, we name the farm W2K8-EQL-2, and select
the Eql2-Vol-1 and Eql2-Vol-2 shares.

Create the File Placement Policy

A file placement policy rule is assigned to a managed volume. It facilitates
file movement between backend file shares based on file attributes. The files
can be placed based by modified time, last access time, file name, and
applied as a scheduled event. The ARX periodically (on schedule) scans the
metadata store and check for policy matches. If a match is located, the ARX
processes the rule and moves the file according to the policy definition.
Policy rule enumeration can be limited by a time of day rule as well as
restrict the total time a policy is allowed to process files.

In this example we create a Policy rule to move files that have not been
modified for more than 30 days onto the Tier-2 NX3000 Storage. The files
are copied to the Tier-2 Share farm. The policy is enumerated every day at
1:00 am.

To create the file placement policy
1. From the left navigation pane, click Common Operations.
2. Click the Tiered Storage button. The Tiered Storage Wizard opens.

3. In the Policy name prefix box, type a prefix. In our example, we
type Tiered_EQL.

4. From the Namespace list, select the name of the namespace you
created in Creating the CIFS Namespace, on page 5-3. In our
example, we select Dell.

5. From the Managed volume list, select the name of the Volume you
created in Creating a Volume, on page 5-5. In our example, we
select /Vol.

6. From the Number of tiers list, select a number of tiers. In our
example we select 2.
Click the Next button.

7. For Tier 1, select the first Share Farm you created in Creating the
Share farm, on page 5-10. In our example, we select W2K8-EQL-1.
Click the Next button.
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8. For Tier 2, select the second Share farm you created in Creating the
Share farm, on page 5-10. In our example, we select W2K8-EQL-2.
Click the Next button.

9. The next step is to specify the criteria for moving files and the
schedule. Click the Add button to the right of Schedule to define the
schedule to be associated with the policy.

a) In the Schedule Name box, type a name for this schedule. In our
example, we type Tiering_Schedule.

b) In the Start Time fields, you can specify a specific start time. In
our example, we leave the fields at the default.

¢) In the Interval section, click the Hours button, from the Hour
list, select 1, and then click the Add button.

d) The other fields are optional, configure as applicable for your

deployment.
e) Click the Save button (see Figure 5.9). You return to the Tiered
Storage Wizard.
Edit Schedule
Schedule Name Tiering_Schedule
Description [
[ Specify start time.,
Start Time 14 1 4] 2010 - 14 :| 48
Day Month Year Hour Minute
[ Specify stop time.
Stop Time 2 14| 2010 -] 13 : 31
Day Month Year Hour Minute
) Every 1| hours
Weekdays
Frequency Every
Monday Tuesday
Wednesday Thursday
Friday Saturday
Interval FrriEn
@ Days
Day of Month
@ Hours
Hour | 0O E| Add l a
Minute | 00 [=] | Remove | 4
] Specify run duration.
Run Duration [ - a
Hour Minute
Ok || Gancel |

Figure 5.9 Creating a new policy schedule
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10. From the Move files not list, select Modified. In the In the last
box, type a number and select a time period. In our example, we
type 30 and select days from the list.

11. From the Schedule list, select the schedule you created if it is not
already selected.

12. Ensure the Enable this policy when finished box is checked.
13. Click the Next button.

14. Review the summary and then click the Finish button.

schedule for the policy. If an optional fileset is not selected, the default is to

Select the criteria for moving files between tiers. Optionally select a fileset and/or
evaluate all files. £’

Specify the criteria for moving files between Tier 1 and Tier 2:

Move files not | modified [ |  in the last 30 |days  [=]

Schedule: | Tiering_Schedule E| Add... l

Options

Fileset (optional): | [=] Add... i

¥ Generate reports

Enable

IV Enable this policy when finished

I Enable tentative Back ] Next ] Banoel]
ac

Figure 5.10 Policy Criteria

15. From the navigation pane, expand Policy, and then click select
Place Rules. The two policies you created display. The first policy
is for migrating files to Tier-2 and the second policy is for moving
files back to Tier-1 that have been modified again since they have a
last modified time less than 30 days.

Place Rule Summary

Click on a place rule to view its details, or select a place rule and dlick on an action button.

Namespace: | All [ Volume All [+

Fileset Migration... Tiered Storage... Remove... | Edit.. | Enable | Disable
Admin
WKBFOL
Tiered EQL tier- LdieE. Scan: Waiting for scan
Tiered EQL tier- ]
~ g'—o—e;[Ed R Dell 1T jslhare- Enabled to start
fileset) e Migrate: Waiting
w |
Tiered EQL tier-2-/2Ka- Tiered EQL tier- E‘ml— Scan: Waiting for scan
| == - val Dell 22 {thare.  Enabled to start
B fileset) e Migrate: Waiting

Figure 5.11 Placerule Summary
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Create the virtual service

The Virtual Service is how the ARX presents CIFS Shares to the network
clients. Clients send file requests through the Virtual Service and the ARX
proxies these requests to the appropriate backend filer.

To create the virtual service

1.
2.
3.

From the navigation pane, click Virtual Services.
Click the Add button. The Add Virtual Service Wizard opens.

From the Namespace list, select the Namespace you created in
Creating the CIFS Namespace, on page 5-3. In our example, we
select Dell.

Click the Create a new virtual service (VIP) button.

a) In the Virtual service DNS name box, type the DNS name for
the virtual service. In our example, we type dell.siterequest.com.

b) In the IP Address box, type the IP address of the VIP. In our
example, we type 172.30.72.246.

¢) In the Subnet Mask box, type the appropriate subnet mask. In
our example, we type 255.255.255.192.

d) From the VLAN ID list, select the appropriate VLAN ID. In our
example, we select 301 (see Figure 5.12).

This wizard creates either a new virtual service (virtual IP address) or adds a new
export to an existing virtual service. Select a namespace and whether to add a new ié
service or add an export to an existing service.

Namespace: | Dell [=]

" add export(s) to an existing virtual service (VIF)

Virutal Service Name & IP Address: | — Mo VIPs are defined —

* Create a new virtual service

Virtual service DNS name: |de||.siterequest.c0m
IP Address: [172.30.72.295
Subnet Mask: [255.255.255. 192
VLAN ID: EX |~ |

Enable Virtual Service

¥ Enable the virtual service when finished

Figure 5.12 New Virtual Service Wizard

Ensure the Enable the virtual service when finished box is
checked.

Click the Next button.

From the Windows Domain Name box, select the Windows
domain name. In our example, we select siterequest.com.

F5 Deployment Guide
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Figure 5.13 Virtual Service Summary

10.

11.

12.

13.

14.

15.
16.

Virtual Service Summary

In the Pre Win2k Domain box, type the Pre Win2k Windows
domain name. In our example, we type siterequest.

The other settings on this screen are optional, configure as
appropriate for your deployment. In our example, we leave the rest
of the settings at the default level.

Click the Next button. The Virtual Service Exports screen opens.

In the New Export section, from the Volume list, select the Volume
you created in Creating a Volume, on page 5-5. In our example, we
select /Vol.

In the Volume Path box, type the Volume Path. In our example, we
type /.

In the Export Name box, type a name for the Export. In our
example, we type dell_share.

Configure the other options as applicable for your configuration,
and then click the Add Export button.

Click the Next button.
Review the summary and then click Finish.

Review the Virtual Service by selecting Virtual Services from the
left pane in the GUL

Click on a virtual service to view its details, or select a virtual service and dick on an action button,

Add... | Remove... | Edit...

] Enable ] Disable ] JcinDumain‘.,]

17.

s . 172.30.72.246 . . .
dell.siterequest.com 355 955,955, 192 304 1 Join Required CIFS: Enabled CIFS: Starting

Notice the admin state is enabled and the status is ready. For
Kerberos authentication the virtual service needs to join the Active
Directory Domain.

Check the box for new Virtual Service and then click the Join
Domain button.
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Join Active Directory Domain

When a namespace is configured with kerberos authentication, associated virtual services must be joined to an Active Directory
domain. This adds the virtual service as a computer in Active Directory.

Domain HName siterequest.com

Username [administrator
:'::er rd | sesens
Unit ranat |C0mpuhers

T R

Figure 5.14 Join Active Directory Domain dialog

18. Type the Username and User Password and then click OK.
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Installing MetalLogix StoragePoint

In this section, we install the MetalL.ogix StoragePoint application on the
SharePoint server.

‘ Note

StoragePoint leverages the SharePoint EBS provider interface in WSS
3.0/MOSS 2007 and the SharePoint EBS and SQL RBS provider interfaces
in SharePoint 2010. StoragePoint plugs right into your existing SharePoint
farm without additional server or storage hardware or 3rd party software
solutions. SharePoint content BLOBs can be remoted to virtually any
on-premise (i.e. SAN, NAS, CAS) storage platform. There is also support for
several Cloud storage platforms. Different storage profiles can define
different end-points by selecting different adapters or providing connection
strings that point to different BLOB stores. You can scope profiles by Web
Application, Content Database, or Site Collection.

The SharePoint administrator credentials and a StoragePoint activation key
are required. To properly activate the StoragePoint license, internet
connectivity is required.

Preparing the Storage Path location

In this section, we create a sub-directory on the ARX Managed Volume.
The sub-directory contains the remote BLOBs. In order to create the
directory, access to the ARX Virtual Service CIFS share is required.

To map the Virtual Service CIFS Share to drive letter

1. From a Windows client, open Windows Explorer, and, from the
Tools menu, select Map Network Drive.

2. Select an unused Drive Letter and the network folder. The folder is
comprised of the Virtual Service FQDN and export path.

3. From the Drive list, select an unused Drive Letter.

4. In the Folder box, type the network folder. The folder is comprised
of the Virtual Service FQDN and export path.

5. Select Connect using a different user name and specify the
Domain User with the proper access rights. In our example, we use
the Proxy User credentials.

6. Click Finish. Microsoft Windows mounts the drive. The drive can
be explored and the following screen displays the file contents of
the virtual service export.
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D[E

File  Edit View Favorites Tools  Help

ﬁ () search | Folders -
3| B B

Address |$ i vl Ge
. ~ MName Size | Type Date Modified
| File and Folder Tasks = N Cftp File Folder 1}25/2010 10:20 AM
- o [test_folder File: Folder 1f22{2010 4:35 PM

i Other Places 2| IS)test_folder_2 File Folder 112212010 4:36 PM
| |Chtestdata_cv_72_4 File Folder 1/25/2010 10:15 AM
i My Computer

Ej My Documents
\E My Metwork Places

Figure 5.15 Managed Volume share contents

In this example there are four root level directories. Next, create a new
directory for StoragePoint to use by right-clicking somewhere in the mapped
drive window and from the New menu, select Folder. In our example we
created a sub-directory with the name sp-2010_server. This path is
configured in StoragePoint in section Creating a StoragePoint Storage
Profile, on page 5-21.

Configuring the IIS Application Pool credentials

The IIS Application pool credentials need to be defined to use a Active
Directory Domain user. This user credentials are used by StoragePoint to
access the network share.

To configure the IIS Application Pool credentials

1. From the Windows Start menu, select Administrative Tools, and
then click Internet Information Services (IIS) Manager.

o

Expand the site tree, and from the left pane, click Application
Pools.

3. Select the Sharepoint - 80 Application pool and then click
Advanced Settings.

4. In the Process Module section, click Identity.

5. Select Custom Account and then click Set. Type a valid Domain
user ID and password.
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i |Z |8

l

Start Page

Application Pools
5| Sites

E| Gj SP-2010 {PME-DS\administratar)

le Application Pools

This page lets you view and manage the list of application pools
on the server, Application pools are associated with worker
processes, conkain one or more applications, and provide
isolation among different applications,

|

Add Application Poal...
Set Application Pool Defaults. ..

Application Pool Tasks
Start

B =t
Filter: - G how Al | _ o
) = Recycle...
Mame = | Stakus | MET Frame. .. I [\
L/ 048737226000454daE7534... Started w20 1 Edit Application Pool
(}372581272chMaabaleres...  Started w200 I D Basic Settings. ..
‘_;;:CIassic .MET AppPool Starked w20 C Recycling...
= DefaultappPool Starked w20 I Advanced Settings...
‘*SecurityTokenServiceApplic. .. Started w20 1
iy o Rename
Started 1 I QR
£} SharePoint Central Adminis... Started I K Remove
,@SharePoint Web Services ... Stopped w20 1 View Applications
i@' Help
Online Help
< | ]

Figure 5.16 IIS Application Pool settings

Repeat steps 3-5 for the Sharepoint Central Administration
Application Pool. Once the setting have been entered, the IIS Server
needs to be refreshed.

Right-click the Application Pool name and the click Recycle.

Starting the Sharepoint Administration service

Before installing StoragePoint, you must start the SharePoint
Administration service.

To start the SharePoint Administration service

1.

Installing StoragePoint

From the Windows Start menu, select Administrative Tools, and
then click Services.

Locate the Sharepoint 2010 Administration Service. Right-click
the service and then click Start.

Close the Services application.

The next task is to install StoragePoint.

To install StoragePoint

1.

Launch the StoragePoint installation application. The initial setup

screen opens.
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2. Click Run StoragePoint Install. A welcome screen opens. Click
Next to get started. The installation program checks if the
SharePoint server is properly prepared.

3. After all the checks pass, click Next.

4. Check the Licence Agreement box, and then click Next. A database
is created.

5. Verify the database server name is correct and then click Next.

6. The database access credentials need to be defined. In this example
we chose Windows Authentication (using Windows account
running this utility). Click Next.

The installation completes.

Database Creation Login Credentials ﬂ:StoragePc)'nt“

Specify credentials to use to create the database

D atabase Server

|EP-2D1 8SharePoint Be sure fo add |50LEXPRESS fo server
name i using S0 Express Edifion

D atabase Mame

IStorageF’oint

[atabaze Authentication [for creating databaze]
& Windows authentication (using *Windows account running this utility)

7 SOL Server authentication

Account I

Passward I

r [Advanced] Edit Connection String Directly

Test Connection |

—— | — o] U] =1 ol N\ ) Previous | Hext | Abort |

Figure 5.17 Database Login Credentials

Activating the StoragePoint license

The next task is to activate the StoragePoint license.

To activate the StoragePoint license

1. From the Windows Start menu, select Microsoft SharePoint 2010
Products and then click SharePoint 2010 Central administration
to launch the SharePoint Central administration site.

2. Choose Application Management and then, in the StoragePoint
section, select License Management.

3. In the Registration Key box, type the key.

4. Inthe Local Administrator Credentials section, type the appropriate
credentials.
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5. Click Activate. The application validates the key is correct and the
License Status reports Activated.
The product is activated and ready for a Storage Profile to be
created.

Configuring StoragePoint Application Logging
Currently, for authentication to work properly, we disable StoragePoint
Event Logging. This requirement may change in the future.
To configure application logging

1. From the Central Administration section, click Monitoring, and
then from the Reporting section, click Configure diagnostic

logging.
Central [5,] Health Analyzer
Administration 1 &‘7‘ Review problems and solutions | Review rule definitions
Application Management
Systern Settings <y Timer Jobs
— wao  Review job definitions | Check job status
Maonitaring

Backup and Restare Reporting
View administrative reports | Configure diagnostic logging
Review Information Management Policy Usage Reports | Wiew health reports

Configure usage and health data collection | Wiew Wweb Analytics reports

Security

General Application
Settings

Configuration Wizards

Figure 5.18 Monitoring Section

2. In the Event Throttling section, click the StoragePoint box. From
the Least critical event to report to the event log and Least
critical event to report to the trace log lists, select None.

3. Click OK to complete this operation.

Creating a StoragePoint Storage Profile
In this section, we create a new Storage Profile. In our example the profile is
a Site Collection at the top level of the SharePoint site.
To create a new Storage Profile

1. Click Application Management, and then, under StoragePoint,
click Storage Profiles. An empty list of profiles opens.

2. Click Create New Profile. The Profile Scope page opens.
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Select Site Collection

Click the Site Collection (RBS) option button, and then click the
Change link next to Site Collection (RBS). The Select Site
Collection page opens.

From the URL list, select a URL. In our example we chose the root
level URL (/). Click OK to return to the Storage Profile settings.

URL Search |

LRL

Sy

Figure 5.19 Site Collection

pe Web Application: | http:/fsp-z010/ -
URL http://sp-2010
Title Home
Description
Primary administrator: FME-DShadrministrator
E-mail address: someone@example.com
Database Mame WES_Content

Configure the Cabinet Settings as applicable. In our example, we
left the default value No.

In the Storage Rule section, configure the settings as applicable.
The Storage rule contains the file parameters StoragePoint uses to
determine if a file is eligible for being stored in the externalized
storage location. In our example we want nearly all our file contents
to be placed externally. We chose file sizes greater than SOKB are
eligible for externalization.

In our example, from the Externalized content BLOBs list, we
select Yes. We check the File size box, select >= from the list, and
then type 50 in the box. You can optionally choose to organize the
BLOB contents by file types. This could be useful for keeping
similar files in the same BLOB directory tree. Scroll down to
Storage Settings.

Storage Rule .
Externalize content BLOBS

Define the rule that will determine whether or

nok conkent is exkernalized, Iﬁ
ves x| Where
Far File Type filtering, Is (Include) will only L
externalize the file types selected while Is [¥# File size is I = j‘ ISD KB

Mot (Exclude) will externalize all file types
except those selected,

[ File type & Is (Include) ¢ Is Mot (Exclude)
32 file bype definition(s) retrieved,

[~ AIF - Audio Interchange File Format
I~ AWI - Audio Video Interleaved
[~ BMP - windows Bitrap

[© CAD - QuickCAD Drawing -
«| | E

Figure 5.20 Storage Rule
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7. In the Storage Settings section, configure as applicable.

The storage setting section is where the UNC path is defined for the
externalized file contents. StoragePoint offers several Storage
Adapters for various storage options. In our example, we use the
File System Adapter. The File System adapter ships with the base
StoragePoint product. It can be used with any direct-attached or
network-addressable storage platform that can be exposed to
windows through NTFS, CIFS, or NFS shares. Other adapters that
are supported by StoragePoint are EMC Atmos and Centera, Hitachi
HCAP, Windows Azure, Amazon S3, and Rackspace Cloud Files.

In our example, we configure the following Storage settings:
a) From the Adapter list, we select FileSystem.

b) In the Connection box, type a path for the connection using the
following syntax:

path=\\<Server name>\<Sharename>\<Subdirectory>

In our example, we type

path="\\dell.siterequst.com\dell share\sp-2010_server

c¢) Configure the Folder Content in BLOB Store and Folder
Scheme as applicable for your implementation. We leave these at
the default.

d) You can optionally compress and/or encrypt the files. Depending
on your security needs and network configuration these values
may or may not be necessary. Compressed and encrypted content
are not usually chosen if the network path includes WAN
optimization between the SharePoint Server and the remote File
System. In our example, we did not encrypt nor compress the file
contents. Orphaned BLOB files are retained for 30 days after
their SharePoint list item is removed.

e) Click the Test Storage Settings box prior to saving the profile
(see Figure 5.21).
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Storage Settings
9 9 Adapter

Provide general storage settings in this

seckion IFiIeSystem vl 0

Connection

path=\4dell.siterequest.comdell_sharetsp- ﬂ
2010_server

=
FPravide adapter-speciic connection atirbutes. Please refer to the
adapter documeantation for connection string dafals.

Folder Content in BLOE Store

IYes 'I

Folder Scheme

|rrecrmm/ioo/mm -

Compress Content in BLOB Store

Mo -
Confent is comprassad uang Eha Gop/Daffate mathod,

Encryption Method for Content in BLOBE Store

INone vl

Encryption Key Passphrase

I Generate Kew I

Enfer a parsphrase fo be wred fo ganarate a key or feave biank fo
generate a random key. The pass phirase enfared & NoE Faved with
fha profiia,

Encryption Key

Test Storage Settings

Figure 5.21 Storage Settings

8. Click the Save button.
The new profile is listed and is active. The SharePoint server is now
ready to accept files.
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Verifying Storage Integration

In this section, we verify the configuration is operating properly. We use a
test client to access the SharePoint deployment. Files are posted to the
SharePoint site. An ARX report is generated to show where the files were
placed on the backend storage arrays.

The file contents are stored external to the SharePoint Server.

Adding files to the SharePoint Site

With this integrated solution the users continue to access their SharePoint
content via the web browser login to the SharePoint site. In this section we
demonstrate adding a new file to the SharePoint Site.

To log on to the SharePoint site

1. Open a web browser and logon to the SharePoint server. In our
example, we go to an ARX Integration page that does not yet
contain any documents.

Horme » ARX Integration » Al Documents

This page is to demonstrate the Sharepoint and ARX integrated solution.
Horne Search this site... pel

Libraries © Type Mame Modified Modified By

There are no items o show in this view of the "AR% Integration” document library, To add a new item, click "Mew" or "Upload"”,

Shared Docurments
- dr a4dd document
AR X Integration

Figure 5.22 ARX Integration Page

2. Click the Add document link. The Upload Document page opens.

3. Click the Browse button and then navigate to a new file to be
uploaded. Click OK select the file, and then OK again to upload the
file. The file is uploaded to the SharePoint site and stored in the
document library.

4. Repeat steps 2 and 3 to upload several more files. Recall we
configured StoragePoint to externalize all files greater than 50 KB.
Be sure to upload files that are larger than 50 KB as well as at least
one that is smaller than 50 KB.

In our example, six files were uploaded over the course of eight
minutes (see Figure 5.23). These files included text, PDF, and 2
other test binary files. Notice the Modified times for these files in
Figure 5.23. The users can click these files and open them as if they
were all stored within the SharePoint Server and Database. In
actuality, four of the six files are greater than SOKB and reside on
the BLOB store. The two text files Small_file.txt and
Another_Small_File.txt are both smaller than 50 KB and remain in
the SharePoint Server and Database.
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Horme » ARX Integration » Al Documents
This page is to demonstrate the Sharepoint and ARX integrated solution.

Horme

Libraries

Site Pages

Shared Docurments

ARX Integration

Lists
Calendar

Tasks

Search th

C Type Marne Modifiedt

arx-netapp-filer-dg & new 5/5/2010 3:35 PM

arx-vmware-esx-windows-2005-dg & Hew 5/5/2010 3:40 PM
testfile-4 £ new 5/5/2010 3:42 PM
write-file & new 5/5/2010 3:43 PM
Srmall_File txt #2new 5/5/2010 3:43 PM

5/5/2010 3:43 PM

(EE TE Y W W Wi e

another_Small_File txt & new

dr a4dd document

Figure 5.23 Test files posted to the ARX Integration Library

In the next section, we navigate the Storage Profile Path as defined in
section Creating a StoragePoint Storage Profile, on page 21.

Navigating the StoragePoint BLOB Store

StoragePoint organizes the BLOB Store structure in a hierarchal directory
tree format based on Year, Month, Day, Hour, Minutes. The files saved to
the server in the previous section were placed in the directory tree that
presents their Modified Times.

In Preparing the Storage Path location, on page 5-17, we mapped a drive
letter and created the BLOB Store directory. In our example we created the
directory named sp-2010_server. When we navigate this directory tree, it
looks like the following:

= L. sp-2010_server
= . 2010
.04
=005
=003
=1l
.47
=005
=i 15
.35
.40
L 42
.43

Figure 5.24 StoragePoint BLOB Store Directory tree layout

Notice the tree is organized by date. Files have been externalized in both the
months of April and May as the directories sp-2010_server\2010\04\.... and
sp-2010_server\2010\04\.... And most recently the four externalized files
reside in the May directory for hour 15 and minutes 35, 40, 42, and 43.
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J sp-2010_server ;I Mame “ ~ | Date maodified Type Size
. 2010
.04
.05
.03
11
.47
.05
.15
a5
.40
L 42
.43

|| 947cbifc-feea-463c-bo2e-fdf99035a21b S/5/2010 3135 FM  File 1,176 KB

Figure 5.25 Leaf directory contents

The Externalized BLOB files reside in the leaf directories. When
StoragePoint externalizes the files, it renames them and applies a Globally
Unique ID (GUID) that is referenced within the StoragePoint database. The
File extension is also obfuscated. This specific BLOB file is the file content
for the file we posted by the name of arx-netapp-filer-dg.

SRR ;I Mame « | Date modified | Type | Size
= 15
a5 || 09e4e645-5706-4be3-a530-5FFb405FCFO0 5/5/2010 3:43 PM File 1,024 KB
.40
L 42

Figure 5.26 Directory contents for the files posted at hour 15:43

The directory content in Figure 5.26 represents the files posted at hour
15:43. Within this minute of time, 3 files were actually posted to the
SharePoint Library. But two of those files were smaller than 50 KB. Those
two files are not externalized and still reside in the SharePoint site and
database.
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Generating an ARX Metadata Report

The file placement can be determined by executing an ARX report. The
administrator can also view the directory contents on the backend servers
and see how the files are placed. In this section, we demonstrate how to
create an ARX Report.

To generate an ARX Metadata report

1. From the navigation pane, click the Managed Volumes and then
click the volume (/Vol in our example).

2. From the Managed Volume Details screen, click Report.

Report Volume

This operation generates a report about the metadata assocated with this volume,

Namespace Dell
Volume ol

Path [r

Report Type " Inconsistencies ™ Metadata ¢ Symlinks

Output Report
Hame |DeII_Rep0rt_1

Ry
S:Cb:iitnﬁﬁ ¥ Recurse Subdirectories

Share [l =
:g;c,l.:?;ﬁle ¥ Indlude File Handles

Figure 5.27 Volume Metadata Report

3. On the Report Volume page, complete the following:
a) In the Path box, type the path. In our example, we type /.
b) In the Report type row, click Metadata.

¢) In the Output Report Name box, type a name. In our example,
we type Dell_Report_1.

d) Click OK.

The ARX generates the report, which is accessible from the navigation pane
by clicking Reports, and then clicking the name of the report you just
created.
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Conclusion

This deployment guide demonstrated the way to integrate FS ARX platform
with Windows Storage Servers and Microsoft SharePoint 2010. The
deployment enables tiering model between Multiple Windows Storage
Server Platforms with different RAID algorithms applied across the tiered
storage.

Files that are uploaded to the SharePoint site that exceed a predefined file
size or file type are externalized on to the ARX Virtual Service Managed
Volume. The externalization is implemented with StoragePoint SQL RBS
and EBS API implementation. This solution relieves the SharePoint server
from having to also store large files.

For more information on configuring the F5 ARX, refer to the
documentation, available on Ask F5.
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