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Introducing the F5 and Microsoft Office SharePoint
Server 2007 configuration

Welcome to the F5 and Microsoft® Office® SharePoint® 2007 Deployment
Guide. This guide contains step-by-step procedures for configuring F5
devices for Office SharePoint 2007 resulting in a secure, fast and available
deployment.

Microsoft Office SharePoint Server 2007 enables enterprises to develop an
intelligent portal that seamlessly connects users, teams, and knowledge so
that people can take advantage of relevant information across business
processes to help them work more efficiently.

For more information on Microsoft Office SharePoint Server 2007, see
http://www.microsoft.com/sharepoint/default.mspx

For more information on the F5 devices included in this guide, see
http://www.f5.com/products/.

You can also visit the Microsoft page of F5’s online developer community,
DevCentral, for Microsoft forums, solutions, blogs and more:
http://devcentral.f5.com/Default.aspx?tabid=89.

This Deployment Guide contains procedures for configuring the BIG-IP
LTM system, the BIG-IP LTM system with SSL, the WebAccelerator
module, and the FirePass controller. While we recommend using all of these
products together with SharePoint 2007, it is not required. Simply use the
sections for the products you have. This guide is broken up into the
following sections:

o Configuring the BIG-IP LTM system for Microsoft Office SharePoint
2007, on page 1-6

o Configuring the BIG-IP LTM system for Microsoft Office SharePoint
Server 2007 using SSL, on page 1-19

o Configuring the F5 WebAccelerator module with Microsoft Office
SharePoint 2007, on page 2-1

& Deploying the FirePass controller with Microsoft Office SharePoint
2007, on page 3-1

Prerequisites and configuration notes

The following are general prerequisites for this deployment; each section
contains specific prerequisites:

« All of the configuration procedures in this document are performed on F5
devices. For information on how to deploy or configure Microsoft Office
SharePoint 2007, consult the appropriate Microsoft documentation.
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Deploying the BIG-IP LTM System with Microsoft Office SharePoint Server 2007

o This document is written with the assumption that you are familiar with
both the F5 devices and Microsoft Office SharePoint 2007. For more
information on configuring these products, consult the appropriate
documentation.

& Important: When using the BIG-IP LTM system for SSL offload, for
each SharePoint Web Application that will be deployed behind LTM,
you must configure your SharePoint Alternate Access Mappings and
Zones allow users to access non-SSL sites through the SSL virtual server
and ensure correct rewriting of SharePoint site links. See Configuring
SharePoint Alternate Access Mappings to support SSL offload, on page
1-2.

« This Deployment Guide assumes that you have already installed the F5
devices in your network. It also assumes that you have performed basic
configuration tasks such as creating Self IP addresses and VLANSs. For
more information on how to install F5 devices and configure the basic
settings, refer to the appropriate FS manual, available on AskFS5.

Configuring SharePoint Alternate Access Mappings
to support SSL offload

If using the BIG-IP LTM system for SSL offload, for each SharePoint Web
Application that will be deployed behind LTM, you must configure your
SharePoint Alternate Access Mappings and Zones allow users to access
non-SSL sites through the BIG-IP LTM SSL virtual server and ensure
correct rewriting of SharePoint site links. For SSL offload, the Alternate
Access Mapping entries must have URLSs defined as https://<FQDN>,
where FQDN is the name associated in DNS with the appropriate Virtual
Server, and assigned to the SSL certificate within the Client SSL profile.

For each public URL to be deployed behind LTM, you must first modify the
URL protocol of the internal URL associated with that URL and zone from
http:// to https://: and then recreate the http:// URL. If you try to just add a
new URL for HTTPS, it will not function properly.

For more information, see
http://sharepoint.microsoft.com/blog/Pages/BlogPost.aspx?pID=804.

To configure SharePoint Alternate Access Mappings

1. From SharePoint Central Administration navigation pane, click
Application Management.

2. In the main pane, under Web Applications, click Configure
alternate access mappings.

3. From the Internal URL list, click the Internal URL corresponding
to the Public URL you want to be accessible through the BIG-IP
LTM.

The Edit Internal URLs page opens.
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In the URL protocol, host and port box, change the protocol from
http:// to https://. You may want to make note of the URL for use
in step 7.

Click the OK button. You return to the Alternate Access Mappings
page.

On the Menu bar, click Add Internal URLs.

In the URL protocol, host and port box, type the same internal

URL used in step 4, but use the http:// protocol. This allows access
to the non-SSL site from behind the LTM.

Click Save.
You must also add the new internal URL(s) to the list of Content
Sources of Search Administration.

From the navigation pane, click Application Management, and
then under Service Applications, click Manage service
applications.

Click the name of your Search Service application. In our example,
we are using Microsoft Fast Search Server, so the following
examples are based on Fast Search Server.

In the navigation pane, click Content Sources.
On the Menu bar, click New Content Source.

In the Name box, type a name. We type
https://sp2007.example.com.

In the Start Addresses section, type the appropriate HTTPS URL. In
our example, we type https://sp2007.example.com. All other
settings are optional.

Click the OK button (see Figure 1.3, on page 1-4).

Repeat this entire procedure for each public URL to be deployed
behind LTM.
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Shared Services Administration: SharedServices1 > Search Administration > Content sources > Add Content Source

Add Content Source

Use this page to add a content source,
* Indicates a required field

Name

Type a name to describe this content source,

Content Source Type

Select what type of content will be crawled.

MNote: This cannot be changed after this content source is created since other settings
depend on it

Start Addresses
Type the URLs from which the search system should start crawling.

This indudes all Office SharePeint Server sites and Windows SharePoint Services sites.

Figure 1.1 Adding Content Source

Mame: *

|https:flspZDD?.example.-:om

Select the type of content to be crawled:

& ShareFoint Sites
 web sites

 File Shares

e Exchange Public Folders

" Business Data

Type start addresses below (one per ling): *
https://sp2007.example.com| .:l

-
4 »

Example:
http:/fintranetsite

Displaying HTTPS SharePoint Search Results After Configuring Alternate

Access Mappings for SSL Offloading

After configuring Alternate Access Mappings in SharePoint 2010 to support
SSL offloading, you must perform the following procedure to ensure that
search results are properly displayed for https:// queries. The examples
below depict modifying the Content Search Service Application; however,
you must also perform these steps on your Query Search Service

Application.

To ensure HTTPS search results are displayed

1. From SharePoint Central Administration navigation pane, click
Application Management.

2. Under Service Applications, click Manage service applications.

3. From the Service Application list, click your Content SSA. If you
are using the default content SSA, this is “Regular Search”. If you
are using FAST Search, this is the name you gave the content SSA
(such as FAST Content SSA).

4. From the navigation pane, under Crawling, click Index Reset.

F5 Deployment Guide for Microsoft® Office SharePoint 2007



Click the Reset Now button to reset all crawled content.
Return to your Content SSA (repeat steps 1-3).
From the navigation pane, under Crawling, click Content Sources.

Click the content source for which you just reset the search index.

O ® N W

From the Edit Content Source page, in the Start Full Crawl section,
check the Start full crawl of this content source box and then click
the OK button.

When the crawl is complete, users should receive https:// addresses in their
search query results.
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Configuring the BIG-IP LTM system for Microsoft
Office SharePoint 2007

The first section in this Deployment Guide is for configuring the BIG-IP
Local Traffic Manger (LTM) for the SharePoint 2007 devices.

Prerequisites and configuration notes

The following are prerequisites for this deployment:

¢ The BIG-IP LTM system should be running version 9.4 or later. The
BIG-IP LTM version 9.2.3 and later include updates for HTTP profiles to
more reliably support use with Microsoft Office SharePoint Server.
Through the use of HTTP profiles, it is possible to use advanced features
such as compression and HTTP iRule methods in conjunction with a
SharePoint Server deployment.

« For certain optional optimization features, the appropriate module on the
BIG-IP LTM system must be licensed (such as compression and RAM
Cache).

¢ The Microsoft Office SharePoint Server must be the 2007 edition. For
the Microsoft SharePoint Portal Server 2003 Deployment Guide, see
http://www.f5.com/solutions/deployment/sharepoint_bigip9_dg.html

« All of the configuration procedures in this document are performed on
the BIG-IP LTM system. For information on how to deploy or configure
the Office SharePoint Server 2007, consult the appropriate Microsoft
documentation. You should have at least basic familiarity with both
products.
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Configuration example

The BIG-IP system provides intelligent traffic management and high
availability for Microsoft Office SharePoint Server 2007 deployments.

By e

BIG-IP Local Traffic Manager WebAccelerator
. ommmmo = - mmmmsL [ T —

Available as a module
on the BIG-IP LTM

— — = — - .
SharePoint 2007 || =] =]||=]| Application Servers
Web Servers == = IE=]| (running various SharePoint
e N jm M| 2007 Services)

000

SQL Database
(Configuration Database)

Figure 1.2 BIG-IP LTM SharePoint Server logical configuration

Configuration Tasks

To configure the BIG-IP and SharePoint 2007 devices for integration, you
need to complete the following procedures:

* Connecting to the BIG-IP device

* Creating the HITP health monitor

* Creating the pool

* Creating profiles

* Creating the HTTP virtual server

* Creating a default SNAT

» Synchronizing the BIG-IP configuration if using a redundant system
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Connecting to the

If you are using the BIG-IP LTM system as an SSL proxy for your Office
SharePoint 2007 deployment, be sure to see Configuring the BIG-IP LTM
system for Microsoft Office SharePoint Server 2007 using SSL, on page 1-19
after you complete the procedures in this section.

& Tip

We recommend you save your existing BIG-IP configuration before you
begin the procedures in this Deployment Guide. To save your BIG-IP
configuration, see Appendix A: Backing up and restoring the BIG-1P
system configuration, on page 1-27.

BIG-IP device

Use the following procedure to access the BIG-IP web-based Configuration
utility using a web browser.

To connect to the BIG-IP system using the Configuration
utility

1. In a browser, type the following URL:
https://<administrative IP address of the BIG-IP device>
A Security Alert dialog box appears, click Yes.
The authorization dialog box appears.

2. Type your user name and password, and click OK.
The Welcome screen opens.

Once you are logged onto the BIG-IP system, the Welcome screen of the
new Configuration utility opens. From the Configuration utility, you can
configure and monitor the BIG-IP system, as well as access online help,
download SNMP MIBs and Plug-ins, and even search for specific objects.

Creating the HTTP health monitor

The next step is to set up health monitors for the SharePoint devices. This
procedure is optional, but very strongly recommended. For this
configuration, we use an HTTP monitor, which checks nodes (IP address
and port combinations), and can be configured to use send and recv
statements in an attempt to retrieve explicit content from nodes. We
configure the health monitors first in version 9.0 and later, as health
monitors are now associated at the pool level.

To configure a health monitor from the BIG-IP
Configuration utility

1. On the Main tab, expand Local Traffic, and then click Monitors.
The Monitors screen opens.

2. Click the Create button.
The New Monitor screen opens.

F5 Deployment Guide for Microsoft® Office SharePoint 2007 1-8
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Creating the pool

3. Inthe Name box, type a name for the Monitor.
In our example, we type SPSHTTP_monitor.

4. From the Type list, select http.

5. In the Configuration section, in the Interval and Timeout boxes,
type an Interval and Timeout. We recommend at least a 1:3 +1 ratio
between the interval and the timeout. In our example, we use a
Interval of 30 and a Timeout of 91.

6. In the Send String box, type a string. In our example, we type
GET / HTTP/1.0 to request the default page at the root level. You
can modify this string to request a different resource or otherwise
modify it as appropriate for your environment; however, in all cases,
the Send String must be a valid HTTP request.

7. In the Receive String box, type 200 OK. This is the default
response to the Send String in our example.

Local Traffic »» Monitors » Hew Monitor...

General Properties

Naime | SPSHTTP_monitor
Type e =
Impart Settings Iﬁ
Configuration: I Basic j‘
Interval ISD— seconds
Timeot IS‘I— seconds
GET / HITP/1.0
Send String
Z00 0K
Receive String
U=zer hame l—
Pazaword I—
Reverse C ves @ g
Transparent © ves ™ pg
Cancel | Repeat | Finizhed |

Figure 1.3 Creating the HTTP Monitor

8. Click the Finished button. The monitor is added to the Monitor list.

The next step in this configuration is to create a pool on the BIG-IP system.
A BIG-IP pool is a set of devices grouped together to receive traffic
according to a load balancing method. In this configuration, we create one
pool for the SharePoint devices.
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To create the SharePoint pool

1.

10.
11.

12.

On the Main tab, expand Local Traffic, and then click Pools.
The Pool screen opens.

In the upper right portion of the screen, click the Create button.
The New Pool screen opens.

Note: For more (optional) pool configuration settings, from the
Configuration list, select Advanced. Configure these settings as
applicable for your network.

In the Name box, enter a name for your pool.
In our example, we use SPSServers.

In the Health Monitors section, select the name of the monitor you
created in the Creating the HITP health monitor section, and click
the Add (<<) button. In our example, we select
SPSHTTP_monitor.

From the Load Balancing Method list, choose your preferred load
balancing method (different load balancing methods may yield
optimal results for a particular network).

In our example, we select Least Connections (node).

For this pool, we leave the Priority Group Activation Disabled.

In the New Members section, make sure the New Address option
button is selected.

In the Address box, add the first server to the pool. In our example,
we type 10.10.100.151

In the Service Port box, type the service number you want to use
for this device, or specify a service by choosing a service name from
the list.

In our example, we type 80.

Click the Add button to add the member to the list.

Repeat steps 9-11 for each server you want to add to the pool.
In our example, we repeat these steps once for the remaining server,
10.10.100.152.

Click the Finished button (see Figure 1.8).
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Creating profiles

Local Traffic » Pools » HNew Pool..

Configuration: I Basic j’

I Mame
Active Ayailable

Healfth Maonitars il
2|

I SPSServers

gateway_icrmp
hitp

hitps
hitpz_443

tcp

Resources
Load Balancing Method | | Least Connections [node) ;l
Priority Group Activation | I Dizabled - l
& New sddress © Node List
| dcdress: | 10.10.100.152

| Service Port: I a0
add

JHTTP =l

Meswy Members

010100151 :80
010,100,152 :80

jun o n}
oo

Eancell Fepeat | Finizhed |

Figure 1.4 Adding the SharePoint server pool

BIG-IP version 9.0 and later use profiles. A profile is an object that contains
user-configurable settings, with default values, for controlling the behavior
of a particular type of network traffic, such as HTTP connections. Using
profiles enhances your control over managing network traffic, and makes
traffic-management tasks easier and more efficient.

Although it is possible to use the default profiles, we strongly recommend
you create new profiles based on the default parent profiles. Creating new
profiles allows you to easily modify the profile settings specific to this
deployment, and ensures you do not accidentally overwrite the default
profile.

For this configuration, we create three new profiles: an HTTP profile, a TCP
profile, and a cookie persistence profile.

‘ Important

If you are using NTLM authentication, the default authentication method
for SharePoint Server 2007, do not use a OneConnect profile on the BIG-IP
system for this deployment. Note that a OneConnect profile is not part of
this configuration in this guide.
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Creating an HTTP profile

The first new profile we create is an HTTP profile. In the following
example, we base our HTTP profile off of a new profile in BIG-IP LTM
version 9.4, called http-wan-optimized-compression-caching, with a few
additional modifications. This profile includes some default optimization
settings that increase the performance of SharePoint 2007 over the WAN.
There are a couple of caveats for using this profile:

o If you are not terminating SSL (HTTPS) connections on the BIG-IP
LTM, you must leave the Redirect Rewrite option at None (the default
setting). Redirect Rewrite is meant to capture HTTP 3XX redirects and
rewrite them to use HTTPS. See Step 5 in the following procedure.

¢ You must have Compression and RAM Cache licensed on your BIG-IP
LTM system. Contact your Sales Representative for more information.

o This profile is only available in BIG-IP LTM version 9.4 and later.

o Important: If you plan on using the WebAccelerator module for
SharePoint 2007 (as shown later in this Deployment Guide) you should
not use the http-wan-optimized-compression-caching HTTP profile, as
the WebAccelerator module performs the compression duties in addition
to its other optimizations.

If you are using BIG-IP LTM v9.4.2 or later with the WebAccelerator
module, we recommend you configure an HTTP profile based off of the
http-acceleration parent profile, and change the Redirect Rewrite
option to Matching when appropriate (see first bullet). Any other
settings in this case are optional.

’ Note

The following procedure shows one way to optimize the Microsoft
SharePoint 2007 configuration that has been tested in real-world scenarios
by F5, and shown to give the greatest improvement. These procedures and
the specific values given in some steps should be used as guidelines, modify
them as applicable to your configuration.

To create a new HTTP profile

1. On the Main tab, expand Local Traffic, and then click Profiles. The
HTTP Profiles screen opens.

2. In the upper right portion of the screen, click the Create button.
The New HTTP Profile screen opens.

3. In the Name box, type a name for this profile. In our example, we
type SPS_HTTP_opt.

4. From the Parent Profile list, select
http-wan-optimized-compression-caching.

5. If you intend to terminate SSL (HTTPS) connections on the BIG-IP
LTM, in the Settings section, check the Custom box for Redirect
Rewrite, and from the Redirect Rewrite list, select Matching.
Otherwise, leave this at the default setting (None).

F5 Deployment Guide for Microsoft® Office SharePoint 2007 1-12



6. Optional: If you want to enable the X-Forwarded-For header for
accurate logging, check the Custom box for Insert
X-Forwarded-For, and from the list, select Enabled. See Optional:
Using X-Forwarded-For to log the client IP address in I1S 7.0 and
7.5, on page 1-24 for detailed information, including modifications
to IIS to accurately log the client IP address.

7. In the Compression section, check the Custom box for
Compression, and from the Compression list, select Enabled.

8. Check the Custom box for Content Compression, and leave
Content List selected.

9. In the Content List section, add the following entries to the Content
Type box one at a time, each followed by clicking Include:
* application/pdf
* application/vnd.ms-powerpoint
* application/vnd.ms-excel
* application/msword
* application/vnd.ms-publisher

10. Check the Custom box for Keep Accept Encoding, and check the
box to enable Keep Accept Encoding.

Compression Custom [

Compression IEnabIed 'l I
URI Compression INDt Configured 'l r
Content Compression ICDntent List... 'l 7

Content Type: I applicationfnd.ms-publisher

Include I Exclude |

Include List

application/pdf
applicationfvnd.ms-powerpoint
applicationfvnd.ms-excel
application/msward

L

Content List applicationfvnd. ms-publisher
EXCIOde LIst
E
=
Edit | Delete |
Preferred Methad IGzip 'l r
finimurn Content Length I 1024 bytes r
Compression Buffer Size I 131072 bytes r
gzip Compression Level IQ—MDSt Compression (Slowest) j -
gzip Memory Level |16 'I kilobytes r
gzip Window Size |B4 'I kilobytes r
“ary Header ¥ Enabled -
HTTP#1.0 Requests 7 Enabled r
| keep Accept Encading I I |

Ovmivimme 1M fmelsmpmim sl - Lol Ll

Figure 1.5 Configuring the compression settings in the HITP profile
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11.

12.

In the RAM Cache section, check the Custom box for URI
Caching, and leave URI List selected.

From the URI List section, in the URI box, type /_layouts/images/*
and click the Include button. This ensures that all of the layout
images are cached on the BIG-IP LTM system.

URI Caching I LRI List... 'I v
URI: I {_leyoutsfimages®
Fin | Include | Exclude |
Pin List
=
=
Include List
URI List |
[
Exclude List
=l
=
Edit | Delete |
Innnre Headars [all | r

Figure 1.6 Adding the image directory to the RAM cache URI include list.

13.
14.

Creating a TCP profile

Modify any of the other settings as applicable for your network.
Click the Finished button.

The next profile we create is the TCP profile. For SharePoint 2007, if your
users are mostly connected to the BIG-IP LTM system via low loss local
area networks (LANs), we recommend using another new profile available
with BIG-IP LTM version 9.4 and later, called tcp-lan-optimized. This
profile contains default settings designed to optimize the performance of
your local TCP traffic in certain ways, without having to create a custom
profile to do so.

To create a new TCP profile

1.
2.

On the Main tab, expand Local Traffic.

Click Profiles.
The HTTP Profiles screen opens.

On the Menu bar, from the Protocol menu, select TCP.

In the upper right portion of the screen, click the Create button.
The New TCP Profile screen opens.

In the Name box, type a name for this profile. In our example, we
type SPS_TCP_opt.

F5 Deployment Guide for Microsoft® Office SharePoint 2007
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6. From the Parent Profile list, select tcp-lan-optimized.

Local Traffic » TCFP Profiles » MNew TCP Profile...

General Properties

MName I SPS_TCP_opt
Parent Profile Itcp-lan-uptimized 'l

Figure 1.7 Configuring the tcp-lan-optimized profile

7. Modity any of the settings as applicable for your network.
8. Click the Finished button.

For more information on creating or modifying profiles, or applying profiles
in general, see the BIG-IP documentation.

Creating a cookie persistence profile

The final profile we create is a Cookie Persistence profile. We recommend
using the default cookie method for this profile (HTTP cookie insert), but
you can change other settings, such as specifying a cookie expiration.

To create a new cookie persistence profile based on the
default profile

1. On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

2. On the Menu bar, click Persistence.
The Persistence Profiles screen opens.

3. In the upper right portion of the screen, click the Create button.
The New Persistence Profile screen opens.

4. Inthe Name box, type a name for this profile. In our example, we
type SPSCookie.

5. From the Persistence Type list, select Cookie.
The configuration options for cookie persistence appear.

6. Modity any of the settings as applicable for your network.
7. Click the Finished button.

For more information on creating or modifying profiles, or applying profiles
in general, see the BIG-IP documentation.
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Creating the HTTP virtual server

Next, we configure a HTTP virtual server that references the profiles and
pool you created in the preceding procedures.

To create the virtual server

1. On the Main tab, expand Local Traffic, and then click Virtual
Servers.
The Virtual Servers screen opens.

2. In the upper right portion of the screen, click the Create button.
The New Virtual Server screen opens.

3. In the Name box, type a name for this virtual server. In our
example, we type SPS_virtual.

4. In the Destination section, select the Host option button.

5. Inthe Address box, type the IP address of this virtual server. In our
example, we use 192.168.104.147.

6. In the Service Port box, type 80 or select HT'TP from the list.

General Properties

I MName I SPS_virtual
o Type: 0 Host O Network
Destination
Address: [ 192.168.104.147
I Service Port I an |HTTP ;l
State IEnabIed vl

Figure 1.8 Adding the SharePoint virtual server

7. From the Configuration list, select Advanced.
The Advanced configuration options appear.

8. Leave the Type list at the default setting: Standard.

9. From the Protocol Profile (Client) list select the name of the
profile you created in the Creating a TCP profile section. In our
example, we select SPSTCP.

10. Leave the Protocol Profile (Server) option at the default setting, or
you can select SPSTCP from the list.

Important: If you are using NTLM authentication, the default
authentication method for SharePoint Portal Server 2007, do not
use a OneConnect profile on the BIG-IP system for this deployment.
A OneConnect profile is not part of this configuration in this guide.

F5 Deployment Guide for Microsoft® Office SharePoint 2007 I-16



11. From the HTTP Profile list, select the name of the profile you
created in the Creating an HTTP profile section. In our example, we
select SPSHTTP (see Figure 1.13).

Configuration: I Advanced :l'

Type I Standard j

TCF =

[sPs_TcPiopt =]

Pratocal Profile (Server) I (Use Client Profile) 'l
OneConnect Profile I Mone 'l

HTTP Profile [ SPS_HTTP_opt =l

FTP Profile INone 'l

Protocal

Protocol Profile (Client

Figure 1.9 Selecting the TCP and HTTP profiles for the virtual server

12. In the Resources section, from the Default Pool list, select the pool
you created in the Creating the pool section. In our example, we
select SPSServers.

13. From the Default Persistence Profile list, select the persistence
profile you created in the Creating a cookie persistence profile
section. In our example, we select SPSCookie.

Resources
Enahled Available
_ayg_auth_ldap
<< | _sps_auth_radius
iRules _sps_auth_ssl_cc_ldap
»» | |_svs_auth_ssl_ocsp
_sps_auth_tacacs
Up | Down |
Default Pool | [5PSServer: =

Default Persistence Profile

I SPSCookie = i
Fallback Persistence Profile I Mare x I

I:ancell Fepeat | Finizhed |

Figure 1.10 Resources section of the add virtual server page

14. Click the Finished button.

I -17



Deploying the BIG-IP LTM System with Microsoft Office SharePoint Server 2007

Creating a default SNAT

A secure network address translation (SNAT) ensures the proper routing of
connections from the Index server to the Search server. In this configuration,
we configure a default SNAT.

’ Note

If you do not want source address translation on client connections from the
external VLAN, you can disable the default SNAT for the external VLAN.

To create a default SNAT

1. On the Main tab, expand Local Traffic, and then click SNATS.
The SNATS screen opens.

2. In the upper right portion of the screen, click the Create button.
The New SNAT screen opens.

3. In the Name box, type a name for this SNAT. In our example, we
type DefaultSNAT.

4. In the Translation list, select Automap.

5. Optional: If you to disable (or enable) the default SNAT for specific
VLANS, from the VLAN Traffic list, select either Enabled on or
Disabled on from the list. From the Available list, select the
appropriate VLAN and click the Add (<<) button to move it to the
Selected list.

6. Click the Finished button.

Synchronizing the BIG-IP configuration if using a redundant system

If you are using a redundant BIG-IP configuration, the final step is to
synchronize the configuration to the peer BIG-IP device.

To synchronize the configuration using the Configuration
utility
1. On the Main tab, expand System.

2. Click High Availability.
The Redundancy screen opens.

3. On the Menu bar, click ConfigSync.

4. Click the Self --> Peer button.
The configuration synchronizes with its peer.

The BIG-IP LTM system is now configured to direct traffic to the Microsoft
SharePoint Server 2007 deployment. If you are using the BIG-IP LTM
system to offload SSL traffic from your SharePoint 2007 deployment,
continue to the following section.
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Configuring the BIG-IP LTM system for Microsoft
Office SharePoint Server 2007 using SSL

This section describes how to configure the BIG-IP LTM system as an SSL
proxy for a Microsoft Office SharePoint Server 2007 deployment. If you are
not using the BIG-IP LTM system to offload SSL traffic, you do not need to
perform these procedures.

’ Note

This section is written with the assumption that you have already configured
your BIG-IP LTM system for a SharePoint deployment as described in this
Deployment Guide.

Prerequisites and configuration notes

The following are additional prerequisites for this section:

¢ Youneed an SSL certificate for your site that is compatible with the
BIG-IP LTM system. For more information, consult the BIG-IP
documentation.

& You have already configured the BIG-IP LTM system as described in
this Deployment Guide. If you have not, start with Configuring the
BIG-IP LTM system for Microsoft Office SharePoint 2007, on page 1-6.

o Important: When using the BIG-IP LTM system for SSL offload, for
each Sharepoint Web Application that will be deployed behind LTM,
configure your SharePoint Alternate Access Mappings and Zones
according to the Microsoft documentation. For SSL offload, the
Alternate Access Mapping entries must have URLs defined as
https://<FQDN>, where FQDN is the name associated in DNS with the
appropriate Virtual Server, and assigned to the SSL certificate within the
Client SSL profile. More information can be found here:
http://blogs.msdn.com/sharepoint/archive/2007/03/06/what-every-sh
arepoint-administrator-needs-to-know-about-alternate-access-mapp
ings-part-1.aspx.

This section contains following procedures for configuring the BIG-IP LTM
system:

» Using SSL certificates and keys

* Create a Client SSL profile

* Creating the Redirect iRule

*  Modifying the HTTP virtual server
* Creating the HITPS virtual server
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Using SSL certificates and keys

Before you can enable the BIG-IP LTM system to act as an SSL proxy, you
must install a SSL certificate on the virtual server that you wish to use for
SharePoint connections on the BIG-IP device. For this Deployment Guide,
we assume that you already have obtained an SSL certificate, but it is not
yet installed on the BIG-IP LTM system. For information on generating
certificates, or using the BIG-IP system to generate a request for a new
certificate and key from a certificate authority, see the Managing SSL
Traffic chapter in the Configuration Guide for Local Traffic Management.

Importing keys and certificates

Once you have obtained a certificate, you can import this certificate into the
BIG-IP LTM system using the Configuration utility. By importing a
certificate or archive into the Configuration utility, you ease the task of
managing that certificate or archive. You can use the Import SSL
Certificates and Keys screen only when the certificate you are importing is
in Privacy Enhanced Mail (PEM) format.

To import a key or certificate
1. On the Main tab, expand Local Traffic.

2. Click SSL Certificates.
This displays the list of existing certificates.

3. In the upper right corner of the screen, click Import.

4. From the Import Type list, select the type of import (Certificate or
Key).

5. In the Certificate (or Key) Name box, type a unique name for the
certificate or key.

6. In the Certificate (or Key) Source box, choose to either upload the
file or paste the text.

7. Click Import.

If you imported the certificate, repeat this procedure for the key.

Create a Client SSL profile

The next step in this configuration is to create an SSL profile. This profile
contains the SSL certificate and Key information for offloading the SSL
traffic.

To create a new Client SSL profile based on the default
profile

1. On the Main tab, expand Local Traffic.
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9.

Click Profiles.
The HTTP Profiles screen opens.

On the Menu bar, from the SSL menu, select Client.
The Client SSL Profiles screen opens.

In the upper right portion of the screen, click the Create button.
The New Client SSL Profile screen opens.

In the Name box, type a name for this profile. In our example, we
type SPS_clientssl.

In the Configuration section, click a check in the Certificate and
Key Custom boxes.

From the Certificate list, select the name of the Certificate you
imported in the Importing keys and certificates section.

From the Key list, select the key you imported in the Importing keys
and certificates section.

Click the Finished button.

For more information on creating or modifying profiles, or SSL Certificates,
see the BIG-IP documentation.

Creating the Redirect iRule

The Redirect iRule takes incoming HTTP requests (non-secure) and
redirects them to the correct HTTPS (secure) virtual server, without user
interaction

To create the Redirect iRule

1.

On the Main tab, expand Local Traffic, and then click iRules.
The iRule screen opens.

In the upper right portion of the screen, click the Create button.
The New iRule screen opens.

In the Name box, enter a name for your iRule.
In our example, we use SPS_httptohttps.

In the Definition section, copy and paste the following iRule:

when HTTP_REQUEST {

HTTP: :redirect https://[HTTP::host] [HTTP: :uri]
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5.

Click the Finished button.

Local Traffic » iRules » Hew iRule...

Properties

MNarme I SFS_httptohttps

when HTTP_REQUEST {
HTTF::redirect https://[HTTP::host] [HTTP: :uri]

¥

Definition
™ Extend Taxt Area
I~ Wrap Text

Cancel | Finished |

Figure 1.11 Creating the iRule

Modifying the HTTP virtual server

The next task is to modify the HTTP virtual server you created in Creating
the HTTP virtual server, on page 1-16 to use the iRule you just created.

To modify the exisiting SharePoint virtual server

1.

On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

From the Virtual Server list, click the SharePoint virtual server you
created in the Creating the HTTP virtual server section. In our
example, we click SPS_virtual.

On the menu bar, click Resources.
The Resources page for the virtual server opens.

From the Default Pool list, select None. This virtual server no
longer requires the load balancing pool, as traffic is redirected to the
HTTPS virtual server we create in the following procedure.

Click the Update button.

In the iRules section, click the Manage button.
The Resource Management screen opens.

From the Available list, select the iRule you created in the Creating
the Redirect iRule section, and click the Add (<<) button. In our
example, we select SPS_httptohttps.

Click the Finished button.
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Creating the HTTPS virtual server

The final task in this section is to create a HTTPS virtual server.

‘ Important

If you are using NTLM authentication, the default authentication method
for Office SharePoint Server 2007, do not use a OneConnect profile on the
BIG-IP LTM system for this deployment. A OneConnect profile is not part of
this configuration in this guide.

To create a new HTTPS virtual server

1.

10.

11.

12.

13.

14.

On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

In the upper right portion of the screen, click the Create button.
The New Virtual Server screen opens.

In the Name box, type a name for this virtual server. In our
example, we type SPS_httpsvirtual.

In the Destination section, select the Host option button.

In the Address box, type the IP address of this virtual server. In our
example, we use 192.168.104.146.

In the Service Port box, type 443 or select HTTPS from the list.

From the Configuration list, select Advanced.
The Advanced configuration options appear.

Leave the Type list at the default setting: Standard.

From the Protocol Profile (Client) list select the name of the
profile you created Creating a TCP profile section. In our example,
we select SPS_TCP_opt.

From the HTTP Profile list, select the name of the profile you
created Creating an HTTP profile section. In our example, we select
SPS_HTTP_opt.

From the SSL Profile (Client) list, select the name of the SSL
profile you created in the Create a Client SSL profile section. In our
example, we select SPS_clientssl.

From the Default Pool list, select the pool you created in the
Creating the pool section. In our example, we select SPSServers.

From the Default Persistence Profile list, select the persistence
profile you created in the Creating a cookie persistence profile. In
our example, we select SPSCookie.

Click the Finished button.

This concludes the BIG-IP LTM configuration. If you are using a redundant
BIG-IP LTM system, see Synchronizing the BIG-IP configuration if using a
redundant system, on page 1-18.
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Optional: Using X-Forwarded-For to log the client IP
address in IIS 7.0 and 7.5

When you configure BIG-IP LTM to use SNAT, the BIG-IP system replaces
the source IP address of an incoming connection with its local self IP
address (in the case of SNAT Automap), or an address you have configured
in a SNAT pool. As a result, Microsoft IIS logs each connection with its
assigned SNAT address, rather than the address of the client. By configuring
an HTTP profile on the BIG-IP to insert an X-Forwarded-For header, the
original client IP address is sent as well; however, in default IIS
configuration, this information is not logged.

Beginning with IIS 7, Microsoft provides an optional Advanced Logging
Feature for IIS that allows you to define custom log definitions that can
capture additional information such as the client IP address included in the
X-Forwarded-For header.

You must first enable X-Forwarded-For in the BIG-IP HTTP profile, and
then add the log field to IIS.

Modifying the HTTP profile to enable X-Forwarded-For

The first task is to modify the HTTP profile created by the application
template to enable the X-Forwarded-For header.

To modify the HTTP profile
1. On the Main tab, expand Local Traffic, and then click Profiles.

2. From the HTTP profile list, select the profile created by the
template. It is one of the following:
microsoft_sharepoint_http-wan-optimized-caching_shared_http
microsoft_sharepoint_http-lan-optimized-caching_shared_http.

3. In the Settings section, on the Insert X-Forwarded-For row, click
the Custom box. From the list, select Enabled.

4. Click the Update button.

Deploying the Custom Logging role service

The next task is to deploy the Custom Logging role service. If you do not
deploy this role service, you may receive a "Feature not supported" error
when trying to edit the log definition in the next section.

To deploy the Custom Logging role service

1. From your Windows Server 2008 or Windows Server 2008 R2
device, open Server Manager.

2. In the Navigation pane, expand Roles.

3. Right-click Web Server, and then click Add Role Services.
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Under Health and Diagnostics, check the box for Custom Logging,
and then click the Next button.

On the Confirmation page, click Install.

After the service has successfully installed, click the Close button.

Adding the X-Forwarded-For log field to IS

Before beginning the following procedure, you must have installed IIS
Advanced Logging. For installation instructions, see
http://www.iis.net/community/files/media/advancedlogging readme.htm

’ Note

If you are using IIS version 6, F5 has a downloadable ISAPI filter that
performs a similar function to the Advanced Logging Feature discussed
here. For information on that solution, see the DevCentral post at
http://devcentral f5.com/weblogs/Joe/archive/2009/08/19/x_forwarded_for

log_filter for windows servers.aspx

To add the X-Forwarded-For log field to IS

1.

10.

From your Windows Server 2008 or Windows Server 2008 R2
device, open the Internet Information Services (IIS) Manager.

From the Connections navigation pane, click the appropriate server,
web site, or directory on which you are configuring Advanced
Logging. The Home page appears in the main panel.

From the Home page, under IIS, double-click Advanced Logging.
From the Actions pane on the right, click Edit Logging Fields.

From the Edit Logging Fields dialog box, click the Add Field
button, and then complete the following:

a) In the Field ID box, type X-Forwarded-For.

b) From the Category list, select Default.

c¢) From the Source Type list, select Request Header.
d) In the Source Name box, type X-Forwarded-For.

e) Click the OK button in the Add Logging Field box, and then
click the OK button in the Edit Logging Fields box.

Click a Log Definition to select it. By default, there is only one:
% COMPUTERNAME%-Server. The log definition you select must
have a status of Enabled.

From the Actions pane on the right, click Edit Log Definition.

Click the Select Fields button, and then check the box for the
X-Forwarded-For logging field.

Click the OK button.
From the Actions pane, click Apply.
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11. Click Return To Advanced Logging.
12. In the Actions pane, click Enable Advanced Logging.

Now, when you look at the logs, the client IP address is included.
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Appendix A: Backing up and restoring the BIG-IP
system configuration

We recommend saving your BIG-IP configuration before you begin this
configuration. When you save the BIG-IP configuration, it collects the

following critical data and compress it into a single User Configuration Set
(UCS) file:

* BIG-IP configuration files

* BIG-IP license and passwords
* SSL certificates

* SSH keys

Saving and restoring the BIG-IP configuration

The Configuration Management screen allows you to save and restore all
configuration files that you may edit to configure a BIG-IP system. These
configuration files are called a User Configuration Set (UCS). The
Configuration Management screen contains sections for saving and
restoring a configuration. The list boxes in these sections display only files
in the /usr/local/ucs directory. If you want to save or restore files from
another directory, you must type the full path in the box.

To save the BIG-IP configuration using the Configuration
utility
1. In the navigation pane, click System Admin.
The User Administration screen displays.

2. Click the Configuration Management tab.
The Configuration Management screen displays.

3. Inthe Save Current Configuration section, type the path where
you want your configuration file saved or choose a path from the list
box. If no path is specified, the BIG-IP saves files to /usr/local/ucs.
The BIG-IP appends the extension.ucs to file names without it.

4. Click the Save button to save the configuration file.

To restore a BIG-IP configuration

1. In the navigation pane, click System Admin.
The User Administration screen displays.

2. Click the Configuration Management tab.
The Configuration Management screen displays.

3. In the Restore a Configuration section, choose the configuration
file you want to restore from the list box, or type the path where
your configuration files were saved.
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4. Click the Restore button.
To check the status of the restoration, click the View Log button.
You should wait a few moments for the log file to start generating
before you click View Log. Repeated clicking of this button will
update your screen with the most current log file information until
the restoration is complete.
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Configuring the F5 WebAccelerator module with
Microsoft Office SharePoint 2007

In this section, we configure the WebAccelerator module for SharePoint
devices to increase performance for end users of SharePoint. The F5
WebAccelerator is an advanced web application delivery solution that
provides a series of intelligent technologies designed to overcome problems
with browsers, web application platforms and WAN latency issues which
impact user performance.

For more information on the F5 WebAccelerator, see
http://www.f5.com/products/WebA ccelerator/.

Prerequisites and configuration notes

The following are prerequisites for this section:

¢ We assume that you have already configured the BIG-IP LTM system for
directing traffic to the SharePoint devices as described in this
Deployment Guide.

¢ You must have purchased and licensed the WebAccelerator module on
the BIG-IP LTM system, version 9.4 or later.

o For BIG-IP version 9.4.0, you need to follow the simple procedure to
download and import the policy for SharePoint 2007. Later versions will
include this policy.

o This document is written with the assumption that you are familiar with
the BIG-IP LTM system, WebAccelerator and Microsoft Office
SharePoint Server 2007. Consult the appropriate documentation for
detailed information.

o If you are using BIG-IP LTM 9.4.2 or later, you should have configured
an HTTP profile using the http-acceleration parent. See Creating an
HTTP profile, on page 1-12 for more details.

Configuration example

Using the configuration in this section, the BIG-IP LTM system with
WebAccelerator module is optimally configured to accelerate traffic to
Microsoft SharePoint servers. The BIG-IP LTM with WebAccelerator
module both increases end user performance as well as offloads the servers
from serving repetitive and duplicate content.

In this configuration, a remote client with WAN latency logs onto the
SharePoint site via the WebAccelerator. The user’s request is accelerated on
repeat visits by the WebAccelerator instructing the browser to use the
dynamic or static object that is stored in its local cache. Additionally,
dynamic and static objects are cached at the WebAccelerator so they can be
served quickly without requiring the server to re-serve the same objects.



http://www.f5.com/products/WebAccelerator/

Configuring the F5 WebAccelerator module with Microsoft Office SharePoint 2007

Configuring the WebAccelerator module

Configuring the WebAccelerator module requires creating an HTTP class
profile and creating an Application. The WebAccelerator device has a large
number of other features and options for fine tuning performance gains, see
the WebAccelerator Administrator Guide for more information.

Connecting to the BIG-IP device

Use the following procedure to access the BIG-IP system’s web-based
Configuration utility using a web browser.

To connect to the BIG-IP system using the Configuration
utility
1. In a browser, type the following URL:
https://<administrative IP address of the BIG-IP device>

A Security Alert dialog box appears, click Yes.
The authorization dialog box appears.

2. Type your user name and password, and click OK.
The Welcome screen opens.

Creating an HTTP Class profile

The first procedure is to create an HTTP class profile. When incoming
HTTP traffic matches the criteria you specify in the WebAccelerator class,
the system diverts the traffic through this class. In the following example,
we create a new HTTP class profile, based on the default profile.

To create a new HTTP class profile

1. On the Main tab, expand WebA ccelerator, and then click Classes.
The HTTP Class Profiles screen opens.

2. In the upper right portion of the screen, click the Create button.
The New HTTP Class Profile screen opens.

3. Inthe Name box, type a name for this Class. In our example, we
type wa_class.

4. From the Parent Profile list, make sure httpclass is selected.

5. In the Configuration section, from the WebA ccelerator row, make
sure Enabled is selected.

6. In the Hosts row, from the list select Match Only. The Host List
options appear.

a) In the Host box, type the host name that your end users use to
access the SharePoint site. In our example, we type
sharepoint.f5S.com (see Figure 2.1).
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b) Leave the Entry Type at Pattern String.
¢) Click the Add button.

d) Repeat these sub-steps for any other host names users might use
to access the SharePoint deployment.

7. The rest of the settings are optional, configure them as applicable
for your deployment.

8. Click the Finished button. The new HTTP class is added to the list.

Local Traffic »» Monitors » HNew Monitor...

General Properties

IName ( |5PSHTTP_mDnit0r )
pre ([HTTP v

| Impport Settings | Im
Fﬂl]ﬁgllraﬁﬂll: Im -
| Irterval j e
Timeoud geConds
GET / HITIL.0 A
Send String

Feceive tring =

Figure 2.1 Creating a new HTTP Class profile

Modifying the Virtual Server to use the Class profile

The next step is to modify the virtual server for your SharePoint deployment
on the BIG-IP LTM system to use the HTTP Class profile you just created.

To modify the Virtual Server to use the Class profile

1. On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.
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2. From the Virtual Server list, click the name of the virtual server
you created for your SharePoint deployment. In our example, we
click SPS_virtual.

The General Properties screen for the Virtual Server opens.

3. On the Menu bar, click Resources.
The Resources screen for the Virtual Server opens.

4. In the HTTP Class Profiles section, click the Manage button.

5. From the Available list, select the name of the HTTP Class Profile
you created in the preceding procedure, and click the Add (<<)
button to move it to the Enabled box. In our example, we select
wa_class (see Figure 2.2).

6. Click the Finished button. The HTTP Class Profile is now
associated with the Virtual Server.

Local Traffic » Virtual Servers » SP35_virtual

Properties. Re=sources Statistics
—

Resource Management

Enabled Available

a_class ;I > | Mtpclass ;I
HTTP Clazz Profiles
o] = =
Up | Down |

Cancel | Finished |

Figure 2.2 Adding the HTTP Class Profile to the Virtual Server

Downloading and importing the WebAccelerator policy

For the WebAccelerator module version 9.4.0, you need to download and
import the custom policy for Microsoft Office SharePoint 2007. Later
versions of the module will include this policy by default. Downloading and
importing the policy is a simple two-part procedure.

‘ Note

You must be a member of DevCentral (requires a free registration) in order
to download the policy.

To download and import the WebAccelerator policy

1. Open a web browser, and copy and paste the following URL:
http://devcentral.f5.com/Policies/Sharepoint.xml.

2. Save the Sharepoint.xml file in a place that is accessible from the
WebAccelerator.

3. Return to the BIG-IP LTM system (see Connecting to the BIG-IP
device, on page 1-8 for instructions). On the Main tab, expand
WebAccelerator, and then click Policies. The Policy list opens.
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Creating an Application

At the bottom of the page, click Import Policies.

Click the Browse button, and navigate to the location where you
saved the Sharepoint.xml file.

Click the Import button.
The Policy is added to the list. You choose the new policy in the
next procedure.

The next procedure is to create a WebAccelerator Application. The
Application provides key information to the WebAccelerator so that it can
handle requests to your application appropriately.

To create a new Application

1.

On the Main tab, expand WebA ccelerator, and then click
Applications.

The Application screen of the WebAccelerator UI opens in a new
window.

Click the New Application button.

In the Application Name box, type a name for your application.
In our example, we type SharePoint 2007.

In the Description box, you can optionally type a description for
this application.

From the Local Policies list, select Microsoft Sharepoint Services
2007. This is a pre-defined policy created specifically for Microsoft
Office SharePoint 2007 devices (see Figure 2.3).

In the Requested Host box, type the host name that your end users
use to access the SharePoint site. This should be the same host name
you used in Step 6a in the preceding procedure. In our example, we
type sharepoint.f5.com

If you have additional host names, click the Add Hest button and
enter the host name(s).

Click the Save button.
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Configuration ¥ Applications » Hew Application

General Options

Application Mame: SharePoint 2007
This application points to our

Description: internal sharepoint deployment

{optional)

Policies

Local Palicies: “Microsof‘t Sharepaint Services 2007 =l

Hosts

Requested Host ‘ Action

sharepointfa.cam Options|DeIete

Add Host
Save | Cancel

Figure 2.3 Configuring an Application on the WebAccelerator

The rest of the configuration options on the WebAccelerator are optional,
configure these as applicable for your network. With this base configuration,
your end users will notice an marked improvement in performance after
their first visit.
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Deploying the FirePass controller with Microsoft
Office SharePoint 2007

This section of the Deployment Guide shows you how to configure F5’s
FirePass controller for secure remote access to Microsoft® Office®
SharePoint® Server 2007 deployments.

F5’s FirePass® controller is the industry leading SSL. VPN solution that
enables organizations of any size to provide ubiquitous secure access for
employees, partners and customers to applications such as Microsoft
SharePoint Portal Server, while significantly lowering support costs
associated with legacy client-based VPN solutions.

For more information on the Microsoft Office SharePoint Portal Server
2007, see http://www.microsoft.com/sharepoint/default.mspx

For more information on the FirePass controller, see
http://www.f5.com/products/FirePass/.

Prerequisites and configuration notes

The following are prerequisites for this deployment:
o The FirePass controller should be running version 6.0 or later.

« This deployment was tested using Microsoft Office SharePoint Server
2007, load balanced by a BIG-IP LTM system as described in this
Deployment Guide.

« All of the configuration procedures in this document are performed on
the FirePass device. For information on how to configure the SharePoint
Server, consult the appropriate Microsoft documentation.

« This configuration uses previously defined Active Directory groups to
provide authentication and simple user maintenance. For information on
how to configure Active Directory groups, consult the proper
documentation.

« This Deployment Guide contains procedures for using Active Directory
authentication only. There are many different authentication methods
you can use with the FirePass controller; choose the one most applicable
to your configuration.

o This Deployment Guide is written to the scenario outlined in the
following section. It is meant as a template; modify the configuration as
necessary for your deployment.

Configuration scenario

For the scenario used in this Deployment Guide, the Microsoft Office
SharePoint Server 2007 deployment, along with an Active Directory
instance, resides behind a BIG-IP LTM system. There is a requirement to
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allow employees remote access to all internal resources using the FirePass
device. There is also a requirement for trusted partners to access the
SharePoint deployment, although only to a limited subset of the portal, with
no other access.

This Deployment Guide describes how to configure the FirePass controller
to allow secure remote access to the SharePoint 2007 device(s), using
Active Directory for authentication and how to configure the FirePass to
give one group of users full access, and restrict users in the partner group to
a certain directory. In our deployment, the FirePass device and the
SharePoint deployment use a common Active Directory Domain Controller.
This guide also contains procedures on configuring some endpoint security
features, including antivirus checks.

Figure 3.1 shows a logical representation of this configuration.

FirePass Controller
Firewalls - e =
I ra-

BIG-IP Local Traffic Manager WebAccelerator
T £ L ommammal L., - —
m 3 — m-& e I._

Available as a module
on the BIG-IP LTM

SharePoint 2007 |I=][|IE] =1 |E =]l Active Directory
Web Servers — E E Domain Controller

Application Servers

000

SQL Database
(Configuration Database)

Figure 3.1 FirePass SharePoint 2007 logical configuration

Configuring the FirePass controller

To configure the FirePass controller for allowing secure remote access to the
SharePoint deployment, you need to complete the following procedures:
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» Connecting to the FirePass controller

* Creating groups on the FirePass controller
* Limiting access for the Partner group

» Configuring auto-logon

* Configuring Endpoint security

Connecting to the FirePass controller

To perform the procedures in this Deployment Guide you must have
administrative access to the FirePass controller.

To access the Administrative console, in a browser, type the URL of the
FirePass controller followed by /admin/, and log in with the administrator’s
user name and password.

Once you are logged on as an administrator, the Device Management screen
of the Configuration utility opens. From here, you can configure and
monitor the FirePass controller.

Creating groups on the FirePass controller

In this configuration, we configure two types of groups on the FirePass
controller, Resource and Master groups. Master groups contain user
information, including details about authentication methods. Resource
groups contain information about applications (resources) that are available
to FirePass controller users.

Creating the Resource groups

Resource groups allow you to preconfigure specific applications and access
by group, and assign the group to a master group or an individual user. For
this configuration, we create two resource groups, one for employees and
one for partners, in order to create different Favorite links to the SharePoint
deployment.

To configure a resource group

1. From the navigation pane, click Users, expand Groups, and then
click Resource Groups.

2. Click the Create new group button.
The Group Management - Create New Group screen opens.

3. In the New group name box, type a name for your group and click
the Create button. In our example we type Employees_SP. The
new group appears on the Resource Groups table.
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4. From the Resource Groups table, find the row with the name of the
group you just created. In this row, from the Portal access column,
click Edit (see Figure 3.2). The Web Applications section of the
Resource Group page opens.

Users : Groups : Resource Groups Realm: ml

Resource Groups |

Creake new group |
Group Name Network access Application access Portal access
Default_resource Edit Edit Edit Delete

Employees_SP Edit Edit Delete

Figure 3.2 The Resource groups table

5. Under Web Application Favorites, click Add New Favorite. The
Favorite options display.

6. Type a name for the Favorite. In our example, we type SharePoint -
Employee Access. This Favorite link only displays for members of
the Employee group.

7. In the URL box, type the URL used to access the SharePoint
deployment. If you are using a BIG-IP LTM system in front of the
SharePoint deployment, this URL should point to the SharePoint
virtual server address. In our example, we type
http://sharepoint07.f5.com/default.aspx.

8. Click the Add to allow list link to the right of the URL box. This
adds the URL to the list of URLSs the users are allowed to access.

9. Configure the rest of the settings as applicable to your deployment.

10. Click the Add New button. The new Favorite is added to the list.
(see Figure3.3).
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Resource Group: IEmponees_SP 'I
Web Applications Windows Files

| Web Application Favorites |

show favorites allow list

£ Add Mew Favorite =
Type: IFavor'rte VI
Hame: EPoint - Employee Access
Web Application Type: IGeneric: LI
URL: |hﬂp:.f.fsharepointﬂ?.fs.com.fdefault.aspx Aol to allowy list

URL variables: I

Use POST for URL variables: [~

Enforce user-agent: I

Open in new window: ]
oDt http: ff=harepoint0? .5 .com® ﬂ
Endpoint protection required:l ;I
Al Mesy |
Default: lm Update |

Figure 3.3 Adding a Web Application Favorite to the Employee group

11. Repeat this procedure for the Partner resource group, typing
appropriate names for the group and the Favorite. In step 7, type the
path to the appropriate section of the SharePoint deployment that
Partners are entitled to access.

For example, the employee Favorite might point to
http://sharepoint.fS.com/default.aspx, while the partner Favorite
would point to
http://sharepoint.f5.com/sites/partners/default.aspx

Creating the Master groups

FirePass controller master groups are composed of users, authentication
methods, and security and policy information. The next task is to create
Master groups that will use the resource groups we just created.

To create a new Master Group

1. From the navigation pane, click Users, and expand Groups.
The Master Groups list screen opens.

2. Click the Create new group button.
The Group Management Create New Group screen opens.

3. In the New group name box, type the name of your group. In our
example we type SharePointAD.

4. In the Users in group box, select External.
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From the Authentication method list, select Active Directory.

In the Copy settings from list, make sure Do not copy is selected
(see Figure 3.4).

Click the Create button.
The General tab of the new Master Group displays.

Users : Groups : Master Groups

[ user Management
[ Announce
Endpoint Security
5] Groups

[ Master Groups

Group Management

Create New Group

[ Resource Groups Mew group name: ISharePointAD

[] Dynamic Group Mapping

[] impersonate User Users in group: IExternaI 'I

[ Global Settings
Authentication method: |Active Directory =
Routing Table: Imain 'I

IDD nok copy 'l
Create | Cancel |

Copy settings from @

Figure 3.4 Creating a new Master Group

8.

10.

Click the Resource Groups tab.
The Resource Groups screen opens.

From the Available box, select the name of the Resource group you
created in the Creating the Resource groups section. In our
example, we select Employees_SP.

Click the Add button to move the group to the Selected box, and
click the Update button. The Resource group is now associated with
the Master group.

Configuring the Master group for Active Directory authentication

The next procedure is configuring the Master group to use Active Directory
authentication.

‘ Important

The FirePass controller has a number of different authentication methods to
choose from; use the method applicable to your configuration. However,
this guide only contains instructions on configuration Active Directory
authentication. See the online help or FirePass documentation for more
information on configuring other authentication methods.

To configure the FirePass Master group to use Active
Directory authentication

1. From the navigation pane, click Users, expand Groups, and then

click Master Groups.
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2. Click the name of the Master group you created in the Creating the
Master groups section. In our example, we select SharepointAD.

3. Click the Authentication tab.
The Active Directory Authentication tab opens.

4. In the Configure Active Directory Settings section, configure the
appropriate settings for your Active Directory deployment. Type the
fully qualified domain name in the Domain name box, and IP
addresses or DNS names for the Kerberos (Domain Controller) and
WINS servers in their respective boxes.

e

Click the Save Settings button.
Master Group: ISharePointnD 'I

| Active Directory Authentication |

Convert authentication method»

Configure Active Directory Settings

Dornain narme: Im
kerberos server name {optional): Im
WIMNS server IP address {optional): IW
Require user logon in form DOMAINNUsSername: —

User must belong to Domain group {optional): I—

Select Domain group»

Dormain admin name: W
Domain admin password: quuuuu

[0 Use a secondary AD server

Save Settings |

Figure 3.5 Active Directory Authentication settings

6. You can optionally click Test Saved Settings to test the Active
Directory authentication.

7. Click the Select Domain Group link.
The Active Directory Authentication screen opens.
Important: Be sure you have entered the Domain admin name and
password and saved the settings before clicking Select Domain
Group.

8. From the list, select the Active Directory Domain group the user
must belong to in order to authenticate, and click the Select Group
button (see Figure 3.6).

9. Click the Save Settings button again. You can also click the Test
Saved Settings button to test the configuration.
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10. Repeat this procedure to create a Master group for the Partners. In
our example, we name the group SharepointADPartners. Be sure
to select the appropriate Active Directory Domain group in step 13.

Authentication

Active Directory Authentication

Convert authentication method ==

Flease select the Domain group that the user must belong to in order to authenticate.
Selecting an empty value means that the user may belong to any Domain group.

User must belong to Domain group: |

=l

Enkerprise Admins
elect | Group Policy Creator Owners
Guests

HelpServicesaroup

1I5_WPi

Incoming Forest Trust Builders
Metwork Configuration Operators
Partrers

Performance Log Users
Performance Monitor Users

Figure 3.6 Selecting the Active Directory Domain Group

Limiting access for the Partner group

The FirePass controller allows you to limit access for specific groups on a
very granular level. In this scenario, we limit access for the Partner group to
only the Favorite we configured earlier, as well as restricting the areas of
SharePoint they can access by URL.

To limit access for the Partner group
1. From the navigation pane, click Portal Access.
2. Under Web Applications, click Master Group Settings.

3. From the Master Group list at the top of the page, select the Master
Group you created in the Creating the Master groups section. In our
example, we select SharePointADPartners.

The configuration settings for the Master group open.

4. Inthe Access limitation section, make sure there is a check in the
Show administrator-defined favorites only box.

5. In the Access Control Lists section, configure URL pattern
matches to allow and deny based on your deployment. In our
example, we type the following (separated by commas) in the Allow
box to restrict the Partner group to these areas of our SharePoint
deployment:

*/_vwvti*bin/*,*/sites/partners/*,*/_layouts/*,*/MySite/*
We leave the Deny box blank, which allows access to all URLs that

pass the allow test (see Figure 3.7). The FirePass checks the deny
list, then looks for matches in the allow list, then takes the default
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Configuring auto-logon

action.
For more information on configuring the Access Control section,
see the online help.

Click the Update button. The new settings take effect after any
users currently logged onto the FirePass controller log out.

Access Control Lists

[J Restrict using of IP addresses as URL hostnames via Web Applications

O Path is case insensitive

Specify a URL pattern in the following format: | [protocol:/ / Jhost] :port] /path |
For example: http:/ /*.siterequest.com fabc /#

Deny list:
=
=l
Allow list:
/%) _wnithin/ *, */sites/partners/ %, %/ layouts/ ¥, *KH:I
El
Default action: IDeny 'l

Update |

Figure 3.7 Restricting access to the SharePoint deployment

The FirePass device allows auto-logon (single sign-on) to sites supporting
basic or NTLM authentication with user's FirePass credentials. In our
scenario, we configure this option to allow single sign-on (SSO).

To configure SSO/NTLM for auto-login

1.
2.
3.

From the navigation pane, click Portal Access.
Under Web Applications, click Master Group Settings.

From the Master Group list at the top of the page, select the Master
Group you created in the Creating the Master groups section for
employees. In our example, we select SharepointAD.

The configuration settings for the Master group open.

In the NTLM and Basic Auth Proxy section, click a check in the
Auto-login to Basic and NTLM auth protected sites using
FirePass user credentials box.

The NTLM and Basic Auth domain boxes display.

In the NTLM Auth Domain (optional) box, you can type the
default Domain to be used in conjunction with the auto-login
support.
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6. In the Basic Auth Domain (optional) box, you can type the default
Domain to be used in conjunction with the auto-login support.
When specified, this value is prepended to the user name in the
during Basic authentication (for example MYDOMAIN\username).

7. Click the Update button.

NTLM and Basic Auth Proxy

Proxy Basic and NTLM auth using FirePass user logon form,

Preference: INTLM Authentication vl

Auto-logon to Basic and NTLM auth protected sites using FirePass user
credentials,

NTLM Auth Dormain (optional): ISHAREPOINT
Basic Auth Domain (optional): ISHAREPOINT Update |

Figure 3.8 Configuring NTLM Master Group Settings

8. Repeat this procedure for the other Master group. In our example,
we select SharepointADPartners from the Master Group list.

Configuring Endpoint security

One of the strong security features of the FirePass controller is the ability to
set endpoint security on a extremely granular level.

In the following procedures, we configure a pre-logon check for anti-virus
software on Windows machines. The FirePass controller uses this
information to deny SharePoint access for members of the Partner Resource
group if they do not have the appropriate software. In this configuration
example, the FirePass device also denies access to any client that is
determined to have a virus.

For more information on endpoint security, see the online help.

Creating a pre-logon sequence

The pre-logon sequence allows administrators to create one or more
sequences of inspections for items such as installed antivirus programs or
OS patch levels.

To configure a pre-logon sequence

1. From the navigation pane, click Users, expand Endpoint Security,
and click Pre-Logon Sequence.

2. Inthe New Sequence section at the bottom of the page, type a name
for the sequence in the Create New Sequence box. In our example,
we type SharePointBasic.
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10.
11.

12.

13.
14.

From the Based on list, select template: Collect information with
no pre-logon actions.

Click the Create button.
The new sequence appears in the Select Sequence to Use table.

In the row of the sequence you just created, click the Edit button.
Warning - Do not click the radio button next to the sequence yet. If
you click the radio button, the Edit link will be replaced with the
View link, and you are not able to edit the sequence.

The Pre-Logon Sequence Editor opens.

Move the curser between Sequence Start and the box. A small add
[+] link appears on the arrow (see the circle marked 1 in Figure 3.9).
Click Add.

The Change Sequence panel appears on the right.

Click the Check for Antiviruses option button, and click the Apply
Changes button.
The Edit Action panel opens.

Note: The Check for Antiviruses is an optional feature on the
FirePass controller. If your device does not have this license, you
will not see this option.

Under Inspectors, click Windows Antivirus Checker.
The Endpoint Inspector Details page opens in a new window.

Configure these options as applicable for your deployment. For
more information, click Help.

Click the Update button.

In the Sequence pane, find AV installed, and click the associated
Logon Denied Page link (see the circle marked 2 in Figure 3.9).
The End Page Properties pane appears on the right.

From the Type box, select Logon Allowed Page. This allows a user
to logon if they have an antivirus checker installed. You can
optionally type a message for failed logons.

Repeat steps 11 and 12 for the Fallback option.

Optional: You can click the Logon Allowed Page or Logon Denied
Page links for the other options to produce a custom message when
a user is denied access. You can also change the actions taken as a
result of the virus checker’s findings. For example, you might still
want to allow a user to login if there is virus checking software
installed, but not currently running.

In our example, we click Logon Denied Page next to Virus
Detected, and type a message informing the user there is a virus on
their computer.
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15. When you are finished, click Back to Console in the upper right
corner of the screen (see the circle marked 3 in the following
figure).

You return to the Pre-Logon Sequence main page.

5 Pre-Logon Sequence Editor sharepointBasic Help Ask . Back to console &) 3

EDIT ACTION
Sequence
Action details

1
| SEIEECI £ = *"I}B&ﬂiﬂﬂ\&i |‘ Mame Description

2

|

I
e

Inspectors
F
L B
w MName Description
Windows arkivirs  Enforons anthvings protection and check 3 1
Subsequences [fom abeaeoes sanspmant] shrcher ekt on veyie

Figure 3.9 The Pre-Logon Sequence Editor

16. From the Select Sequence to Use section, click the option button
next to the sequence you just created. In our example, we click
sharepointBasic.

17. Click the Apply button.

Protected Configurations

Protected Configurations allow administrators to specify the criteria the
endpoint systems must meet to enable access to the various resources. In

this procedure, we create a protected configuration for the partner group in
order make additional security requirements for that group.

To configure Protected Configurations

1. From the navigation pane, click Users, expand Endpoint Security,
and click Protected Configurations.

2. Click New Protection Configuration.

3. In the Protected configuration ID box, type a name for this
configuration. In our example, we type Partner_config. You can
optionally type a description.
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4. Leave the Mode list at the default setting, Check endpoint
protection, grant access if check passed (see Figure 3.10).

Protected Endpoint Configuration

Protected configuration ID: IPartner_conFig

Thiz iz the protected ﬂ
Description: configuration for the partner

group d
Mode: Check endpoint protection, grant access if check passed ;I
Exceptions: No exceptions  Add/Remove exceptions

Cancel | Savel

Figure 3.10 The General tab of the Protected Endpoint Configuration
screen

5. Click the Protected Criteria tab.
6. On the menu bar, click Information Leaks.

7. From the Required safety measures or checks list, select Cache
Cleaner and click the Add button. This will remove content from
the cache when a user logs off.

Protected Endpoint Configuration

Unauthorized Access | ¥ Information Leaks | Loggers | Wirus Attack

Required safety measures or checks: Select the risk factors against which you want to
and configure the safety features you want for e

Eaeve Clezner Risk factors: Information Leaks

Nl Safety measures or checks to protect against inf
Trusted network - Specifies that logon is restr
from the networks specified in properties,
Protected Workspace - Requires a user work:
external access and deletes any files created be
area.

Trusted Windows version - Restricts access t
windows versions or hot-fixes, as specified in pr
Cache Cleaner - Rermoves content from the ca
Trusted browser - Requires use of a browser ¢

For properties, click the I icon next to a chosen

Cancel | Sa\.-'eI

Figure 3.11 The Protection Criteria tab of the Protected Endpoint
Configuration screen

Important: The Cache Cleaner feature is currently Windows only. It
does not work with Apple Macintosh or Linux systems.

8. On the menu bar, click Virus Attack

9. From the list, select Antivirus and click the Add button.
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10.

11.

Click the I icon next to Antivirus to configure the antivirus
properties (see Figure 3.12). The Select trusted anti-viruses screen
opens. Configure these properties as applicable for your
configuration, and click the Save button.

You return to the Protection Criteria tab of the Protected Endpoint
Configuration page.

Click the Save button.

Protected Endpoint Configuration

Unauthorized P.c:cess| ¥ Information Leaks | Loggers | ¥ Yirus Attack

Required safety measures or checks: Select the risk factors against which you want to
and configure the safety features you want for ec

RIS Risk factors: Wirus Attack

» Add more... Safety measures or checks to protect against vin

Antivirus - Requires the presence of specific ant
specified in properties.

Figure 3.12 The Edit button for Antivirus properties

Protecting the Resources

The next step is to associate the protected configuration you just created
with a resource.

To protect the resources

1.

From the navigation pane, click Users, expand Endpoint Security,
and click Protect Resources.

From the Resource Table, expand Web Applications.

Find the Partners resource group (in our example, Partners_SP),
and click the Select link next to the Favorite you configured.

From the Configuration to protect selected resources list, select
the name of the configuration you created in the preceding
procedure. In our example, we select Partner_config.

Click the box next to the Favorite name, and click the Select button.
A shield image appears in the row.
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Users : Endpoint Security : Protect Resources Realn: m Help ask 8 Logout )

Protect Resources

Back:
Configuration to protect selected resources |Partner_config ;I Select I
¥ Resource Required protection
v @) SharePaint - Partner Access '\:J Fartner_config

Figure 3.13 Adding the Protected Configuration to the Resource

Configuring post-logon actions

The final step is to configure a post-logon action in which the FirePass
device injects an Active X control or plug-in to clean the client browser’s
web cache.

To configure the post-logon action

1. From the navigation pane, click Users, expand Endpoint Security,
and click Post-Logon Actions.

2. Click a check in the Inject ActiveX/Plugin to clean-up client
browser web cache box. A list of options displays.

3. Configure these options as applicable for your deployment. In our
example, we leave these options at their default settings.

Conclusion

The FirePass controller is now configured to allow secure remote access to
the Microsoft Office SharePoint Server 2007 deployment. Remember that
the procedures in this Deployment Guide are specific to the scenario
described in Configuration scenario, on page 3-1. Use this guide as a
template, and modify the configuration as applicable to your deployment.
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