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Deploying F5 with Siebel Business Applications 8.0

F5 Networks and OraclelSiebel® have created a solution for the successful
delivery of version 8.0 of Siebel Business Applications with F5's BIG-IP®
Local Traffic Manager (LTM). The BIG-IP system manages traffic at both
the web server content and application business logic levels.

This Siebel validated solution allows Siebel Business Applications version
8.0 customers to protect and enhance their investments in Siebel
applications by providing a secure, fast, and available environment. This
allows for increased user productivity and satisfaction, while significantly
reducing the total cost of ownership (TCO).

For more information on Siebel version 8.0, see
http://www.oracle.com/applications/siebel-release.html.
For more information on the BIG-IP system, see
http://www.f5.com/products/big-ip/.

The first chapter of this deployment guide details configuration procedures
for the Siebel Application tier. Chapter 2, Deploying F5 with the Siebel
Server version 8.0 Web tier, details optimizations for the Siebel Web tier.

Prerequisites and configuration notes

The following are prerequisites for this deployment:

o The BIG-IP LTM must be running version 9.1 or later. We strongly
recommend version 9.4 or later.

o The Siebel Servers must be running version 7.7 or later. We recommend
using version 8.0.

+ See the Siebel note on Setting up Third-Party HTTP Load Balancers for
general steps for setting up load balancers.

« This document assumes you have configured the F5 BIG-IP device on
the network, assigned IP addresses, and have activated the license keys.
Consult the BIG-IP documentation on how to initially configure the
BIG-IP device. Keep the following in mind:

* In order to configure the F5 BIG-IP System for Siebel Application
Servers, requires administration access into the F5 BIG-IP device.

e Plan what network topology and IP addresses should be used for
Siebel Servers. This affects the network settings of F5 BIG-IP device.

¢ Plan access control and security aspects of the network. For example,
determine if a firewall will be deployed in front of the Siebel Servers.

e We recommend using the BIG-IP in a redundant configuration to
ensure high availability.

» Configure machines that host Siebel applications and configure the
TCP/IP properties for these machines. Ensure there is TCP/IP
connectivity between the BIG-IP L'TM and servers.



http://www.oracle.com/applications/siebel-release.html
http://www.f5.com/products/big-ip/
http://download.oracle.com/docs/cd/B40099_02/books/SiebInstWIN/SiebInstCOM_ConfigSES31.html#wp1601247
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Configuration example

The BIG-IP system manages traffic at both the web server content and
application business logic levels. This solution allows Siebel Business
Applications version 8.0 customers to protect and enhance their investments
in Siebel applications by delivering maximum availability, scalability,
performance and security. Figure 1.1 shows an example configuration, with
BIG-IP systems in front of both the web servers and Siebel servers.
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Figure 1.1 BIG-IP LTM and Siebel logical configuration

To complete this configuration, you must complete the following
procedures:

» Installing the Siebel application on the servers, on page 1-3
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* Generating and modifying the load balancing configuration file, on page
1-4

» Generate the F5 Configuration file, on page 1-5

* Running the Perl script, on page 1-6

* Configuring the BIG-IP system for deployment, on page 1-9
* Choosing a load balancing scheme, on page 1-14

* Modifying the health monitor, on page 1-14

» Installing the Siebel Web Server Extension, on page 1-17

Preparing the Siebel servers for load balancing

The following procedures describe installing the Siebel application and
enabling the services/processes, and are performed on the Siebel Servers.
For more detailed information, refer to the Siebel documentation.

Installing the Siebel application on the servers

The first step in preparing the Siebel severs for load balancing is to install
the Siebel application on the designated servers. For each server, it is critical
to record IP addresses/host name and the SCBroker port number specified
for the Siebel servers (the default SCBroker port is 2321). This port is used
in the BIG-IP configuration.

After installation, enable the Siebel Server services and processes so they
are up and running. It is not required to start all Siebel servers before
configuring the BIG-IP system. However, it allows you to verify correct
configuration during the setup process, as the BIG-IP system can send
health checks to running Siebel Servers.

For details of installing Siebel application components, please consult the
System Installation Guide in the Siebel Bookshelf.

Verifying the Siebel Servers are installed and configured properly

After Siebel Servers have been installed, install the Siebel Web Server
Extension (SWSE) on one of the web servers. During installation, you are
prompted for your load balancing choice. For the purposes of this
verification, pick the option where there is only one Siebel Server in the
enterprise.

Next, attempt to log in to the Siebel Application through this web server.
This verifies that the basic configurations have been properly specified.
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Generating and modifying the load balancing configuration file

After Siebel Servers have been installed, the next task is to generate the
Load Balancing configuration file.

To generate the load balancing configuration file

1.

On a Siebel Server, start the Server Manager at the enterprise level
(do not use the /s option) and at the prompt, type the following
command:

generate lbconfig
This command generates a file named Ibconfig.txt, which is stored

in the admin subdirectory of the Siebel Server installation directory.
<Siebel Installation Root>/admin.

See Appendix A: Sample Ibconfig file and cleanup, on page 1-23 for an
example of the Ibconfig.txt file.

Removing unused rules from the Ibconfig.txt file

Before using the lbconfig.txt file to configure the BIG-IP system, it should
first be cleaned up to remove unused rules. To remove unused rules, you
should first determine which Application Object Managers are used/enabled
and where they are installed, and then remove the unnecessary rules using
the following procedure.

To remove unnecessary rules from the load balancing
configuration file

1.

Remove Application Object Managers not available/enabled in the

deployment.

For example, if only Call Center and Sales Applications are used in
a deployment, then remove all entries not used for Call Center and

Sales Application. The steps are:

a) Determine Alias/Short Names for enabled Object Managers
(OM). A complete list of OM names and their alias is listed in
Appendix A of the Siebel System Administration Guide. For
example, for Call Center Object Manager, it is sccobjmgr.

b) Identify and verify the URL entries in the Ibconfig.txt file
containing the alias of the enabled Object Managers.

¢) Remove all other URL entries that do not contain the alias for
enabled Object Managers. Because these URLs are intended for
disabled or non-licensed components, they can be safely
removed.

Next, determine if all enabled Application Object Managers are
running on all Siebel Servers. If they are, then skip this step. The
Ibconfig.txt file is ready to use.

If not, then create a table mapping of Siebel Servers against enabled
Application Object Managers, such as the following table. Using
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this table, identify corresponding component and round-robin
scheduling rules based on the alias, and remove server entries from

these rules.
Application Object Manager Alias Enabled Application Servers
Sales (English) SSEODbjMgr_enu SiebSrvr300pl2:2321;SiebSrvr300pl1:2321;
Marketing (English) SMEODbjMgr_enu | SiebSrvr300pl2:2321

Figure 1.2 Example table to map Siebel Servers to Enabled Application servers

See Appendix A: Sample Ibconfig file and cleanup, on page 1-23 for a
complete step-by-step example of this process.

Generate the F5 Configuration file

After a clean Ibconfig.txt file has been generated, the next step is to convert
the Ibconfig.txt file into F5 specific configuration commands. To assist this
process, a Perl script has been provided to convert Ibconfig.txt contents into
BIG-IP system commands. To download the Perl script, go to

http://www.f5.com/solutions/resources/deployment-guides/files/siebel8-

bigipv9.zip.

‘ Important

Before starting this procedure, ensure you have all files and configuration
information ready. You need the lbconfig.txt file, the file containing the Perl
script, and the virtual IP address and port number that will be used for load
balanced Siebel Servers.

To extract the Perl script

1. Create a directory on your local PC that will be used to store
working files for this configuration.
For example, in UNIX: /f5config
In Windows: D:\fSconfig

2. Move the Ibconfig.txt file into the directory created in Step 1.

3. Unzip the file containing the Perl script, and extract the
siebbigipv9.pl file into the directory created in Step 1.
In our example, we extract the file to D:\fSconfig.



http://www.f5.com/solutions/resources/deployment-guides/files/siebel8-bigipv9.zip
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Running the Perl script

The next step in this process is to run the Perl script, which generates a file
called bigip.cfg. To complete this procedure, you must have Perl installed.
If you do not have Perl installed, a free distribution of Perl for Microsoft®
Windows® is available from
http://www.activestate.com/Products/ActivePerl/.

You can execute the Perl script on a Windows or UNIX platform. We
recommend executing the perl script in a command line interface because
compilation errors are displayed on the screen.

To run the Perl script from a Windows platform

1.

Open a command prompt by clicking the Start button, then
selecting Run. In the Run dialog box, type emd, and click OK.
A new command line window opens.

Change directories (using the cd command) to the directory you
created in the preceding procedure.
In our example, we change to the D:\fSconfig directory.

Type the name of the script, with the appropriate flag (see Table 1.3,
on page 1-7 for flag descriptions).
In our example, we type

siebbigipv9.pl -r CRMEntlRule -v 192.10.10.100:2400

Where -r CRMEnt1Rule specifies the name of the rule. And -v
192.10.10.100:2400 specifies the virtual server and port for this
deployment.

This executes the perl script and generates a file called bigip.cfg in
the same directory. Compilation status and error messages are also
returned to the screen.

To run the Perl script from a UNIX platform

1.

Open a command line interface.

2. Change directories to the directory created in the preceding

procedure.
In our example, we change to the /fSconfig directory.

Type the name of the script, with the appropriate flag (see Figure
1.3 on page 1-7 for flag descriptions).
In our example, we type

siebbigipv9.pl -r CRMEntlRule -v 192.10.10.100:2400
Where -r CRMEnt1Rule specifies the name of the rule. And -v

192.10.10.100:2400 specifies the virtual server and port for this
deployment.

If you would rather modify the Perl script itself, and not use the
flags, see To modify the Perl script instead of using the flags.
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This executes the perl script and generates a file called bigip.cfg in
the same directory. Compilation status and error messages are also
returned to the screen.

The options available with the Perl script are contained in the following
table. They can also be listed by running the following command:

perl siebbigip.pl -?

Option Description Default value if not specified

-b Output file for BIG-IP configuration \bigip.cfg

-C Complete path to Ibconfig.txt Abconfig.txt

-i Siebel Installation root Isiebel

-n BIG-IP virtual server name SiebelAppVS

-p BIG-IP Partition name Current Partition in use by BIG-IP LTM
-r BIG-IP rule name SiebelRule

-V vserver:vport 127.0.0.1:2321

Figure 1.3 Options for the Perl script

The output you receive should be similar to Figure 1.4, which means the
compilation was successful and you are ready to move to the next step.

NAME. v o v et et i e ian o 5

3IG-IP machine, and paste

D:yfSconfig=

Figure 1.4 Successful compilation of the Perl script

If do not see output similar to Figure 1.3, see Appendix C: Troubleshooting
the Perl script compilation, on page 1-36.
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To modify the Perl script instead of using the flags

Note: This procedure is optional, and is only used if you do not want to use
the flags as specified in the preceding procedures. You can modify as many
or as few of the following variables as you need.

1.

To modify the virtual server address, open the siebbigip.pl file and
modify it with the appropriate virtual IP address/host name and
virtual port number. This is an optional step, as you can also specify
them when compiling the Perl Script.

Search for the following string in the file:
$VSERVER="127.0.0.1:2321";

and modify the IP address and Port number to the ones designated
for your deployment. For example, if VIP and Virtual Port for your

deployment are 192.10.10.100 and port 2400, then modify the line
above to:

$VSERVER="192.10.10.100:2400";

To modify the rule name, search for the string:
$RULE_NAME="SiebelRule";

And update “SiebelRule” to a meaningful name. A good name is
using the Siebel enterprise name. For example, if Siebel enterprise

name for this virtual server is CRMEnt1, then change the rule name
to:

$RULE_NAME="CRMEntl1lRule";

To modify the virtual server name, search for the string:

$VSNAME="SiebelAppVS";
And update "Siebel AppVS" to a meaningful name.

To modify the Siebel Installation Root directory, search for the
string:

$SIEBEL="/siebel";

And update "/siebel" to the correct directory.

Save the modified file, and then open a command line interface.

Change directories to the directory where you extracted the perl
script.

In our example, we change to the /fSconfig directory.

Type the name of the script, without any flags:

siebbigipv9.pl
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Configuring the BIG-IP system for deployment

Next step in this configuration is to copy the contents of the bigip.cfg you
generated in the preceding procedure and load them into the BIG-IP device.
This procedure requires that you have an SSH client.

If you do not have an SSH client, the BIG-IP configuration utility contains a
link to http://www.openssh.org. The Open SSH web site provides links to
free SSH clients for a number of operating systems. Either click the link
from the Configuration utility or visit the site directly to download an SSH
client.

In the following procedure, we assume you are using the Windows PuTTY
SSH client.

To copy the contents of the bigip.cfg file to the BIG-IP
device using the Windows PuTTY SSH client

1. Start the PuTTY SSH client.
The PuTTY Configuration console opens.

2. In the Host Name box, type the administrative IP address of the
BIG-IP system. In the Protocol section, click the SSH option
button, and then click Open.

PuTTY Configuration =|

Categony:
- Geszion Basic options for pour PuTTY session
E Termminal —Specify your connection by host nam
E - Keyhboard Host Name Part
= Winduw || |22
¢ L Appearance —
. Totocol:
QE;nslftmn " Raw " Telnet {* S5H
election o
e Colours —Load, zave or delete a stored zezsion
& Lonnection Saved Sessions
- Telnet
L 55H -
Default Settings Load |
Save
Delete

| ¥ Close 'window on Exit ‘

Abaut | Open | Cancel |

Figure 1.5 Windows PuTTY user interface

3. If a Security Alert displays, click Yes to trust the Host.
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4. Type the admin ID and Password for the BIG-IP LTM system.
You are now connected to the BIG-IP device using SSH.

5. Leave the SSH client open, and locate the bigip.cfg file where you
saved it, and open it using Notepad.

Figure 1.6 shows our example bigip.cfg file.

Note: Figure 1.6 shows the output in two columns for formatting
purposes. The actual file is continuous.

bigpipe monitor monitor_siebel { '
defaults from http interval 30 timeout 91
send "GET /siebel/scbroker HTTP/1.0" ' }

bigpipe pool SCCObjMgr_enuConnPool { Ib method rr\
member 172.16.10.81:2321 \

member 172.16.10.91:2321 \

member 172.16.10.82:2321 \

monitor all monitor_siebel \

}

bigpipe pool eServiceObjMgr_enuConnPool { Ib method
rr\

member 172.16.10.81:2321 \

member 172.16.10.91:2321 \

member 172.16.10.82:2321 \

monitor all monitor_siebel \

}

bigpipe pool SCCObjMgr_enuRRPool { Ib method rr\
member 172.16.10.81:2321 \

member 172.16.10.91:2321 \

member 172.16.10.82:2321 \

monitor all monitor_siebel \

}

bigpipe pool eServiceObjMgr_enuRRPool { Ib method rr\
member 172.16.10.81:2321 \

member 172.16.10.91:2321 \

member 172.16.10.82:2321 \

monitor all monitor_siebel \

}

bigpipe pool siebelapp2ServerPool { Ib method rr\
member 172.16.10.82:2321 \

monitor all monitor_siebel \

}

bigpipe pool siebeldbServerPool { Ib method rr\
member 172.16.10.91:2321 \

monitor all monitor_siebel \

}

bigpipe pool siebelapp1ServerPool { Ib method rr\
member 172.16.10.81:2321 \

monitor all monitor_siebel \

}

bigpipe rule CRMEnt1Rule {'
when CLIENT_ACCEPTED {
TCP::collect 1}
when CLIENT_DATA {
if { [findstr [TCP::payload] "/siebel" 0 " "] == "/siebel/sccobjmgr_enu" } {
# log local0. "Using pool SCCObjMgr_enuConnPool"
pool SCCObjMgr_enuConnPool
}

elseif { [findstr [TCP::payload] "/siebel" 0 " "] == "/siebel/eserviceobjmgr_enu"

# log local0. "Using pool eServiceObjMgr_enuConnPool"
pool eServiceObjMgr_enuConnPool

}

elseif { [findstr [TCP::payload] "/siebel" 0 " "] == "/siebel/sccobjmgr_enu/rr" } {
# log local0. "Using pool SCCObjMgr_enuRRPool"
pool SCCObjMgr_enuRRPool

}

elseif { [findstr [TCP::payload] "/siebel" 0 " "] ==

"/siebel/eserviceobjmgr_enu/rr" } {
# log local0. "Using pool eServiceObjMgr_enuRRPool"
pool eServiceObjMgr_enuRRPool

}

elseif { [findstr [TCP::payload] "/siebel" 0 " "] contains "/13." } {
# log local0. "Using pool siebelapp2ServerPool"
pool siebelapp2ServerPool

}

elseif { [findstr [TCP::payload] "/siebel" 0 " "] contains "/!11." } {
# log local0. "Using pool siebeldbServerPool"
pool siebeldbServerPool

}

elseif { [findstr [TCP::payload] "/siebel" 0 " "] contains "/12." } {
# log local0. "Using pool siebelapp1ServerPool"
pool siebelapp1ServerPool

}

else {
log localO. "Rejected request for [findstr [TCP::payload] "/siebel" 0 " "]"
discard }

1}

b virtual SiebelAppVS { destination 192.10.10.10:2400 ip protocol tcp rule
CRMEnt1Rule }

Figure 1.6 Example bigip.cfg file shown in two columns

6. Copy the entire contents of the bigip.cfg: from the Notepad edit
menu, choose Select All, then Copy.
This copies the contents of the file to the Windows clipboard.
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7. Return to the PuTTY SSH client, and click the right mouse button
anywhere on the window. This pastes the contents of the file into the
command line, and executes each line as a command. These
commands create the appropriate BIG-IP configuration.

8. Inthe PuTTY SSH client, at the prompt, type b save to save the
BIG-IP configuration.

9. After you save the configuration, type exit to close the SSH session.

The next step in this deployment is to log on to the BIG-IP LTM system’s
web-based Configuration utility for further BIG-IP configuration.

Connecting to the BIG-IP LTM

Use the following procedure to access the BIG-IP web-based Configuration
utility using a web browser.

To connect to the BIG-IP system using the Configuration
utility

1. In a browser, type the following URL:
https://<administrative IP address of the BIG-IP device>
A Security Alert dialog box appears, click Yes.

2. Type your user name and password, and click OK.
The Configuration Status screen opens.

Once you are logged onto the BIG-IP system, the Welcome screen
of the new Configuration utility opens. From the Configuration
utility, you can configure and monitor the BIG-IP system, as well as
access online help, download SNMP MIBs and Plug-ins, and even
search for specific objects.

Creating the TCP profile

The next step is to verify that TCP is enabled for the specified port, and to
create a TCP profile that allows you to set an Idle Timeout. BIG-IP system
version 9.0 and later uses profiles. A profile is a system-supplied
configuration tool that enhances your capabilities for managing
application-specific traffic. For more information on profiles, see the
Configuration Guide for Local Traffic Management.

In this procedure, we create a custom TCP profile based on the default TCP
profile, and then associate the profile with the virtual server.

To create a TCP profile and verify the TCP settings

1. On the Main tab, expand Local Traffic.

2. Click Profiles.
The Profiles screen opens.
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3. On the menu bar, from the Protocol menu, select TCP.
The TCP Profiles screen opens.

4. In the upper right corner of the screen, click the Create button.
The New TCP Profile screen opens.

5. In the Name box, type a name for the profile. In our example, we
type siebel_port.

6. In the Parent Profile list, make sure that tcp is selected.

7. In the Configuration section, locate the Idle Timeout row, and click
a check in the Custom box on the far right to specify an idle timeout.
Leave the list set to Specify, and then, based on your policy, type
the number of seconds you want as a timeout. This timeout setting
specifies the amount of idle time a SISNAPI connection will wait
before getting terminated by BIG-IP system.

If there is no policy around this, we recommend setting the timeout
value to one year: 31536000 seconds. See Figure 1.7.

General Properties

e
I Mame I ziebel_port
Parent Profile tep -

Configuration : Grsten
Reset On Timeout ¥ Enakled |
Tirmee Wisit Recycle . ¥ Enabled |
Delayed Acks . ¥ Enabled C
Prozey hsimum Segment . ] -
Prozey Options . - |
Proxy Buffer Low . W hytes O |
Prozy Buffer High . IW hytes |
Idlle Timeout @ seconds @
Tirme \iait . |9pecify... =1 I 2000 millizeconds -
Fir st | . —] - [ i r

Figure 1.7 Creating a new TCP profile, with an idle timeout

If the TCP connection timeout is set to a value less than the
recommended value of one year, then you need to adjust the
SISNAPI Connection Maximum Idle Time parameter for all
Application Object Manager(s) load balanced by this virtual IP and
port.
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The Connection Maximum Idle Time value should be set to a value
slightly less than the TCP Idle Timeout value on the BIG-IP LTM
system. For example, if BIG-IP TCP Idle Timeout is set to 3600,
then Connection Maximum Idle Time should be set to 3500.

‘ Important

Step 7 is critical to this configuration. If the Connection Maximum Idle Time
is shorter than the BIG-IP idle timeout value, a user may experience
occasional Server Busy errors after long periods of idle time. Please refer
to Siebel System Administration Guide for details.

We recommend leaving the rest of the settings at their default level
unless you have a specific need to change any of them.

8. Click the Finished button.
The new profile appears in the TCP profiles list.

The next task is to associate this profile with the virtual server.

To modify the virtual server

1. On the Main tab, expand Local Traffic, and then click Virtual
Servers.
The Virtual Servers screen opens.

2. From the Virtual Server list, click the Siebel application virtual
server. This virtual server was automatically created by the script.
The default name for the virtual server is Siebel AppVS.

Note: It is possible that you changed the default name of the virtual
server. Be sure to click the name of the virtual server generated by
the script.

The Virtual Server properties screen opens.

3. In the Configuration section, select Advanced from the list.
The Advanced properties of the virtual server appear.

4. In the Client Protocol Profile section, select the name of the profile
you created in Step 5. In our example, we select siebel_port.

Configuration: I Advanced j'

Type | Standard j

Protocol ITCP 'l

Protocol Profile (Client) | siebel_p_ort) j

Praotocol Profile (Server) | (Use Client Profile) j
Me Al amm A + Denfila I Mlmmm 'i

Figure 1.8 Selecting the TCP profile for the virtual server
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5. Click the Update button.
The virtual server now uses the new TCP profile.

Choosing a load balancing scheme

Load balancing scheme for the BIG-IP system is defined at the pool level.
You should not modify load balancing scheme for the Round Robin rules
and Server rules, i.e. the Pools with the name <component alias>RRPool
and <server name>ServerRule. These should be round robin.

You can modify the load balancing scheme for the <component
alias>ConnPool. This pool is used for initial load balancing of user sessions.
We recommend a load balancing method of Predictive, although different
load balancing methods may yield optimal results for a particular network.
For a complete description of the BIG-IP load balancing methods, see the
BIG-IP Reference Guide.

Modifying the health monitor

The script automatically creates an HTTP health monitor to check the Siebel
Server availability from the BIG-IP management interface. The monitor also
minimizes unnecessary re-tries when servers are taken out of rotation for
maintenance purposes or are unavailable for any reason.

This health monitor is automatically associated with each of the pools
created by the script. The health monitor is named monitor_<Siebel
Installation Root> by default, so in our example (default) the monitor is
named monitor_siebel.

We strongly recommend using this health monitor. If for some reason you
do not want the monitor checking a specific pool, or want to change any of
the default values (seen in Figure 1.9), such as the Interval or Timeout, you
need to modify the monitor as described in the following procedure.

’ Note

We recommend leaving the monitor at the default values and associations,
unless you have a specific need to change it.

Creating the HTTP health monitor, on page 47 in Appendix E contains the
complete procedure for manually creating this health monitor.
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Figure 1.9 HTTP health monitor as generated by the script.

There are three options that make this monitor different than the default
HTTP monitor: the Interval, Timeout and Send String values.

To modify any of the settings on the script-generated
monitor

1. On the Main tab, expand Local Traffic, and then click Monitors.

2. From the Monitors list, click the name of your monitor. In our
example, we click monitor_siebel.

3. Modify any of the settings, and then click the Update button.
If you want to change the Interval or Timeout values, we
recommend at least a 1:3 +1 ratio between the interval and the

timeout (in our monitor, we use a Interval of 30 and a Timeout of
91. If you change these values, ensure that you maintain this ratio.

To remove the monitor association from the pool

1. On the Main tab, expand Local Traffic, and then click Pools.
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