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Introducing the FirePass and VMware View

configuration

Welcome to the VMware View Deployment Guide for the FirePass
controller. This guide shows you how to configure F5's FirePass controller
for use with VMware View.

The FirePass controller provides single sign-on, intelligent client side
pre-logon inspection, and secure application access; all to ensure the
integrity and security of your VMware View deployment.

For more information on VMware View, see
http: //mww.vmwar e.com/products/view/.

For more information on the FirePass controller, see
http://www.f5.com/products/firepasy.

Prerequisites and configuration notes

The following are prerequisites for this deployment:

*

*

The FirePass controller must be running version 7.0 or later.

To perform the proceduresin this Deployment Guide you must have
administrative access to the FirePass controller.

All of the configuration procedures in this document are performed on
the FirePass device. For information on how to configure VMware View,
consult the appropriate V Mware documentation.

Y our VMware View deployment should aready be configured and
working properly

The FirePass controller should be initially configured. Specifically for
this deployment, you should already have a Master Group configured and
Active Directory Domain configuration working properly. For more
information on configuring the FirePass controller, see the FirePass
Controller Administrator Guide, available on Ask F5:

https: //support.f5.com/kb/en-us/products/firepass.html ?product=firepass

VMware View 4.0 and later support PColP as a display protocol,
however the FirePass controller does not support PCol P. Do not use
PCol P in conjunction with this deployment. The BIG-1P Edge Gateway
supports PCol P. For more information on the Edge Gateway, see
www.f5.com/products/big-ip/sol ution-modul es/'edge-gateway.html.



http://www.f5.com/products/firepass/
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Product versions and revision history

Product and versions tested for this deployment guide:

Product Tested Version Tested
FirePass controller 7.0
VMware View 4.0,4.5

Revision history:

Document Version Description
1.0 New deployment guide
2.0 Added support for VMware View 4.5
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Modifying the VMware Virtual Desktop Manager

global settings

Before starting the FirePass configuration, we disable the SSL requirement
for client connectionsin the Virtual Desktop Manager Administrator tool.

To modify the VMware configuration

1.
2.

Log on to the View Manager Administrator tool.

Click the Configuration tab.
The configuration options page opens.

In the Global Settings box, click the Edit button.
Clear the check from the Require SSL for client connections box.

Click the OK button.

There are no more modifications to the VMware configuration. Continue
with Configuring the FirePass controller for VMware View, on page 4.




Deploying VMware View with the FirePass Controller v7

Configuring the FirePass controller for VMware View

To configure the FirePass controller, you must complete the following tasks:

Configuring the FirePass Terminal Server
Modifying the Master Group settings
Modifying the Terminal Server global settings
Verifying the configuration

Configuring the FirePass Terminal Server

In this section, we configure the FirePass controller Application Access
Terminal Server.

To configure the FirePass controller

1.

Log on to the FirePass controller as an administrator. The device
Management screen of the Configuration utility opens.

From the lower section of the Navigation pane, click Application
Access. The Application Access page opens.

From the upper section of the Navigation pane, click Terminal
Servers. The Resources page opens.

Under Terminal Server Favorites, click Add New Favorite. The
configuration options appear.

In the Name box, type a name for this favorite. In our example, we
type View Broker.

In the Host box, type the host name or |P address of the View
Manager server. In our example, we type 192.0.2.12. If you are
using aBIG-IPLTM in front of the View devices, type the IP
address of the virtual server.

From the Port list, select VMwar e View. Port 80 is automatically
added to the Port box.

We leave therest of the settings at the defaults.
Click Add New (see Figure 1).
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fg Application Access

Application Access : Terminal Servers

Realm: JEVERT-E-RET

App Tunnels

Legacy Hosts

[E] Terminal Servers

[ Resources

[] Master Group Settings
[ Global Settings

[ Global Settings

i Device Management

75 Network Access

[ Application Access

@ Portal Access

& Users

|| Reports

Add Mew Favorite

Type:

Name:

Host:

Port:

Window Type:

Select a program:

Working Dir:

Java client:

Color Depth:

Screen resolution:

Enable session reliability (Citrix only):
Session reliability port (Citrix only):

Redirect local resources (drives,
printers, COM ports):

Redirect local audio:

Enable persistent cache (bitmap
caching):

Show desktop wallpaper (M5
Terminal Services-only):

Show contents of window while
dragging (M5 Terminal Services-only):
Menu and window animation (M5
Terminal Services-only):

Themes (M5 Terminal Services-only):
Server authentication (M5 Terminal
Services-only):

Auto-logon using FirePass user logon
credentials:

Encryption (Citrix-only):

Endpoint protection required:

Figure 1 Application Access Terminal Server configuration

Modifying the Master Group settings

The next task isto modify the Master Group settings to allow auto-logon to
the terminal servers using the FirePass user credentials.
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View Broker
182.0.2.12

VMware View A

Embedded in browser (default)
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=]
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258 Colorz (default) |w
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Use master group =ettings | |
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!!!!!!ID

| Mo authentication of the server (default) »

| Use master group settings v|

Basic (default) L4
Add New

v

To modify the master group settings

1.

From the lower section of the Navigation pane, click Application
Access. The Application Access page opens.

From the upper section of the Navigation pane, click Terminal

Serversand then click Master Gr

oup Settings.

Check the Auto-logon to applicable Terminal Serversusing
FirePass user logon credentials box. The Domain/Workgroup box

appears.

In the Domain/Workgroup (optional) box, type the domain or
workgroup. In our example, we type VDI.
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5. Click Update.

Application Access : App Tunnels : Master Group Settings CEET S Full acces:

Master Group:
Dynamic Tunnels/Web Application Tunnels

Show administrator-defined favorites only

Use gzip compression

KO

Auto-logon to applicable AppTunnels using FirePass user logon credentials

Domain/Workgroup (optional): |1I'DI [ Update ]

Warning: Enabling auto-logon may result in the user's logon name and password
passing over the S5L session to the client. This can result in security vulnerabilities
if the client machine has been compromised.

Figure2 Master Group settings

Modifying the Terminal Server global settings

The next task isto modify the Application Access Terminal Server global
settings with the location of the VMware View Client.

‘ Note

For the FirePass Terminal Service to automatically install the VMware
Client, the remote user needs to have software installation rights on their
client PC.

To modify the terminal server global settings

1. From the lower section of the Navigation pane, click Application
Access. The Application Access page opens.

2. From the upper section of the Navigation pane, click Terminal
Serversand then click Global Settings.
Note: Make sure you click the Global Settings link under Terminal
Servers Parent. Thereis a standalone Global Settingslink at the
bottom of the Application Accesslist.

3. Inthe VMware View Client Location section, click the Browse
button, and then locate your VMware Client installer. Click the
Open button.

4. Click Upload File.
Y ou see amessage saying VMwar e Client installed, with an option
to re-install.

Verifying the configuration

The final task isto verify the configuration isworking properly. To verify
the configuration, you need a user account on the FirePass controller.
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To verify the configuration

1. If you arelogged into the FirePass controller as an administrator,
click Logout.

2. Logon to the FirePass controller as an end user.

3. Inthe Terminal Servers section, click the Favorite you created in
Configuring the FirePass Terminal Server, on page 4. In our
example, we click View Broker.

You see alist of available VMware View Desktops.

4. Fromthe VMware View Desktopslist, click alink to a desktop.
The FirePass Application Access box opens. Y ou may experience a
short delay while the FirePass controller downloads the View
software.

The VMware View client opens and you see the desktop.

This completes the configuration. To provide feedback on this deployment
guide or other F5 solution documents, contact us at

solutionsfeedback @f5.com.



mailto:solutionsfeedback@f5.com
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