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Deploying the BIG-IP system v10 with Microsoft IIS

F5's BIG-IP system can increase the existing benefits of deploying
Microsoft's Internet Information Services (11S) to provide enterprises,
managed service providers, and e-businesses an easy-to-use solution for
deploying, managing and securing global and local areatraffic.

The BIG-IP system provides a number of ways to accelerate, optimize, and
scale Microsoft 11S deployments. When BIG-IPLTM relieves11S 7.0
servers from tasks such as compression, caching, and SSL processing, each
server is able to devote more resources to running applications and can
service more user requests.

New in version 10.0 of the BIG-IP system are Application Ready
Templates. These application templates ease the process of configuring the
BIG-IP system. Instead of having to individually create each object that
pertains to the type of application traffic you want the BIG-IP system to
manage, you can run an application template. The application template
automatically creates BIG-1P system objects that are customized for that
application. These objects can be either local traffic objects, TMOS objects,
or both.

To provide feedback on this deployment guide or other F5 solution
documents, contact us at solutionsfeedback @f5.com.

Prerequisites and configuration notes

All of the procedures in this Deployment Guide are performed on the
BIG-IP system. The following are prerequisites for this solution:

¢ Werecommend the latest version of Microsoft I1S. This Deployment
Guide has been tested with 1S 7.0, which ships with Microsoft Windows
Server 2008.

« For this deployment guide, the BIG-IP LTM system must be running
version 10.0 or later. If you are using a previous version of the BIG-1P
LTM system see the Deployment Guide index.

« If you are using the BIG-1P system to offload SSL, we assume you have
already obtained an SSL certificate and key, but it is not yet installed on
the BIG-IP LTM system. For more information, see S3_ Certificates on
the BIG-IP system, on page 10.
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+ While we strongly recommend using the application template, you can
also manually configure the BIG-IP system. For more information, see
chapter 2, Manually configuring the BIG-IP LTM for 1IS, on page 2-1

and chapter 3, Manually configuring the WebAccelerator module for I1S,
on page 3-1.

‘ Important

All local traffic objects that an application template creates reside in
administrative partition Common. Consequently, to use the application
templates feature, including viewing the Templates list screen, you must

have a user role assigned to your user account that allows you to view and
manage objects in partition Common.

Product versions and revision history

Product and versions tested for this deployment guide:

Product Tested Version Tested
BIG-IP System (LTM and WebAccelerator) 10.0
Microsoft IS 7.0,75

Revision history:

Document Version Description

1.0 New deployment guide

1.1

Added support for BIG-IP v10.1
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Configuration example

In this Deployment Guide, the BIG-1P system is optimally configured to
optimize and direct traffic to |1S servers. Figure 1.1 shows alogical
configuration example with aredundant pair of BIG-IP LTM devices
running the WebA ccelerator module, in front of agroup of 11S servers.

Firewalls

BIG-IP Local Traffic Manager

with WebAccelerator

Microsoft 1IS 7.0 Servers

Figure 1.1 Logical configuration example
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Configuring the BIG-IP LTM system for IIS 7.0

Y ou can use the new application template feature on the BIG-1P system to
efficiently configure a set of objects corresponding to Microsoft 11S. The
template uses a set of wizard-like screens that query for information and
then creates the required objects. For example, depending on the settings
you specify, this template creates two virtual servers, one HTTPS profile,
two TCP profiles, one Persistence profile, one Client SSL profile, oneiRule,
one pool, and one HTTP monitor. At the end of the template configuration
process, the system presents alist of the objects created and a description for
how each object interacts with the application.

‘ Note

Depending on which modules are licensed on your BIG-1P system, some of
the options in the template may not appear.

Running the Microsoft IS application template

To run the Microsoft 11S application template, use the following procedure.

To run the Microsoft IIS application template

1. Verify that your current administrative partition is set to Common.
The Partition list isin the upper right corner.

2. Onthe Main tab, expand Templates and Wizards, and then click
Templates. The Templates screen opens, displaying alist of
templates.

3. Inthe Application column, click Microsoft |1'S. The Microsoft 11S
application template opens.

4. Inthe Virtua Server Questions section, complete the following:

a) You can type aunique prefix for your Microsoft 1S objects that
the template will create. In our example, we leave this setting at
the default, my _iis.

b) Enter the |P address for thisvirtual server. The system creates a
virtual server named <prefix from step a>_virtual_server. In
our example, we type 192.168.10.120.

c) If the servers use aroute through the BIG-IP system to deliver
response data to the client, select Y es from the list. In this case,
the BIG-IP does not trandate the client’ s source address.

If the BIG-1P system should translate the client’ s source address
to an address configured on the BIG-1P system, leave the list at
the default setting, No. Selecting No means the BIG-IP system
will use SNAT automap. See the Online Help for more
information.

In our example, we leave this at the default setting: No.

F5® Deployment Guide



Templates and Wizards .. Templates .. microsoft_iis

Microsoft IS Template

Welcome to the Microsoft 1IS Template. This wizard will create a complete configuration
optimized for managing Microsoft 115 traffic.

Virtual Server Questions

Unigue prefix name for all

objects that will be created by I my_iis

this template?

hat IF Address do you want to

use for this Microsoft 15 virtual I 19216810120

server?

Dothe Microsoft 15 servers have
aroute backto application Mo =
clients via this BIG-IP system?

Figure 1.2 Running the Microsoft |1S application template

5. Inthe SSL Offload section, complete the following

a) If you are not using the BIG-1P system to offload SSL, leave this
setting at the default, No. Continue with Step 6.

If you are using the BIG-1P system to offload SSL from the I1S
devices, select Yesfrom thelist. The SSL options appear.

b) From the Certificate list, select the appropriate certificate you
want to use for this deployment. If you plan to use athird party
certificate, but have not yet installed it on the BIG-IP system, see
SSL Certificates on the BIG-IP system, on page 1-10.

c) From the Key list, select the appropriate key for the certificate. If
you have not yet installed the key on the BIG-1P system, see SSL
Certificates on the BIG-IP system, on page 1-10.

For information on generating certificates, or using the BIG-IP
LTM to generate arequest for anew certificate and key from a
certificate authority, see the Managing SSL Traffic chapter in
the Configuration Guide for Local Traffic Management.

S5L Offload Questions
Do you want the BIG-IP system

ta offload S5L fram the I‘r‘es vI

Microsoft 1S servers?

Certificate to authenticate the

senver? (rou may need to I—Ll
import a cerificate before liz-ceincate
deploying this Termplate.)

Key used for encryption? {v'ou
may need to import a key before
deploying this Template.)

iis-cefificate | r

Figure 1.3 Configuring the BIG-1P system for SSL Offload
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6.

In the Load Balancing Questions section, complete the following:

a) From the Load Balancing Method list, select an appropriate load
balancing method. In our example, we leave this setting at the
default, L east Connections (member).

b) Next, add each of the Microsoft 1S devices that are a part of this
deployment.
In the Address box, type the | P address of thefirst 11S device. In
our example, we type 10.132.81.100.
In the Service Port box, type the appropriate port, or select it
from the list. In our example, we select HTTP from the list.
Click the Add button. Repeat this step for each of the IIS
devices.

¢) Next, type anumber of secondsthat the BIG-IP system issues the
health check. In our example, we leave this at the default level,
30.

d) If you have a specific HTTP request you would like to add to the
health check, type it in the box after GET /. Thisis optional.
Note that HTTP 1.1 headers are added to the GET by default

€) Select the HTTP version that the Microsoft 11S servers expect
clientsto use. In our example, we Version 1.1.

A new row appears asking for the fully qualified DNS name
(FQDN) that clients use to access |1S. In the box, type the FQDN
for your I1S deployment. Note that this FQDN should resolve to
the virtual server on the BIG-1P system. In our example, we type
iis.siterequest.com.

f) If you entered an HTTP request in step d, and want to enter a
response string, type it here. Thisis optional.

F5® Deployment Guide



Load Balancing Questions

Which load balancing method - -
would you like 10 uge? Least Connections {membery J
Address: | 10.132.81.104
Service Port: | 80 [HTTR =l
Add

Please add the servers that will

cornprise this vitual server (the | [0 1013281 100 20 ;I
witual will not be available until | |54 pq 10132.81 101 ‘80

at least one server is added): B P 1013281102 80

R:1P110132.81.103 80
R:TP110.132.81.104 80 ;I

Edit | Delete |
Haow aften should each
Microzoft [1S server's health be I 30 secands

checked?

GET /
HTTF request that should be
sentto check server health?
(HTTF 1.1 headers will be
automatically added.)

What HTTF wersion do your

Microsoft 113 servers expect IVersion 1.1 'l

clients to use?

Fully qualified DMNS name HTTP

1.1 clients are expected to use I iis.gitequest.com

to access the Microsoft 1157

String that should be contained
within the health check
response forthe server to be
considered healthy®?

Figure 1.4 Configuring the Load Balancing options

7.

In the Protocol Optimization and Security Questions section, complete
the following:

a) If most clients will be connecting to the virtual server from a
WAN, select WAN from thelist. If most clientswill be
connecting from aLAN, select LAN from thelist.

This option determines the profile settings that control the
behavior of aparticular type of network traffic, such asHTTP
connections.

b) If you want to use the WebA ccelerator module to accelerate the
Microsoft 1S traffic, select Yesfrom thelist. If you do not want
to use the WebA ccelerator, select No. This option does not
appear if you do not have the WebA ccelerator module licensed.
The WebA ccelerator module can significantly improve
performance for 11S deployments.

¢) If you are using the WebA ccelerator module, in the Host box,
type the fully qualified DNS name (FQDN) that your users will
use to access the Microsoft 11S deployment (the WebA ccelerator
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Templates and Wizards » Templales

application object’ s Regquested Hosts field). Click the Add
button. If you have additional host names, type each onein the
Host box, followed by clicking the Add button.

In our example, we typeiisapplication.f5.com and click the Add
button.

8. Click the Finished button.

After clicking Finished, the BIG-IP system creates the relevant objects. Y ou
see asummary screen that contains alist of all the objects that were created,
similar to the following. If you are not offloading SSL, or using
WebA ccelerator, you do not have all of theseitemsin your list.:

Template Configiarstion Complete
=) The objects beldw have been created and associabed to fom a configuralion Dased on Your answers 1o the guestions. Open |e Iyparink in & new window 10 view each object and ils
el properses. The BIGIP configuration $hauld be ready b0 pass traffic.
Objects usad by T 3
Obiject Type Descripion
irtal Serer A eombination vitual address and winual podt assnclabed weith 2 cordent ste
Wirtal Server A combination witual address and virlual g associabed with & content ste
HTTP Frofile A configuration tosl that cantrols hew BIG.IP will =asage HTTE nabeed bafic
TCP Profile A canfiguration ool thit cantrols hom B16-1P will mamage TEP nabvok St
TCP Prafile A configuration teo) that controls hoss D16 1P well manage TCP ne bk st
HTTP Class Profile A configuration ool containing Setings far dafining the behawior of nebesob s
Persistence Profile A eanfig toal 1] cwamida namal load balancing o direct raquast in s fesen 2 the 1ame senet node
r Cliant S5L Profile Acanfiguration twol containing exttinge far dafining tha bahavise of naok et
2 ale iRule iRule that takes incomming HTTF iequests and redinects them 1o the HTTPS vitual server.
m _pao Fool Alogical group of pool Membets Bt the BIG-IF sytem boad balances r quasts b
Il o Monitor A canfiguration tool duscribing how B BIG-IP srfes debarmines whathed parnvas nodes a1 up of doven

Batk To Templa!asl

Wieh Accelerator Applicalion A canfiguration tool that prowi des key infeimation B3t She Web Arceltatss neads to appropriately handls requests b the applicatians on yaur site

Figure 1.5 The Summary page of the 1S Application Template showing the items created

Creating the OneConnect profile

One profile we recommend using for Microsoft 1S that is not yet part of the
application template is the OneConnect profile. With OneConnect enabled,
client requests can utilize existing, server-side connections, thus reducing
the number of server-side connections that a server must open to service
those requests. This can provide significant performance improvements for
I1S implementations. For more information on OneConnect, see the BIG-IP
LTM documentation.

In our example, we leave al the options at their default settings. Y ou can
configure these options as appropriate for your network.

In this section, we first create the OneConnect profile, then associate it with
the virtual serversthat were created by the Application template.
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To create a new OneConnect profile

1.

On the Main tab, expand L ocal Traffic, and then click Profiles.
The HTTP Profiles screen opens.

On the Menu bar, from the Other menu, click OneConnect.
The Persistence Profiles screen opens.

In the upper right portion of the screen, click the Create button.
The New HTTP Profile screen opens.

In the Name box, type a name for this profile. In our example, we
type iis-oneconnect.

From the Parent Profilelist, ensure that oneconnect is selected.

Modify any of the other settings as applicable for your network. In
our example, we leave the settings at their default levels.

Click the Finished button.

The next task is to associate the OneConnect profile you just created with
the virtual server(s) that were created by the Application Template. If you
are not using the BIG-IP system to offload SSL, there is only one virtual
server to modify; if you are offloading SSL, there are two.

To modify the existing IIS virtual server

1.

4,

On the Main tab, expand L ocal Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

From the Virtual Server list, find the HTTP virtual server that
begins with the prefix you specified in step 4a. In our example, we
left the prefix at the default, so we click my _iis-virtual_server.

In the Configuration section, from the OneConnect Profile list,
select the name of the profile you just created. In our example, we
select iis-oneconnect.

Click the Update button.

Configuration; | Advanced ;¥
Type | Standard =l
Protocol m
Protocaol Profile (Client) | my_iis_wan-optimized_tcp_prafile j
Protocol Profile (Server) | (Use Client Profile) j
oOneConnect Profile | iis-oneconnest =l
NTLM Conn Pool [Wone =]
HTTF Profile | microsoft_iis_hitps_hitp-acceleration_shared_http j

Figure 1.6 Updating the virtual server to use the OneConnect profile
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If you are using the BIG-1P system to offload SSL, repeat this procedure,
but in step 2 select the HTTPS virtual server (it includes both the prefix you
specified earlier, and isfollowed by _https ). In our example, we click
my_iis_https virtual_server, and add our OneConnect profile.

F5® Deployment Guide I-10



SSL Certificates on the BIG-IP system

This section is optional, you only need to perform these procedures if you
are using the BIG-1P system to offload SSL from the I1S deployment, and
have not yet imported a certificate and key.

Before you can enable the BIG-IP LTM system to act as an SSL proxy, you
must install a SSL certificate on the virtual server that you wish to use for
Microsoft 1S connections on the BIG-IP LTM device. For this Deployment
Guide, we assume that you already have obtained an SSL certificate, butitis
not yet installed on the BIG-IP LTM system. For information on generating
certificates, or using the BIG-1P LTM to generate arequest for a new
certificate and key from a certificate authority, see the Managing SSL
Traffic chapter in the Configuration Guide for Local Traffic Management.

Importing keys and certificates

Once you have obtained a certificate, you can import this certificate into the
BIG-IPLTM system using the Configuration utility. By importing a
certificate or archive into the Configuration utility, you ease the task of
managing that certificate or archive. Y ou can use the Import SSL
Certificates and Keys screen only when the certificate you are importing is
in Privacy Enhanced Mail (PEM) format.

To import a key or certificate
1. OntheMaintab, expand Local Traffic.
2. Click SSL Certificates. Thelist of existing certificates displays.
3. Inthe upper right corner of the screen, click Import.

4. FromtheImport Typelist, select the type of import (Certificate or
Key).

5. Inthe Certificate (or Key) Name box, type a unique name for the
certificate or key.

6. Inthe Certificate (or Key) Sour ce box, choose to either upload the
file or paste the text.

7. Click Import.
If you imported the certificate, repeat this procedure for the key.
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Manually configuring the BIG-IP LTM for IIS

While we recommend using the application template, if you prefer to
manually configure the BIG-IP LTM system, perform the following
procedures.

Creating the HTTP health monitor

Thefirst step isto set up health monitorsfor the I1S devices. This procedure
is optional, but very strongly recommended. In our example, we create a
basic HTTP health monitor. Although the monitor in the following example
is quite simple, you can configure optional settings such as Send and
Receive Strings to make the monitor much more specific.

To create a health monitor
1. Onthe Main tab, expand Local Traffic, and then click Monitors.
2. Click the Create button. The New Monitor screen opens.

3. Inthe Name box, type a name for the Monitor.
In our example, we type iis-http-monitor.

4. Fromthe Typelist, select http.

5. Inthe Configuration section, in the Interval and Timeout boxes,
type an Interval and Timeout. We recommend at least a (1:3) +1
ratio between the interval and the timeout (for example, the default
setting has an interval of 5 and an timeout of 16). In our example,
we use alnterval of 30 and a Timeout of 91 (see Figure 2.1).

6. Inthe Send String and Receive Rule sections, you can add a Send
String and Receive Rule specific to the device being checked.

7. Click the Finished button.
The new monitor is added to the Monitor list.
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Creating the pool

General Properties

Marne I iis-http-monitor

Type HTTF hd

Import Settings http hd
Configuration: IEiaSiC j'

Interval IS‘D— seconds

Timeout |91— seconds

GET /
Send String

Receive String

User Marne I—
Password I—
Reverse C Yas @ No
Transparent C Yes ® N

Cancel | Fepeat | Finished |

Figure 2.1 Creating the HTTP Monitor

The next step isto define aload balancing pool for the I1S servers. A BIG-IP
pool isaset of devices grouped together to receive traffic according to a
load balancing method. This pool uses the monitor you just created.

To create the IS pool

1.

On the Main tab, expand L ocal Traffic, and then click Pools.
The Pool screen opens.

In the upper right portion of the screen, click the Create button.
The New Pool screen opens.

In the Name box, type a name for your pool.
In our example, we useiis-http-pool.

In the Health Monitor s section, select the name of the monitor you
created in the Creating the HTTP health monitor section, and click
the Add (<<) button. In our example, we select iis-http-monitor.

From the L oad Balancing M ethod list, choose your preferred load
balancing method (different load balancing methods may yield
optimal results for a particular network).

In our example, we select L east Connections (node).

In this pool, we leave the Priority Group Activation Disabled.

F5® Deployment Guide



7. Inthe New Members section, make sure the New Address option
button is selected.

8. Inthe Addressbox, add thefirst Microsoft I1S server to the pool. In
our example, we type 10.132.81.100.

9. Inthe Service Port box, type 80 or select HT TP from thelist.
10. Click the Add button to add the member to the list.

11. Repeat steps 8-10 for each server you want to add to the pool.
In our example, we repeat these steps five times for the remaining
servers, 10.132.81.101 - .105.

12. Click the Finished button (see Figure 2.2).

Configuration: IBaSiC 'l

I Mame | iis-http-p ool
Active Auwailable
iis-http-rnonitor gateway_icmp -
Health Monitors Ll hitp
hitps
> | hitps_443
= op =i
Resources
Load Balancing Method ILeast Connections (node) j

Priarity Group Activation IDisabIed 'l

& New Address © Node List
Address: [ 10.132.61.105

Senice Part: | 80 HTTP =l

F:1 F:110132.81.101 :80
BRI 10013281102 80
R P 10013281103 :80
F:1 F:110132.81.104:80

Edit | Delete |

Cancel | Repeat I Finished |

ey Membene Rl P110.132.81.100 80 jl
=l

Figure2.2 Creating the pool for the IISservers

Creating profiles

The BIG-IP system use configuration objects called profiles. A profileisan
object that contains user-configurable settings for controlling the behavior
of aparticular type of network traffic, such as HTTP connections. Using
profiles enhances your control over managing network traffic, and makes
traffic-management tasks easier and more efficient.




Manually Configuring the BIG-IP LTM for Microsoft IIS

Although it is possible to use the default profiles, we strongly recommend
you create new profiles based on the default parent profiles, even if you do
not change any of the settings initially. Creating new profiles allows you to
easily modify the profile settings specific to this deployment, and ensures
you do not accidentally overwrite the default profile.

Creating an HTTP profile

Thefirst new profile we createisan HTTP profile. The HTTP profile
contains numerous configuration options for how the BIG-IPLTM system
handles HTTP traffic. In the following example, we base our HTTP profile
off of the http-acceleration parent profile, as we are using the
WebAccelerator. If you are not using the WebA ccel erator, we recommend
using the http-wan-optimized-compr ession-caching parent.

To create a new HTTP profile

1. OntheMaintab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

2. Inthe upper right portion of the screen, click the Create button.
The New HTTP Profile screen opens.

3. Inthe Name box, type a name for this profile. In our example, we
typeiis-http-opt.

4. From the Parent Profilelist, select
http-wan-optimized-compr ession-caching.
If you are using the WebA ccelerator module, select
http-acceleration.

5. Optional: If you using the BIG-IP LTM to offload SSL, in the
Settings section, check the Custom box for Redirect Rewrite, and
from the Redirect Rewrite list, select Match. See Configuring the
BIG-IP LTM to offload SSL., on page 2-9 for more information.

6. Modify any of the other settings as applicable for your network. In
our example, we leave the settings at their default levels.

7. Click the Finished button.

Creating the TCP profiles

The next profiles we create are the TCP profiles. If most of the Microsoft
I1S users are accessing the devices viaa Local Area Network, we
recommend using the tcp-lan-optimized (for server-side TCP connections)
parent profile. If the mgjority of the users are accessing the system from
remote or home offices, we recommend using an additional TCP profile,
called tcp-wan-optimized (for client side TCP connections). In our
example, we leave these profiles at their default levels; you can configure
any of the options as applicable for your network.

F5® Deployment Guide



Creating the LAN optimized TCP profile

First we configure the LAN optimized profile. If you do not want to use this
optimized profile, you can choose the default TCP parent profile.

To create a new TCP profile

1. OntheMain tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

2. Onthe Menu bar, from the Protocol menu, click tcp.

3. Inthe upper right portion of the screen, click the Cr eate button.
The New TCP Profile screen opens.

4. Inthe Name box, type a name for this profile. In our example, we
typeiis-tcp-lan.

5. From the Parent Profilelist, select tcp-lan-optimized.

6. Modify any of the settings as applicable for your network. In our
example, we leave the settings at their default levels.

7. Click the Finished button.

Creating the WAN optimized TCP profile

Now we configure the WAN optimized profile. Remember, if most of the
users are accessing the system over the LAN or other low latency links, you
do not need to create this profile.

To create a new TCP WAN optimized profile

1. OntheMaintab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

2. Onthe Menu bar, from the Protocol menu, click tcp.

3. Inthe upper right portion of the screen, click the Create button.
The New TCP Profile screen opens.

4. Inthe Name box, type aname for this profile. In our example, we
typeiis-tcp-wan.

5. From the Parent Profilelist, select tcp-wan-optimized.

6. Modify any of the settings as applicable for your network. In our
example, we leave the settings at their default levels.

7. Click the Finished button.

Creating persistence profile

The next profile we create is a Persistence profile. We recommend using
persistence for Microsoft 1S devices, although the type of persistence
depends on your configuration. In our example, use cookie persistence
(HTTP cookie insert).
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To create a new cookie persistence profile

1.

On the Main tab, expand L ocal Traffic, and then click Profiles.
The HTTP Profiles screen opens.

On the Menu bar, click Persistence.
The Persistence Profiles screen opens.

In the upper right portion of the screen, click the Create button.
The New Persistence Profile screen opens.

In the Name box, type a name for this profile. In our example, we
typeiis-cookie.

From the Persistence Typelist, select Cookie.
The configuration options for cookie persistence appear.

Modify any of the settings as applicable for your network. In our
example, we leave the settings at their default levels.

Click the Finished button.

General Properties

Mame I iis-cookie
Persistence Type | Cookie j
Parent Profile I cookie 'l

Configuration Customn [~
Cookie Method |HTTP Cookie Insert =] r
Caokie Name | -
Expiration ¥ Session Caokie "
Cancel | Repeat | Finished |

Figure 2.3 Creating the cookie persistence profile

Creating a OneConnect profile

Thefinal profile we create is a OneConnect profile. With OneConnect
enabled, client requests can utilize existing, server-side connections, thus
reducing the number of server-side connections that a server must negotiate
to service those requests. This can provide significant performance
improvements for 11S implementations. For more information on
OneConnect, see the BIG-IP LTM documentation.

In our example, we leave all the options at their default settings. Y ou can
configure these options as appropriate for your network.

To create a new OneConnect profile

1.

On the Main tab, expand L ocal Traffic, and then click Profiles.
The HTTP Profiles screen opens.
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2. Onthe Menu bar, from the Other menu, click OneConnect.
The Persistence Profiles screen opens.

3. Inthe upper right portion of the screen, click the Create button.
The New HTTP Profile screen opens.

4. Inthe Name box, type a name for this profile. In our example, we
type iis-oneconnect.

5. From the Parent Profilelist, ensure that oneconnect is selected.

6. Modify any of the other settings as applicable for your network. In
our example, we leave the settings at their default levels.

7. Click the Finished button.

Creating the virtual server

Next, we configure avirtual server that references the profiles and pool you
created in the preceding procedures.

To create the virtual server

1. OntheMain tab, expand L ocal Traffic, and then click Virtual
Servers.
The Virtual Servers screen opens.

2. Inthe upper right portion of the screen, click the Create button.
The New Virtua Server screen opens.

3. Inthe Name box, type a name for thisvirtua server. In our
example, wetypeiis-http-vs.

4. Inthe Destination section, select the Host option button.

5. Inthe Address box, type the IP address of this virtual server. In our
example, we use 192.168.10.120.

6. Inthe Service Port box, type 80, or select HTTP from thelist.

General Properties

MName | iis-http-vs

Type: & Host © Metwork

Destinatian

Address: | 192.168.10.120
Senice Port [ 80 [HTTP =l
State IEnabIed 'I

Figure2.4 Creating the [1Svirtual server

7. From the Configuration list, select Advanced.
The Advanced configuration options appear.

8. Leavethe Typelist at the default setting: Standard.
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9. From the Protocol Profile (Client) list select the name of the
profile you created in the Creating the WAN optimized TCP profile
section. If you did not create a WAN optimized profile, select the
LAN optimized profile asin the following Step. In our example, we
select iis-tcp-wan.

10. From the Protocol Profile (Server) list, select the name of the
profile you created in the Creating the LAN optimized TCP profile
section. In our example, we select iis-tcp-lan.

11. From the OneConnect Profilelist, select the name of the profile
you created in Creating a OneConnect profile. In our example, we
select iis-oneconnect.

12. Fromthe HTTP Profilelist, select the name of the profile you
created in the Creating an HTTP profile section. In our example, we
select iis-http-opt.

Configuration: I Advanced :I'

Type |Standard j
Protocal ITCP 'l

Pratacal Profile (Client) Iiis—tcpwan 'I

Pratocol Profile (Server)

OneCaonnect Prafile |iis—oneconneci j
HTTP Profile [iis-tttp-opt |
FTR Prafila MMane <1

Figure 2.5 Sdlecting the Microsoft 11S profiles for the virtual server

13. Inthe Resources section, from the Default Pool list, select the pool
you created in the Creating the pool section. In our example, we
select iis-http-pooal.

14. From the Default Persistence Profilelist, select the persistence
profile you created in the Creating persistence profile section. In
our example, we select iis-cookie.
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Resources

Enabled Available

;l << | _sys_auth_ldap =
_sws_auth_radius
iRules ;l >> | _sys_auth_ssl|_crldp -
Up | Dowen |
Enabled Available
A« | httpclass =]
HTTF Class Profiles =2 | =
Up | Dowen |

Default Poal + | Iiis—http-pDDl 'l

Default Persistence
Profile

Fallback Persistence Im
Profile

Cancel | Fepeat | Finished |

iis-cookie

Figure 2.6 Adding the Pool and Persistence profile to the virtual server

15. Click the Finished button.
The BIG-IPLTM HTTP configuration for the Microsoft 11S 7.0
deployment is now complete. If you are using the BIG-IP system to
offload SSL, continue with the following section.

Configuring the BIG-IP LTM to offload SSL

If you are using the BIG-IP LTM system to offload SSL from the Microsoft
I1S devices, there are additional configuration procedures you must perform
on the BIG-IPLTM system. In the following configuration, the BIG-I1P
LTM redirects all incoming traffic to the HTTP virtual server to the HTTPS
virtual server. Thisisuseful if auser typesa URL in abrowser, but forgets
to change the protocol to HTTPS.

If your deployment does not require all traffic to be redirected to HTTPS,
you do not need to configure the iRule or modify the HTTP virtual server as
described below, nor configure the Rewrite Redirect setting in the HTTP
profilein Step 5 of Creating an HTTP profile. You can have bothan HTTP
and HTTPS virtual server on the same address with the appropriate ports.

‘ Important

This section is optional, and only necessary if you are using the BIG-IP
LTM system for offloading SSL..
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Using SSL certificates and keys

Before you can enable the BIG-IP LTM system to act as an SSL proxy, you
must install a SSL certificate on the virtual server that you wish to use for
Microsoft 1S connections on the BIG-IP LTM device. For this Deployment
Guide, we assume that you already have obtained an SSL certificate, butitis
not yet installed on the BIG-IP LTM system. For information on generating
certificates, or using the BIG-IP LTM to generate arequest for a new
certificate and key from a certificate authority, see the Managing SSL
Traffic chapter inthe Configuration Guide for Local Traffic Management.

Importing keys and certificates

Once you have obtained a certificate, you can import this certificate into the
BIG-IPLTM system using the Configuration utility. By importing a
certificate or archive into the Configuration utility, you ease the task of
managing that certificate or archive. Y ou can use the Import SSL
Certificates and Keys screen only when the certificate you are importing is
in Privacy Enhanced Mail (PEM) format.

To import a key or certificate

1. Onthe Main tab, expand L ocal Traffic.

2. Click SSL Certificates. The list of existing certificates displays.
3. Inthe upper right corner of the screen, click Import.
4

. Fromthe Import Type list, select the type of import (Certificate or
Key).

5. Inthe Certificate (or Key) Name box, type a unigue name for the
certificate or key.

6. Inthe Certificate (or Key) Source box, choose to either upload the
file or paste the text.

7. Click Import.
If you imported the certificate, repeat this procedure for the key.

Creating a Client SSL profile

The next step in this configuration isto create a Client SSL profile. This
profile contains the SSL certificate and Key information for decrypting the
SSL traffic on behalf of the servers.

To create a new Client SSL profile

1. OntheMain tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

2. Onthe Menu bar, from the SSL menu, select Client.
The Client SSL Profiles screen opens.
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In the upper right portion of the screen, click the Create button.
The New Client SSL Profile screen opens.

In the Name box, type a name for this profile. In our example, we
typeiis-clientssl.

In the Configuration section, check the Certificate and Key
Custom boxes.

From the Certificate list, select the name of the Certificate you
imported in the Importing keys and certificates section.

From the Key list, select the key you imported in the Importing keys
and certificates section.

Click the Finished button.

Creating the Redirect iRule

The Redirect iRule takes incoming HT TP requests (non-secure) and
redirects them to the correct HTTPS (secure) virtual server, without user
interaction.

To create the Redirect iRule

1.

On the Main tab, expand L ocal Traffic, and then click iRules.
The iRule screen opens.

In the upper right portion of the screen, click the Create button.
The New iRule screen opens.

In the Name box, enter aname for your iRule.
In our example, we use iis-httptohttps.
In the Definition section, copy and paste the following iRule:
when HTTP_REQUEST {
HTTP: :redirect https://[HTTP:: host][HTTP: :uri]

}
Click the Finished button (see Figure 2.7).

Properties

Mame iis-httptohttps

when HTTP_REQUEST {
HTTF::redirect https:// [HTTP: thost] [HTTF::uri]

i

Definition
™ Extend Text Area
I~ “Wrap Text

Cancel | Finished |

Figure 2.7 Creating theiRule
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Modifying the HTTP virtual server

The next task isto modify the HTTP virtual server you created in Creating
the virtual server, on page 2-7 to use the iRule you just created.

To modify the existing IIS virtual server

1.

On the Main tab, expand L ocal Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

From the Virtual Server ligt, click the I1S virtual server you created
in the Creating the virtual server section.
In our example, we click iis-http-vs.

3. Onthe menu bar, click Resour ces.

From the Default Pool list, select None.

Thisvirtual server no longer requires the load balancing pool, as
traffic isredirected to the HTTPS virtual server we createin the
following procedure.

Click the Update button.

In the iRules section, click the M anage button.
The Resource Management screen opens.

From the Availablelist, select the iRule you created in the Creating
the Redirect iRule section, and click the Add (<<) button.
In our example, we select iis-httptohttps.

Click the Finished button.

Creating the HTTPS virtual server
The final task in this sectionisto create aHTTPS virtual server.

To create a new HTTPS virtual server

1.

On the Main tab, expand L ocal Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

In the upper right portion of the screen, click the Create button.

In the Name box, type a name for this virtual server. In our
example, wetypeiis-https-vs.

In the Destination section, select the Host option button.

In the Address box, type the IP address of thisvirtual server. In our
example, we use 192.168.104.146.

In the Service Port box, type 443 or select HTTPS from the list.
From the Configuration list, select Advanced.
Leavethe Typelist at the default setting: Standard.
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10.

11.

12.

13.

14.

15.

16.

From the Protocol Profile (Client) list select the name of the
profile you created in the Creating the WAN optimized TCP profile
section. If you did not create a WAN optimized profile, select the
LAN optimized profile asin the following Step. In our example, we
select iis-tcp-wan.

From the Protocol Profile (Server) list, select the name of the
profile you created in the Creating the LAN optimized TCP profile
section. In our example, we select iis-tcp-lan.

From the OneConnect Profilelist, select the name of the profile
you created in Creating a OneConnect profile. In our example, we
select iis-oneconnect.

From the HTTP Profile list, select the name of the profile you
created in the Creating an HTTP profile section. In our example, we
select iis-http-opt.

Make sure you have the Rewrite Redirect box checked inthe HTTP
profile as described in Step 5 of Creating an HTTP profile.

From the SSL Profile (Client) list, select the name of the SSL
profile you created in the Creating a Client SSL profile section. In
our example, we select iis-clientsdl.

From the Default Pool list, select the pool you created in the
Creating the pool section. In our example, we select iis-http-pool.

From the Default Persistence Profilelist, select the persistence
profile you created in the Creating persistence profile. In our
example, we select iis-cookie.

Click the Finished button.

This completesthe BIG-IPLTM configuration.
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Manually Configuring the BIG-IP
WebAccelerator for lIS 7.0

* Creating an HTTP Class profile
* Modifying the Virtual Server to use the Class profile

* Creating an Application



Manually configuring the WebAccelerator module

for IIS

In this chapter, we provide procedures for manually configuring the

WebA ccelerator module for the 11S 7.0 devices to increase performance for
end users. The F5 WebA ccelerator is an advanced web application delivery
solution that provides a series of intelligent technologies designed to
overcome problems with browsers, web application platforms and WAN
latency issues which impact user performance.

Note that we recommend using the application template as opposed to
configuring the WebA ccelerator manually.

For more information on the F5 WebA ccelerator, see
www.f5.com/products/big-ip/product-modules/webaccel erator.html.

Prerequisites and configuration notes

The following are prerequisites for this section:

¢ Weassumethat you have already configured the BIG-IPLTM system for
directing traffic to the 1S deployment as described in this Deployment
Guide.

+ You must have purchased and licensed the WebA ccel erator module on
the BIG-IP system.

+ Youmust have created an HTTP profile on the BIG-IPLTM system that
has RAM Cache enabled. In our example (Creating an HTTP profile, on
page 2-4) we use a parent profile that includes RAM Cache. If you did
not create an HTTP profile with RAM Cache enabled, you must create a
new HTTP profile, based on a parent profile that uses RAM Cache (we
recommend HTTP Acceleration) and associate it with the virtual server.

« Thisdocument iswritten with the assumption that you are familiar with
the BIG-IPLTM system, WebAccelerator and Microsoft 11S 7.0. Consult
the appropriate documentation for detailed information.

Configuration example

Using the configuration in this section, the BIG-IP LTM system with
WebA ccelerator moduleis optimally configured to accelerate traffic to
Microsoft I1S servers. The BIG-IP LTM with WebA ccelerator module both
increases end user performance as well as offloads the servers from serving
repetitive and duplicate content.

In this configuration, a remote client with WAN latency accessesan |1S
server viathe WebA ccelerator. The user’ s request is accelerated on repeat
visits by the WebA ccelerator instructing the browser to use the dynamic or
static object that is stored initslocal cache. Additionally, dynamic and static
objects are cached at the WebA ccelerator so that they can be served quickly
without requiring the server to re-serve the same objects.
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Configuring the WebAccelerator module

Configuring the WebA ccelerator module requires creating an HTTP class
profile and creating an Application. The WebAccelerator device has alarge
number of other features and options for fine tuning performance gains, see
the WebAccelerator Administrator Guide for more information.

Creating an HTTP Class profile

Thefirst procedureisto create an HTTP class profile. When incoming
HTTP traffic matches the criteria you specify in the WebA ccelerator class,
the system diverts the traffic through this class. In the following example,
we create anew HTTP class profile, based on the default profile.

To create a new HTTP class profile

1.

On the Main tab, expand WebAccelerator, and then click Classes.
The HTTP Class Profiles screen opens.

In the upper right portion of the screen, click the Create button.
The New HTTP Class Profile screen opens.

In the Name box, type a name for this Class. In our example, we
typeiis-class.

From the Parent Profile list, make sure httpclassis selected.

In the Configuration section, from the WebAccelerator row, make
sure Enabled is selected.

In the Hosts row, from the list select Match Only. The Host List
options appear.

a) Inthe Host box, type the host name that your end users use to
access the I1S devices. In our example, we type
iis-application.f5.com (see Figure 3.1).

b) Leave the Entry Type at Pattern String.
c) Click the Add button.

d) Repeat these sub-steps for any other host names users might use
to access the I1S deployment.

Therest of the settings are optional, configure them as applicable
for your deployment.

Click the Finished button. The new HTTP classis added to the list.
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Local Traffic »» Profiles : Protocol : HTTP Class »» New HTTP Class Profile...

General Properties

Mame I iis-class
FParent Profile | hitpclass j
Configuration Custarmn [~
WebAccelerator IEnabIed 'l W
Application Security IDisabIed 'l r
Hosts IMatch anly... YI T
Host:l iis-application.fa.com
Entry Type: | FPattern String j

Host List iis-application.f&.com

| |
Deletel
URI Paths [matchan =] r
Headers IWI r
Cookies Im r
Actions Custarn [~
Send To Im r
Rewrite UR I r

Cancel | Repeatl Finizhed |

Figure 3.1 Creating a new HTTP Class profile

Modifying the Virtual Server to use the Class profile

The next step isto modify the virtual server for your 1S deployment on the
BIG-IPLTM system to use the HTTP Class profile you just created.

To modify the Virtual Server to use the Class profile

1. Onthe Main tab, expand L ocal Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

2. Fromthe Virtual Server ligt, click the name of the virtual server
you created for the I1S servers. In our example, we click iis-http-vs.
The General Properties screen for the Virtual Server opens.

3. Onthe Menu bar, click Resour ces.

4. Inthe HTTP Class Profiles section, click the M anage button.
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5. Fromthe Available list, select the name of the HTTP Class Profile
you created in the preceding procedure, and click the Add (<<)
button to move it to the Enabled box. In our example, we select
iis-class.

6. Click the Finished button. The HTTP Class Profile is now
associated with the Virtua Server.

Local Traffic »» Virtual Servers ». iis-http-vs

% ~ | Properties Resources Statistics El

Resource Management

Enabled Available
lis-class

HTTF Class Profiles

Cancell Finishedl

Figure 3.2 Addingthe HTTP Classto the Virtual Server

‘ Important

You must have created an HTTP profile on the BIG-IP LTM system that has
RAM Cache enabled. In our example (Creating an HTTP profile, on page
2-4) we use a parent profile that includes RAM Cache. If you did not create
an HTTP profile with RAM Cache enabled, you must create a new HTTP
profile, based on a parent profile that uses RAM Cache (such asHTTP
Acceleration), and modify the virtual server to use this new profile.

To create the HTTP profile, use Creating an HTTP profile, on page 2-4,
selecting the HTTP Acceleration parent profile. You must leave RAM Cache
enabled; all other settings are optional. To modify the virtual server, follow
Seps 1 and 2 from the preceding procedure to access the virtual server, and
then fromthe HTTP Profilelist, select the name of the new profile you just
created and click Update.

Creating an Application

The next procedure is to create a WebAccelerator Application. The
Application provides key information to the WebA ccelerator so that it can
handl e requests to your application appropriately.
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To create a new Application

Configuration * Applications » Hew Application

General Options

I Application Mame:

Description:

[optional)

Policies
Central Policy:
Remote Policy:
Hosts
Requested Host

iis-application. (5. com

1.

On the Main tab, expand WebAccelerator, and then click
Applications.

The Application screen of the WebAccelerator Ul opensin anew
window.

Click the New Application button.

In the Application Name box, type a name for your application.
In our example, we type Microsoft |1S.

In the Description box, you can optionally type a description for
this application.

From the L ocal Policieslist, select Microsoft I nternet
Information Services (11S). Thisis apre-defined policy created
specifically for Microsoft 1S devices (see Figure 3.3).

In the Requested Host box, type the host name that your end users
use to access the 11S deployment. This should be the same host
name you used in Step 6ain the preceding procedure. In our
example, we typeiisapplication.f5.com.

If you have additional host names, click the Add Host button and
enter the host name(s).

Click the Save button.

Microzoft 15

deployment

I Microsoft Internet |nformation Service [[15) ;I

I-SelectDne- ;I

Action

Options | Delete

Add Host |

Save | Cancel |

Figure 3.3 Configuring an Application on the WebAccelerator

Therest of the configuration options on the WebA ccel erator are optional,
configure these as applicable for your network. With this base configuration,
your end users will notice a marked improvement in performance after their
first visit.
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