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Deploying the F5 ARX with Oracle’s Sun ZFS
Storage Appliance 7000 Series for CIFS

Welcome to the F5 - Oracle’s Sun ZFS Storage Appliance 7000 Series
deployment guide. This guide provides step by step procedures on
deploying the Adaptive Resource Switch (ARX) with Oracle’s Sun ZFS
Storage Appliance 7000 Series.

The F5 ARX file virtualization platform decouples file access from physical
file location within Network Attached Storage (NAS) environments. The
ARX platform automates file migration to the appropriate tier of storage
without affecting data access, thus minimizing backup and recovery
windows.

For more information on the ARX system, see
http://www.f5.com/products/arx-series/

Prerequisites and configuration notes

The following are prerequisites and configuration notes for this
deployment:.

¢ This document is based on the fact that the Tier 1 external filer legacy
storage is pre-configured and available as a network resource.

¢ This document is based on the fact that the Microsoft Active Directory
Domain is preconfigured and the FS Secure Agent is installed.

¢ The ARX initial switch interview has been completed.
¢ The ARX has is conifgued for network access and has an active license.

¢ The following CIFS attributes are supported:

e Named Streams
A named stream (or Alternate Data Stream) is a hidden file with
meta-information about the main file, such as a summary description
or a thumb-nail graphic.

* Unicode-on-Disk
A volume that supports unicode on disk can support file names with
any of the multi-byte characters (such as Korean or Japanese
characters) supported by the Unicode character set.

¢ Persistent ACLs
A volume with persistent Access-Control Lists (ACLs) can display
the ACLs of its files and directories to its clients.

o The following features are NOT supported:

* Kerberos Authentication
You can configure the namespace to authenticate clients with
Kerberos instead of (or in addition to) NTLM. The Sun ZFS Storage
Appliance does not support Kerberos authentication. The user must
configure NTLM authentication.
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Multiprotocol Access (NFS & CIFS)

If all the back-end shares support both NFS and CIFS, you can
configure a multi-protocol namespace. Clients can access the same
files from either a CIFS or an NFS client. The namespace can be
backed by a heterogeneous mix of multi-protocol filers, possibly from
multiple vendors. The switch passes client requests to these filers, and
passes filer responses back to the clients. File attributes, such as file
ownership and permission settings, are managed by each filer. Each
filer also manages its file and directory naming; if a name is legal in
NEFS but illegal in CIFS, each filer creates a filer-generated name
(FGN) for its CIFS clients. Different vendors use different
conventions for attribute conversions and FGNs, so that a CIFS-side
name and/or ACLs at one filer may be different at another filer.

ARX Virtual snapshot support

A snapshot is an exact copy of a managed volume at a single
point-in-time. You can create regularly-scheduled snapshots in a
managed volume, and you can limit the CIFS clients who can access
those snapshots.

CIFS filer subshares

A managed volume that supports CIFS can optionally support
subshares and their share-level ACLs. A subshare is a CIFS share
below the root of the volume

’ Note

The screen shots depicted in this guide may differ depending on the version
of software installed on F5 ARX and Oracle’s Sun ZFS Storage Appliance.

Product versions and revision history

Product Tested

Version Tested

Oracle’s Sun ZFS Storage Appliance 7000 S7310c

Series

Oracle's Sun ZFS Storage Appliance 7000 2010.08.17.4.0,1-1.31

Series Software release

F5 ARX

6.1.0 HFRU1

Revision History

Document Version Description

1.0

New deployment guide
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Configuration example

In the following diagram, we show basic connectivity between clients, ARX
and Sun ZFS Storage Appliance. In this configuration, a client attempts to
retrieve a file from a file share. The ARX proxies the request and
transparently retrieves the file from the server storing the file. We configure
a policy on the ARX that periodically checks the last time files were
modified, and then migrates the file to the appropriate filer if the conditions
of the policy are met. In our example, the ARX policy is checking for a last
modified time of less than (or more than) 30 days. If the policy matches,
then the ARX moves the file between the backend filers according to policy.

The network configuration in our test lab used an ARX2000 with 4 Gigabit
Ethernet links configured into a LACP bundle between the ARX and the
core switch. The ARX, Sun ZFS Storage Appliance, Incumbent Legacy
Storage, and Test client are all on the same subnet. The Active Directory
(AD) Primary Domain Controller was on a different subnet than the Sun
ZFS Storage Appliance. The Sun ZFS Storage Appliance has joined the
Microsoft Windows Active Directory domain. The ARX Proxy User is
assigned backup operator privileges for the Sun ZFS Storage Appliance
Storage system as a local Backup Operator, as described in this guide.

Management

Workstation Test Client

Lab Router
( LAN

— — ACME.COM
et L Active Directory
i -] - Domain Controller
o - = = @l - =)

- ol il - S - - !

-l - )k -« - -
| @ -w) =) -
!: - S ol - eyl - -
Bl s aB - el - &) - &8s

Oracle’'s Sun ZFS Legacy Storage
Storage Appliance 7000
Series

Figure 1 Logical configuration example




Deploying the F5 ARX with Oracle’s Sun ZFS Storage Appliance 7000 Series for CIFS

Configuring the Oracle’s Sun ZFS Storage Appliance

7000 Series

Oracle’s Sun ZFS Storage Appliance 7000 Series is shipped with
preinstalled system software; initial setup is performed on the console port
and complete configuration is performed with a Web browser. This section
addresses the configuration of the Sun ZFS Storage Appliance including
initial setup. The array is configured for RAID volumes. The Sun ZFS
Storage Appliance is added to the Active Directory Domain, and the volume
is shared to the network.

There are several levels of authentication and access control that are
available to the system administrator. This guide describes configuration for
highly permissive access control settings that are intended for demonstration
purposes only. The access rights for a live deployment most likely would
not leverage such relaxed security policies.

This section contains the following procedures:

* Configuring the initial settings on Oracle’s Sun ZFS Storage Appliance
7000 Series, on page 4

* Performing the system setup for Oracle’s Sun ZFS Storage Appliance
7000 Series, on page 7

» Joining the Active Directory Domain, on page 7
* Defining the Local Backup Operator, on page 8
* Creating a project, on page 9

e Creating the CIFS shares for Oracle’s Sun ZFS Storage Applicance 7000
Series, on page 11

Configuring the initial settings on Oracle’s Sun ZFS Storage
Appliance 7000 Series

The initial configuration of the Sun ZFS Storage Appliance is accomplished
through the console port on the array controller. Use the Null Modem cable
provided with the array and a terminal emulation application.

The initial configuration defines the IP network interfaces. An IP address,
Mask, Default gateway (router), DNS Server, and root password are defined
in these steps.

To configure the Sun ZFS Storage Appliance

1. Using a terminal application connect to the console port. Using the
following parameters: 9600 Baud, N,8,1, no flow control.

Enter the host name as S7110
The network interface is NET-0
IP address 10.51.105.20
Network Mask 255.255.255.0

wok wnN
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Default Router 10.51.105.1
DNS Server IP 192.168.1.5

Type a password for the administration account.

© ® N o

Press the F1 or ESC 1 key to apply the settings and exit.

In the next procedure, we continue the initial configuration, but in this case,
we use the Sun Storage 7000 user interface.

To configure the Sun User Interface

1. Using a web browser, log into the Sun ZFS Storage Appliance as
root. By default the web interface is listening on port 215. Use the
following URL syntax:
http://<ip address>:215
If this is your first time configuring the Sun device, the initial setup
wizard opens.

If you need to restart the wizard, it is available from the
Maintenance menu by clicking System. Refer to the Sun
documentation for more information on re-running this wizard.

2. In the first 5 steps of the wizard, verify the appropriate settings (and
edit if necessary), such as the network setup, DNS, and NTP.

3. In Step 6 of 6, click the Configure button to configure the storage
pool. In this example, we create a single storage pool named pool-0.
This pool consists of all the disks with a RAID data profile.

The Storage wizard opens.

4. On the Verify Storage page (Step 1 of 2), click the Commit button.

Super-User@iS-arc./000-amay LOGOUT = HELP

’Sun I SUN ZFS STORAGE VM

| /
=

Confirm that sl dévices are present and minimally funchonal, and allocate them o 4 S10fage pool m ﬂ.m“_

Verify and allocate devices Step 1 of 2

Devices may be added on a per-device basis. While affected devices may be allocated, they will not
b availsbie for use and cannol be added [ster without reml'-punnq the pool; for best results,
defer configuring storage until any problems can be repaired.

Model Sun IFS Storage VinualBox
Data Devices 15 ~ (15G)
Log Devices. -
Cache Devices -

Figure 2 Verifying Storage

5. On the Configure Storage page (Step 2 of 2), you select the Data
Profile to apply to the storage pool. In our example, we click
Double Parity RAID, and then click Commit. This creates the
storage pool.
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SuperUsar@fSarx 1000.aray LOGOUT  HELP
- - ') g ." e '.

& SUN ZF5 STORAGE VM

Confirm that sl devices are present and minimally functional, and aliccate them 1o & storage pool.
Choose Storage Profile 4 Step2of2 =

performance, and capacity, and select the profile that bost fits your workiosd. If
‘WEPF indicates no single point of failure, which affords certain profiles the ability for a
pool 1o survive throusgh loss of a single disk shel.

Storsge Breskdown Data Profile
TYPE & NSPF AVAILABILITY PERFORMANCE CAPACITY SIZE
Double parity Ho - ——-—— - - 591G
Mirrored No - e e i rre——r. .56
Single parity, namow stripes No - o - 4436
Striped Ho  ERERERERSS i [ESTep—— T3.8G
Triple mirrored Ho - T Lol 19.7G
Triple parity, wide stripes Ho - -.- [re— 541G

& Data

W Parity 358G 5

i [ Data profile: Mirrored

= Spare 5G Duplicate copies of data yield fast and reliable storage by dividing and redund ty b two sets
qldhh"hu‘lﬂghhﬂnndnd’lmmﬂmdlhmﬂ hi performance and availability over , such as

When storage space is ample, Mr"gim?ninmhx increased unmzhpm Sdn:: protection at

Disk Breakdown Ihlowllolomdllrd total capacity.

Data « Parity 14 disks

Spare 1 disks

Log 0 disks

Figure 3 Configure Storage Data Profile

6. You return to Step 6 of the Configure Storage wizard. Click
Commit to complete Step 6 of 6.

&Sun / = Sm-anl.lmrﬁ‘ﬁam-Mnm LOGOUT | HELP :,

Configuration Maintenance  Shares Status

SERVICES STORAGE NETWORK SAN CLUSTER USERS PREFERENCES ALERTS

Aot Sorage ¢ © Available Pools

Storage is configured in pools WAME DATA PROFILE LOG PROFILE STATUS
{that are characterized by their BEER T AL
undertying dala redundancy, poold W sline
and provide space that is

shared across ua flesysiems  pook0 Allocation
and LUNs.

During the configuration
process, you will select which Data Profile Mirrored
devices 10 allocate to & slorsge Log Profile -
pool and the redundancy
i el o Poaol Status Online
your workiosd, balancing Data Errors No known persistent errors

performance, availabiliy, and Scrub Status Hever scrubbed
capacity.

Importing storage will
search all devices attached 1o
The syatem for existing poal
configurations, from which Device Status 0 srfors & Data 176
you can select one an the W Parity ISIG
system pool. This cption is No device faults have been detected in the storage pool. B Reservad B4
e o MEQrate pools = Spare BG
between systems, and in
SO CASES CaN recover pools

Data = Farity 14 dizks
that werne destroyed Spare 1 dinks
inadvertenty. Leg 0o disks

Cache 0 disks

Figure 4 Configure Storage Step 6 complete
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Performing the system setup for Oracle’s Sun ZFS Storage
Appliance 7000 Series

In this section, we perform the Sun system setup. In our configuration
example the storage pools are already created. This deployment guide
demonstrates how to configure new CIFS shares with Microsoft Active
Directory User authentication.

Joining the Active Directory Domain

The Sun ZFS Storage Appliance needs to join the Microsoft Active
Directory Domain Computer.

To join the Active Directory Domain

1. Log into the Sun ZFS Storage Appliance as root (the internal web
server is listening on port 215). Use the following URL syntax:
http://<ip address>:215.

The initial status page opens.

2. Click the Configuration tab, and then click Active Directory in the
Directory Services section.
The Active Directory configuration screen opens.

3. Click the Join Domain button. The Join Domain dialog opens.

4. In the Active Directory Domain box, type the appropriate Domain
Name.

5. Inthe Administrative User box, type the appropriate administrative
user.

6. In the Administrative Password box, type the appropriate
administrator password.

7. Click the Apply button.

To join a domain, enter the Active Directory domain, an administrative user's
name, and the administrative password below.

Active Directory Domain: |ACME.com |

Administrative User: |Administrator |

Administrative Password: |.u..... |

Additional DNS Search Path:

Figure 5 The Join Domain dialog
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If the Join request is successful, the Active Directory status shows Online
(see Figure 6). If it does not, verify that NTP is configured, the Domain
Administrator access credentials are correct, and that the Domain Controller
is network reachable.

« Active Directory

3 2008-3-25 10:21:14 Online

Mode: Domain
Domain: acme.com
Selected Domain Controller: acrmeads02 (10.60.112.11)

JOIN DOMAIN | JOIN WORKGROUP

Figure 6 Successful Joined the Domain and Online

Defining the Local Backup Operator

Next, you need to define a backup operator for the Sun ZFS Storage
Appliance. This operator is the Proxy User the ARX uses to authenticate to
the CIFS Shares. This is a special operator for non-interactive user sessions.

To add the Proxy User as a backup operator
1. Click the Configuration tab, and then click CMB.

2. Click the Local Groups tab, and then click the Add (+) button
symbol to add a new member.

3. In the User box, type the user name for the member. Be sure to
include the domain name. In this example we used the ACME
Domain user acmeuser001. The Sun ZFS Storage Appliance has to
be actively joined to the Domain in order to retrieve the SID for this
user.

4. From the Local group box, select Backup Operators.

User ACME\acmeuserﬂ.ﬂﬂ

Local group :Backup Operators_v:
Figure 7 Add Member to the local Backup Operator group

5. Click the Add button. The Sun ZFS Storage Appliance attempts to
retrieve the SID from the Active Primary Domain Controller. If
successful, the SID appears in the list.

F5® Deployment Guide 8



« CIFS Properties  Autohome Local Groups Logs

2 O 2009-3-30 13:34:20 Oniine

& Members 1 Total

USER « 51D LOCAL GROUP
ACME\acmeuser001 5-1-5-21-2826071149-1439806083-1568395554-1108 Backup Operators

Figure 8 Local Group members list

Creating a project
Best practices suggest that you create a new Project to manage the shares in
a collection of common values.
To create a new project
1. From the top menu, click Shares.

2. From the left pane, click the arrow next to Projects. The Projects
List opens.

3. Click the Add (+) button. The Create Project dialog opens.

4. In the Name box, type a name for this project. In our example, we
type ARX.

5. Click the Apply button.

Once you have created the Project, you need to set the default settings for
the project.

To set the default settings for the project

1. From the top menu, click Shares, and then click Projects in the sub
menu.

2. From the Project list, point your mouse at the project you just
created; a small pencil and trash can icon appear on the right. Click
the pencil to edit the project (see Figure 9).

A list of submenu options appear

© Projects 2 Total Q
NAME SIZE
ARX 442G mw
default 18K

Figure 9 List of Projects
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3. From the submenu bar, click General.
4. From the Inherited Properties section, in the Mountpoint box, type
the directory name. In our example, we type /export/arx.
5. Click Apply to commit the changes.
‘SUI'I TR Super-User@fi-ar.-7000-amay LOGOU

onriguration -
SHARES PROJECTS
[*1 Projects - ARX Shares General Protocols Access Snapshots Rep
pool-OiocaliARK REVERT A
@ ALL LOCAL ' REPLICA &
ARX S L
DATA USERS & GROUPS
default —y
Quota | 0|G ~ Useror Group = I—
Reservation | 0G =
Usage none
Inherited Properties
Mountpoint | Jexport/an
Read only |
Update access time on read /|
Non-blocking mandatory locking |
Data deduplication (warning) |
Data compression Off -
Checksum Fletcherd (Standard)  ~
Cache device usage All data and metadata -
Synchronous write bias Latency -
Database record size 128k ~
Additional replication Nommal (Single Copy) =
Virus scan ||
Prevent destruction |
Default Settings

FILESYSTEMS

User |nobody |

LUNS

Volume size oG ~

Figure 10 Project Inherited Properties

From the SMB section, in the Resource Name box, type a resource
name. This is the base name the SMB shares inherit. Notice under

If applicable, check the Enable Access-based Enumeration box.

From the submenu bar, click Access to define the ACL behaviors.
In our example, from the ACL inheritance behavior list, we select

6. From the submenu bar, click Protocols.
7.
the word SMB the URL is displayed.
8.
9. Click Apply to commit the changes.
10.
Do not inherit entries.
11. Click Apply to commit the changes.

F5® Deployment Guide



You have now specified the Project default values. These values are
inherited by each share created as a part of this project. These attributes can
be overridden within each share as needed.

Creating the CIFS shares for Oracle’s Sun ZFS Storage Applicance 7000

Series

The next step is to create the CIFS shares for the Sun ZFS Storage
Appliance. These shares are imported into the ARX managed volume later
in this guide. The shares are created within the context of the project we just

created.

To create the CIFS shares

1.
2.

From the top menu, click Shares.

From the left pane, click the arrow next to Projects. From the
Projects list, click the name of the project you created. In our
example, we click ARX.

Once selected the ARX project menu bar appears. The first item is
the list of shares. Initially this list is empty. The list reports the
Share name, Size is the amount of space used, and the actual mount
point within the Sun ZFS Storage Appliance internal file system.

Click the Add (+) button next to File Systems to add a new share.
The Create File System box opens.

In the Name box, type a name for this share. In our example, we
type share. Leave the rest of the values at the default setting.

Click the Apply button. The new share appears in the list.

Project | ARX [=]
Mame |share|

Data migration source None|2|

User |n0b0dy |

Group |0ther |

Permissions @
RWX RWX RWX
User Group Other

) Use Windows default permissions
Inherit mountpoint [¥]

Mountpoint
Reject non UTF-8 [
Case sensitivity | Mixed |Z|
MNormalization |MNone |Z|

Figure 11 Creating the File system
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The next step is to edit the root directory ACL.

To edit the root directory ACL

1.

Point your mouse at the Share you just created; a small pencil
appears on the right. Click the pencil to edit the share properties.

Click Protocols on the submenu bar.

In the root directory ACL section, point your mouse at the ACL
with the Type of Everyone; a small pencil appears. Click the pencil
to edit the ACL properties. The Edit ACL Entry dialog box opens.

In the Inheritance section, click a check in the Apply to Files and
Apply to Directories boxes.

[=]

[¥] Write

¥ Read DatalList Directory (r)

[¥| Execute File/Traverse Directory (x)
¥ Read Attributes (a)

¥ Read Extended Attributes (R)

¥ Admin

¥ Write Data/Add File (w)

1¥| Append Data/Add Subdirectory (p)
¥| Delete (d)

[¥] Delete Child (D)

[¥] Write Attributes (A)

[¥] Write Extended Attributes (W)

[C] Inheritance

[¥] Read ACL/Permissions (c)
[¥] Write ACL/Permissions (C)
[¥] Change Owner (o)

[¥] Apply to Files (f)
[¥] Apply to Directories (d)
[C] Do not apply to self (i)

[Z] Do nat apply past children (n)

Figure 12 Permissions and Inheritance settings

Click the OK button.
The next step is to define the access to this share.

Click the Access submenu

In the Root Directory ACL section, leave the ACL type Everyone
entry, and delete any other ACLs by hovering over the appropriate
row, clicking the Trashcan icon when it appears.

Make sure the Mode of the Everyone ACL is set to Allow.
The ACL should now look exactly like Figure 13.

Edit the ACL entry as in step 4 above, however, in this case, in the
Inheritance section, also check the Do Not Apply to self (i) box.

F5® Deployment Guide



& Root Directory ACL

TYPE

Everyone

TARGET ACCESS PERMISSIONS :
INHERITANCE
[~ not applicable Allow|[~] Full Control ) rwxpdDaRRWcCo: fdi-

Figure 13 Root Directory ACL Permissions and Inheritance settings

10. Click the Apply button.

Repeat these settings to create a /metadata share to be used by the ARX as
its metadata repository. Also repeat these steps for any other share you may
want to virtualize with the ARX.




Deploying the F5 ARX with Oracle’s Sun ZFS Storage Appliance 7000 Series for CIFS

Configuring the ARX device

In this section, we configure the ARX to access the Incumbent Storage, and
the Sun ZFS Storage Appliance. We create a CIFS namespace and add two
shares. We then incorporate the shares into a managed volume with a file
placement policy. As files age and are not modified for more than 30 days,
they are moved between the shares, depending upon the file last modified
time.

To configure the ARX, perform the following procedures:
* Creating the CIFS Namespace, on page 14

* Creating a Volume, on page 17

* Adding the root level share, on page 18

* Adding the root level share, on page 18

* Adding Oracle’s Sun ZFS Storage Appliance 7000 Series CIFS Share, on
page 20

* Creating the File Placement Policy, on page 21
* Creating the Virtual Service, on page 23

The main page of the ARX user interface is the Common Operations page.
Much of the following steps start from this page.

Creating the CIFS Namespace

The first task in configuring the ARX is to create the CIFS namespace.

To create the CIFS namespace

1. Open the ARX web-based Configuration utility, and in the left
navigation pane, click Common Operations.

2. Click the Create Namespace button. The Create Namespace wizard
opens.

3. In the Namespace name box, type a name. In our example, we type
Oracle_CIFS.
You can optionally type a description.

4. From the Protocol list, click the CIFS box, and then click Next.

This wizard creates a namespace that is a container for client access protocol(s)
and authentication configuration. It is also a container for one or more volume(s). ié
Enter the namespace name and select the protocol(s) for the namespace to use.

MNamespace name: |Orade_CIFS
Description (optional): [c1Fs Namespace for Oradle

Protocol(s): I~ wrsv2 I nrsvauoe | NFSva-TCe I¥icIFs

Figure 14 Configuring the Namespace
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5. From the CIFS authentication information screen, click the Use
NTLM box. Click the Add button to add an NTLM server.

Note: The Sun ZFS Storage Appliance does not support Kerberos,
do not select the Kerberos option.

a) In the NTLM Auth. Server Name box, type the Fully Qualified
Domain Name (FQDN) of the server.

b) In the IP address box, type the IP address of the server.

¢) In the Port box, type the appropriate port, or leave it at the
default setting: 25805.

d) In the Secure Agent password box, type the password. This is
the password assigned on the Domain Controller for the Secure
Agent application. Retype the password.

e) In the Windows Domain box, type the appropriate Windows
Domain.

f) Click Save. You return to the CIFS authentication page.

Create a new NTLM authentication server. i g_1
NTLM Auth. Server Name: |ACME.COM
IP Address: 10.60.112,10
Port: 25805
Secure Agent Password: |uuuu

Confirm Secure Agent Password: |uuuu

Windows Domain: |acme.c0m

Pre Win2k Domain: [acme]

Figure 15 Configuring an NTLM server

6. In the Proxy User section, click Add to add a proxy user. The ARX
uses the proxy user credentials in order to access the filer and
perform policy actions. This is the Active Directory user that was
assigned as the Backup Operator in the previous section.

a) In the Proxy User Name box, type the name. In our example, we
type acmeuser.

b) In the Proxy User Account box, type the proxy user account. In
our example, we type acmeuser(01.

¢) In the Proxy User Account Password, type the password.
Retype the password in the Confirm Proxy User Account
Password box.

d) In the Windows Domain and Pre Win2k Domain boxes, type
the appropriate Windows Domain. In our example, we type
acme.com and acme in the boxes (see Figure 16).
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e) Click the Save button. You return to the CIFS authentication
page.

Proxy Username |arx _proxy_user
Description: |

Proxy User Account |au:meuser001
Proxy User Account Password |uuuu

Confirm Proxy User Account Password |uuuu

Windows Domain |acme.c0m

Pre Win2k Domain [acme

Figure 16 Creating a new proxy user

7.
8.

On the CIFS authentication page, click the Next button.

Review the summary, and click the Finish button.
The namespace is created.

The CIFS Authentication details are complete.

Adding the External Filers

In this section we add the Sun ZFS Storage Appliance as an external filer
entry in the ARX. This entry is referenced later when we add the filer shares
to the managed volume.

To add the External Filers

1.
2.
3.

From the navigation pane, click File Servers.
Click the Add button. The Add File Server screen opens.

In the Name box, type a name for this File Server. In our example,
we type Oracle.

In the Primary IP Address box, type the primary IP address.

In the Secondary IP Address box, optionally type any secondary IP
addresses, and click the Add button. In our example, we do not
include any secondary IP addresses.

In the Description box, you can optionally type a description.

In the Ignore Directories (optional) box, type any snapshot
directories the ARX should ignore on the backend file shares, and
click the Add button.

Click the OK button.

Repeat this procedure for the Legacy storage platform. In our
example, we name this filer LegacyStorage.

F5® Deployment Guide



Creating a Volume

The backend filer CIFS shares are incorporated into an ARX Managed
Volume. File placement policy is managed at the volume level. The volume
attributes to be defined are namespace, volume name, description, CIFS
parameters, and the metadata store mount point.

In our example, we place the Volume Metadata onto the incumbent legacy
storage platform. FS recommends Metadata should be created on an NFS
export if one is available. Alternatively, a CIFS share could be used.

To create a volume on the ARX

1.
2.
3.

From the left navigation pane, click Common Operations.
Click the Create Volume button. The Create Volume wizard opens.

From the Namespace list, select the name of the namespace you
created in Creating the CIFS Namespace, on page 14.
In our example, we select Oracle_CIFS.

In the Volume name box, type the volume name. In our example,
we type /SMB. You can optionally add a description. See Figure 17.

Click the Next button.

This wizard creates a new managed volume in the selected namespace. Enter a _1
name for the new managed volume. i

MNamespace: | Orade_CIFS [=]
Volume name: [/smB
Description (optional): [sMB Volume from Oracle]

Figure 17 Creating a new Volume

10.

11.

From the Metadata file server protocol list, select an appropriate
protocol. In our example, we select CIFS.

From the Metadata file server list, select the file server you created
in Adding the External Filers, on page 16. In our example, we select
Oracle.

In the Metadata CIFS share/NFS path box, type the path. In our
example, we type /metadata. Click the Next button.

From the CIFS Parameters page, in the Auto-synchronization
section, click the Auto-synchronize box.

In the CIFS Attributes section, click the Auto-detect CIFS
attributes box. Click the Next button.

From the Volume Parameters page, in the Performance Tuning
section, from the VPU ID list, select Dynamic. Ensure the Auto
Reserve files box is checked.
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12.

13.

14.
15.

In the Import Conflict Resolution section, click the Files and
directories can be renamed during import and re-import. makes
the volume read write button.

In the Enable Volume section, click the Enable the volume when
finished button (see Figure 18).

Click the Next button.

Review the summary, and click Finish.

Set the volume parameters or accept the defaults. Set the maximum file count to )
the approximate number of files that will be in the volume. i )

Performance Tuning

Volume Group: | Dynamic E|

Maximum files:

¥ auto reserve files

Import Conflict Resolution

" Files and directories are not renamed during import. Makes the volume read only.

By default volumes are created Read-Only.

(Rename fies and rename directories showld also be set when adding shares to this volume,)

Shadow Target

I Make this volume a shadow-copy target.

Enable Volume

¥ Enable the volume when finished.

Figure 18 Configuring the volume parameters

Adding the root level share

The first file share we add is the root level share. This is the incumbent
legacy storage volumes with file content. The subsequent shares adapt to the
root volume permissions.

To add a root level share

1.
2.

From the left navigation pane, click Common Operations.
Click the Add Share button. The Add Share Wizard opens.

In the Share Name box, type a name for this Share. In our example,
we type Legacy Share.

From the Namespace list, select the name of the namespace you
created in Creating the CIFS Namespace, on page 14. In our
example, we select Oracle_CIFS.
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5. From the Volume list, select the name of the Volume you created in
Creating a Volume, on page 17. In our example, we select /CIFS.
Click the Next button.

imported into the volume. Enter the name of the share to add to the selected the

This wizard adds a share to a volume. Files and directories on the share will be _1
namespace and volume. £

Share name: |Legacy Share|

Replica Snapshot: r Replica snapshot share.
Mamespace: | Crade_CIFS E|
Volume: | [SMB [=]

Figure 19 Configuring the initial properties of the root level share.

6. From the File Server list, select the name of the file server you
created in step 9 of Adding the External Filers, on page 16. In our
example, we select LegacyStorage.

7. 1In the CIFS Share box, type the name of the CIFS share.
In our example, we type Content2.

8. In the Import Conflict Resolution section, check the Rename files
with naming collisions on import and Rename directories with
naming collisions on import boxes (see Figure 20).

9. Optional: You can select the ability for the ARX to take ownership
if the share is owned by another ARX by clicking the Allow this
switch to import this share, even if it’s owned by another Acopia
switch box.

10. Click the Next button.

11. Review the summary, and click the Finish button.
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Select the options you would like this share to have. i g_1

Share name: Legacy Share
Import Priority: 65535

Import Conflict Resolution

W Rename files with naming collisions on import.

W Rename directories with naming collisions on import.

r Synchronize directory attributes between shares on import.
I Disable the managed file system check on import.

Local Groups

I Share contains local groups

r Ignore SID errors

Enable Share

¥ Enable this share when finished.

Figure 20 File Server and Share name

Adding Oracle’s Sun ZFS Storage Appliance 7000 Series CIFS

Share

In this procedure, we add the Sun ZFS Storage Appliance share to the

volume.

To add the CIFS Shares to the volume
1.
2.
3.

From the left navigation pane, click Common Operations.
Click the Add Share button. The Add Share Wizard opens.

In the Share Name box, type a name for this Share. In our example,
we type Oracle_Share.

From the Namespace list, select the name of the namespace you
created in Creating the CIFS Namespace, on page 14. In our
example, we select Oracle_CIFS.

From the Volume list, select the name of the Volume you created in
Creating a Volume, on page 17. In our example, we select /SMB.
Click the Next button.

From the File Server list, select the name of the file server you
created in step 3 of Adding the root level share, on page 18. In our
example, we select Oracle.

In the CIFS Share box, type the name of the CIFS share.
In our example, we type share.

F5® Deployment Guide
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8. In the Import Conflict Resolution section, check the Rename files
with naming collisions on import, Rename directories with
naming collisions on import, and Synchronize directory
attributes between shares on import boxes.

9. Optional: You can select the ability for the ARX to take ownership
if the share is owned by another ARX by clicking the Allow this
switch to import this share, even if it’s owned by another Acopia
switch box.

10. Click the Next button.

11. Review the summary, and click the Finish button.

Select the options you would like this share to have. i g_1

Share name: Orade Share
Import Priority: 65535

Import Conflict Resolution

W Rename files with naming collisions on import.

W Rename directories with naming collisions on import.

v Synchronize directory attributes between shares on import.
I Disable the managed file system check on import.

Local Groups

I Share contains local groups

r Ignore SID errors

Enable Share

¥ Enable this share when finished.
low this switch to import this share, even if it is owned by another ARX.

Figure 21 File Server and share name

Creating the File Placement Policy

A placement policy rule is a policy assigned to a managed volume. It
facilitates file movement between backend file shares based on file
attributes. The files can be placed based on modified time, last access time,
file name, and applied as a scheduled event. The ARX periodically (on
schedule) scans the metadata store and checks for policy matches. If a match
is located, the ARX processes the rule and moves the file according to the
policy definition. Policy rule enumeration can be limited by a time of day
rule, and it can also restrict the total time a policy is allowed to process files.

In this example, we create a Policy rule to move files that have not been
modified for more than 30 days onto the Sun ZFS Storage Appliance. The
files are copied to the SMB share named share. The policy is enumerated
every 30 minutes.
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To create the file placement policy

1.
2.
3.

From the left navigation pane, click Common Operations.
Click the Tiered Storage button. The Tiered Storage Wizard opens.

In the Policy name prefix box, type a prefix. In our example, we
type 2-Tiers.

From the Namespace list, select the name of the namespace you
created in Creating the CIFS Namespace, on page 14. In our
example, we select Oracle_CIFS.

From the Managed volume list, select the name of the Volume you

created in Creating a Volume, on page 17. In our example, we select
/SMB.

From the Number of tiers list, select a number of tiers. In our
example we select 2.
Click the Next button.

For Tier 1, select the incumbent legacy storage file share you
created in Adding the root level share, on page 18. In our example,
we select Legacy Share. Click the Next button.

This wizard creates multiple policies to dynamically move files between tiers (i.e.

shares or share-farms) in a managed volume. Enter the policy name prefix which ~
will be used to prefix policy rule names. Select the namespace, managed volume, i /
and number of tiers for the policy.

Policy name prefix: |2-T|ers|

Mamespace: | Crade_CIFS E|
Managed volume: | [SMB E|
Mumber of tiers: | 2 [=]

Figure 22 Selecting the incumbent legacy storage file share

For Tier 2, select the name of the Sun ZFS Storage Appliance
Storage Share you created in Adding Oracle’s Sun ZFS Storage
Appliance 7000 Series CIFS Share, on page 20. In our example, we
select Oracle_Share.

Click the Next button.

The next step is to specify the criteria for moving files and the
schedule. Click the Add button to the right of Schedule to define the
schedule to be associated with the policy.

a) In the Schedule Name box, type a name for this schedule. In our
example, we type Oracle Schedule.

b) In the Start Time fields, you can specify a specific start time. In
our example, we leave the fields at the default.

c¢) In the Every box, type a number, and select a time period from
the list. In our example, we type 30, and select minutes from the
list.

F5® Deployment Guide
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d) The other fields are optional, configure as applicable for your
deployment.

e) Click the Save button. You return to the Tiered Storage Wizard.

10. From the Move files not list, select Modified. In the In the last
box, type a number and select a time period. In our example, we
type 30 and select days from the list. So files are moved if they have
not been modified for 30 days with the schedule defined in the
previous step.

11. From the Schedule list, select the name of the Schedule you just
created. In our example, we select Oracle Schedule.

12. In the Enable box, ensure the Enable this policy when finished box
is checked (see Figure 23).

13. Click the Next button.

14. Review the summary and then click the Finish button.

Select the criteria for moving files between tiers. Optionally select a fileset and/or
schedule for the policy. If an optional fileset is not selected, the default is to ié
evaluate all files.

Specify the criteria for moving files between Tier 1 and Tier 2:

Move files not | modified [+ ]  in the last 30 |days [=]

Schedule: |OradeScheduIe E| Add... l

Options

Fileset (optional): | - Mo filesets are defined - E| Add... l

W Generate reports

Enable

¥ Enable this policy when finished
I Enable tentative

Figure 23 File movement criteria

Creating the Virtual Service

The Virtual Service is how the ARX presents CIFS Shares to the network
clients. Clients send file requests through the Virtual Service and the ARX
proxies these requests to the appropriate backend filer.

To create the virtual service

1. From the navigation pane, click Virtual Services.
The Virtual Service Summary page opens.
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10.
11.

12.

13.
14.

Click the Add button. The Add Virtual Service Wizard opens.
Click the Create a new virtual service button.
a) In the Supported Protocols section, check the CIFS box.

a) In the Virtual service DNS name box, type the DNS name for
the virtual service. In our example, we type
oracle_smb.acme.com.

b) Ensure the Enable the virtual service when finished box is
checked.

c¢) In the Active Directory Domain Name box, type the AD
domain name. In our example, we type acme.com.

d) In the Pre Win2k Domain (optional) box, type the domain. In
our example, we type acme.

e) Click Next.

In the IP Address box, type the IP address of the VIP. In our
example, we type 10.10.10.1.

In the Subnet Mask box, type the appropriate subnet mask. In our
example, we type 255.255.255.0.

From the VLAN ID list, select the appropriate VLAN ID. In our
example, we select 1.

Click the Next button. The Virtual Service Exports screen opens.

From the Namespace list, select the name of the namespace you
created in Creating the CIFS Namespace, on page 14. In our
example, we select Oracle_CIFS.

From the Volume list, select the name of the Volume you created in
Creating a Volume, on page 17. In our example, we select /SMB.
Click the Next button.

In the Volume Path box, type the path. In our example, we type /.

In the Export Name box, type a name for the Export. In our
example, we type Oracle_Vip.

Configure the other options as applicable for your configuration,
and then click the Add Export button.

Click the Next button.

Review the attributes and confirm the creation of the Virtual Service
by clicking Finish.

F5® Deployment Guide
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You can review the Virtual Service by clicking Virtual Services from the
navigation pane. You should see the Admin state is enabled and the status is

Ready.

Virtual Service Summary

Click on & virtual service to view its details, or select a virtual service and dick on an action button.

Add... ] Remaove.. ] Edit... ] Enable ] Disable ] Join Domain... ] Sync... ]
| 8 Joomenneme i Jovors Joomomson — Jaamosite s
10.10.10.1 Mot Joined
i 1 Delegation: Unknown CIFS: Enabled CIFS: Ready

[T orade smb.acme.com 355 955,955,

Figure 24 Virtual Service Summary

You can also drill into the Virtual Service by clicking on the Domain Name.
The Export Summary displays. Notice the status is Online:

Export Summary

Select an export and dick on an action button,

virtual Service: | Al [=]

] Remove.. ] Edit.., ] Hide Subshares ]
o e S S [T
oracle_smb.acme. com
[~ orade_vip 10.10.10.1 CIFS Orade CIFS [SMB [SMEB

Figure 25 Viewing the Export Summary
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Storage Integration Verification

In this section, we verify the configuration is operating properly. We use a
test client to mount the Virtualized Volume as a drive letter. The incumbent
storage content will be visible.

Mount the Virtual Server CIFS share

The first step is to confirm the Virtual Service is operating properly. To do
this, from a Windows client, we map a network drive to the Virtual Service
Export. The export shows where files and directories reside on the backend
shares. Users cannot determine which of the three backend file shares the
files reside on because ARX has merged the files and directories into one
common virtual path.

To map a drive for Virtual Service CIFS share

1.
2.

From the XP client, open My Computer.

From the Tools menu, click Map Network Drive.
The Map Network Drive wizard opens.

From the Drive list, select an unused Drive letter.

In the Folder box, type the Virtual Service FQDN and export path.
In our example, we type oracle_smb.acme.com\Oracle_Vip.

If the client’s current user name is different than the Active
Directory user name, click the Connect using a different user
name link. Specify the user credentials, and then click OK. In our
example, we use the Proxy User we created in Defining the Local
Backup Operator, on page 8.

Click the Finish button. The drive is now mapped.

Map Network Drive [ %]

‘Windows can help you connect to a shared network Folder
and assign a drive letter to the connection so that you can
access the Folder using My Computer,

Specify the drive letter For the connection and the Folder
that you want to connect to:

Drrive: IS: j
Folder: Imb.acme.com'l,OracIe_Vip| j Browse. .. |

Example: Yiserverishare

V¥ Reconnect at logon

Connect using a different user name,

Sign up for orline storage or conneck ko &
network server,

< Back I Finish I Cancel

Figure 26 Mapping the Network Drive
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Verifying the Virtual Service Directory Contents

Microsoft Windows mounts the drive. The drive can be explored and the
following screen displays the file contents of the virtual service export. The
files and directories of all the External Filer shares within the Managed
volume are available through the Virtual Service CIFS share.

Address |58 01y b | Go
Mame Size | Twpe Date Modified
File and Folder Tasks A (3 193850 File Falder 9}29/2008 5:37 &M
9 Mike 2 new alder B_QS?D?S_. F?Ie Folder 9/19/2008 9:10 &M
[ Active Projects File Falder 10/8f2008 2:23 PM
%] E\ﬂSh this filder to the Ditp File Folder 10/2{2008 735 PM
L7150 Images File Folder 9/15/2005 4123 FM
[CIMsIbzfdz.tmp File Falder 9/29/2003 10:45 AM
Other Places [CMSThades kmp File Folder 9302008 §:57 aAM
[C3)MSId60a1 . kmp File Folder 9/30/2008 §:59 AM
i My CompLter [S)HewFiles File: Falder 4/3/2009 10:55 AM
@ MMy Documents () Test File Falder 352009 3:13 PM
ﬁa My Metwork Places | Yarious Conkent: File Falder 911712008 1:23 PM
foo LKE File 3(23/2009 2:33 PM

Details

Figure 27 Network Drive Mapping to the Virtual Service CIFS Share

Conclusion

This deployment guide demonstrated the way to integrate FS ARX platform
with the Sun ZFS Storage Appliance. The deployment enables the migration
of files from legacy storage platforms onto the Sun ZFS Storage Appliance.

For more information on configuring the F5 ARX, refer to the
documentation, available on Ask F5.
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