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Deploying the BIG-IP system v10 with Microsoft
Office SharePoint 2007

Welcome to the F5 and Microsoft® Office® SharePoint® 2007 Deployment
Guide. This guide contains step-by-step procedures for configuring the
BIG-IP system version 10.0 and later for Office SharePoint 2007, resulting
in a secure, fast and available deployment.

Microsoft Office SharePoint Server 2007 enables enterprises to develop an
intelligent portal that seamlessly connects users, teams, and knowledge so
that people can take advantage of relevant information across business
processes to help them work more efficiently.

New in version 10.0 of the BIG-IP system are Application Templates.
Application templates ease the process of configuring the BIG-IP system.
Instead of having to individually create each object that pertains to the type
of application traffic you want the BIG-IP system to manage, you can run an
application template. The application template automatically creates BIG-IP
system objects that are customized for that application. These objects can be
either local traffic objects, TMOS objects, or both.

You can also visit the Microsoft page of F5’s online developer community,
DevCentral, for Microsoft forums, solutions, blogs and more (requires free
registration): http://devcentral.f5.com/Default.aspx?tabid=89.

To provide feedback on this deployment guide or other F5 solution
documents, contact us at solutionsfeedback@f5.com.

Prerequisites and configuration notes

All of the procedures in this Deployment Guide are performed on the
BIG-IP system. The following are prerequisites for this solution:

+ All of the configuration procedures in this document are performed on F5
devices. For information on how to deploy or configure Microsoft Office
SharePoint 2007, consult the appropriate Microsoft documentation.

« For this deployment guide, the BIG-IP LTM system must be running
version 10.0 or later. If you are using a previous version of the BIG-IP
LTM system see the Deployment Guide index.

o If you are using the BIG-IP system to offload SSL, we assume you have
already obtained an SSL certificate and key, but it is not yet installed on
the BIG-IP LTM system. For more information, see SSL Certificates on
the BIG-IP system, on page 18.

& Important: When using the BIG-IP LTM system for SSL offload, for
each SharePoint Web Application that will be deployed behind LTM,
you must configure your SharePoint Alternate Access Mappings and
Zones allow users to access non-SSL sites through the SSL virtual server
and ensure correct rewriting of SharePoint site links. See Configuring
SharePoint Alternate Access Mappings to support SSL offload, on page
1-3.
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¢ While we strongly recommend using the application template, you can
manually configure the BIG-IP system. For more information, see
Manually configuring the BIG-IP LTM system with SharePoint 2007, on
page 2-1.

‘ Important

All local traffic objects that an application template creates reside in
administrative partition Common. Consequently, to use the application
templates feature, including viewing the Templates list screen, you must
have a user role assigned to your user account that allows you to view and
manage objects in partition Common.

Product versions and revision history

Product and versions tested for this deployment guide:

Product Tested Version Tested

BIG-IP System (LTM and WebAccelerator) 10.0, 10.1

Microsoft Office SharePoint SharePoint 2007

Revision history:

Version Description

1.0 New deployment guide

1.1 Added support for BIG-IP v10.1

1.2 Added optional procedure for enabling X-Forwarded-For on the

BIG-IP LTM, and the section Optional: Using X-Forwarded-For to
log the client IP address in IIS 7.0 and 7.5, on page 1-15 for
instructions on configuring 11S to log the client IP address.

1.3 - Modified the optional section on using X-Forwarded-For to log
the client IP address in IIS 7 and 7.5 to include installing the
Custom Logging service role, and steps for editing the 1IS Log
Definition to include the X-Forwarded-For header .

- Added instructions for configuring SharePoint Alternate Access
Mappings if offloading SSL on the BIG-IP system. (3-26-2012)

14 Added additional instructions to the Alternate Access Mappings
section for ensuring the search results are properly displayed for
HTTPS queries. (4-3-2012).
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Configuring SharePoint Alternate Access Mappings
to support SSL offload

If using the BIG-IP LTM system for SSL offload, for each SharePoint Web
Application that will be deployed behind LTM, you must configure your
SharePoint Alternate Access Mappings and Zones allow users to access
non-SSL sites through the BIG-IP LTM SSL virtual server and ensure
correct rewriting of SharePoint site links. For SSL offload, the Alternate
Access Mapping entries must have URLSs defined as https://<FQDN>,
where FQDN is the name associated in DNS with the appropriate Virtual
Server, and assigned to the SSL certificate within the Client SSL profile.

For each public URL to be deployed behind LTM, you must first modify the
URL protocol of the internal URL associated with that URL and zone from
http:// to https://: and then recreate the http:// URL. If you try to just add a
new URL for HTTPS, it will not function properly.

For more information, see
http://sharepoint.microsoft.com/blog/Pages/BlogPost.aspx?pID=804.

To configure SharePoint Alternate Access Mappings

1. From SharePoint Central Administration navigation pane, click
Application Management.

2. In the main pane, under Web Applications, click Configure
alternate access mappings.

3. From the Internal URL list, click the Internal URL corresponding
to the Public URL you want to be accessible through the BIG-IP
LTM.

The Edit Internal URLs page opens.

4. Inthe URL protocol, host and port box, change the protocol from
http:// to https://. You may want to make note of the URL for use

in step 7.
Edit Internal URL
URL protocol, host and port
Change the zone that thiz URL iz assocated with. |htt|:r5:ffsp2tl 10.fast.example.com/
Zone
I Default = I
Delete | oK Cancel

Figure 1.1 Editing the Internal URL

5. Click the OK button. You return to the Alternate Access Mappings
page.
6. On the Menu bar, click Add Internal URLs.
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Alternate Access Mapping Collection

Select an Alternate Access Mapping Collection.

Add Internal URL

Enter the protocol, host and port portion of any URL
that should be assodated with this resource.

In the URL protocol, host and port box, type the same internal
URL used in step 4, but use the http:// protocol. This allows access
to the non-SSL site from behind the LTM.

Alternate Access Mapping Collection: | SharePoint - sp2010.fast.tc.fSnet.com80 -

URL protocol, host and port

Ihttp:,-",-l’sp201.0.fast.e>camp|e.c:om|

Zone

IDEfauIt 'l

Save Cancel

Figure 1.2 Re-adding the HTTP Internal URL

10.

11.
12.
13.

14.

15.
16.

Click Save.
You must also add the new internal URL(s) to the list of Content
Sources of Search Administration.

From the navigation pane, click Application Management, and
then under Service Applications, click Manage service
applications.

Click the name of your Search Service application. In our example,
we are using Microsoft Fast Search Server, so the following
examples are based on Fast Search Server.

In the navigation pane, click Content Sources.
On the Menu bar, click New Content Source.

In the Name box, type a name. We type
https://sp2007.fast.example.com.

In the Start Addresses section, type the appropriate HTTPS URL. In
our example, we type https://sp2007.fast.example.com. All other
settings are optional.

Click the OK button (see Figure 1.3, on page 1-5).

Repeat this entire procedure for each public URL to be deployed
behind LTM.

F5® Deployment Guide



& SharePoint 2010 Central Administration » FAST Content SSA:

Administration
Search Administration

Farm Search
Administration

Crawling

Content Sources

Crawl Rules

Crawl Log

Server Name Mappings
Host Distribution Rules
File Types

Index Reset

Crawler Impact Rules

Reports

Administration Reports

e
Add Content Source <
Ilikelt Tags&
Notes
Use this page to add a content source,
* Indicates a required field
Name Name: *
Type & name to describe this content source. Ihttps:ffspED 10.fast.example.com
Content Source Type Select the type of content to be crawled:
Select what type of content will be crawled.
® SharePoint Sites
Mote: This cannot be changed after this content source is eated because other  Web Sites
settings depend on it ;
 File Shares
" Exchange Public Folders
 Line of Business Data
€ Custom Repository
Start Addresses Type start addresses below (one per ling): *
Type the URLs from which the search system should start crawling. https://sp2010.fast.example.com j

This indudes all SharePoint Server sites and Microsoft SharePaint Foundation sites,

Crawl Settings

Figure 1.3 Adding Content Source

, of

Example:
http://intranetsite

Select crawling behavior for all start addresses in this content

Displaying HTTPS SharePoint Search Results After Configuring Alternate
Access Mappings for SSL Offloading

After configuring Alternate Access Mappings in SharePoint 2010 to support
SSL offloading, you must perform the following procedure to ensure that
search results are properly displayed for https:// queries. The examples
below depict modifying the Content Search Service Application; however,
you must also perform these steps on your Query Search Service

Application.

To ensure HTTPS search results are displayed

1. From SharePoint Central Administration navigation pane, click
Application Management.

2. Under Service Applications, click Manage service applications.

3. From the Service Application list, click your Content SSA. If you
are using the default content SSA, this is “Regular Search”. If you
are using FAST Search, this is the name you gave the content SSA
(such as FAST Content SSA).
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4. From the navigation pane, under Crawling, click Index Reset.

5. Click the Reset Now button to reset all crawled content.

Reset all crawled content
Resetting the crawled content will erase the contentindex, After a reset, search results will not be available until crawls have been run,

Warning:

fou need to manually dear the content collection on the backend after you have reset all crawled content in this service application, and before starting any new
crawls,

The content index has already been fed into a content collection on the FAST Search for SharePoint backend. You must dear the content from this spedific content
collection on the backend to ensure data remaing in sync. To do this, use PowerShell commandlets, Load the Microsoft,FASTSearch.Powershell snapin and use the
command Clear-FASTSearchContentCollection. Note that this is ireversible. Ensure that you dear the same collection as used by this service application.

Reset Mow Cancel

Figure 1.4 Resetting the crawled content

Return to your Content SSA (repeat steps 1-3).
From the navigation pane, under Crawling, click Content Sources.

Click the content source for which you just reset the search index.

¥ ® =N o

From the Edit Content Source page, in the Start Full Crawl section,
check the Start full crawl of this content source box and then click
the OK button.

Select what the priority of this content source should be, The Crawl system wil FTIONTY | NOTMa | kg

prioritize the processing of "High' priority content sources over ‘Mormal’ priority content
sources

Start Full Crawl

Select "Start full crawl of this content source™ and dick "OK” to start a full crawl of this
content source.

Start full crawl of this content source

Figure 1.5 Starting a full crawl of the content source

When the crawl is complete, users should receive https:// addresses in their
search query results.

F5® Deployment Guide 1-6



Configuration example

The BIG-IP system provides intelligent traffic management and high
availability for Microsoft Office SharePoint Server 2007 deployments.

Firewalls

BIG-IP Local Traffic Manager

with the WebAccelerator

=( = Application Servers
[=]| (running various SharePoint
L] 2007 Services

SharePoint 2007
Web Servers

000

SQL Database
(Configuration Database)

Figure 1.6 Logical configuration example
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Configuring the BIG-IP system for SharePoint

You can use the new Application Template feature on the BIG-IP system, to
efficiently configure a set of objects corresponding to Microsoft Office
SharePoint. The template uses a set of wizard-like screens that query for
information and then creates the required objects. At the end of the template
configuration process, the system presents a list of the objects created and a
description for how each object interacts with the application.

‘ Note

Depending on which modules are licensed on your BIG-IP system, some of
the options in the template may not appear.

Running the Microsoft SharePoint application template

To run the SharePoint application template, use the following procedure.

To run the Microsoft SharePoint application template

1.

Verify that your current administrative partition is set to Common.
The Partition list is in the upper right corner.

On the Main tab, expand Templates and Wizards, and then click
Templates. The Templates screen opens, displaying a list of
templates.

In the Application column, click Microsoft SharePoint. The
SharePoint application template opens.

In the Virtual Server Questions section, complete the following:

a) You can type a unique prefix for your SharePoint objects that the
template will create. In our example, we leave this setting at the
default, my_sharepoint.

b) Enter the IP address for this virtual server. The system creates a
virtual server named <prefix from step a>_virtual_server. In
our example, we type 192.168.13.111.

c) If the servers can communicate with the clients using a route
through the BIG-IP system to deliver response data to the client,
select Yes from the list. In this case, the BIG-IP does not
translate the client’s source address.

If the BIG-IP system should translate the client’s source address
to an address configured on the BIG-IP system, leave the list at
the default setting, No. Selecting No means the BIG-IP system
will use SNAT automap. See the Online Help for more
information.

In our example, we leave this at the default setting: No.

F5® Deployment Guide



Templates and Wizards - Templates »» microsofi_sharepoint

Microsoft SharePoint Template

telcome to the Microsoft SharePoint Template. This wizard will create a complete
configuration optimized for managing Microsoft SharePoint traffic.

Virtual Server Questions

Lnigue prefix name for all

ohjects that will be created by I my_sharepoint

this template®

Wihat IP Address do you want to

use for this Microsoft I 19216813111

SharePuoint virtual server?

Do the Microsoft ShareP oint

setvers have a route backta

application clients via this BIG-IP [no =]

system®

Figure 1.7 Running the Microsoft SharePoint application template

5. Inthe SSL Offload section, complete the following

a) if you are not using the BIG-IP system to offload SSL, leave this
setting at the default, No. Continue with Step 6.

If you are using the BIG-IP system to offload SSL from the
SharePoint devices, select Yes from the list.

The SSL options appear, including a note about configuring
SharePoint Alternate Mappings and Zones (see the Configuration
utility, or Figure 1.8 for the exact text). You can find more
information at
http://blogs.msdn.com/sharepoint/archive/2007/03/06/what-eve
ry-sharepoint-administrator-needs-to-know-about-alternate-ac
cess-mappings-part-1.aspx

b) From the Certificate list, select the appropriate certificate you
want to use for this deployment. If you plan to use a third party
certificate, but have not yet installed it on the BIG-IP system, see
SSL Certificates on the BIG-IP system, on page 1-18.

c) From the Key list, select the appropriate key for the certificate. If
you have not yet installed the key on the BIG-IP system, see SSL
Certificates on the BIG-IP system, on page 1-18.

For information on generating certificates, or using the BIG-IP
LTM to generate a request for a new certificate and key from a
certificate authority, see the Managing SSL Traffic chapter in
the Configuration Guide for Local Traffic Management.
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SSL Offload Questions

Do you want the BIG-IP system
to offload S5L fram the
Microsoft SharePoint servers?

About S5L Offload:

Cetificate to authenticate the
server? (rou may need to
import a cedificate befare
deploying this Template.)

Key used for encryption? {You

may need to impart a key before

deploying this Template.)

IYes 'I

When using the BIG-IF LTM systemn for S50 offload, for each SharePoint Web Application
thatwill be deploved behind LTM, configure your SharePoint Alternate Access Mappings
and Zones according to the Microsoft documentation. For S50 offload, the Alternate Access
Mapping entries must have URLs defined as hitpsi=FQDM=, where FQDM is the name
associated in DMS with the appropriate Yirual Server, and assigned to the S5L cedificate
chaosen below. Mare infarmation can be found here.

I sharepoint-ssl 'l

sharepoint-ssl i

Figure 1.8 Configuring the BIG-IP system for SSL Offload

6. In
a)

b)

¢

d

e)

the Load Balancing Questions section, complete the following:

From the Load Balancing Method list, select an appropriate load
balancing method. In our example, we leave this setting at the
default, Least Connections (member).

Next, add each of the SharePoint devices that are a part of this
deployment.

In the Address box, type the IP address of the first SharePoint
server. In our example, we type 10.132.82.101.

In the Service Port box, type the appropriate port, or select it
from the list. In our example, we select HTTP from the list.
Click the Add button. Repeat this step for each of the SharePoint
devices.

Next, type a number of seconds that the BIG-IP system issues the
health check. In our example, we leave this at the default level,
30.

If you have a specific HTTP request you would like to add to the
health check, type it in the box after GET /. This is optional.
Note that HTTP 1.1 headers are added to the GET by default.

Select the HTTP version that the SharePoint servers expect
clients to use. In our example, we select Version 1.1.

A new row appears asking for the fully qualified DNS name
(FQDN) that clients use to access SharePoint. In the box, type the
FQDN for your SharePoint deployment. Note that this FQDN
should resolve to the virtual server on the BIG-IP system. In our
example, we type sharepoint.siterequest.com.

If you entered an HTTP request in step d, and want to enter a
response string, type it here. This is optional.

F5® Deployment Guide
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Load Balancing Questions

Which load balancing method " -
would yau like to use? Least Connections {member) J
Address: | 1013282105
Senice Port: I a0 |Se|ect... j
Flease add the servers that will ol
comprise this vitual server ithe R Pl 1043282101 80 ;I
virtual will not be available until | {59 pq 1013282102 20
at least ane server is added): R P 1043282103 80
R:1 P11 10.132.82.104 :80
F:1 P11 10.132.82.105:80 ;l

EditI Deleta |
How often should each
Microsoft SharePoint server's I 30 seconds

health be checked?

GET /
HTTP request that should be
sentto check server health?
(HTTF 1.1 headers will be
autormatically added.)

Wihat HTTF version do your

Microsoft SharePaoint servers IVersion 11 'l

expect clients to use?

Fully qualified DME name HTTF

1.1 clients are expected to use lﬁ
to access the Microsoft sharepoint siterec

SharePaint?

String that should be contained
within the health check
response for the server to be
considered healthy?

Figure 1.9 Configuring the Load Balancing options

7. In the Protocol and Security Questions section, complete the
following

a) If most clients will be connecting to the virtual server from a
WAN, select WAN from the list. If most clients will be
connecting from a LAN, select LAN from the list.

This option determines the profile settings that control the
behavior of a particular type of network traffic, such as HTTP
connections.

b) If you want to use the WebAccelerator module to accelerate the
SharePoint traffic, select Yes from the list. If you do not want to
use the WebAccelerator, select No. This option does not appear if
you do not have the WebAccelerator module licensed. The
WebAccelerator module can significantly improve performance
for SharePoint deployments.

c¢) If you want to use the Application Security Manager to secure the
SharePoint traffic, select Yes from the list. If you do not want to
use the Application Security Manager, select No. This option
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does not appear if you do not have the Application Security
Manager (ASM) licensed. For more information, see the online
help or the BIG-IP ASM documentation.

d) If you are using the Application Security Manager, from the
Language Encoding list, select the appropriate language. In our
example, we leave this at the default, Unicode (utf-8).

e) If you are using the WebAccelerator module, in the Host box,
type the fully qualified DNS name (FQDN) that your users will
use to access the SharePoint deployment (the WebAccelerator
application object’s Requested Hosts field). Click the Add
button. If you have additional host names, type each one in the
Host box, followed by clicking the Add button.

In our example, we type sharepoint.siterequest.com and click
the Add button.

Protocol Optimization and Security Questions

Will clients be connecting to this

virtual server primarily owver a IWAN 'l

LAM OF 3 WAN?

Winuld vou like to use the Weh
Accelerator module to accelerate IYes 'I
your Microsoft SharePaint traffic?

WWinuld you like to use the

Application Security Manager I—_,v
rmodule to secure your Microsoft Yes
SharePoint traffic?

Application Security Manager's policy enforcement mode will be setto transparent. In this
About ASM transparent mode: mode, violations will be logged but not blocked. Before changing the mode to hlocking,
please review the log results and adjust the policy for your deployment if necessary.

What language encoding does

wour application use? |Un|code {utf-8) j

Host: | sharepoint.siterequest.com

Add

Flease enter the fully gqualified -
DMS names your end users will | AelelEaOgsliEl =M=t eyl
use to access the Microsoft

SharePaint Virual Server (e.q.,

sharepoint.f.com).

Deletel
Cancell Finished|

Figure 1.10 Configuring the Protocol and Security options

8. Click the Finished button.

After clicking Finished, the BIG-IP system creates the relevant objects. You
see a summary screen that contains a list of all the objects that were created.

F5® Deployment Guide I-12



Creating the OneConnect profile

One profile we recommend using for Microsoft SharePoint that is not yet
part of the Application template is the OneConnect profile. With
OneConnect enabled, client requests can utilize existing, server-side
connections, thus reducing the number of server-side connections that a
server must open to service those requests. This can provide significant
performance improvements for SharePoint implementations. For more
information on OneConnect, see the BIG-IP LTM documentation.

In our example, we leave all the options at their default settings. You can
configure these options as appropriate for your network.

In this section, we first create the OneConnect profile, then associate it with
the virtual servers that were created by the Application template.

To create a new OneConnect profile

1. On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

2. On the Menu bar, from the Other menu, click OneConnect.
The Persistence Profiles screen opens.

3. In the upper right portion of the screen, click the Create button.
The New HTTP Profile screen opens.

4. Inthe Name box, type a name for this profile. In our example, we
type sharepoint-oneconnect.

5. From the Parent Profile list, ensure that oneconnect is selected.

6. Modify any of the other settings as applicable for your network. In
our example, we leave the settings at their default levels.

7. Click the Finished button.

The next task is to associate the OneConnect profile you just created with
the virtual server(s) that were created by the Application Template. If you
are not using the BIG-IP system to offload SSL, there is only one virtual
server to modify; if you are offloading SSL, there are two.

To modify the existing SharePoint virtual server

1. On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

2. From the Virtual Server list, find the HTTP virtual server that
begins with the prefix you specified in step 4a. In our example, we
left the prefix at the default, so we click
my_sharepoint-virtual_server.

3. In the Configuration section, from the OneConnect Profile list,
select the name of the profile you just created. In our example, we
select sharepoint-oneconnect.

4. Click the Update button.

I-13
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Configuration: | Advanced

Type
Protocal
Protacal Profile (Client)

Protocol Profile (Server)

T

| standard =l

| my_sharepoint_wan-optimized_tep_prafile = |

| (Use Client Profile) |

CneConnect Profile

|sharepoint—0neconnect j

MTLW Cann Pool

HTTF Profile

|N0ne "l

| microsoft_sharepoint_https_http-acceleration_shared_http j

Figure 1.11 Updating the virtual server to use the OneConnect profile

If you are using the BIG-IP system to offload SSL, repeat this procedure,
but in step 2 select the HTTPS virtual server (it includes both the prefix you
specified earlier, and is followed by _https_). In our example, we click
my_sharepoint_https_virtual_server, and add our OneConnect profile.

This concludes the BIG-IP system configuration for Microsoft Office

SharePoint 2007.

F5® Deployment Guide
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Optional: Using X-Forwarded-For to log the client IP
address in IIS 7.0 and 7.5

When you configure BIG-IP LTM to use SNAT, the BIG-IP system replaces
the source IP address of an incoming connection with its local self IP
address (in the case of SNAT Automap), or an address you have configured
in a SNAT pool. As a result, Microsoft IIS logs each connection with its
assigned SNAT address, rather than the address of the client. By configuring
an HTTP profile on the BIG-IP to insert an X-Forwarded-For header, the
original client IP address is sent as well; however, in default IIS
configuration, this information is not logged.

Beginning with IIS 7, Microsoft provides an optional Advanced Logging
Feature for IIS that allows you to define custom log definitions that can
capture additional information such as the client IP address included in the
X-Forwarded-For header.

You must first enable X-Forwarded-For in the BIG-IP HTTP profile, and
then add the log field to IIS.

Modifying the HTTP profile to enable X-Forwarded-For

The first task is to modify the HTTP profile created by the application
template to enable the X-Forwarded-For header.

To modify the HTTP profile
1. On the Main tab, expand Local Traffic, and then click Profiles.

2. From the HTTP profile list, select the profile created by the
template. It is one of the following:
microsoft_sharepoint_http-wan-optimized-caching_shared_http
microsoft_sharepoint_http-lan-optimized-caching_shared_http.

3. In the Settings section, on the Insert X-Forwarded-For row, click
the Custom box. From the list, select Enabled.

4. Click the Update button.

Deploying the Custom Logging role service

The next task is to deploy the Custom Logging role service. If you do not
deploy this role service, you may receive a "Feature not supported" error
when trying to edit the log definition in the next section.

To deploy the Custom Logging role service

1. From your Windows Server 2008 or Windows Server 2008 R2
device, open Server Manager.

2. In the Navigation pane, expand Roles.

3. Right-click Web Server, and then click Add Role Services.

I -15
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Under Health and Diagnostics, check the box for Custom Logging,
and then click the Next button.

On the Confirmation page, click Install.

After the service has successfully installed, click the Close button.

Adding the X-Forwarded-For log field to IS

Before beginning the following procedure, you must have installed IIS
Advanced Logging. For installation instructions, see
http://www.iis.net/community/files/media/advancedlogging readme.htm

’ Note

If you are using IIS version 6, F5 has a downloadable ISAPI filter that
performs a similar function to the Advanced Logging Feature discussed
here. For information on that solution, see the DevCentral post at
http://devcentral f5.com/weblogs/Joe/archive/2009/08/19/x_forwarded_for

log_filter for windows servers.aspx

To add the X-Forwarded-For log field to IS

1.

10.

From your Windows Server 2008 or Windows Server 2008 R2
device, open the Internet Information Services (IIS) Manager.

From the Connections navigation pane, click the appropriate server,
web site, or directory on which you are configuring Advanced
Logging. The Home page appears in the main panel.

From the Home page, under IIS, double-click Advanced Logging.
From the Actions pane on the right, click Edit Logging Fields.

From the Edit Logging Fields dialog box, click the Add Field
button, and then complete the following:

a) In the Field ID box, type X-Forwarded-For.

b) From the Category list, select Default.

c¢) From the Source Type list, select Request Header.
d) In the Source Name box, type X-Forwarded-For.

e) Click the OK button in the Add Logging Field box, and then
click the OK button in the Edit Logging Fields box.

Click a Log Definition to select it. By default, there is only one:
% COMPUTERNAME%-Server. The log definition you select must
have a status of Enabled.

From the Actions pane on the right, click Edit Log Definition.

Click the Select Fields button, and then check the box for the
X-Forwarded-For logging field.

Click the OK button.
From the Actions pane, click Apply.
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11. Click Return To Advanced Logging.
12. In the Actions pane, click Enable Advanced Logging.

Now, when you look at the logs, the client IP address is included.
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SSL Certificates on the BIG-IP system

Before you can enable the BIG-IP LTM system to act as an SSL proxy, you
must install a SSL certificate on the virtual server that you wish to use for
SharePoint connections on the BIG-IP LTM device. For this Deployment
Guide, we assume that you already have obtained an SSL certificate, but it is
not yet installed on the BIG-IP LTM system. For information on generating
certificates, or using the BIG-IP LTM to generate a request for a new
certificate and key from a certificate authority, see the Managing SSL
Traffic chapter in the Configuration Guide for Local Traffic Management.

Importing keys and certificates

Once you have obtained a certificate, you can import this certificate into the
BIG-IP LTM system using the Configuration utility. By importing a
certificate or archive into the Configuration utility, you ease the task of
managing that certificate or archive. You can use the Import SSL
Certificates and Keys screen only when the certificate you are importing is
in Privacy Enhanced Mail (PEM) format.

To import a key or certificate

1. On the Main tab, expand Local Traffic.

2. Click SSL Certificates. The list of existing certificates displays.
3. In the upper right corner of the screen, click Import.
4

. From the Import Type list, select the type of import (Certificate or
Key).

5. In the Certificate (or Key) Name box, type a unique name for the
certificate or key.

6. In the Certificate (or Key) Source box, choose to either upload the
file or paste the text.

7. Click Import.

If you imported the certificate, repeat this procedure for the key.
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Manually Configuring the BIG-IP LTM vI0
with Microsoft Office SharePoint 2007

* Creating the HTTP health monitor
* Creating the pool

* Creating profiles

* Creating the HTTP virtual server

* Creating a default SNAT

* Configuring the BIG-IP LTM system for Microsoft
Office SharePoint Server 2007 using SSL



Manually configuring the BIG-IP LTM system with
SharePoint 2007

While we recommend using the application template, if you prefer to
manually configure the BIG-IP LTM system rather than use the application
template, perform the following procedures.

Creating the HTTP health monitor

The first step is to set up health monitors for the SharePoint devices. This
procedure is optional, but very strongly recommended. For this
configuration, we use an HTTP monitor, which checks nodes (IP address
and port combinations), and can be configured to use send and recv
statements in an attempt to retrieve explicit content from nodes.

To configure a health monitor from the BIG-IP
Configuration utility

1.

On the Main tab, expand Local Traffic, and then click Monitors.
The Monitors screen opens.

Click the Create button.
The New Monitor screen opens.

In the Name box, type a name for the Monitor.
In our example, we type SPSHTTP_monitor.

From the Type list, select http.

In the Configuration section, in the Interval and Timeout boxes,
type an Interval and Timeout. We recommend at least a 1:3 +1 ratio
between the interval and the timeout. In our example, we use a
Interval of 30 and a Timeout of 91.

In the Send String box, type a string. In our example, we type GET
/ HTTP/1.1 to request the default page at the root level. You can
modify this string to request a different resource or otherwise
modify it as appropriate for your environment; however, in all cases,
the Send String must be a valid HTTP request.

In the Receive String box, you can type an optional Receive string.

Click the Finished button. The monitor is added to the Monitor list.
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Local Traffic »» Monitors »» New Monitor...

General Properties

Marme | SPSHTTP_manitar
Type HTTP =
Impont Settings | http 4

Configuration: I Basic :l'
Interval I a0 seconds
Timeout I 91 seconds

GET / HTTP/L.1

Send String

Receive String

User Mame I
Password I

Reverse  ves & g

Transparent C ves & g

Cancel | Repeatl Finished I

Figure 2.1 Creating the HTTP Monitor

Creating the pool

The next step in this configuration is to create a pool on the BIG-IP system.
A BIG-IP pool is a set of devices grouped together to receive traffic
according to a load balancing method. In this configuration, we create one
pool for the SharePoint devices.

To create the SharePoint pool

1. On the Main tab, expand Local Traffic, and then click Pools.
The Pool screen opens.

2. In the upper right portion of the screen, click the Create button.
The New Pool screen opens.

Note: For more (optional) pool configuration settings, from the
Configuration list, select Advanced. Configure these settings as
applicable for your network.

3. In the Name box, enter a name for your pool.
In our example, we use SPSServers.
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4. In the Health Monitors section, select the name of the monitor you
created in the Creating the HTTP health monitor section, and click
the Add (<<) button. In our example, we select
SPSHTTP_monitor.

5. From the Load Balancing Method list, choose your preferred load
balancing method (different load balancing methods may yield
optimal results for a particular network).

In our example, we select Least Connections (member).

6. For this pool, we leave the Priority Group Activation Disabled.

7. Inthe New Members section, make sure the New Address option
button is selected.

8. In the Address box, add the first server to the pool. In our example,
we type 10.10.100.151.

9. In the Service Port box, type the service number you want to use
for this device, or specify a service by choosing a service name from
the list.

In our example, we type 80.

10. Click the Add button to add the member to the list.

11. Repeat steps 9-11 for each server you want to add to the pool.
In our example, we repeat these steps once for the remaining server,
10.10.100.152.

12. Click the Finished button (see Figure 2.2).

Configuration: I Basic j‘

I Mame I SPSServers

Active Available

Health Monitars il
2]

gateway_icmp
hitp

httpz
hitps_443

tcp

Resources

Load Balancing Method I Least Connections [node) ;I
Priority Group Activation I Disabled hd I

& New Address ' Mode List
Address: | 1010.100.152
Service Port: I 20 I HTTF ;I
Add

F:1 P71 10.10.100.151 :80
R:1 P11 1010100152 :80

Mewy Members

Edit | Delete |

Cancel | Repeat | Finizhed I

Figure 2.2 Adding the SharePoint server pool
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Creating profiles

BIG-IP version 9.0 and later use profiles. A profile is an object that contains
user-configurable settings, with default values, for controlling the behavior
of a particular type of network traffic, such as HTTP connections. Using
profiles enhances your control over managing network traffic, and makes
traffic-management tasks easier and more efficient.

Although it is possible to use the default profiles, we strongly recommend
you create new profiles based on the default parent profiles. Creating new
profiles allows you to easily modify the profile settings specific to this
deployment, and ensures you do not accidentally overwrite the default
profile.

Creating an HTTP profile

The first new profile we create is an HTTP profile. In the following
example, we base our HTTP profile off of the http-acceleration parent
profile, as we are using the WebAccelerator. If you are not using the
WebAccelerator, we recommend using the
http-wan-optimized-compression-caching parent. There are a couple
modifications to make no matter which profile you are using.

There are a couple of caveats for using this profile:

o If you are not terminating SSL (HTTPS) connections on the BIG-IP
LTM, you must leave the Redirect Rewrite option at None (the default
setting). Redirect Rewrite is meant to capture HTTP 3XX redirects and
rewrite them to use HTTPS. See Step 5 in the following procedure.

¢ You must have Compression and RAM Cache licensed on your BIG-IP
LTM system. Contact your Sales Representative for more information.

’ Note

The following procedure shows one way to optimize the Microsoft
SharePoint 2007 configuration that has been tested in real-world scenarios
by F5, and shown to give the greatest improvement. These procedures and
the specific values given in some steps should be used as guidelines, modify
them as applicable to your configuration.

To create a new HTTP profile

1. On the Main tab, expand Local Traffic, and then click Profiles. The
HTTP Profiles screen opens.

2. In the upper right portion of the screen, click the Create button.
The New HTTP Profile screen opens.

3. In the Name box, type a name for this profile. In our example, we
type SPS_HTTP_opt.

4. From the Parent Profile list, select http-acceleration if you are
using the WebAccelerator. If not, select
http-wan-optimized-compression-caching.
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5. If you intend to terminate SSL (HTTPS) connections on the BIG-IP
LTM, in the Settings section, check the Custom box for Redirect
Rewrite, and from the Redirect Rewrite list, select Matching.
Otherwise, leave this at the default setting (None).

6. Optional: If you want to enable the X-Forwarded-For header for
accurate logging, check the Custom box for Insert
X-Forwarded-For, and from the list, select Enabled. See Optional:
Using X-Forwarded-For to log the client IP address in I1S 7.0 and
7.5, on page 1-15 for detailed information, including modifications
to IIS to accurately log the client IP address.

7. In the Compression section, check the Custom box for
Compression, and from the Compression list, select Enabled.

8. In the RAM Cache section, check the Custom box for URI
Caching, and leave URI List selected.

9. From the URI List section, in the URI box, type /_layouts/images/*
and click the Include button. This ensures that all of the layout
images are cached on the BIG-IP LTM system.

URI Caching I LRI List... 'I v

URI: I {_leyoutsfimages®

Fin | Include | Exclude |
Pin List
=
=
Include List
URI List |
[
Exclude List
=l
=
Edit | Delete |
Innnre Headars [all | r

Figure 2.3 Adding the image directory to the RAM cache URI include list.

10. Modify any of the other settings as applicable for your network.
11. Click the Finished button.

Creating the TCP profiles

The next profiles we create are the TCP profiles. If most of the Microsoft
SharePoint users are accessing the devices via a Local Area Network, we
recommend using the tcp-lan-optimized (for server-side TCP connections)
parent profile. If the majority of the users are accessing the system from
remote or home offices, we recommend using an additional TCP profile,
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called tcp-wan-optimized (for client side TCP connections). In our
example, we leave these profiles at their default levels; you can configure
any of the options as applicable for your network.

Creating the LAN optimized TCP profile

First we configure the LAN optimized profile. If you do not want to use this
optimized profile, you can choose the default TCP parent profile.

To create a new TCP profile

1.

On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

On the Menu bar, from the Protocol menu, click tep.

In the upper right portion of the screen, click the Create button.
The New TCP Profile screen opens.

In the Name box, type a name for this profile. In our example, we
type SPS-tcp-lan.

From the Parent Profile list, select tcp-lan-optimized.

Modify any of the settings as applicable for your network. In our
example, we leave the settings at their default levels.

Click the Finished button.

Creating the WAN optimized TCP profile

Now we configure the WAN optimized profile. Remember, if most of the
users are accessing the system over the LAN or other low latency links, you
do not need to create this profile.

To create a new TCP WAN optimized profile

1.

On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

On the Menu bar, from the Protocol menu, click tep.

In the upper right portion of the screen, click the Create button.
The New TCP Profile screen opens.

In the Name box, type a name for this profile. In our example, we
type SPS-tcp-wan.

From the Parent Profile list, select tcp-wan-optimized.

Modify any of the settings as applicable for your network. In our
example, we leave the settings at their default levels.

Click the Finished button.
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Creating a cookie persistence profile

The final profile we create is a Cookie Persistence profile. We recommend
using the default cookie method for this profile (HTTP cookie insert), but
you can change other settings, such as specifying a cookie expiration.

To create a new cookie persistence profile

1. On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

2. On the Menu bar, click Persistence.
The Persistence Profiles screen opens.

3. In the upper right portion of the screen, click the Create button.
The New Persistence Profile screen opens.

4. Inthe Name box, type a name for this profile. In our example, we
type SPSCookie.

5. From the Persistence Type list, select Cookie.
The configuration options for cookie persistence appear.

6. Modity any of the settings as applicable for your network.
7. Click the Finished button.

For more information on creating or modifying profiles, or applying profiles
in general, see the BIG-IP documentation.

Creating the OneConnect profile

The final profile we create is a OneConnect™ profile. With OneConnect
enabled, client requests can utilize existing, server-side connections, thus
reducing the number of server-side connections that a server must open to
service those requests. This can provide significant performance
improvements for SharePoint implementations. For more information on
OneConnect, see the BIG-IP LTM documentation.

In our example, we leave all the options at their default settings. You can
configure these options as appropriate for your network.

To create a new OneConnect profile

1. On the Main tab, expand Local Traffic, and then click Profiles.
The HTTP Profiles screen opens.

2. On the Menu bar, from the Other menu, click OneConnect.
The Persistence Profiles screen opens.

3. In the upper right portion of the screen, click the Create button.
The New HTTP Profile screen opens.

4. Inthe Name box, type a name for this profile. In our example, we
type sharepoint-oneconnect.

5. From the Parent Profile list, ensure that oneconnect is selected.
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6. Modify any of the other settings as applicable for your network. In
our example, we leave the settings at their default levels.

7. Click the Finished button.

Creating the HTTP virtual server

Next, we configure a HTTP virtual server that references the profiles and
pool you created in the preceding procedures.

To create the virtual server

1. On the Main tab, expand Local Traffic, and then click Virtual
Servers.
The Virtual Servers screen opens.

2. In the upper right portion of the screen, click the Create button.
The New Virtual Server screen opens.

3. In the Name box, type a name for this virtual server. In our
example, we type SPS_virtual.

4. In the Destination section, select the Host option button.

5. In the Address box, type the IP address of this virtual server. In our
example, we use 192.168.104.147.

6. In the Service Port box, type 80 or select HTTP from the list.

Local Traffic »» Virtual Servers . New Virtual Server...

General Properties

Marme | sPS_vinual
o Type: & Host © Metwark
Destination
Address: | 192.168.104.147
Senice Port | 80 HITE u

State IEnabIed 'l

Figure 2.4 Adding the SharePoint virtual server

7. From the Configuration list, select Advanced.
The Advanced configuration options appear.

8. Leave the Type list at the default setting: Standard.
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10.

11.

12.

13.

14.

From the Protocol Profile (Client) list select the name of the
profile you created in the Creating the WAN optimized TCP profile
section. If you did not create a WAN optimized profile, select the
LAN optimized profile as in the following Step. In our example, we
select SPS-tcp-wan.

From the Protocol Profile (Server) list, select the name of the
profile you created in the Creating the LAN optimized TCP profile
section. In our example, we select SPS-tcp-lan.

From the OneConnect Profile list, select the profile you created in
Creating the OneConnect profile. In our example, we select
sharepoint-oneconnect.

From the HTTP Profile list, select the profile you created in the

Creating an HTTP profile section. In our example, we select
SPSHTTP.

In the Resources section, from the Default Pool list, select the pool
you created in the Creating the pool section. In our example, we
select SPSServers.

From the Default Persistence Profile list, select the persistence
profile you created in the Creating a cookie persistence profile
section. In our example, we select SPSCookie.

Resources
Erabled Available
_ayz_auth_ldap
< | _sps_auth_radius
iRules _sps_auth_sel_cc_|dap
»» | |_svs_auth_ss|_ocsp
_aiz auth_tacacs
Up | Down |
Default Pool SPSServers «

I SPSCookie = I
Fallback Persistence Profile I More = I

Eancell Repeat | Finizhed |

Default Persistence Profile

Figure 2.5 Resources section of the add virtual server page

15.

Click the Finished button.
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Creating a default SNAT

A secure network address translation (SNAT) ensures the proper routing of
connections from the Index server to the Search server. In this configuration,
we configure a default SNAT.

’ Note

If you do not want source address translation on client connections from the
external VLAN, you can disable the default SNAT for the external VLAN.

To create a default SNAT

1.

On the Main tab, expand Local Traffic, and then click SNATS.
The SNATS screen opens.

In the upper right portion of the screen, click the Create button.
The New SNAT screen opens.

In the Name box, type a name for this SNAT. In our example, we
type DefaultSNAT.

In the Translation list, select Automap.

Optional: 1f you to disable (or enable) the default SNAT for specific
VLANS, from the VLAN Traffic list, select either Enabled on or
Disabled on from the list. From the Available list, select the
appropriate VLAN and click the Add (<<) button to move it to the
Selected list.

Click the Finished button.

F5® Deployment Guide

2-10



Configuring the BIG-IP LTM system for Microsoft
Office SharePoint Server 2007 using SSL

This section describes how to configure the BIG-IP LTM system as an SSL
proxy for a Microsoft Office SharePoint Server 2007 deployment. If you are
not using the BIG-IP LTM system to offload SSL traffic, you do not need to
perform these procedures.

‘ Note

This section is written with the assumption that you have already configured
your BIG-IP LTM system for a SharePoint deployment as described in this
Deployment Guide.

Prerequisites and configuration notes

The following are additional prerequisites for this section:

¢ Youneed an SSL certificate for your site that is compatible with the
BIG-IP LTM system. For more information, consult the BIG-IP
documentation.

& You have already configured the BIG-IP LTM system as described in
this Deployment Guide.

o Important: See Configuring SharePoint Alternate Access Mappings to
support SSL offload, on page 1-3 for critical information about
configuring SharePoint for the BIG-IP LTM and SSL offload.

This section contains following procedures for configuring the BIG-IP LTM
system:

* Using SSL certificates and keys

* Create a Client SSL profile

* Creating the Redirect iRule

*  Modifying the HTTP virtual server
* Creating the HITPS virtual server

Using SSL certificates and keys

Before you can enable the BIG-IP LTM system to act as an SSL proxy, you
must install a SSL certificate on the virtual server that you wish to use for
SharePoint connections on the BIG-IP device. For this Deployment Guide,
we assume that you already have obtained an SSL certificate, but it is not
yet installed on the BIG-IP LTM system. For information on generating
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certificates, or using the BIG-IP system to generate a request for a new
certificate and key from a certificate authority, see the Managing SSL
Traffic chapter in the Configuration Guide for Local Traffic Management.

Importing keys and certificates

Once you have obtained a certificate, you can import this certificate into the
BIG-IP LTM system using the Configuration utility. By importing a
certificate or archive into the Configuration utility, you ease the task of
managing that certificate or archive. You can use the Import SSL
Certificates and Keys screen only when the certificate you are importing is
in Privacy Enhanced Mail (PEM) format.

To import a key or certificate

1.
2.

7.

On the Main tab, expand Local Traffic.

Click SSL Certificates.
This displays the list of existing certificates.

In the upper right corner of the screen, click Import.

From the Import Type list, select the type of import (Certificate or
Key).

In the Certificate (or Key) Name box, type a unique name for the
certificate or key.

In the Certificate (or Key) Source box, choose to either upload the
file or paste the text.

Click Import.

If you imported the certificate, repeat this procedure for the key.

Create a Client SSL profile

The next step in this configuration is to create an SSL profile. This profile
contains the SSL certificate and Key information for offloading the SSL

traffic.

To create a new Client SSL profile based on the default
profile

1.
2.

On the Main tab, expand Local Traffic.

Click Profiles.
The HTTP Profiles screen opens.

On the Menu bar, from the SSL menu, select Client.
The Client SSL Profiles screen opens.

In the upper right portion of the screen, click the Create button.
The New Client SSL Profile screen opens.

F5® Deployment Guide
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9.

In the Name box, type a name for this profile. In our example, we
type SPS_clientssl.

In the Configuration section, click a check in the Certificate and
Key Custom boxes.

From the Certificate list, select the name of the Certificate you
imported in the Importing keys and certificates section.

From the Key list, select the key you imported in the Importing keys
and certificates section.

Click the Finished button.

For more information on creating or modifying profiles, or SSL Certificates,
see the BIG-IP documentation.

Creating the Redirect iRule

The Redirect iRule takes incoming HTTP requests (non-secure) and
redirects them to the correct HTTPS (secure) virtual server, without user
interaction

To create the Redirect iRule

1.

On the Main tab, expand Local Traffic, and then click iRules.
The iRule screen opens.

In the upper right portion of the screen, click the Create button.
The New iRule screen opens.

In the Name box, enter a name for your iRule.
In our example, we use SPS_httptohttps.

In the Definition section, copy and paste the following iRule:

when HTTP_REQUEST {
HTTP: :redirect https://[HTTP::host] [HTTP: :uri]

}
Click the Finished button (see Figure 2.6).
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Local Traffic »» iRules > New iRule...

Properties

Name | 5PS_httptonttps

when HTTP_REQUEST {
HTTP::redirect https: //[HTTP: thost][HTTP: :uri]

}

Definition
I™ Extend Text Area
I~ wrap Text

Cancell Finishedl

Figure 2.6 Creating the iRule

Modifying the HTTP virtual server

The next task is to modify the HTTP virtual server you created in Creating
the HTTP virtual server, on page 8 to use the iRule you just created.

To modify the existing SharePoint virtual server

1. On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

2. From the Virtual Server list, click the SharePoint virtual server you
created in the Creating the HTTP virtual server section. In our
example, we click SPS_virtual.

3. On the menu bar, click Resources.
The Resources page for the virtual server opens.

4. From the Default Pool list, select None. This virtual server no
longer requires the load balancing pool, as traffic is redirected to the
HTTPS virtual server we create in the following procedure.

5. Click the Update button.

6. In the iRules section, click the Manage button.
The Resource Management screen opens.

7. From the Available list, select the iRule you created in the Creating
the Redirect iRule section, and click the Add (<<) button. In our
example, we select SPS_httptohttps.

8. Click the Finished button.

Creating the HTTPS virtual server

The final task in this section is to create a HTTPS virtual server.
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To create a new HTTPS virtual server

1.

10.

11.

12.

13.

14.

15.

On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

In the upper right portion of the screen, click the Create button.
The New Virtual Server screen opens.

In the Name box, type a name for this virtual server. In our
example, we type SPS_httpsvirtual.

In the Destination section, select the Host option button.

In the Address box, type the IP address of this virtual server. In our
example, we use 192.168.104.146.

In the Service Port box, type 443 or select HTTPS from the list.

From the Configuration list, select Advanced.
The Advanced configuration options appear.

Leave the Type list at the default setting: Standard.

From the Protocol Profile (Client) list select the name of the
profile you created in the Creating the WAN optimized TCP profile
section. If you did not create a WAN optimized profile, select the
LAN optimized profile as in the following Step. In our example, we
select SPS-tcp-wan.

From the Protocol Profile (Server) list, select the name of the
profile you created in the Creating the LAN optimized TCP profile
section. In our example, we select SPS-tcp-lan.

From the HTTP Profile list, select the name of the profile you
created Creating an HTTP profile section. In our example, we select
SPS_HTTP_opt.

From the SSL Profile (Client) list, select the name of the SSL
profile you created in the Create a Client SSL profile section. In our
example, we select SPS_clientssl.

From the Default Pool list, select the pool you created in the
Creating the pool section. In our example, we select SPSServers.

From the Default Persistence Profile list, select the persistence
profile you created in the Creating a cookie persistence profile. In
our example, we select SPSCookie.

Click the Finished button.

This concludes the BIG-IP LTM configuration.
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Deploying the WebAccelerator v10 with
Microsoft Office SharePoint 2007

* Creating an HTTP Class profile
* Modifying the Virtual Server to use the Class profile

* Creating an Application



Manually configuring the WebAccelerator module
with SharePoint 2007

In this section, we configure the WebAccelerator module for SharePoint
devices to increase performance for end users of SharePoint. The F5
WebAccelerator is an advanced web application delivery solution that
provides a series of intelligent technologies designed to overcome problems
with browsers, web application platforms and WAN latency issues which
impact user performance.

For more information on the F5 WebAccelerator, see
http://www.f5.com/products/WebA ccelerator/.

Prerequisites and configuration notes

The following are prerequisites for this section:

¢ We assume that you have already configured the BIG-IP LTM system for
directing traffic to the SharePoint devices as described in this
Deployment Guide.

¢ You must have licensed and provisioned the WebAccelerator module on
the BIG-IP LTM system.

o This document is written with the assumption that you are familiar with
the BIG-IP LTM system, WebAccelerator and Microsoft Office
SharePoint Server 2007. Consult the appropriate documentation for
detailed information.

o If you are using BIG-IP LTM 9.4.2 or later, you should have configured
an HTTP profile using the http-acceleration parent. See Creating an
HTTP profile, on page 2-4 for more details.

Configuration example

Using the configuration in this section, the BIG-IP LTM system with
WebAccelerator module is optimally configured to accelerate traffic to
Microsoft SharePoint servers. The BIG-IP LTM with WebAccelerator
module both increases end user performance as well as offloads the servers
from serving repetitive and duplicate content.

In this configuration, a remote client with WAN latency logs onto the
SharePoint site via the WebAccelerator. The user’s request is accelerated on
repeat visits by the WebAccelerator instructing the browser to use the
dynamic or static object that is stored in its local cache. Additionally,
dynamic and static objects are cached at the WebAccelerator so they can be
served quickly without requiring the server to re-serve the same objects.
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Configuring the WebAccelerator module

Configuring the WebAccelerator module requires creating an HTTP class
profile and creating an Application. The WebAccelerator device has a large
number of other features and options for fine tuning performance gains, see
the WebAccelerator Administrator Guide for more information.

Creating an HTTP Class profile

The first procedure is to create an HTTP class profile. When incoming
HTTP traffic matches the criteria you specify in the WebAccelerator class,
the system diverts the traffic through this class. In the following example,
we create a new HTTP class profile, based on the default profile.

To create a new HTTP class profile

1.

On the Main tab, expand WebA ccelerator, and then click Classes.
The HTTP Class Profiles screen opens.

In the upper right portion of the screen, click the Create button.
The New HTTP Class Profile screen opens.

In the Name box, type a name for this Class. In our example, we
type sharepoint-class.

From the Parent Profile list, make sure httpclass is selected.

In the Configuration section, from the WebAccelerator row, make
sure Enabled is selected.

In the Hosts row, from the list select Match Only. The Host List
options appear.

a) In the Host box, type the host name that your end users use to
access the SharePoint site. In our example, we type
sharepoint.f5.com (see Figure 3.1).

b) Leave the Entry Type at Pattern String.
¢) Click the Add button.

d) Repeat these sub-steps for any other host names users might use
to access the SharePoint deployment.

The rest of the settings are optional, configure them as applicable
for your deployment.
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8. Click the Finished button. The new HTTP class is added to the list.

Local Traffic »» Profiles : Protocol : HTTP Class :» Hew HTTP Class Profile...

General Properties

Mame I sharepoint-class

Farent Prafile | hitpclass |
Configuration Custam [~
WehAccelerator |Enab|ed 'l '7
Application Security IDisabIed Vl r
Hosts IMatch only... 'l it
Host:l sharepoint.com
Entry Type: | Pattem String =l
Add
Host List sharepoint.fa.com

[
URI Paths [Watchan -] r
Headers IWI r
Cookies IWI r
Actions Custom [~
Send To lm r
Rewitite UR| [ r

Cancel | Repeatl Finished |

Figure 3.1 Creating a new HTTP Class profile

Modifying the Virtual Server to use the Class profile

The next step is to modify the virtual server for your SharePoint deployment
on the BIG-IP LTM system to use the HTTP Class profile you just created.

To modify the Virtual Server to use the Class profile

1. On the Main tab, expand Local Traffic, and then click Virtual
Servers. The Virtual Servers screen opens.

2. From the Virtual Server list, click the name of the virtual server
you created for your SharePoint deployment. In our example, we
click SPS_virtual.

The General Properties screen for the Virtual Server opens.

3. On the Menu bar, click Resources.
The Resources screen for the Virtual Server opens.
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Creating an Application

4.
5.

In the HTTP Class Profiles section, click the Manage button.

From the Available list, select the name of the HTTP Class Profile
you created in the preceding procedure, and click the Add (<<)
button to move it to the Enabled box. In our example, we select
sharepoint_class (see Figure 3.2).

Click the Finished button. The HTTP Class Profile is now
associated with the Virtual Server.

Local Traffic : Virtual Servers :» SPS_wvirtu:

Resource Management

HTTF Class Profiles

Enhahled Available

sharepoint-class ;I_I hitpclass ;I
==
B

= E

ﬂl Downl

Cancel I Finished |

Figure 3.2 Adding the HTTP Class Profile to the Virtual Server

The next procedure is to create a WebAccelerator Application. The
Application provides key information to the WebAccelerator so that it can
handle requests to your application appropriately.

To create a new Application

1.

On the Main tab, expand WebA ccelerator, and then click
Applications.

The Application screen of the WebAccelerator UI opens in a new
window.

Click the New Application button.

In the Application Name box, type a name for your application.
In our example, we type SharePoint 2007.

In the Description box, you can optionally type a description for
this application.

From the Local Policies list, select Microsoft Sharepoint Services
2007. This is a pre-defined policy created specifically for Microsoft
Office SharePoint 2007 devices (see Figure 3.3).

In the Requested Host box, type the host name that your end users
use to access the SharePoint site. This should be the same host name
you used in Step 6a in the preceding procedure. In our example, we
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type sharepoint.f5.com
If you have additional host names, click the Add Host button and
enter the host name(s).

7. Click the Save button.

# Mew Application

General Options

Application Mame; SharePaoint 2007
Webbcoelerator application for our
Deseription SharsPoint deployment
[optional)
Paolicies
Central Policy: | Microzoft Sharepoint Services 2007 LI
Remate Policy: I - Select One - j
Hosts
Requested Host | Action
sharepoint.f5.com Option= | Dielete

Add Host I

Save | Cancel I

Figure 3.3 Configuring an Application on the WebAccelerator

The rest of the configuration options on the WebAccelerator are optional,
configure these as applicable for your network. With this base configuration,
your end users will notice an marked improvement in performance after
their first visit.
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