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Deploying Microsoft SharePoint Portal Server and F5’s FirePass controller

+ This Deployment Guide is written to the scenario outlined in the
following section. It is meant as a template; modify the configuration as
necessary for your deployment.

@ Note

This document iswritten with the assumption that you are familiar with both
the FirePass controller and Microsoft SharePoint. For more detailed
information on these products, consult the appropriate documentation.

Configuration scenario

For the scenario used in this Deployment Guide, the Microsoft SharePoint
deployment, along with an Active Directory instance, resides behind a
BIG-IP system. There is arequirement to allow employees remote access to
al internal resources using the FirePass device. Thereis aso arequirement
for trusted partners to access the SharePoint deployment, although only to a
limited subset of the portal, with no other access.

This Deployment Guide describes how to configure the FirePass controller
to alow secure remote access to the SharePoint device(s), using Active
Directory for authentication and how to configure the FirePass to give one
group of usersfull access, and restrict users in the partner group to a certain
directory. In our deployment, the FirePass device and the SharePoint
deployment use acommon Active Directory Domain Controller. Thisguide
also contains procedures on configuring some endpoint security features,
including antivirus checks.

Figure 1.1 shows alogical representation of this configuration.
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Figure 1.1 FirePass SharePoint logical configuration

Configuring the FirePass controller for deployment
with SharePoint Portal Server

To configure the FirePass controller for allowing secure remote accessto the
SharePoint deployment, you need to complete the following procedures:

» Connecting to the FirePass controller

» Creating groups on the FirePass controller
» Limiting access for the Partner group

» Configuring auto-logon

» Configuring Endpoint security
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Connecting to the FirePass controller

To perform the proceduresin this Deployment Guide you must have
administrative access to the FirePass controller.

To access the Administrative console, in a browser, type the URL of the
FirePass controller followed by /admin/, and log in with the administrator’s
user name and password.

Once you are logged on as an administrator, the Device Management screen
of the Configuration utility opens. From here, you can configure and
monitor the FirePass controller.

Creating groups on the FirePass controller

In this configuration, we configure two types of groups on the FirePass
controller, Resource and Master groups. Master groups contain user
information, including details about authentication methods. Resource
groups contain information about applications (resources) that are available
to FirePass controller users.

Creating the Resource groups

Resource groups allow you to preconfigure specific applications and access
by group, and assign the group to a master group or an individual user. For
this configuration, we create two resource groups, one for employees and
one for partners, in order to create different Favorite links to the SharePoint
deployment.

To configure a resource group

1. From the navigation pane, click Users, expand Groups, and then
click Resour ce Groups.

2. Click the Create new group button.
The Group Management - Create New Group screen opens.

3. Inthe New group name box, type a name for your group and click
the Create button. In our example we type Employees SP. The
new group appears on the Resource Groups table.

4. From the Resource Groups table, find the row with the name of the
group you just created. In this row, from the Portal access column,
click Edit (see Figure 1.2). The Web Applications section of the
Resource Group page opens.
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Users : Groups : Resource Groups

Resource groups

Group Mame Network access Portal access Application access Raoi
Default_resource Edit Edit Edit
DemocenterUsers Edit Edit Edit

Employee_SP Edit Edit

Figure 1.2 The Resource groups table

5. Under Web Application Favorites, click Add New Favorite. The
Favorite options display.

6. Typeanamefor the Favorite. In our example, we type SharePoint -
Employee Access. This Favorite link only displays for members of
the Employee group.

7. Inthe URL box, type the URL used to access the SharePoint
deployment. If you are using a BIG-1P system in front of the
SharePoint deployment, this URL should point to the SharePoint

virtual server address. In our example, we type
http://shar epoint.company.com/default.aspx.

8. Configure the rest of the settings as applicable to your deployment.

9. Click the Add New button. The new Favorite is added to the list.
(see Figurel.3)



http://sharepoint.company.com/default.aspx

Deploying Microsoft SharePoint Portal Server and F5’s FirePass controller

| Users : Groups : Resource Groups

Resource Group: IEmpIDyee_SP ;I Back to group list ==

Web Applications ‘Windows Files UM Files

| Web Application Favorites |

£ Add Mew Favorite (=]
Type: IFavor'rte vl
Hame: IEF‘u:uirrt - Employes Access
Web Application Type: |Generic LI
Urk Ir'rt'tp:ﬁsharepnint.company.u:nm!defaurt.aspx

Url variables: I

Post url variables: -

Enforce user-agent: |

Open in new window: -

Endpoint protection required: I vI

Al My
Default:an Default "'I Update |

Figure 1.3 Adding a Web Application Favorite to the Employee group

10. Repeat this procedure for the Partner resource group, typing
appropriate names for the group and the Favorite. In step 7, type the
path to the appropriate section of the SharePoint deployment that
Partners are entitled to access.

For example, the employee Favorite might point to

http://shar epoint.company.com/default.aspx, while the partner
Favorite would point to

http://shar epoint.company.com/sites/par tner s/default.aspx

Creating the Master groups

FirePass controller master groups are composed of users, authentication
methods, and security and policy information. The next task isto create
Master groups that will use the resource groups we just created.

To create a new Master Group

1. From the navigation pane, click Users, and expand Groups.
The Master Groups list screen opens.

2. Click the Create new group button.
The Group Management Create New Group screen opens.
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In the New group name box, type the name of your group. In our
example we type SharepointAD.

Inthe Usersin group box, select External.

5. From the Authentication method list, select Active Directory.

In the Copy settings from list, make sure Do not copy is selected
(see Figure 1.4).

Click the Create button.
The General tab of the new Master Group displays.

Figure 1.4 Creating a new Master Group

8.

10.

Click the Resource Groups tab.
The Resource Groups screen opens.

From the Available box, select the name of the Resource group you
created in the Creating the Resource groups section. In our
example, we select Employees SP.

Click the Add button to move the group to the Selected box, and
click the Update button. The Resource group is now associated with
the Master group.

Configuring the Master group for Active Directory authentication

1.

2.

The next step isto configure the Master group to use Active Directory
authentication.

To configure the FirePass Master group to use Active
Directory authentication

From the navigation pane, click Users, expand Groups, and then
click Master Groups.

Click the name of the Master group you created in the Creating the
Master groups section. In our example, we select SharepointAD.












