Table of Contents

Table Of Contents

Module 1: INSEAllAtioN ..o 1-1
1.1 FirePass® OVEIVIEW.........cccvvevreeeeeeieseieeseesessee s, 1-1
1.2 INSEAHALION ..o 1-4
Lab — Install and Initial Configuration.............cc.ccoevevveiveveienennenn, 1-10
1.3 AdMINIStrator ACCESS ....vevveverieeeirieatierieieie e ste et sie e eree e e seeneas 1-12
Lab —Admin Access and FEatures...........ccooevvrirenieienene e 1-18
Module 2: Network Access (SSLVPN) .....ccovvvvivivvieiiiiieiiineieseinas 2-1
2.1 Network Access (SSL VPN) OVEIVIEW........cccoererenieieieeie e 2-1
2.2 Configuring NEtWOTrK ACCESS .....c.coveiviiriieiieieeieeriesrese e sre e reeeesnens 2-2
Labs — Network Access (SSL VPN) SEtUP ....vovevererienere e 2-7
MOAUIE 3: SECUITLY ... 3-1
3.1 FirePass SECUrity OVEIVIEW .......cccoeveiereriesieeeereeneeeseese e 3-1
3.2 Authentication and Master GrOUPS.........cccererererenenieeieeieseesiesie e 3-3
3.3 Adding Local GroUP USETS........ccceeveeeieieieesiesiestesie e ereeseeie e 3-7
3.4 Configuring AUthentication..........c.covvviviiererene e 3-11
Labs — AUthentication ... 3-17
3.5 Authorization and ReSOUrce GroUPS........cccvreereereeieeieriesreseseesreseens 3-19
Labs — Authorization and Admin Realms..........ccocoeevevinienecen, 3-24
Module 4: ENd POINt SECUNILY........coiiveiiiiieieireeeseeeeies 4-1
4.1 ENdpoint INSPECLONS.....cveviiviiieiiiie et 4-1
4.2 Pre LOgOn SEQUEINCES ......ccveieerieerieenieeiesieesieesieesieeeesseesteeseeeseeaee e 4-6
Labs — Pre-login Sequence using INSPeCtors.........ccocecvvereivnerienens 4-9
Module 5: Application ACCESS ......covvvrerireriieieiiirise s 5-1
5.1 Application Tunnels OVEIVIEW..........ccceveieiieeeeienee e, 5-1
5.2 Configuring Application TUNnels........c.cccocevivivnnvincecerce e 5-3
Labs — Dynamic Application TUNNEIS...........ccoooeveiininnienennee, 5-7
Module 6: POrtal ACCESS.......cviriririririrseee e 6-1
6.1 Portal ACCESS OVEIVIEW .....ocvviieieieiieiiie et 6-1
6.2 Configuring POrtal ACCESS........ccvruererieiieriene e 6-2

Labs — POMal ACCESS ......ccoveeieiiiieiecerie ettt ereesree 6-6



Table of Contents

Module 7: Lab Project #1 and REVIEW ..........cccceveeeeicccccscccenns 7-1
7.1 REOVIBW ...ttt bbb e st 7-1
A - Lol o ] -1 o! USRS 7-2
Module 8: Portal Access advanced .............cccocveenineeeienieieieens 8-1
8.1 POrtal ACCESS MEVIEW ...ocueveiiiieieieiie ettt 8-1
8.2 Configuring POrtal ACCESS.........courirrirerieirenese e 8-2
8.3 Content INSPECLION. .....ccueiviiiiicieiee e 8-4
8.4 Web Applications / Content re-Writing...........ccoceveveveniesiesesiesnennns 8-8
Labs — AdV POrtal ACCESS ......ccvieeierieie e 8-21
Module 9: Application Access advanced............cccoovvvvnnnererenenns 9-1
9.1 Application Tunnels revisited...........cocvvvririeiieninieeresese e 9-1
9.3 Other Application Access Methods...........cccooeevireieninieniieree s 9-7
Labs — Adv Application ACCESS .......ccevvirerieirieisineese e 9-10
Module 10: Network Access advanced .............cccccceveeeennieinnnns 10-1
10.1 Network ACCESS FEVIEW .....c.vcveveiiiiiierisieieicsieeesesie e seenesse s 10-1
10.2 Other Network ACCESS SEtINGS .....ccvvvvrerrrieeieieree e 10-2
10.3 Stand alone CHENT .......ooeiiiieeee e 10-6
Labs — Adv Network ACCESS.......ccivviirieiiierieisie e 10-9
Module 11: End Point Security Advanced ...........cccoovverererirnrerenninnn 11-1
11.1 ENdpoint SECUIILY FEVIEW ......ovviviriiiieirieiiiesieesie et 11-1
11.2 Protecting RESOUICES ......cvevrveieiiriiieiisieeecsie e 11-4
11.3 Sequences and SUD SEQUENCES .........ccerererierreerie e sie e seeeeie e 11-9
L1 TUIBS o 11-11
11.5 POSt LOGON ACLIONS ....cuveviiiiiiesiecieeeeie et 11-20
Labs — Adv Endpoint SECUIILY .......cceeiriiieieiine e 11-22
Module 12: Dynamic Group Mapping........cccceeeeeneeeesneennens 12-1
12.1 Dynamic Group Mapping OVEIVIEW .........cccccerevrereinerincrieeneenns 12-1
12.2 Using Dynamic Mapping.........cccovvererirenenineneiseseese s 12-2
12.3 Resource Group Mapping.......ccccevervrenesesieeieeenene e sie e e seesneens 12-10
Labs — Resource Mapping......ccccooevrerieinerenenieeseseeseseeseseeneens 12-13
12.4 Master Group Mapping ......ccoeeeerernineinisenee e 12-15

Labs — Master Group Mapping .........ccccoeeerereenineeneneeseneeeees 12-19



Table of Contents

Module 13: SSL CertifiCates........c.covvrvrniienniicesssseeeess 13-1
13.1 Server SSL CertifiCates .....cccurereeierierie et 13-1
Lab — Server SSL CertifiCates........coovrvrierneeinieinsee e 13-6
13.2 Client SSL CertifiCatesS........ccoeiveieiiieiie et 13-7
Optional Lab — Client SSL Certificates.........cccocevevereiienesnsieannns 13-12
Module 14: FirePass AdMINIStration ... 14-1
14.1 CUSEOMIZALION...c.eeiiieie et sre e 14-1
14.2 Documentation and SUPPOIT.......cccoererereienerenieee e 14-4
14.3 TroubleShOOtiNG.......cccoveiiiieieicce e 14-8
14.4 Logging and SNIMP ..ottt 14-9
145 TIMEOULS.....viiiieiie ettt te e ee s e e sre e s r e sae e s reesbeebeenbeeraesreeas 14-11
14.6 Backup and UPGrade .........ccccveveiieieiiesese e e s 14-12
Optional Labs — AdMIn tasks.........coceveiririiniiieccseeceens 14-17
Module 15: FAIIOVET .........cceererccneeeeeeee s 15-1
15.1 Failover concepts and configuration.............ccoceevvereienennicneinennns 15-1
Lab - FailOVEr ..o 15-12
Module 16: CIUSEEIING.........coviviveieieieeice s 16-1
16.1 Clustering concepts and configuration ...........c.cccoceveneneicnienenenne. 16-1
Optional Lab - CIUSEriNG .....cceoviiriiiiricisceseee s 16-9
Module 17: Lab Project #2 and REVIEW ..........cccovvvvvvivcvsiesceien 17-1
L17.1 REVIBW ..ot itiiieciicie ettt ettt st e et renas 17-1
I - 1o 1 o 0] [ od SRS 17-2
Appendix A — Additional TOPICS ........ccccerrrniirnieessein, A-1
A.1 IPSec to back-end GateWay .........cccvevrveierieiere e A-1
A2 USEI ACCESS SECUNLY ....veviiiieeiieii ittt A-2
A.3 SSL termination on BIG-1P .........ccooeiiiiiiiiiieneceee e A-4
Appendix B — NeW FEAtUrES.........ccoviveeriiiiieieiie v, B-1
B.1 New Features in VErsion 6.0..........ccoerviernieneninienenieesenesesiesessenens B-1
B.2 New Features in VErsion 5.5. ... B-15
B.3 New Features in Version 5.4, and 5.2......ccccccccvevveeeverivee e B-24

Appendix C - Copy of Powerpoint Slides .........cccocovvvvvnnnirinenee, C-1



