Table of Contents

Table Of Contents

Module 1: COUISE OVEIVIEW ......c.ccoviieiieieiiiicieisiseseneeieisisne s 1-1
1.1 COUISE OVEIVIEW .....eiuievieieieiie st eteesie ettt st sreens 1-1
1.2 Installation and Setup Labs ........ccoceveiieiriiieie e 1-3

Module 2: The Problem Determination Process.........cccoovvvvvvivennnne, 2-1
2.1 Define the Problem ... 2-1
2.2 ldentify PoSSIDIE CAUSES .......cceveevveeeieieicie et 2-2
2.3 Define HYPONESES ....ooviiieiriiieinee e 2-3
2.4 Develop TESEPIANS ......ooiiiiiiieeeee e 2-4
2.6 Troubleshooting QUESLIONS Lab .......ccccvvviiieiiiieiicesc e 2-5

MOodUlE 3: F5 SUPPOIT ... 3-1
3.1 SUPPOIt OVEIVIEW ...eecvveeieieicic ettt sttt 3-1
3.2 ASK S et 3-2
3.3 SUPPOIT CASES ..ttt sbe e sbe e 3-3
34 GKVIBW oo e 3-4
3.5 Software Version POLICY ......cccccoevivvveiieieiise e 3-6
3.6 System Upgrades: CRs, Hotfixes, Releases ...........cccoovvnencrennnne 3-7
3.7 Install Maintenance HOtfiX Lab .......ccccovvvveivinniiecec e 3-10
3.8 EUD aNd RMA ..ot 3-11

Module 4: Product ArChiteCtUIe.........cccevvrrrricecceeeeeeeeeees 4-1
4.1 ArchiteCture OVEIVIEW ......ccccovviiiiiiiinieiecsiese s 4-1
4.2 SCCP DELalS ...ocvveivieiicieee ettt e 4-2
4.3 SCCP LD ..oviiiciecr e e e 4-5
4.4 SWILCh BOAIT ....coiviieiiiiice e 4-6
4.5 HOSt SUDSYSIEM ..viiiciieieee e s 4-7

Module 5: Troubleshooting — Bottom t0 TOP......cccoevvveririririririniienes 5-1
5.1 ArchiteCture OVEIVIEW ......cccccvivieieiiie e sie et 5-1
5.2 LAYEr 1 TOOIS .ovvieciieieicie ettt 5-2
5.3 LAYEr 2 TOOIS .ovvieeeeieieie s 5-5
5.4 LeYer 3TOO0IS ..o 5-6
5.5 NELSIAL e 5-11
5.6 traCepati .....cocviviicecee s 5-15

B.7 TBINEE e e 5-16



Table of Contents

5.8 DIGIOP oo 5-17
5.9 Lower Layer Lah ... 5-19
T80 (oo S 5-22
5,11 WALCH oo e 5-26
5.12 Additional bigpipe cCOMmMaNdS .........cccooeieieninienineeee e 5-29
5.13 ENd-USer DIagnOStICS .....ccevvereervreiiseieeiieseeseseestesiesnesaeseeaeneens 5-31
EUD Lab o 5-40
Module 6: Troubleshooting TOOIS...........cccovvriincrrree e 6-1
6.1 TCPAUIMP i e 6-1
ECPAUMP 8D . 6-6
6.2 FIAAIET oo 6-7
1o 0| 1T o SRS 6-11
6.3 WIFEShArK .....oouiieiieece 6-12
WIreshark Lab..........cooiiiiiiiiie s 6-15
6.4 KAIff3 oo e 6-16
KAIfF3 Lab. .o 6-17
6.5 Capture and Analysis TOOl Lab ........cccccovvviviiviicieceece e 6-18
6.6 SSIAUMP ..o 6-19
SSIAUMP LD . 6-20
B.7 OPENSSH .ottt 6-21
B.8 CUI 1. 6-22
CUIT LD e 6-23
Module 7 Logs & NOLIICALION..........cccovriiiiiriceesceeess 7-1
7.1 System Log Configuration...........cccooeoireneiinensieneseseese e 7-1
7.2 LOG FIlES...iciiiiiieiciece ettt 7-5
7.3 Remote Syslog NoOtification.............ccccveiiiieii s 7-7
Remote System Log Server Lab ..o 7-8
7.4 The AIEITA PrOCESS ....coeeuieiiieiie ittt sttt 7-10
7.5 LCD NOUFICAION....ceieiiieice e 7-13
7.6 SNMP NOtITICAION ......oiiiecieecicieee e 7-14
SNMP Trap Lab......ccvveiiiiiiiinesisesn e 7-17

7.7 EMail NOtifiCation........ccoviiiiicii e 7-20



Table of Contents

Module 8: Troubleshooting Labs...........ccccccveiiiiiiiriniisiiisisscnns 8-1
PIOJECE H#L .ottt e 8-3
o 0] =101 2R 8-4
PrOJECE#3 .o 8-5
PIOJECE H#4 ..ot e 8-6
o 0] =101 YR 8-7
PROJECEHB ..ottt 8-8
o 0] (=101 2 A TSSOSO URURPR 8-9
Appendix A: INStallation ..., A-1
Appendix B: New Features and Enhancements...............c.ccccevevuee. B-1
Appendix C: ASKF5 SOIULIONS .......coovieiirreees e, C-1

Printout of POWEIPOINt SHAES.......ooveeeeeeeee et



