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PRODUCT REV IEW

Are you ready to rid your enterprise of a
client-based VPN in favor of simple SSL ?
Tread carefully. We sort through five SSL
VPNs, and uncover which best conquer the
many challenges. B Y D A V I D S T R O M

No t S o S i mple

EENTERPRISES ARE BEING DRAWN TO SSL VPNS BY THE P RO M I S E

of e a s i er su pport for roaming users — t h ere’s no need to install a thick

cl i ent that is cl o s ely ti ed to a particular opera ting sys tem and requ i res an

IT dep a rtm ent to to u ch each en d poi n t . With nothing more than a Web

brows er, u s ers can sec u rely con n ect to internal net works from just abo ut

a ny mach i n e , a ny wh ere .

But re a l i ty is qu i te differen t . In fact , m a ny corpora te IT dep a rtm en t s

that start down the SSL VPN path because of m i n i mum cl i ent requ i re-

m ents discover that the requ i rem ents aren’t so minimal, e s pec i a lly to

su pport a heterogen eous net work . SSL produ cts sti ll requ i re a gre a t

deal of ad m i n i s tra ti on , con f i g u ra ti on and su pport , as was evi dent in

In fo rm a tion Securi ty ’s ex ten s ive tests of f ive leading produ ct s .

We te s ted four hardw a re soluti on s — Aven t a i l ’s ST EX-2500, Ci s co

Sys tem s’ ASA 5540, F5 Net work s’ F i re Pass 4100 and Ju n i per Net work s’

Sec u re Access (SA) 6000 SP—and one sof t w a re produ ct , Ch eck Poi n t

Sof t w a re Tech n o l ogi e s’ Con n ectra NGX R61 (Ch eck Point also sells its

produ ct as an app l i a n ce ) .
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The produ cts were te s ted in a purpo s e - built lab on the
S t a n ford Un ivers i ty campus in Ca l i fornia (See “Ab out T h i s
Revi ew,” a b ove ), with the help of the back bone net work i n g
group that runs the main university data center and oper-
ates the major network infrastructure on campus. We ana-
lyzed and graded their capabilities (See “Making the Grade,”
p. 44) for enterprise management and control, client sup-
port, applications support, and authentication and access
control.

Enterprise Management and Control
Anyone who will deploy an SSL VPN will have to spend a
lot of time getting accustomed to its administrative inter-
face. The issue for these products is that because they touch
a lot of different places in the network, you will have dif-
ferent people assigned to different roles in their adminis-
tration. Juniper and F5 seemed to understand this situation
the best.

These are com p l ex produ ct s . Th ere are so many knobs to
tu rn , e s pec i a lly with so many admins doing the tu rn i n g, i t’s
easy to make a serious mistake . In all cases, it was easy to
ch eck the wrong item on one particular screen and ren der a
working sys tem usel e s s . For ex a m p l e , with a few misplaced
mouse cl i cks we could easily de s troy a lot of h a rd work

perform ed set ting up the en ti re en d point sec u ri ty su b s ys-
tem , or ruin our aut h en ti c a ti on con n ecti on s . ( For ex a m p l e ,
wh en set ting Ju n i per ’s con f i g u ra ti on s , you need to be care-
ful to save your ch a n ges before you navi ga te to another
m enu—it doe s n’t save ch a n ges autom a ti c a lly. )

All the produ cts except Ci s co’s use a Web server to set
up and con trol con f i g u ra ti on para m eters ; Ci s co requ i re s
its ADSM cl i ent for this purpo s e , wh i ch seems outd a ted .
We ex a m i n ed how mu l tiple boxes can be ad m i n i s tered ,
wh et h er ad m i n i s tra tors can see who is logged in at any
given mom ent and kill that particular user ’s session , a n d
what auditi n g, reporting and debu gging fe a tu res were
ava i l a bl e .

Ci s co’s ad m i n i s tra tive tools were the wors t , and F5’s
were the be s t .

The bi ggest differen ti a tor among the five produ cts was
the abi l i ty for mu l tiple users with different ad m i n i s tra tive
roles to manage the box con c u rren t ly. This is cri tical in
l a r ge-scale dep l oym en t s , wh ere mu l tiple people wi ll be
adding users , ch a n ging access policies and set ting up indi-
vi dual portal page s .

We espec i a lly liked the abi l i tyof F5 to specify the parti c-
ular menu ch oi ces each admin can use. Its Ad m i n i s tra tive
Realms page of fers com p l ete gra nu l a ri ty wh en it comes to

T EST BED

nformation Se c u r i t y invited 17 SSL VPN vendors
to apply for consideration for testing, and selected
the five best responses based on a combination of

pre-eminence in the security market and our judgment about
features and the ability to support a large, complex network
s u ch as Stanford University’s network. Nokia declined to apply
without giving a reason, Symantec did not submit a product
because it is focusing on the UTM market, and SonicWA L L
passed because of its SMB focus.

We set up a test lab on the Stanford campus, using the
university’s production network and tapping into resources
on its enterprise backbone. Stanford has an older IPSec VPN
configuration and was interested in an SSL VPN gateway.

All of the VPN gateways were placed on a separate server
network, along with a Windows Server 2003, a Linux server,
and an RSA SecurID ACE appliance that was used for two-

factor authentication with its key fobs. We also set up an
Avocent DSR 1031 KVM switch that allowed us to control all
of these servers via a Web browser, and was used to test the
ability of each VPN to support complex Web applications.

All of these servers were placed behind a firewall that
b l o cked all access, with the exception of a client coming from
one of the VPNs. A separate network contained four client PC s
running Windows XP with SP2, Windows 2000, Windows 98
SR2 and Mac OS X v10.4, each with the latest patches and
updates applied.

E a ch Windows client ran both IE v6.0 and Firefox v1.5
browsers. The Mac ran IE v5.2, Firefox v1.5, and Safari v2.0.3.
The test lab also connected to a production Microsoft Active
Directory server that was also running RADIUS and LDAP
services, and an Exchange 2003 server that was configured
for IM A P, POP and Outlook Web Access.w — DAV ID ST ROM

Aventail’s ST EX - 2 50 0 Check Point Softw a re
Technologies’ Connectra NGX R61

Cisco Systems’
ASA 5540

F5 Networks’ Fire Pass 4100 Juniper Networks’ SA 6000 SP

I

About thisreview



40 I N F O R M AT I O N S E C U R I T Y September 2006

a s s i gning particular admin ri ghts to different su b s ets of t h e
overa ll functi on a l i ty.

In con tra s t , Ch eck Point all ows on ly a single ad m i n i s-
tra tor to log in at any given mom en t . Ci s co also lacks the
a bi l i ty to assign different roles to mu l tiple ad m i n i s tra tors .

Aventail isn’t mu ch of an improvem en t ; it comes wi t h
t h ree ad m i n i s tra tive tem p l a tes that of fer some gra nu l a ri ty
to all ow mu l tiple people to manage its sof t w a re .

L ayo uts of ad m i n i s tra tive menus are su bj ective , but we
found ours elves coming back to Ju n i per ’s wh en ever we
w a n ted to get som ething done qu i ck ly. Th ey ’re set up very
l ogi c a lly for VPN managem ent and have cl e a r- c ut menu s
to con trol Linu x , Mac and Wi n dows cl i en t s , wh i ch we
found easiest to work wi t h . We were able to handle mu l ti-
ple ad m i n i s tra tors easily.

The va rious functi ons and menu layo uts made F5’s
admin interf ace the best of the five . It is clean and well laid
o ut . While some of the menu ch oi ces are a bit ob s c u re , m o s t
a re displayed in a manner that makes it easy to add po l i c i e s
and set up your app l i c a ti on s .

Ci s co’s ADSM ad m i n i s tra tive interf ace is so misera bly
de s i gn ed that it pre s en ted probl ems for its su pport en gi-
n eers ; of ten , t h ey co u l d n’t qu i ck ly loc a te the appropri a te
s c reen . ADSM has mu l tiple hiera rchies of m enus wi t h i n
m enu s , making it easy to get lost several screens down .

E ach of these produ cts could do a bet ter job with debu g-

ging too l s , e s pec i a lly wh en it comes to
s et ting up aut h en ti c a ti on servers (dis-
c u s s ed later ) . Nevert h el e s s , we liked F5’s
fe a tu re that all ows an admin to log in to
the ga tew ay as a user. If s om ething isn’t
work i n g, the admin can go direct ly into
the con f i g u ra ti onconsole to make ch a n ge s
wi t h o ut having to log in with a sep a ra te
brows er session . The other produ cts were
m ore cumbers ome in swi tching bet ween
ad m i n i s tra tor and ord i n a ry user.

Aventail has a nice initial install a ti on
ro utine that steps you thro u gh the proce s s ,
but its ad m i n i s tra tive interf ace lacks the
“bre adc ru m b” d i s p l ay to show the com-
p l ete path you took thro u gh its som eti m e s
convo luted menu tree s , s om ething we
found useful among its com peti tors .

Client Support
The most important part of a ny SSL V P N
is how it su pports users of the produ ct .
We te s ted Firefox and In tern et Ex p l orer
brows ers (and Sa f a ri on the Mac) on a
va ri ety of opera ting sys tem s , as well as
e ach produ ct’s en d point sec u ri ty ch eck i n g
and rem ed i a ti on ro uti n e s .

E ach SSL produ ct su pports Wi n dows
XP/2000 and recent vers i ons of In tern et
Ex p l orer to con n ect to their ga tew ays , a n d

a ll except Aventail of fered solid su pport for Firefox brows ers .
All of the products have a network extension client for

Windows and IE, but none of them have a network exten-
sion client that completely works with Windows 98 or
completely supports the Mac OS. At the time of our tests in
June, only Aventail had a Mac OS network extension client
that worked on the newer Intel-based Macs. Aventail’s Mac
network extension client is a bit cumbersome in that users
must authenticate twice—once in the browser, and then
once in the client preferences.

Juniper had the best overall client support, including
the best support for Windows 98, provided it was running
the latest version of Internet Explorer, but not all applica-
tions worked completely, such as the Java-based SSH client.

All of the produ cts requ i red ad m i n i s tra tive access to
the rem o te cl i ent machine for the initial install of t h ei r
n et work ex ten s i on cl i en t . This could be a probl em for cor-
pora ti ons that lock down their machines with re s tri ctive
l ogins and don’t all ow users to install their own sof t w a re .

S peaking of l ocking down mach i n e s , en d point sec u ri ty
is an incre a s i n gly cri tical part of cl i ent su pport . But this
a rea is sti ll very mu ch a work in progre s s . Some SSL
V P N s — su ch as Ch eck Poi n t — of fer en d point sec u ri ty as
an ex tra cost opti on , while others have partn ered with a
va ri ety of su pp l i ers to perform health assessments and
rem ed i a ti on .

AN U N EXPECT ED PROBL EM

ne of the most interesting results of our testing was the difficulty
each vendor had in supporting the most basic VPN activity: the abil-
ity to mount a Windows file server and connect to one of its shared

drives, and open and copy files to this network share. Only Juniper was able
to complete this task in the time allotted, and even it had to struggle to figure
out the problem.

That problem was Stanford’s wide-open network—its servers are directly
connected to the Internet, with no intervening firewalls. To protect themselves
and these resources, Stanford’s server support group has locked down its
user authentication to use NTLM v2. This requires stronger authentication than
the original version that supported the LAN Manager-style username and
password combinations that are sent over the wire in the clear.

SSL gateways can’t talk this protocol to the Windows file servers, so users
must employ the network extension client to authenticate. When we tried to
set up a share for the thin clients using each vendor’s portal pages, the logins
failed. Juniper has a setting that specifically turns on v2 authentication, while
Aventail required a manual editing of its start.sh file to enable it. F5 and Cisco
don’t support this protocol. Check Point says the problem was longer pass-
words that didn’t parse in its Samba client.w

— DAV ID ST ROM

O

connect
Trying to



Su pport for antivi rus produ cts is the firs t , c ri tical con-
s i dera ti on . Both F5 and Ju n i per make use of the OPSWAT
database of dozens of a n tivi rus produ ct s . Ci s co su pport s
m ore than a dozen , while the others have more limited
su pport .

The products offer varying degrees of control over what
endpoint conditions they check for either prior to or just
after login. Juniper and Check Point have the most granu-
larity in terms of type of OS and conditions, such as
whether particular antivirus, firewalls and other malware
blockers are running. For example, Juniper’s remediation
measures include the ability to delete specific files or ter-
minate particular processes, or to run custom scripts.

Net work ad m i n i s tra tors who are com fort a ble cre a ti n g
f i rew a ll rule sets wi ll find the process of c ra f ting en d poi n t
s ec u ri ty policy very similar. We parti c u l a rly liked F5’s
n i f ty vi sual policy ed i tor, wh i ch works like a flowch a rt ,
and adds fe a tu res su ch as the abi l i ty to ch eck for parti c-
ular IE vers i ons and the pre s en ce of a Google De s k top
i n dexing en gi n e . However, te s ting and dep l oying the ri gh t
s eries of policies is sti ll som ewhat cumbers ome bec a u s e
of a ll the ch oi ces ava i l a bl e .

F i n a lly, a ll the ven dors of fer a de s k top “s a n d box ” m ode ,
in wh i ch a Wi n dows user (no Mac or Linux su pport) can
l og in to a com p l etely pro tected work s p ace that preven t s
u s ers from saving files loc a lly, and cleans up afterw a rd ,
l e aving behind no evi den ce of files or coo k i e s . This is very
u s eful in insec u re envi ron m en t s , su ch as at an In tern et
café or other public com p uters .

Ju n i per has the most fine-gra i n ed con trol over wh a t
u s ers can and can’t do on ce they are inside this pro tected
envi ron m en t , su ch as permit access to pri n ters , m a ke
ch a n ges to the Wi n dows Con trol Pa n el , or all ow parti c ul a r
IE brows ers with particular en c rypti on key stren g t h s .

A p p l i c ations Support
Corpora te VPN ad m i n i s tra tors wi ll need to caref u lly ex a m-
ine every app l i c a ti on and test to make su re that it works for
e ach cl i en t , and under both thin and net work ex ten s i on
cl i en t s . This is wh ere SSL VPNs are we a ke s t : I P Sec produ ct s
can handle a wi der ra n ge of a pp l i c a ti ons wi t h o ut any con-
f i g u ra ti on , s i n ce they own the en ti re pro tocol stack .

We te s ted a va ri ety of simple and com p l ex app l i c a ti on s
to see how well they would work on each produ ct . We
tri ed to con n ect to a Wi n dows file share on the local LA N ,
to an FTP and SSH server, and vi ew a va ri ety of Web
s ervers that were behind a firew a ll . We also tri ed to ru n
O ut l ook Web Access and con n ect to a Java - b a s edAvocen t
KVM over IP server.

With each app l i c a ti on , we used a brows er- b a s ed cl i en t
to con n ect to a custom Web portal page linking to each
a pp l i c a ti on , and with the net work ex ten s i on cl i ent (if i t
was ava i l a ble for that particular platform ) .

Ju n i per had the wi dest su pport for app l i c a ti on s , a n d
has a nice way to debug URLs en tered into its portal con-
f i g u ra ti on screen .

Su rpri s i n gly, the bi ggest issue with our tests was con-
n ecting to a Wi n dows file server shared drive . This is a
rel a tively simple task, but it con fo u n ded all the produ ct s
except Ju n i per and Aventail (See “Trying to Co n n e ct ,” p. 4 0 ).

Certain com p l ex Web app l i c a ti on s , su ch as the Avocen t
KVM over IP, gave us tro u ble as well . Aventail was the on ly
produ ct that could su pport the Avocent KVM session
i n s i de a brows er, but it on ly worked with IE. The others
requ i red their net work ex ten s i oncl i ents to en a ble vi ewi n g
rem o te de s k tops over their VPN con n ecti on s .

While Ci s co wasn’t alone in its failu re to su pport Mac
In tel cl i en t s , even its thin cl i ent co u l d n’t browse Wi n dows
file shares on these Mac s , wh i ch is a bu g. Ch eck Point and
F5 also had some issues and co u l d n’t su pport all the app l i-
c a ti ons as well as Ju n i per did.

A u t h e n t i c ation and Access Control
We te s ted the produ cts with ex i s ting RADIUS and LDA P
s ervers on the Stanford net work , as well as a test RSA
SecurID app l i c a ti onto provi de two - f actor aut h en ti c a ti on .

All five produ cts were able to use all three of these servers ,
a l t h o u ghit took some doing to get everything work i n g.

We also ex a m i n ed each produ ct to see how gra nu l a r
t h eir access levels could be — su ch as re s tri cting users to
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We assembled a medium-sized team to gather all the
expertise re q u i red to configure our five products. Yo u
should be pre p a red to assemble a similar team when
testing and deploying your SSL gateway.

This is because the SSL gateway touches many dif-
f e rent parts of your enterprise computing infra s t r u c t u re .
If you have segregated your support into desktop, server,
n e twork backbone, network applications and end user
departments, as Sta n f o rd does, you will need re p re s e n-
tatives from each of these groups.

For example, while testing our products we needed
one person to correctly specify the para m e t e rs for
S ta n f o rd’s LDAP and RADIUS servers; another to deter-
mine how to connect to its Windows file servers; a third
p e rson to configure desktops; a fourth for the fire w a l l s ,
ro u t e rs and switches; a fifth to set up our Linux server;
and a sixth to answer specific securi ty questions that
no one else could answer, such as tro u b l e s h o o t i n g
authentication issues and more complex Windows servers
issues.w

— DAV ID ST ROM

A s s e m b l i n g
“ Team VPN ”
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on ly log in at a particular time of d ay, or with spec i f i c
s o u rce IP ad d re s s e s . All the produ cts except Ch eck Poi n t
can set access by time of d ay or by source IP ad d ress

Check Point clearly lagged behind the others in terms of
setup and features, and Cisco was superior in this category.

The most vexing part of our setup was in con n ecti n g
e ach box to the Stanford LDAP server. This was a com bi-
n a ti on of our own mistakes in get ting the va rious para-
m eters ri gh t — su ch as en tering the correct IP ad d ress of
e ach server—and each produ ct’s poor debu gging tools in
telling us wh en we made mistake s .

Ch eck Point had the worst set of debu gging too l s , wh i l e
Aventail and Ju n i per had the be s t . Ju n i per provi des syntax
examples you can use to type in the correct stri n gs , a n d
Aventail has the cl e a rest screens that prom pt you for the
requ i red inform a ti on .

G et ting the RSA SecurID ACE server set up was simple
for those ven dors — a ll but Aventail—that ex p l i c i t ly su p-
port it. For Aven t a i l , we had to con n ect to the ACE server
via RADIUS pro toco l s .

Ci s co, Aventail and Ju n i per segrega te their aut h en ti c a-
ti on realms for each user group on their Web - b a s ed logi n
p a ge s , making it easier to test wh et h er each realm is work-
ing properly.

Each product comes with two network interfaces and
can be run in what is called dual-homed configuration—
one interface is connected to the public network, and one
lives on a priva tenet work with access to pro tected re s o u rce s .

However, we weren’t able to con n ect Ju n i per and

Aven t a i l ’s produ cts in this fashion because of h ow bo t h
produ cts work with ex ternal net work re s o u rce s — t h ey
a s sume that all aut h en ti c a ti on servers are attach ed on the
i n ternal net work . In our situ a ti on , these RADIUS and
L DAP servers were out s i de the pro tected net work and
opera ted on the gen eral campus net work .

Having dual NICs is a bet ter sec u ri ty practi ce , bec a u s e
you phys i c a lly sep a ra te your two net work s . Having the
AAA servers on the internal net work is also a bet ter sec u-
ri ty practi ce , but wh a t’s the point if you can’t get there vi a
the V P N ?

So, we had to opera te both of these produ cts on a
s i n gle interf ace , wh i ch may not be accept a ble in cert a i n
corpora te situ a ti on s . A typical example is an or ga n i z a-
ti on that uses three layers of f i rew a lls to sep a ra te its most
i m portant apps and cri tical servers from the out s i de . O n e
p lus for Ci s co is that you can assign aut h en ti c a ti on servers
on ei t h er its internal or ex ternal interf ace s .

There’s Work Ahead
The bo t tom line is that these are com p l ex produ cts with all
s orts of f i n erpoints to their opera ti on s . Th ey requ i rea te a m
of s h a rp folks from va rious areas of your IT infra s tru ctu re
to dep l oyproperly ( see “As sem bling Team V P N ,” p. 4 1 ). S S L
VPNs are qu i rky, difficult to install and set up, and of fer
s po t ty su pport for users beyond the Wi n dows 2000/XP and
IE envel ope . Cert a i n ly, i f you have a very heterogen eo u s
n et work , or a large group of c u s tom - built corpora te app l i-
c a ti on s , you wi ll have a long test and ro ll o ut ahead .

COM PA R ISON

FEAT URE

Support for multiple admin re a l m s

OPSW AT AV SDK support

F i refox support

LDAP troubleshooting tools

Support for outside AAA servers

Access by time, source IP, etc.

Mac-Intel net extension client

# NICs per box 2

Active/Active HA cluster

Native RSA ACE server support

N o t e s :
1 Must run single-homed to connect to any outside authorization/authentication serv e r s
2 Not including any interfaces for clustered connections
3 S o f tware-only solution; can be installed on any reasonable server; available as appliance
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G iven that re a l i ty, t h ere are clear differen ti a ti ons that
p ut some produ cts ahead of the pack .

Ju n i per ’s SA 6000 SP was the clear wi n n er in overa ll
u s a bi l i ty, fe a tu re s , and flex i bi l i ty of opera ti on s . It took the
least time to get set up and work i n g, de s p i tesome com p l ex
m enus and some od dly placed item s .

The F5 Fire Pass was nex t , with soph i s ti c a ted en d poi n t
ch ecking ro utines and a long list of su pported antivi ru s
progra m s . It has a vi sual policy ed i tor that anyone who has
done any flowch a rting wi ll gl om on to.

Aven t a i l ’s EX-2500 is an intere s ting stu dy in con tra s t s .
It has lead i n g - ed ge functi on a l i ty yet is missing basic key
i n gred i en t s . It was the on ly produ ct not to of fer native
RSA SecurID ACE su pport , yet it had some great debu g-
ging tools for set ting up LDAP servers .

If t h ere is a fe a tu re missing from the Ci s co VPN ga te-
w ay, we would be hard pre s s ed to find it—and that, in
a nut s h ell , is the probl em . You can run both IPSec and
SSL VPN cl i ents from the same ga tew ay, and set va ri o u s
u s er and group policies that are so ex trem ely intri c a te that
you dare not to u ch them on ce you have them work i n g.
The issue is that Ci s co’s ad m i n i s tra tive interf ace is com-
p l ex and a bear to set up.

Ch eck Point Con n ectra’s bi ggest issue was the lack of
d i f feren ti a ted , dep a rtm en t a l - b a s ed ad m i n i s tra tive ro l e s . It
also has the we a kest su pport for aut h en ti c a ti on servers
and poorest overa ll cl i ent su pport . On the other hand,
i f you alre ady have other Ch eck Point produ ct s , su ch as
f i rew a lls and IPSe s , you can manage all of this gear from a
s i n gle con s o l e .w

David Strom is a fre el a n ce wri ter, s pe a ker and fo rm er

ed i to r- i n - ch i ef of Tom’s Ha rdw a re and Net work Com p uti n g

m a ga z i n e s . S end your thou ghts on this arti cle to

fe ed ba ck @ i n fo se c u ri tym a g . co m .
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REPORT CA RD

Making thegrade
Cost per 100 users

Cost per 1,000 users

E n t e r p rise Management

Client support

Apps support

AAA contro l

Ve rd i c t

*Thin client terminal emulation costs $4,995 for 100 users and $19 , 990 for 1,000.
**N e twork access control requires Integrity, costing an additional $5,500 and $13,500 for 100 and 1,000 users, respectively.
* **Juniper’s SA 5000, which is comparable to the other appliances tested, with a top price of $75 , 985 .

Av e n ta i l
ST EX - 2 50 0

w w w . a v e n ta i l . c o m

$ 2 6 , 995 *

$ 6 2 , 995 *

B -

B -

B

B

B -

Pros: Mac support ;
good LDAP setup/debug

tools.
C o n s : Can’t support

external authentication
s e rvers outside the pro-
tected internal netw o r k ;
no Windows 98 support .

C h e ck Point Softw a re
Te ch n o l o g i e s

Connectra NGX R61
w w w . ch e ck p o i n t . c o m

$ 15 , 0 0 0 * *

$ 60 , 0 0 0 * *

B -

C +

B

C +

C +
Pro s : Solid endpoint

s e c u r i ty tools.
C o n s : Miserable Mac
client, poor debugging
tools for AAA serv e r

setup; requires three IP
addresses; poorly differ-
entiated administration.

Cisco Sy s t e m s
ASA 55 40

w w w . c i s c o . c o m

$ 2 4 , 990

$ 55 , 995

D

C

B

B +

C +
Pros: S u p p o rts both
IPSec and SSL gate-

ways; flexible feature set
for authentication

s e rvers.
Cons: Poor administra-
tive interface; limited
administrative realms.

F5 Netw o r k s
F i r e Pass 410 0
w w w . f 5 . c o m

$ 2 4 , 990

$ 69 , 990

A -

B

B

B

B
Pros: Endpoint checking

tools with nifty policy
editor; instant configura-

tion updates; multiple
concurrent admins; Fire-
fox network extension.

Cons: Spotty Mac
support; mediocre

authentication
debug tools.

Juniper Netw o r k s
SA 6000 SP

w w w . j u n i p e r . c o m

$ 40 , 990 * * *

$ 9 3 , 990 * * *

B +

B +

A

B

B +
Pros: N o n - W i n d o ws
client support; solid

administrative features;
logical menu.

Cons: Can’t support
external authentication
s e rvers outside internal

n e twork; high
overall cost.
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Get ex p e rt SSL VPN help at
w w w. s e a r c h s e c u r i t y. c o m / i s m a g


