(ProbucT rREVIEW

ENTERPRISES ARE BEING DRAWN TO SSL VPNS BY THE PROMISE
of easier support for roaming users—ther’s no need to install a thick
dient that is dosely tiedto a particular operating system and requiresan
IT department to touch each endpoint. With nothing more than a Web
brows er, users can securely connect to internal networks from just abo ut
any machine, anywhere.

But realityis quite different. In fact, many corpora te IT departments
that start down the SSL VPN path because of minimum dient require-
ments discover that the requirements aren’t so minimal, especially to
support a heterogeneous network. SSL products still require a great
deal of administration, configuration and support, as was evident in
Information Security’s ex tensive tests of five leading products.

We tested four hardware solutions—Aventail’s ST EX-2500, Gsco
Sys tems’ ASA 5540, F5 Networks’ FirePass 4100 and Juniper Networks’
Secure Access (SA) 6000 SP—and one software product, Check Point
Software Technologies’ Connectra NGX R61 (Ch eck Point also sells its

product as an appliance).

Not So Sim

Are you ready to rid your enterprise of a
client-based VPN in favor of simple SSL?
Tread carefully. We sort through five SSL
VPNs, and uncover which best conquer the
many challenges. sy 0AvID STROM
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nformation Security invited 17 SSL VPN vendors

to apply for consideration for testing, and selected

the five best responses based on a combination of
pre-eminence in the security market and our judgment about
features and the ability to support a large, complex network
s uchas Stanford University's network. Nokia declined to apply
without giving a reason, Symantec did not submit a product
because it is focusing on the UTM market, and SonicWALL
passed because of its SMB focus.

We set up a test lab on the Stanford campus, using the
university’'s production network and tapping into resources
on its enterprise backbone. Stanford has an older IPSec VPN
configuration and was interested in an SSL VPN gateway.

All of the VPN gateways were placed on a separate server
network, along with a Windows Server 2003, a Linux server,
and an RSA SecurlD ACE appliance that was used for two-

The products were tested in a purpose-built lab on the
Stanfod University campus inCalifornia (See “Ab out This
Review;” above ), with the help of the back bone networking
group that runs the main university data center and oper-
ates the major network infrastructure on campus. We ana-
lyzed and graded their capabilities (See “Making the Grade,”
p. 44) for enterprise management and control, client sup-
port, applications support, and authentication and access
control.

Enterprise Management and Control

Anyone who will deploy an SSL VPN will have to spend a
lot of time getting accustomed to its administrative inter-
face. The issue for these products is that because they touch
a lot of different places in the network, you will have dif-
ferent people assigned to different roles in their adminis-
tration. Juniper and F5 seemed to understand this situation
the best.

These are complex products. There are so many knobs to
tum, especiallywith so many admins doing the tuming, it’s
easy to make a serious mistake. In all cases, it was easy to
check the wrong item on one particular screen and render a
working system usdess. For example, with a few misplaced
mouse dicks we could easily destioy a lot of hard work
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factor authentication with its key fobs. We also set up an
Avocent DSR 1031 KVM switch that allowed us to control all
of these servers via a Web browser, and was used to test the
ability of each VPN to support complex Web applications.

All of these servers were placed behind a firewall that
blocked all access, with the exception of a client coming from
one of the VPNs. A separate network contained four client PCs
running Windows XP with SP2, Windows 2000, Windows 98
SR2 and Mac OS X v10.4, each with the latest patches and
updates applied.

Each Windows client ran both IE v6.0 and Firefox v1.5
browsers. The Mac ran |E v5.2, Firefox v1.5, and Safari v2.0.3.
The test lab also connected to a production Microsoft Active
Directory server that was also running RADIUS and LDAP
services, and an Exchange 2003 server that was configured
for IMAP, POP and Outlook Web Access.» —DAVID STROM

performed set ting up the entire endpoint security subsys-
tem, or ruin our authentication connections. (Forexample,
when set ting Juniper’s configurations, you need to be care-
ful to save your changes before you navigate to another
m enu—it doesn’t save changes automatically.)

All the produ cts except Gsco’s use a Web server to set
up and control configuration parameters; Cisco requires
its ADSM dient for this purpose, which seems outdated.
We examined how multple boxes can be administered,
whether administrators can see who is logged in at any
given moment and kill that particular user’s session, and
what auditing, reporting and debugging features were
available.

(sco’s administrative tools were the worst, and F5’s
were the best.

The bi ggest differentiator among the five produ cts was
the ability for multple users with different administrative
roles to manage the box concurrently. This is critical in
large-scale deployments, where multiple people will be
adding users, ch an ging access policies and setting up indi-
vidual portal pages.

We especiallyliked the abilityof F5 to specify the partic-
ular menu choices each admin can use. Its Administra tive
Realms page offers complete granularity when it comes to



AN UNEXPECTED PROBLEM

Trying to

CONNect

ne of the most interesting results of our testing was the difficulty

each vendor had in supporting the most basic VPN activity: the abil-

ity to mount a Windows file server and connect to one of its shared
drives, and open and copy files to this network share. Only Juniper was able
to complete this task in the time allotted, and even it had to struggle to figure
out the problem.

That problem was Stanford's wide-open network—its servers are directly
connected to the Internet, with no intervening firewalls. To protect themselves
and these resources, Stanford’'s server support group has locked down its
user authentication to use NTLM v2. This requires stronger authentication than
the original version that supported the LAN Manager-style username and
password combinations that are sent over the wire in the clear.

SSL gateways can't talk this protocol to the Windows file servers, so users
must employ the network extension client to authenticate. When we tried to
set up a share for the thin clients using each vendor's portal pages, the logins
failed. Juniper has a setting that specifically turns on v2 authentication, while
Aventail required a manual editing of its start.sh file to enable it. F5 and Cisco
don't support this protocol. Check Point says the problem was longer pass-
words that didn't parse in its Samba client.»

—DAVID STROM

ging tools, especially when it comes to
setting up authentication servers (dis-
cussed later). Nevertheless, we liked F5’s
feature that all ows an admin to log in to
the gateway as a user. If something isn’t
working, the admin can go directly into
the configurationconsole to make changes
without having to log in with a separate
browser session. The other produ cts were
more cumbersome in switching bet ween
administrator and ordinary user.

Aventail has a nice initial installation
routine that steps you through the process,
but its administrative interface lacks the
“breadcrumb” display to show the com-
plete path you took through its sometimes
convoluted menu trees, something we
found useful among its competitors.

Client Support
The most important part of any SSL VPN
is how it supports users of the product.
We tested Firefox and Internet Explorer
browsers (and Safari on the Mac) on a
variety of operating systems, as well as
each produ ct’s end point security checking
and remediation routines.

Each SSL product supports Win dows
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assigning particular admin ri ghts to different subsets of the
overa ll functi onality

In contrast, Ch eck Point all ows only a single adminis-
trator to log in at any given moment. Gsco also lacks the
ability to assign different roles to multiple administra tors.

Aventail isn’t mu ch of an improvement; it comes with
three administrative templates that of fer some granularity
to allowmu I tiple people to manage its software.

Layouts of administrative menus are subj ective, but we
found ourselves coming back to Juniper’s whenever we
wanted to get som ething donequickly. Theyre set up very
logically for VPN managem ent and have dear-cut menus
to control Linux, Mac and Windows dients, which we
found easiest to work with. We were able to handle multi-
ple administrators easily.

The various functions and menu layo uts made F5’s
admin interface the best of the five. It is clean and well laid
out. While some of the menu choices are a bit dbscure, most
aredisplayed in a manner that makes it easy to add policies
and set up your applications.

Gsco’s ADSM administra tive interface is so misera bly
designed that it presented probl ems for its support engi-
neers; often, they couldn’t quickly locate the appropriate
screen. ADSM has multple hierarchies of menus within
menus, making it easy to get lost several screens down.

Each of these produ cts could do a bet ter job with debu g-
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XP/2000 and recent versions of Internet
Explorer to connect to their gateways, and
all except Aventail offered solid su pport for Firefox browsers.

All of the products have a network extension client for
Windows and IE, but none of them have a network exten-
sion client that completely works with Windows 98 or
completely supports the Mac OS. At the time of our tests in
June, only Aventail had a Mac OS network extension client
that worked on the newer Intel-based Macs. Aventail’s Mac
network extension client is a bit cumbersome in that users
must authenticate twice—once in the browser, and then
once in the client preferences.

Juniper had the best overall client support, including
the best support for Windows 98, provided it was running
the latest version of Internet Explorer, but not all applica-
tions worked completely, such as the Java-based SSH client.

All of the products required administrative access to
the remote client machine for the initial install of their
networkextensiondient. This could be a probl em for cor-
porations that lock down their machines with restrictive
logins and don’t all ow users to install their own software.

S peaking of 1 ocking down machines, endpoint security
is an incaeasingly critical part of dient support. But this
area is still very much a work in progress. Some SSL
VPNs—such as Check Point—offer end point security as
an extra cost option, while others have partnered with a
variety of supplies to perform health assessments and
remediation.



Su pport for antivirus products is the first, cri tical con-
sideration. Both F5 and Juniper make use of the OPSWAT
database of dozens of antivirus products. Gsco supports
more than a dozen, while the others have more limited
su pport.

The products offer varying degrees of control over what
endpoint conditions they check for either prior to or just
after login. Juniper and Check Point have the most granu-
larity in terms of type of OS and conditions, such as
whether particular antivirus, firewalls and other malware
blockers are running. For example, Juniper’s remediation
measures include the ability to delete specific files or ter-
minate particular processes, or to run custom scripts.

Net work administra tors who are com fortable creating
firewall rule sets will find the process of crafting endpoint
security policy very similar. We particularly liked F5’s
nifty visual policy editor, which works like a flowchart,
and adds features such as the ability to check for partic-
ular IE versions and the presence of a Google Desktop
indexing en gine. However, testing and deploying the right
series of policies is still som ewhat cumbers ome because
of all the choi ces available.

Finally, all the ven dors of fer a desktop “sandbox” mode,
in which a Windows user (no Mac or Linux su pport) can
log in to a completely protected works p ace that prevents
users from saving files locally, and cleans up afterward,
leaving behind no eviden ce of files or cookies. This is very
useful in insecure environments, such as at an Internet
café or other public com p uters.

Juniper has the most fine-grained con trol over what
users can and can’t do on ce they are inside this protected
environment, such as permit access to printers, make
changes to the Windows Control Panel, or allow particular
IE brows ers with particular encryption key strengths.

Applications Support

Corporate VPNadministra tors wi Il need to carefullyexam-
ine every application and test to make sure that it works for
each dient, and under both thin and network extension
dients. This is wh ere SSL VPN’ are weakest: IPSec products
can handle a wider range of applications withoutany con-
figuration, since they own the entire pro tocol stack.

We tested a variety of simple and complexapplications
to see how well they would work on each product. We
triedto connect to a Windows file share on the local LAN,
to an FTP and SSH server, and view a variety of Web
servers that were behind a firewall. We also tried to run
Outlook Web Access and connect to a Java-based Avocen t
KVM over IP server.

With each application, we used a browser-based dient
to connect to a custom Web portal page linking to each
application, and with the net work extension dient (if it
was available for that particular platform).

Juniper had the widest support for applications, and
has a nice way to debug URLs entered into its portal con-
figuration screen.

We assembled a medium-sized team to gather all the
expertise required to configure our five products. You
should be prepared to assemble a similar team when
testing and deploying your SSL gateway.

This is because the SSL gateway touches many dif-
ferent parts of your enterprise computing infrastructure.
If you have segregated your support into desktop, server,
network backbone, network applications and end user
departments, as Stanford does, you will need represen-
tatives from each of these groups.

For example, while testing our products we needed
one person to correctly specify the parameters for
Stanford’s LDAP and RADIUS servers; another to deter-
mine how to connect to its Windows file servers; a third
person to configure desktops; a fourth for the firewalls,
routers and switches; a fifth to set up our Linux server;
and a sixth to answer specific security questions that
no one else could answer, such as toubleshooting
authentication issues and more complex Windows servers
issues.»

—DAVID STROM

Surprisingly, the bi ggest issue with our tests was con-
necting to a Win dows file server shared drive. This is a
relatively simple task, but it confounded all the products
except Juniper and Aventail (See “Tryingto Connect,” p. 40).

Certain complex Web applications, such as the Avocent
KVM over IP, gave us tro u ble as well. Aventail was the on ly
product that could support the Avocent KVM session
inside a browser, but it only worked with IE. The others
required their net workextensiondients toenable viewing
rem o te de sk tops over their VPN connections.

While Gisco wasn’t alone in its failure to su pport Mac
Intel dients, even its thin dient couldn’t browse Win dows
file shares on these Macs, which is a bug. Ch eck Point and
F5 also had some issues andcouldn’t su pport all the appli-
catiors as well as Juniper did.

Authentication and Access Control
We tested the products with existing RADIUS and LDAP
servers on the Stanford network, as well as a test RSA
SecurID applicationto provide two-factor authentication.
All five products were able to use all three of these servers,
althoughit took some doing to get everything working,
We also examined each product to see how granular
their access levels could be—such as restricting users to
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Key SSL VPN ](3 atures

Mventdl ST Check Point
FEATURE EX-2500 Connectra NGX R61

Support for multiple admin realms Fair No
OPSWAT AV SDK support

Cisco ASA 5540 F5 Fire Pass 4100 Juniper SA

6000 SP
Poor Good Good
Next release No No Yes Yes
Poor Yes Yes Browser plugin Yes
Good Good

Fi refox support

LDAP troubleshooting tools
Support for outside AAA servers No' Yes Yes Yes No'
Access by time, source IP, etc. Yes No Yes Yes Yes

Poor Fair Fair

Mac-Intel net extension client Yes Next release Next release Next release Next release
# NICs per box® 2 Varies® 2 4 2
Active/Active HA cluster Yes Yes Yes No No
Native RSA AGE server support No Yes Yes

Notes:

"Must run single-homed to connect to any outside authorization/authentication servers
“Not including any interfaces for clustered connections

*Software-only solution; can be installed on any reasonable server; available as appliance

only log in at a particular time of day, or with specific
source IP addresses. All the products except Ch eck Point
can set access by time of day or by source IP address

Check Point clearly lagged behind the others in terms of
setup and features, and Cisco was superior in this category.

The most vexing part of our setup was in connecting
each box to the Stanford LDAP server. This was a combi-
nation of our own mistakes in get ting the various para-
meters right—such as en tering the correct IP address of
each server—and each product’s poor debu gging tools in
telling us wh en we made mistakes.

Check Point had the worst set of debu gging tools, while
Aventail and Juniper had the best. Juniper provides syntax
examples you can use to type in the correct strings, and
Aventail has the dearest screens that prompt you for the
required information.

Getting the RSA SecurID ACE server set up was simple
for those vendors—all but Aventail—that explicitly sup-
port it. For Aventail, we had to connect to the ACE server
via RADIUS protocols.

Cisco, Aventail and Juniper segrega te their authentica-
tion realms for each user group on their Web-based login
pages, making it easier to test wh et h er each realm is work-
ing properly.

Each product comes with two network interfaces and
can be run in what is called dual-homed configuration—
one interface is connected to the public network, and one
lives on a priva te net work with access to pro tected resources.

However, we weren’t able to connect Juniper and
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Aventail’s products in this fashion because of how both
products work with external network resources—they
assume that all authentication servers are attach ed on the
internal network. In our situation, these RADIUS and
LDAP servers were outside the protected network and
operated on the gen eral campus net work.

Having dual NICs is a bet ter security practice, because
you physicaly separate your two networks. Having the
AAA servers on the internal net work is also a bet ter sec u-
rity practice, but whats the point if you can’t get there via
the VPN?

So, we had to operate both of these products on a
single interface, which may not be acceptable in certain
corporate situations. A typical example is an organiza-
tion that uses three layers of firewalls to separa te its most
important apps and critical servers from the outside. One
plus for Cis co is that you can assignauthentication servers
on eitherits internal or external interfaces.

There’s Work Ahead

The bottom line is that these are complex products with all
sorts of finerpoints to their operations. Th ey requirea team
of sharp folks from various areas of your IT infra s tru cture
to deployproperly (see “Assem bling Team VPN,” p. 41). SSL
VPN are quirky, difficult to install and set up, and offer
spo tty support for users beyond the Windows 2000/XP and
IE envelope. Certainly, if you have a very heterogeneous
network, or a large group of custom-built corpora te appli-
cations, you will have a long test and rollout ahead.
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Making the

Aventail CheckPoint Software Cisco Systems F5 Networks Juniper Networks
ST EX-2500 Technologies ASA 5540 FirePass 4100 SA 6000 SP
www.aventail.com Connectra NGX R61 WWW.Cisco.com www.f5.com WWw.juniper.com
www.checkpoint.com

Cost per 100 users $26,995* $15,000** $24,990 $24,990 $40,990***
Cost per 1,000 users $62,995* $60,000** $%,995 $69,990 $93,990***
Enterprise Management B- B- D A- B+
Client support B- C+ C B B+
Apps support B B B B A
AAA control B C+ B+ B B
Verdict B- C+ C+ B B+

Pros: Non-Windows
client support; solid
administrative features;
logical menu.

Pros: Supports both
IPSec and SSL gate-
ways; flexible feature set
for authentication
SErVers.

Cons: Poor administra-
tive interface; limited
administrative realms.

Pros: Endpoint checking
tools with nifty policy
editor; instant configura-
tion updates; multiple
concurrent admins; Fire-
fox network extension.
Cons: Spotty Mac
support; mediocre
authentication
debug tools.

Pros: Mac support: Pros: So!id endpoint
good LDAP setup/debug security tools.
tools. Cons: Miserable Mac
client, poor debugging
tools for AAA server
setup; requires three IP
addresses; poorly differ-
entiated administration.

Cons: Can’t support
external authentication
servers outside the pro-
tected internal network;
no Windows 98 support.

Cons: Can’t support
external authentication
servers outside internal

network; high
overall cost.

*Thin client terminal emulation costs $4,995 for 100 users and $19,990 for 1,000,
**Network access control requires Integrity, costing an additional $5,500 and $13,500 for 100 and 1,000 users, respectively.
**Juniper's SA 5000, which is comparable to the other appliances tested, with a top price of $75,985.

Given that reality, there are clear differentiations that
put some produ cts ahead of the pack.

Juniper’s SA 6000 SP was the clear winner in overall
usability, features, and flexibility of operations. It took the
least time to get set up and working, despitesome complex
m enus and some oddly placed items.

The F5 FirePass was next, with sophisticatel endpoint
ch ecking routines and a long list of supported antivirus
programs. It has a visual policy ed i tor that anyone who has
done any flowcharting will gl om onto.

Aventail’s EX-2500 is an interesting study in con trasts.
It has leading-edge functionality yet is missing basic key
ingredients. It was the only product not to offer native
RSA SecurID ACE support, yet it had some great debug-
ging tools for set ting up LDAP servers.

If there is a feature missing from the Cisco VPN ga te-
way, we would be hard pressed to find it—and that, in
a nutshell, is the problem. You can run both IPSec and
SSL VPN dients from the same gateway, and set various
userand group policies that are so ex trem ely intricate that
you dare not touch them once you have them working.
The issue is that Cisco’s administrative interface is com-
plexand a bear to set up.
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Chedk Point Connectra’s bi ggest issue was the lack of
differentiated, departmental-based administrative roles. It
also has the weakest support for authentication servers
and poorest overall dient support. On the other hand,
if you alre ady have other Ch eck Point products, such as
firewalls and IPSes, you can manage all of this gear from a
single console.»

David Strom is a fredance writer, speaker and former
editor-in-chief of Tom’s Hardware and Network Computing
magazines. S end your thou ghts on this article to
feedbadk@infosecuritymag.com.
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Get expert SSL VPN help at
www.searchsecurity.com/ismag



