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Summary

This document will show how the University of Kentucky has incorporated the F5
BiglP load balancing devices into a Blackboard Academic Suite 8.x environment.
At the University of Kentucky all traffic to the Blackboard web servers passes
through the BiglP including collaboration tool traffic. The information contained in
this document will describe how the F5 was integrated into our Production
Environment; which is composed of eight front end web servers which connect to

a MS Cluster.
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Physical Network

Servers

Our Production Environment is comprised of 6 Dell PowerEdge 1850 Servers
running Windows Server 2003 and two Dell PowerEdge 850 Servers running
Windows Server 2003. The Database and File Servers reside in a clustered
environment. There are separate cluster groups for the file and SQL servers.
Each with its own IP, Windows Name, and SAN file systems. Below is a diagram
of the layout.

Figure - Network Diagram

F5 BiglP 6400 E2

BBRRODOG

Dedicated Back Up
Coradiant MNebwark
TrueSight

BEEPRODDEO2

Base Biglp Configuration

Given our existing network environment we went with a SNAT configuration
when utilizing the F5. Because of other campus services, including Data
Protection and Authentication, we felt that adding that much traffic through the F5
would cause too much load, affect system performance, and create other
network headaches. We have two BiglP 6400-E2 configured in an Active/Passive
mode.
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Server Configuration

File and Database

Our Production environment contains a pair of Windows Servers configured with
Clustering Services. There are four different cluster groups, one for each SQL
Server, and one for each File Server. All disks except the system disks are
configured on the SAN. The system disks are 5x73GB 15k RPM using RAID 10
with a hot spare. These servers are running Windows Server Enterprise 2003 R2
x64 and With SQL Server 2005 Enterprise x64. The current production
environment runs on Dell PowerEdge R900 servers with 16 cores and 64G of
ram each.

SAN Luns are RAID 10 for Database files and RAID 5 for Content files.

Web Application Servers

The setup and configuration of the web servers is consistent with the
documentation provided by Blackboard for application server setup. The Boxes
have 4 total cores and 4G of ram, with mirrored 36G System drives.

Collaboration Servers

There are two dedicated collaboration servers. Only one server is used at a time,
and no normal Blackboard Web traffic is directed to these servers. IIS is installed;
however it is not running on these servers. Only the Collaboration Services are
enabled and running. Because the F5 directs traffic to the collaboration servers,
the DNS name for collab is the same as the rest of the application. This allows us
to use one SSL certificate for both functions.
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F5 Configuration

Health Monitors

Health Monitors were created specifically for Blackboard, and we also created
simple HTML files that would still be handled by the Tomcat engine. Anonymous
access was allowed at the file level. Should the Tomcat engine fail, or if the
connection is lost to the file server, then this file will not be available and the
node will show as down. This is something we do because we currently use web
server delegation as our authentication method. If you are using LDAP or
RDBMS you can simply monitor the login or portal entry page. The first custom
monitor is designed to check the base Blackboard site, including 11S and the
Tomcat engine. Here it has been named http_bb

Figure - Health Monitor
General Properties

Name hitp_bhk

Partition Blackboard
Type HTTP

Configuration: IAdvanced v

Interval | 30 seconds
Timeout 91 seconds
Manual Resume O ves ® no

GET /UpTest/UpTest_html

Send String

Elackboard is up

Receive String

User Name [

Password l

Reverse O ves @ no
Transparent O ves ® no
Alias Address * Al Addresses
Alias Service Port * All Ports

[ Update ][ Delete J
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The second custom health monitor reads an html file placed on the individual app
server in the following folder: X:\blackboard\apps\collab-
server\http\webapps\client-lib. This monitor has been named http_bb_collab.

Figure - Collaboration Health Monitor
General Properties

Name hitp_bh_collab

Partition Blackboard
Type HTTP

Configuration: IAdvanced v

Interval I 30 seconds
Timeout l 91 seconds
Manual Resume O Yes ® No

Send String

Test
Receive String
User Name l
Password I
Reverse O ves ® no
Transparent Q ves ® no
Alias Address * Al Addresses
Alias Service Port 8011

[ Update ][ Delete ]

Custom changes such as the placement of files for health monitors, or changes
to IIS or Apache properties may be overwritten after a Blackboard service pack
or hot fix. Make sure to create backups of these files, and have a process in
place to replace the files and correct any changes to IIS or Apache after an
upgrade.
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Pools

A basic setup will incorporate at least three pools. The first pool will be the
standard http pool responsible for the main Blackboard application. If using the
default settings, this pool will contain each of your web app server nodes
answering on port 80. We attach our custom http_bb health monitor. The ICMP
monitor is set as the node default so it does not need to be included separately.
See the screen capture below for the settings.

Figure - Basic Pool Configuration
General Properties

Name bbprod.uky .edu_pool_http
Partition Blackhoard
Availability @Available (Enabled) - The pool is available

Configuration: IAdvanced ¥

Active Available
http_bb gateway_icmp A~
Health Monitors E::E_SUH
E::E:EE:?EE: v
Availabilty Requirement All ¥ Health Monitor(s)
Allow SNAT [Yes %
Allowy NAT [Yes v
Action On Service Down [m
Slovy Ramp Time l 0 seconds
IP ToS to Client [ Pass Thiough ~
IP ToS to Server [W
Link QoS to Client [Pass Thiough
Link QoS to Server W

[ Update ][ Delete ]

We require that all health monitors be active for a server to accept connections.
For the collaboration http pool, the settings are identical except instead the
http_bb health monitor, we use the http_bb_collab monitor. For the Collaboration
TCP pool, we enable only the TCP monitor. We attach all the nodes on port
8010, however only one server is active at a time.
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Profiles

Summary

Profiles contain the majority of settings for configuration of the BigIP. Create your
SSL and Statistics profiles as normal.

HTTP Profiles

Few changes are made from the base http profile; however, the changes that are

made are very important. SSL termination with Blackboard can be tricky; these

settings are working in our environment with no problems. Because the page is

fairly |l ong, and the changes are fairly mini

Redirect Rewrite: All

Insert XForwarded For: Enabled

Compression: Selective

Preferred Method: Gzip

Gzip Compression Level: 5

Ram Cache: Enabled

URI Caching: URI Listé

= =4 =4 -8 -8 -8 -9

RAMCache

We have RAMCache configured to cache static content used the application for
simple navigation such as image, style sheet and java script files that are not
dynamic. To accomplish this use Selective Caching based on the URI List and
pin specific directory paths to the cache, and also exclude certain directories.

Pin List

1 /images/*

1 /javascript/*

T Jui/*

1 /branding/*
Exclude List

1 /webapps/*

1 /webapps-net/*

Stream Profile

The most important part of SSL offloading with the F5 is the use of a stream
profile. A stream profile will replace string X with string Y in the client response.
To create a Stream Profile, click on the Profiles section under Local Traffic, then
select Other, and click Stream.
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Figure - Stream Profiles

Local Traffic » HTTP Profiles

Sel ] CE Protocal Authertication - Cther

OneConnect
bhshe® [Search ][ Reset Search ] Statiztics
| |~ Mame Stream
[ bhebeuky edu_prafile_http hittp
Create a new Stream Profile with a custom source and target. Because we
actually provide the stream parameters insid
important.

Figure - Stream Profile Settings
General Properties

Name bbprod.uky edu_profile_stream

Parent Profile [ stream v
Settings Custom D
Source l ]

Target | O

[ Update ][ Delete... ]

Persistence Profile

In order to ensure that requests from a particular user go to the same application
server each time, a persistence profile is used to read the Blackboard session
cookie. This allows the F5 to know which server to send a user to, and will
timeout at the same time as the Blackboard Session.

We use a parent profile of cookie, and select Cookie Hash from the method so

we can grab an existing cookie. We set the timeout to the same as our
Blackboard timeout and make sure to Mirror the persistence to the standby F5.
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Figure - Persistence Profile

General Properties

MName bb_cookie_persistance_profile

Persistence Type Cookie

Parent Profile I cookie ¥

Configuration custom []
Cookie Method | Cookie Hash v
Cookie Name I session_id
Hash Offset [0 O
Hash Length [0 O
Timeout I Specify... v I 14400 seconds
Mirror Persistence Enabled
Match Across Services Enabled
Match Across Virtual Servers Enabled
Match Across Pools O

[ Update ][ Delete... ]

Integrating the F5 BigIP with Blackboard Page 11



iIRules

Some things can be easily accomplished using iRules; however relying heavily
on iRules can lock you into doing things incorrectly, as well as force you into a
specific solution. iRules are processed on each request, including images, if you
rely heavily on iRules you can do more harm than good inside your application. It
is best to weigh the gains of the iRule over the effect it can have on system
performance and overall complexity.

We have three iRules we use to perform specific operations.

The first iRule is used to redirect any traffic that comes in on port 80; those
requests are redirected to the secured site. This iRule is not attached to the main
Virtual Server, but sits on a dummy virtual that only redirects traffic back to the
secure site.

generic_irule_https_redirect:

when HTTP_REQUEST {
#Redirects all to HTTPS keeps URI intact
HTTP::redirect https://[HTTP::host][HTTP::uri]
redirected”

}

A second iRule is used to disable compression for on campus users. A Data
Group list is setup with all the IP classes for which we want to turn off
compression, if the remote address matches that list, then compression is turned
off for that request. Compression is designed to help users with slower
connections. On campus users are connected via high speed connections, and
compression could actually cause performance issues. For the compression
iRule to work, the Compression setting on the http profile must be set to
Selective.

generic_irule_selective_compression

when HTTP_REQUEST {
if {{matchclass [IP::re mote_addr] equals $::campus_address] } {
COMPRESS::disable
} else {

}

COMPRESS::enable

A third iRule is used to rewrite the response from Blackboard so SSL offloading
can work. This iRule performs two functions, first it removes the Pragma header
from the response, this header can cause problems when used as part of an
encrypted connection. The second function is selectively implementing the
stream replace. It is important to only modify text/html content. Flash Movies,
Word Documents, Zip files and other binary file formats include internal
checksums. If the document is modified outside of the creating application it may
be corrupted and will be unusable by the end user.
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bbprod stream replace

when HTTP_RESPONSE {
HTTP::headerre  move "Pragma"

if { [HTTP::header Content - Type] contains "text/html;charset=UTF -8"}H{
STREAM::expression "@http://elearning.uky.edu@https://elearning.uky.edu@"
}

}

Virtual Servers
There are four different virtual servers that need to be configured.

Redirection

The first, and most simple is the virtual server that answers on port 80. This
server holds the iRule that redirects the user to the SSL port. It ensures that
users that type in a URL or any link that points to a non secured location points
back to the secure site before they are able to login.

This virtual server should be configured with the IP Address that will be
responsible for Blackboard, and should listen on port 80. Associate the HTTP
and Stream profiles; however no SSL profiles should be selected and we assign
the https_redirect iRule.

Main Application

The 2™ Virtual Server will be for the primary Blackboard application. It should be
configured with the same IP address and listening on port 443. Again, configure
the HTTP, and Stream Profiles, but also configure the SSL Profile for the client.
Consult the F5 documentation for assigning the SSL Certificate. Assign the Pool,
and Compression and Stream iRules, and our custom Persistence Profile.

Figure - Main Application General Properties
General Properties

I Name bbprod.uky edu_https
Partition Blackboard
Type: ®
Destination % o Hosto S hiebwark

Address: | 128163.16.217

Service Port | 443 [HTTPS v
PYA Acceleration None
Availability
State [Enabled v
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Figure - Main Application Configuration

Configuration: IAdvanced v

Type l Standard v
Protocol ITCF' v

Protocol Profile (Client) [ tcp_bbprod v

Protocol Profile (Server) | (Use Client Profile)

OneConnect Profile [None—v
HTTP Profile l bbprod.uky.edu_profile_http v
FTP Profile [None —
SSL Profile (Client) I bbprod.uky.edu_profile_ssl v
SSL Profile (Server) [None—v
Enabled Available
Authertication Profiles I’daz?us
ssl_cc_ldap
ssl_ocsp
tacacs
Stream Profile [ bbprod.uky.edu_profile_stream
Statistics Profile [None v
WLAN Traffic [avians
Rate Class [_N;e—t

T

Connection Limit

Connection Mirroring
Address Translation
Port Translation
SNAT Pool

Clone Pool (Client)
Clone Pool (Server)

Last Hop Pool

D (May degrade performance when enabled.)

Enabled
Enabled

| VIP_SNAT_POOL »

| None v
| None v
l None v

{ Update ][ Delete ]

Collaboration HTTPS Pool

The 3" Virtual Server is configured exactly as the previous with the exception of
the port and the pool. Because the Blackboard application is configured to use
port 8011 as the non-secured port, you should also configure the virtual server to
use port 8011, however assign the SSL Client Profile from above and it will
ensure the communication between the server and the user is secure, even if it
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uses the same port to communicate to the backend. Doing this keeps us from
having to place an additional stream translation in the iRule to catch the port
number. The links will point to HTTPS however they will use port 8011 continuing
with SSL offload for collab.

Collaboration TCP Pool

The 4™ Virtual server is for the Collaboration TCP services. This virtual should be
configured for the same IP and listening on port 8010. The type should be set to
Performance (Layer 4). Assign the appropriate pool, and the actual chat server
should be ready. The pool for the TCP side should only contain 1 active server,
as balancing with multiple servers could cause users to be on different systems
and unable to communicate. You could create the pool with all of your servers
and manually disable them, allowing you to fail over manually. If you fail over any
user connections will be dropped, and any information in the chat session will be
lost.
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Figure - Collaboration TCP Virtual Server
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