
 

 

 

BIG-IP Access Policy Manager and Splunk Templates 

 

Summary 

A total of twenty two BIG-IP Access Policy Manager (APM) specific reports have been 

created to ease the integration of the F5 BIG-IP APM syslog and Splunk reporting 

system. One is in advanced view report format, two are in advanced form report format, 

and nineteen are in saved extended fields search report format. Customers can use 

these reports as-is or as templates to create their own reports. Thirteen of the reports 

are added to a ñBIG-IP APM Dashboardò with graphical representation. Reports are 

grouped into three search categories: Geolocation, Session, and Access. 

Prerequisite 

A Splunk server must be installed and configured to receive syslog entries on UDP port 

514. BIG-IP APM specific logs are automatically grouped into sourcetype ï ñapm_logò. 

BIG-IP APM Splunk templates are specifically looking for syslog entries with 

sourcetype=òapm_logò.  

Note: to distinguish from multiple BIG-IP APM syslog sources, one could add additional 

qualifier to the search command. For example, host=ò192.168.1.123ò 

sourcetype=òapm_logò é etc. 

The reports here have been developed and tested against the BIG-IP version 10.2.1 

release. 

 

 

 



 

 

 

 

Customization 

F5 Networks Access Policy Manager dashboard and saved search reports are placed 

under your Splunk installation serverôs /opt/splunk/etc/apps/SplunkforF5/default 

directory in xml format. Adding more or removing existing search group can be done in 

the /opt/splunk/etc/apps/SplunkforF5/default/data/ui/nav/default.xml file. Adding more or 

removing existing graphical reports can be done in the 

/opt/splunk/etc/apps/SplunforF5/default/data/ui/views/APM_dashboard.xml file. Adding 

more or removing existing saved search reports can be done in the 

/opt/splunk/etc/apps/SplunkforF5/default/savedsearch.conf file. Please refer to 

http://www.splunk.com/base/Documentation/latest/Developer/Whatsinthismanual for 

more detailed customization instructions. 

Advanced Search 

One advanced view search report, ñGeolocation by VIP ï Reportò, and two advanced 

form search reports, ñ Geolocation by state by VIP ï Reportò and ñTop Users by Access 

Type ï Reportò, can be found under the 

/opt/splunk/etc/apps/SplunkforF5/default/data/ui/views directory. They are named as 

geoview.xml, geobyvip.xml and topusersbyaccess.xml. Instructions on how to build 

advanced form search on a Splunk server can be found on 

http://www.splunk.com/base/Documentation/latest/Developer/FormIntro web site. 
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BIG-IP APM Dashboard 

The BIG-IP APM Dashboard consists of 13 graphical and 1 raw event reports: 

 

 



 

¶ Geolocation by state ï bar chart presentation of states over country. 

o  

¶ Geolocation by country ï column chart presentation of country over region. 

o  



 

¶ Geolocation by region ï pie chart presentation of geo region. 

o  

¶ ActiveSync by User ï pie chart presentation of top activesync access users. 

o  



 

¶ ActiveSync by Device ï pie chart presentation of top activesync access devices. 

o  

¶ Max Concurrent Sessions ï area chart presentation of maximum concurrency 

over time. 

o  



 

¶ Session Throughput ï area chart presentation of bytes in / out over time. 

o  

¶ Access by User Agent ï pie chart presentation of top access user agent count. 

o  



 

¶ Access Types ï pie chart presentation of top access type count. 

o  

¶ Top Users by login ï pie chart presentation of top user access by login. 

o  



 

¶ Top Users by throughput ï pie chart presentation of top user access by 

throughput. 

o  

¶ Client Type over Platform ï column chart presentation of client access type over 

os platform. 

o  



 

¶ Auth Success vs. Failure ï column chart presentation of authentication success 

vs. failure over time. 

o  

¶ Last 5 BIG-IP APM Events ï raw syslog entry presentation of last 5 BIG-IP APM 

events. 

o  

 



 

Details on Splunk BIG-IP APM Reports 

ActiveSync by User ï Report 

Simple search for ñUser=*ò syslog entries and chart count by User. Then sort by count. 

Actual search command: 

search= sourcetype="apm_log" User="*" | chart count by User | sort ï count 

 



 

 



 

ActiveSync by Device ï Report 

Simple search for ñDeviceType=*ò syslog entries and chart count by DeviceType. Then 

sort by count. 

Actual search command: 

search= sourcetype="apm_log" DeviceType="*" | chart count by DeviceType | sort ï count 

 



 

 



 

Geolocation by state ï Report 

Search for ñNew sessionò syslog entries. Perform regular expression to parse out 

geo_state, geo_country, and geo_region. Filtering out empty geolocation entries. Then 

chart count over geo_state by geo_country. 

Actual search command: 

search = sourcetype="apm_log" New session | rex field=_raw 

"\(ST=(?<geo_state>.*)/CC=(?<geo_country>.*)/C=(?<geo_region>.*)\) at VIP 

(?<vip>\\d+\.\\d+\.\\d+\.\\d+)" | where len(geo_state) > 0 | chart count over geo_state by 

geo_country | sort ï count 

Note: further customization can be done by modifying where clause to create 

Geolocation by state by VIP ï Report, e.g., where len(geo_state) >0 AND 

vip=ò10.10.123.111ò. 

 



 

 



 

Geolocation by country ï Report 

Search for ñNew sessionò syslog entries. Perform regular expression to parse out 

geo_state, geo_country, and geo_region. Filtering out empty geolocation entries. Then 

chart count over geo_country by geo_region. 

Actual search command: 

search = sourcetype="apm_log" New session | rex field=_raw 

"\(ST=(?<geo_state>.*)/CC=(?<geo_country>.*)/C=(?<geo_region>.*)\) at VIP 

(?<vip>\\d+\.\\d+\.\\d+\.\\d+)" | where len(geo_country) > 0 | chart count over geo_country by 

geo_region | sort ï count 

Note: further customization can be done by modifying where clause to create 

Geolocation by country by VIP ï Report, e.g., where len(geo_country) > 0 AND 

vip=ò10.10.123.111ò. 

 



 

 



 

Geolocation by region ï Report 

Search for ñNew sessionò syslog entries. Perform regular expression to parse out 

geo_state, geo_country, and geo_region. Filtering out empty geolocation entries. Then 

chart count by geo_region. 

Actual search command: 

search = sourcetype="apm_log" New session | rex field=_raw 

"\(ST=(?<geo_state>.*)/CC=(?<geo_country>.*)/C=(?<geo_region>.*)\) at VIP 

(?<vip>\\d+\.\\d+\.\\d+\.\\d+)" | where len(geo_region) > 0 | chart count by geo_region | sort ï 

count 

 


