BIG-IP Access Policy Manager and Splunk Templates

Summary

A total of twenty two BIG-IP Access Policy Manager (APM) specific reports have been

created to ease the integration of the F5 BIG-IP APM syslog and Splunk reporting

system. One is in advanced view report format, two are in advanced form report format,

and nineteen are in saved extended fields search report format. Customers can use

these reports as-is or as templates to create their own reports. Thirteen of the reports

are added to aBIG-IPAPMDas hboardo with gr aRepdartsamel r epr es:¢
grouped into three search categories: Geolocation, Session, and Access.

Prerequisite

A Splunk server must be installed and configured to receive syslog entries on UDP port

514. BIG-IP APM specific logs are automatically grouped into sourcetypei iap m_| og 0.
BIG-IP APM Splunk templates are specifically looking for syslog entries with
sourcetype=oapm_1| ogo.

Note: to distinguish from multiple BIG-IP APM syslog sources, one could add additional
gualifiertot he search command. For example, host=01"
sourcetype=oapm_| ogo €& etc.

The reports here have been developed and tested against the BIG-IP version 10.2.1
release.



Customization

F5 Networks Access Policy Manager dashboard and saved search reports are placed

under your Splunk installation serveros [/ opt/
directory in xml format. Adding more or removing existing search group can be done in

the /opt/splunk/etc/apps/SplunkforF5/default/data/ui/nav/default.xml file. Adding more or

removing existing graphical reports can be done in the
/opt/splunk/etc/apps/SplunforF5/default/data/ui/views/APM_dashboard.xml file. Adding

more or removing existing saved search reports can be done in the
/opt/splunk/etc/apps/SplunkforF5/default/savedsearch.conf file. Please refer to
http://www.splunk.com/base/Documentation/latest/Developer/\Whatsinthismanual for

more detailed customization instructions.

Advanced Search

One advanced view sear ch irReeppoorrtt,wofadssmoedd otc at i on
form search reports, A TRe@loogdat iaconrd MWyl opt dtse r ks
Typei Report 6, can be found under the
/opt/splunk/etc/apps/SplunkforF5/default/data/ui/views directory. They are named as

geoview.xml, geobyvip.xml and topusersbyaccess.xml. Instructions on how to build

advanced form search on a Splunk server can be found on
http://www.splunk.com/base/Documentation/latest/Developer/Formintro web site.



http://www.splunk.com/base/Documentation/latest/Developer/Whatsinthismanual
http://www.splunk.com/base/Documentation/latest/Developer/FormIntro

BIG-IP APM Dashboard

The BIG-IP APM Dashboard consists of 13 graphical and 1 raw event reports:
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1 Geolocation by state i bar chart presentation of states over country.

Geolocation by state refreshed: today at 11:17:10 AM.

Last 4 hours -
tnuly
[ ]

Champagne-Ardenne H FR

£ Distrito Federal I- R

o linois W X

% Mew York I e

- W ous

Pennsyheania

20 40 &0

o

1 Geolocation by country i column chart presentation of country over region.

Geolocation by country refrezhed: today at 11:22:21 AM.
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1 Geolocation by region 7 pie chart presentation of geo region.

Geolocation by region refreshed: today at 11:22:21 AM.
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1 ActiveSync by User i pie chart presentation of top activesync access users.

ActiveSync by User refreshed: today at 11:22:23 AM.
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1 ActiveSync by Device i pie chart presentation of top activesync access devices.

ActiveSync by Device refreshed: today at 11:22:23 AM.
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1 Max Concurrent Sessions i area chart presentation of maximum concurrency
over time.
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9 Session Throughput i area chart presentation of bytes in / out over time.
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1 Access by User Agent 1 pie chart presentation of top access user agent count.

Access by User Agent refreshed: today at 11:22:21 AM.
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1 Access Types i pie chart presentation of top access type count.

Access Types refreshed: today at 11:22:23 AM.
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1 Top Users by login T pie chart presentation of top user access by login.
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Top Users by throughput 7 pie chart presentation of top user access by
throughput.
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Client Type over Platform i column chart presentation of client access type over
os platform.
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1 Auth Success vs. Failure T column chart presentation of authentication success
vs. failure over time.
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1 Last5 BIG-IP APM Events i raw syslog entry presentation of last 5 BIG-IP APM
events.
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Details on Splunk BIG-IP APM Reports
ActiveSync by User 1 Report

Simple searchf or fAUser =*0 syslog entries and chart ¢

Actual search command:

search= sourcetype="apm_log" User="*" | chart count by User | sort i count
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Search: F5 - APM - ActiveSync by User - Report | Actions ~
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splunk> (&) vets

Edit F5 - APM - ActiveSync by User - Report 1: Define report content > 2: Format report

~ Chart

~ Formatting options

Charttype Format
pie E] General | X-axis | Y-axis

Charttitle Legend placement
Right

Results per page

[¥I Enable Preview

User




ActiveSync by Device i Report

Simple searchforlDevi ceType=*0 syslog entries and char
sort by count.

Actual search command:

search= sourcetype="apm_log" DeviceType="*" | chart count by DeviceType | sort i count

— r——
@ Search - Splunk for F5 Networks - Splunk 4.1.6 la Fi X ..

File Edit Vi y narks T Help

. a BB AV @ O CDS

. JT . F5 . FP - Dev . ents Build h zilla Main Page

& Search - Splunk... x B Module reference | B Functions for ev... . s . 3 [BE... 5 5an Jose Intra... |+

sp[u’oc!5> ié beta Logged in as jeff | App = | Manager | Jobs | Logout

Splunk for F5 - Global Traffic Manager - Local Traffic Manager - Application Security Manager - Access Policy Manager ~ Help | About

FirePass -

Search: F5 - APM - Active Sync by Device - Report | Actions =

sourcetype="apm_log" DeviceType="*" | chart count by DeviceType | sort - count in the last hour = a
@ 192 matching events | &) savesearch | gl Show report
~ Timeline: @ zoomin zoomout  Scale: E linear og 1 bar = 1 minute
14 I I I 14
1:40 PM 1:50 PM 2:00 PM 210 PM 2:20 PM 230 PM
Mon Jan 10
2011
26 fields | Pick fields Bl 4 results in the last hour (from 1:35:06 PM to 2:35:06 PM on Monday, January 10, 2011)
Selected fields (3) = B Results per page 10 [=] '
host (1)
source (1) Overlay. MNone |>
|
sourcetype (1) DeviceType = count =
Pad 112
Other interesting fiekds (10) I
cmd (3) Phone 41 [l
Deviceld (9) PocketPC 33 |
DeviceType (4 PaimOneTrecAce g
index (1)

linecount (m) (1)
punct (4)
splunk_server (1)

timeendpos (n) (1)

Done @2 © H




SP'U»Q&& ‘@ beta

Edit F5 - APM - ActiveSync by Device - Report 1: Define report content > 2: Format report
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Chart type Format
pie E| General | X-axis | Y-axis

Chart title Legend placement
Right

PalmOneTrecAce

PocketPC

Results per page
Overlay:

MNone

[¥] Enable Preview

DeviceType + count ¥

iPad 112

iPhone

PocketPC

PaimOneTreoAce

Transferring data fror




Geolocation by state i Report

Search for fANew s e Pearform regularseypsessiorgto pamsetouti e s .
geo_state, geo_country, and geo_region. Filtering out empty geolocation entries. Then
chart count over geo_state by geo_country.

Actual search command:

search = sourcetype="apm_log" New session | rex field=_raw
"\(ST=(?<geo_state>.*)/CC=(?<geo_country>.*)/C=(?<geo_region>.*)\) at VIP
(?<vip>\\d+H\\\d+H\.\\d+\.\\d+)" | where len(geo_state) > 0 | chart count over geo_state by
geo_country | sorti count

Note: further customization can be done by modifying where clause to create
Geolocation by state by VIP T Report, e.g., where len(geo_state) >0 AND
Vip=010.10.123.11159

(@) Search - Splunk for 5 Networks - Splunk 4.16 (89596) - Moilla Firefox

File Edit View History Bookmarks Tools Help

PN i :
- aBEE AV L O
BB B re-oev [ Clients Build [ Bugzilla Main Page

SN
PR RIS B Module reference B Functions for ev... | B http://w...per.htm

splliﬂ5> ‘g beta Logged in as jeff | App v | Manager | Jobs | Logout

Splunk for F5 « Global Traffic Manager - Local Traffic Manager ~ Application Security Manager « Access Policy Manager ~ Help | About

FirePass ~

Search: F5 - APM - Geolocation by state - Report = Actons ~

sourcetype="apm_log" New session | rex field=_raw "\(ST=(2<geo_state>.*)/CC=(2<geo_country>.*) in the last hour 7
| -]

. Specified field(s) missing from results: ‘count’

18 matching events | 3 savesearch | il Show report |
|~ Timeine: @) zoomin @ zoomout  Scale E near 0g 1 bar = 1 minute
| |
1:40 PM 1:50 PM 2:00 PM 210 PM 2:20 PM 2:30 PM
Mon Jan 10 .
201
26 fields | Pick fields 4 results in the last hour (from 1:36:18 PM to 2:36:18 PM on Monday, January 10, 2011)
Selected fields (3) = H Options Results perpage 10 [¥] t
host (1
\ r
source (1 Overlay: None Bl .
sourcetype (1 geo_state + NO * us* |

Other interesting fields (15) —

geo_country (2

geo_region (2




&) Report Builder - Splunk for F5 Networks - Sp

B http: . — en-USfapp!SpIunkforFS!teport_builder_format_report?base_sid:jeff_jeff_SplunHorFE_RjUgl.SBBUEOgJCAtICBHZWQ;bZthGI' s

| splunk> () bers

Edit F5 - APM - Geolocation by state - Report 1: Define report content > 2: Format report
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Geolocation by country i Report

Search for fANew s e Pearform regularseypsessiorgto pamsetouti e s .
geo_state, geo_country, and geo_region. Filtering out empty geolocation entries. Then
chart count over geo_country by geo_region.

Actual search command:

search = sourcetype="apm_log" New session | rex field=_raw
"\(ST=(?<geo_state>.*)/CC=(?<geo_country>.*)/C=(?<geo_region>.*)\) at VIP
(?<vip>\\d+\.\\d+\.\\d+\.\\d+)" | where len(geo_country) > 0 | chart count over geo_country by
geo_region | sortT count

Note: further customization can be done by modifying where clause to create
Geolocation by country by VIP T Report, e.g., where len(geo_country) > 0 AND
Vip=010.10.123.11159
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Edit F5 - APM - Geolocation by country - Report 1: Define report content = 2. Format report
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Geolocation by region i Report

Search for fANew s e Pearform regularseypsessiorgto pamsetouti e s .
geo_state, geo_country, and geo_region. Filtering out empty geolocation entries. Then
chart count by geo_region.

Actual search command:

search = sourcetype="apm_log" New session | rex field=_raw
"\(ST=(?<geo_state>.*)/CC=(?<geo_country>.*)/C=(?<geo_region>.*)\) at VIP
(?<vip>\\d+\.\\d+\.\\d+\.\\d+)" | where len(geo_region) > O | chart count by geo_region | sort 1
count



