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https://kubernetes.io/docs/concepts/workloads/pods/
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load_module modules/ngx_http_app_protect_module.so;
error_log /var/log/nginx/error.log debug;

http {
# Enable NGINX App Protect in ‘http' context
app_protect_enable on;

# Enable remote logging
app_protect_security log_enable on;

# Default JSON security policy
app_protect_policy file "/etc/nginx/NginxDefaultPolicy.json";

# Set remote logging options (in referenced file) and log server
# IP address/port

app_protect_security log "/etc/nginx/log-default.json"
syslog:server=127.0.0.1:515;

server {
listen 80;
server_name appl.com;
# JSON policy for appl
app_protect_policy file "/etc/nginx/NginxApplPolicy.json";

location / {
proxy_pass http://www.appl.com:8080%$request_uri;

(O[O M)
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server {
listen 80;
server_name app2.com;
# JSON policy for app2
app_protect_policy file "/etc/nginx/NginxApp2Policy.json";

location / {
proxy_pass http://www.app2.com:8080%request_uri;

¥
¥
server {
listen 80;
server_name app3.com;
# JSON policy for app3
app_protect_policy file "/etc/nginx/NginxApp3Policy.json";
location / {
proxy_pass http://www.app3.com:8080$request_uri;
¥
¥

ofef AL S HA Lio| M S of Z2|AH o|Mof LIEE D EAL = appl, app2, app3S
B23S35E2 NGINX App ProtectS 44 &fL|C}.

load_module modules/ngx_http_app_protect_module.so;

error_log /var/log/nginx/error.log debug;

http {
server {
listen 80;
server_name app.com;
# Enable NGINX App Protect in 'http' context
app_protect_enable on;
# Enable remote logging
app_protect_security log enable on;
# Default JSON security policy
app_protect_policy file "/etc/nginx/NginxDefaultPolicy.json";
# Set remote logging options (in referenced file) and log
# server IP address/port
app_protect_security log "/etc/nginx/log-default.json"
syslog:server=10.1.20.6:5144;
(0101 M)
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Z2H =208 e

location / {
# Main JSON policy file
app_protect_policy file "/etc/nginx/policy/policy main.json";
proxy_pass http://app.com$request_uri;

¥

location /appl {
# JSON policy file for appl
app_protect_policy file "/etc/nginx/policy/policy_appl.json";
proxy_pass http://app.com$request_uri;

location /app2 {
# JSON policy file for app2
app_protect_policy file "/etc/nginx/policy/policy_app2.json";
proxy_pass http://app.com$request_uri;

location /app3 {
# JSON policy file for app3
app_protect_policy file "/etc/nginx/policy/policy_app3.json";
proxy_pass http://app.com$request_uri;
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https://docs.nginx.com/nginx-app-protect/configuration/#app-protect-specific-directives
https://docs.nginx.com/nginx-app-protect/configuration/
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https://www.nginx.com/blog/announcing-nginx-ingress-controller-for-kubernetes-release-1-8-0/
https://docs.nginx.com/nginx-ingress-controller/installation/building-ingress-controller-image/#building-the-image-and-pushing-it-to-the-private-registry
https://docs.nginx.com/nginx-ingress-controller/installation/installation-with-helm/
https://www.nginx.com/blog/getting-started-nginx-ingress-operator-red-hat-openshift/
https://www.nginx.com/blog/getting-started-nginx-ingress-operator-red-hat-openshift/
https://docs.nginx.com/nginx-ingress-controller/installation/installation-with-manifests/
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A5t APPolicy?t APLogConf 2| AAE HIZ5HH | Annotations(F44) M EE AZ35l Kubernetes
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apiVersion: extensions/vlbeta
kind: Ingress
metadata:
name: cafe-ingress
annotations: a
kubernetes.io/ingress.class: "nginx"
appprotect.f5.com/app-protect-policy: "default/dataguard-alarm"
appprotect.f5.com/app-protect-enable: "True"
appprotect.f5.com/app-protect-security-log-enable: "True"
appprotect.f5.com/app-protect-security-log: "default/logconf"

appprotect.f5.com/app-protect-security-log-destination:
"syslog:server=10.27.2.34:514"

spec:
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apiVersion: appprotect.f5.com/vlbetal
kind: APPolicy
metadata:
name: dataguard-alarm
spec:
policy:
applicationLanguage: utf-8
blocking-settings:
violations
- alarm: true
block: true
name: VIOL_DATA_GUARD

(O]01 M)

H 7 & — NGINX APP PROTECTZ KUBERNETESOIA Of E2|AH 0| EZ

31


https://docs.nginx.com/nginx-app-protect/configuration/?_ga=2.266184591.1622467423.1605641646-2025944326.1602643444#supported-security-policy-features

data-guard:
creditCardNumbers: true
enabled: true
enforcementMode: ignore-urls-in-list
maskData: true
usSocialSecurityNumbers: true
enforcementMode: blocking
name: dataguard-alarm
template:
name: POLICY_TEMPLATE_NGINX_BASE

=2
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nj74f H4E syslog PodQ EAH IP =240 CHEt app—protect—security—log—
destination Annotation2 2 A& all Kubernetes PodO|A 91ZAE £ = 2 E syslog
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kind: ConfigMap

apiVersion: vi1

metadata:
name: nginx-config
namespace: nginx-ingress

data:
app_protect_physical_memory util_thresholds: "high=100 low=10"
app_protect_cpu_thresholds: "high=100 low=50"
app_protect_failure_mode_action: "drop"
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https://docs.nginx.com/nginx-ingress-controller/app-protect/
https://docs.nginx.com/nginx-app-protect/
https://docs.nginx.com/nginx-ingress-controller/configuration/virtualserver-and-virtualserverroute-resources/
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