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Lab Documentation
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What is an Application Programming Interface (APIl) Gateway?

A collection of common performance, security, and visibility services required to put an API in production
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What about APl Management?

Every API needs an
API Gateway, few
require API
Management
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Common APl Formats?

REST APIs are still the most common

RPC, hierarchically structured, security built in, transport

SOAP Many Al independent, relatively complex

HTTP methods (eg GET, POST) to query and update
REST HTTP JSON, XML data, multiple URLs represent the resources, schemas
supported with OpenAPI spec

gRPC HTTP/2 Protocol RI_DC, stro_ngly typed, schema based, high performance,
Buffers microservices
LTTP Query language for APIs, schemas define static types, get

JSON exactly what you ask for, single endpoint (/graphgl), no

graphQL WebSockets 7 .
versioning, client-server
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API| Gateway Deployment Models

NGINX Plus Ingress is the natural home for many APl Gateway use cases

« Standalone physical or virtual proxy
such as F5 BIG-IP or NGINX Plus

« SAAS such as F5 Distributed Cloud
(XC)

« Kubernetes-hosted alongside the
microservices that make up an API
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OpenAPI Schema Enforcement

Prevent abuse. Ensure all API requests conform to a predefined schema.

¥ Applications = 89 Terminal

File Edit View Search Terminal Tabs Help

Terminal

% Applications = 89 Mozilla Firefox ] Terminal
File: jobs-openapi-spec.yaml [=

4) A Thu 30 Nov, 20:56 Ubuntyl
File Edit View Search Terminal Tabs Help

Terminal
Eckegtéc Jobs API File: jobs-openapi-spec-appolicy.yaml
on: An API for managing and retrieving eclectic job titles.

: . \ n: appprotect.f5.com/vlbetal
https://jobs.local X kind: APPollcy
ription: Development server 't

i JObS openapi-spec

: jobs-openapi-spec
: Get a Random Job J penapi-sp

j A A : lescription: NGINX App Protect WAF API Security Policy for the jobs.local API
1: Retrieves a random job from the eclectic jobs list. ;

POLICY TEMPLATE NGINX BASE
1: A random job title

https //raw githubusercontent.com/tmarfil/appworld-2024-nginx-api-gateway-for-k8s/main/task 04/jobs-openapi-spec.yaml
n: iore i e
: - true
: object 5 n: Disallowed file upload content detected in body
SR s VIOL FILE UPLOAD IN BODY
true
riy )n: Mandatory request body is missing
: VIOL MANDATORY REQUEST BODY
true
SCI ion: Illegal parameter location
5 VIOL PARAMETER LOCATION
true
) SCr on: Mandatory parameter is missing
: Add New Job(s) e ) ame : me MANDATORY PARAMETER
on: Adds new job(s) to the eclectic jobs list. Expects an array o : true
Y on: JSON data does not comply with JSON schema
2 VIOL JSON_SCHEMA
true
r on: Illegal parameter array value
: VIOL PARAMETER ARRAY VALUE
. true
C n: Illegal Base64 value
e: VIOL PARAMETER VALUE BASE64
true

string
ample: Mortician

Internal Server Error

true
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Authorization

Authorize users at the API Gateway by validating JISON Web Tokens.

% Applications - #9 Mozilla

File Edit View

() Terminal
Terminal

Search Terminal Tabs Help

Terminal e + v

$ create-signed-jwt.sh
Using existing key pair and JWK file...
Authorization Header:
Authorization: [MEIgld
Jpc3H101Jpc3N12X11LCJdeIxOlJdeJqZWNOIlw1YXVkIJ01YXVkaWVuY2U
1LCJ1eHA10]E3MTYyMzkwMJIsIm51ZlIGMTY2NDcxMDAyM1w1aWFOIJoxN]YO

audlence
1716239022
1664710022,
1664710022,
"id123456"
}

JWT Signature:
EXJF ( ukR
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cf8707b-aTe1-4e69-8c2b-5b64090fc0212 access.udf.f5.com
@

New Request

4) A Thu 30 Nov, 21:06 Ubuntul

Mozilla Firefox

B O nginx-api-gateway-for-k: X  jobs.local/get-job X | jobs.local/ x [P JSON Web Tokens - jwt.io X  + v

S (¢] O G jobs.local 133% % ©F [ = ‘

JSON Raw Data Headers ‘
[ WUEYEE ¢ ppiications - 89 Mozilla Firefox ) Terminal o ) A Thu30Nov, 21:01 Ubuntyl

of AT

U] File Edit View Search Terminal Tabs Help

Al HTML CSS Terminal + v

$ kubectl create secret generic jwk-secret --from-file=jwk=/var/tmp/jwk/jwk.json
secret/jwk-secret created
$ k get secret jwk-secret -o json

--type=nginx.org/jwk
POST

v

URL Parameters

"apiVersion": "v1",
"data": {
Headers "jwk": "ew0ia2V5cyI6IFsKICB7CiAgICAia3R5IjogIlJTQSIsCiAgICALIYWXnIjogIlJTMjU2IiwkKICAgICI1c2Ui0iAic2InIiwkKICAgICIuIjogIjRPWmNpdkpPTDLIHNOVpPUN
ZQSndsR1c4WU85ZUNHUH1xZW8ZzRDBZMGOCbkpHY2hTSFN2UmdQV2dCRE1zVEFUaDRjOUSZTDZOOXF fQUpwYkZyUXVycDQxSHotNW1gNedIbzhucktyR2JoTjVzVEI6bUVBMEKWUT10ck50e19v

gc2lyLVctd2drYldFRmxueW8xNmxsVVY1MldmSUZFZWEZzaDJIBRCINM3Zqb0OV3akNGd19iQ1Jod3ZGSUpELXZIUkd3ZFVocmZMNmtRN19yRHC5WHNtU2psZi00YnpMaldjSDM3Qng2RTdXMIR5cT

Author ZrdXd3QzBxdlIFbHZmbmlnNULHXONibD1GWLVXY1BDNWVjbEVtVFZrbFJ4MOF4UjFvVzNYcWpUcEL1b3hXSGYOc3h4dVVRMWFTdkdoWEtmLUhXekIBQKkVyYjlpd1VObXpleVc4WWZnS2t1USIs
CiAgICAiZSI6ICIBUUFCIgogIHOKXQp9Cg=="

e
Body "kind": "Secret",

"metadata": {
"creationTimestamp"
"name": "jwk-secre
"namespace": "default"
"resourceVersion" 104797"

"uid": "992fel00-8999-4a01-a5ef-541672962707"

23-11-30T21:01:427Z",

}
"type":

s

“nginx.org/jwk"



Rate Limiting

Ensure fair use of an API by rate limiting requests per user.

«) A Thu 30 Nov

] Terminal ) Tci8707b-a1

% Applications : g I

File Edit View Search Terminal Tabs Help

Terminal
$ bat rate-limit-policy.yaml
. a E ¥ Applications = 83 M a Firefox (] Terminal <) A Thu30Nov, 21:19 Ubunty|
File: rate-limit-policy.yaml

- 3 File Edit View Search Terminal Tabs Help
k8s.nginx.org/vl
Terminal

jobs.local

jobs-local-tls

oneSize:
y : http authorization}
rejectCode: 429
myapp-upstream
: myapp
00
eclectic-jobs-upstream
eclectic-jobs
$I¢]

: myapp-upstream
/index.html

: eclectic-jobs-upstream
r 1t /

path: /add-job
f icies:

] -policy

] I default

me: app-protect-policy
1a pace: default

: eclectic-jobs-upstream
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