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Lab Documentation
https://clouddocs.f5.com/training/community/nginx/html/class11/class11.html
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A collection of common performance, security, and visibility services required to put an API in production

What is an Application Programming Interface (API) Gateway?
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Every API needs an 

API Gateway, few 

require API 

Management

What about API Management?
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REST APIs are still the most common

Common API Formats?

API Format Transport Data Format Features

SOAP Many XML
RPC, hierarchically structured, security built in, transport 

independent, relatively complex

REST HTTP JSON, XML

HTTP methods (eg GET, POST) to query and update 

data, multiple URLs represent the resources, schemas 

supported with OpenAPI spec

gRPC HTTP/2
Protocol 

Buffers

RPC, strongly typed, schema based, high performance, 

microservices

graphQL
HTTP, 

WebSockets
JSON

Query language for APIs, schemas define static types, get 

exactly what you ask for, single endpoint (/graphql), no 

versioning, client-server
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NGINX Plus Ingress is the natural home for many API Gateway use cases

API Gateway Deployment Models

• Standalone physical or virtual proxy 

such as F5 BIG-IP or NGINX Plus

• SAAS such as F5 Distributed Cloud 

(XC)

• Kubernetes-hosted alongside the 

microservices that make up an API
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Prevent abuse. Ensure all API requests conform to a predefined schema.

OpenAPI Schema Enforcement
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Authorize users at the API Gateway by validating JSON Web Tokens.

Authorization
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Ensure fair use of an API by rate limiting requests per user.

Rate Limiting
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