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65% 
of organizations are 

digitally transforming

Source: F5 Networks 2019 State of Application Services research
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The number 
of applications 
is exploding

250M 1.7B

2018

2022

50% 
CAGR

Source: IDC application workload forecast, 2018
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of which are considered 
mission critical

32% 

680 applications 

Source: 2018 F5 Labs Application Protection report 
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New architectures

Distributed deployments

Expanding threat surface area

Inadequate visibility

of customers can report the 
number of applications in their 
portfolio with confidence 0%

of all cyber-threats target 
applications and 
application identities*86%

of app. workload instances 
are container-based, 
growing to 95% by 202185%

of organizations are 
adopting multi-cloud87%

* 
Source: 2018 F5 State of Application Services report; 2018 F5 Labs Application Protection report; IDC, 2018

Challenge: Applications are a growing source 
of enterprise risk
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67%

33%

Millions of customer records exfiltrated

HVAC system

High-roller database taken

digital thermometer 
in the lobby aquarium

Mission-critical

Other apps

Challenge: Every application must be 
protected, not just the mission-critical ones



| © F5 NETWORKS 11



| © F5 NETWORKS 12



| © F5 NETWORKS 13

Multi-Cloud Application Services can be 
applied to any app, everywhere



| © F5 NETWORKS 14

16%

32%

32%

15%

33%

39%

14%

33%

43%

6%

20%

60%

IDENTITY

AVAILABILITY

SECURITY

2019 2018 2017 2016

Q. The worst thing I could do is deploy an application without ___________!” Select one.
N = 871

Source: 2018 F5 State of Application Services report
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> 50% EXTERNAL-FACING APPS < 50% EXTERNAL-FACING APPS

Network firewall 78% Network firewall 84%

Anti-virus 78% Anti-virus 84%

Load balancing 75% SSL VPN 78%

SSL VPN 74% IPS/IDS 73%

DNS 69% SPAM mitigation 73%

Q. For each of the application services below, please indicate your 
company’s current deployment status
N = 1,851

Source: 2018 F5 State of Application Services report
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Tier 1: Mission Critical Digital Services that collect and transform sensitive data
Load balancing, global server load balancing, web application firewall, DDoS protection / 
prevention, bot detection, SSL encrypt and decrypt, user identity and access management, 
application / service identity and authentication, application visibility / monitoring

Tier 2: Mission Critical Digital Services that provide access to sensitive data
Load balancing, global server load balancing, web application firewall, DDoS protection / 
prevention, bot detection, SSL encrypt and decrypt, user identity and access management, 
application / service identity and authentication, application visibility / monitoring

Tier 3: Mission Critical Digital Services that do not collect or provide access to sensitive data
Load balancing, global server load balancing, DDoS protection / prevention, application 
visibility / monitoring

Tier 4: All Other Digital Services
Load balancing, application visibility / monitoring
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TRAFFIC 
MANAGEMENT

APPLICATION 
SECURITY

NETWORK 
SECURITY

Industry Leader

Industry Leader

Industry Leader

Advanced Solution

Advanced Solution

Industry Leader

Advanced Solution

Advanced Solution

On-premises Co-located

Public cloud

Private cloud SaaS 

SaaS

Containers

Only F5 has the broadest and deepest 
portfolio of application services
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More complex, 
higher TCO

Cloud-native

Application 
architecture

Applications 100%0%

BIG-IP HW, VE

BIG-IP Cloud 
Edition

Cloud-Native App Services
F5 Cloud Services

2017

2022 1,452 M

# of application 
workloads, 

millions

33 M

44 M

36 M

198 M

191 M
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FLEXIBLE 
CONSUMPTION

Perpetual

Subscription/term

Utility

Try before buy

MULTI-CLOUD 
DEPLOYMENT

Hardware systems for high performance needs

Software, on-prem and in public cloud — AWS, Azure, GCP, vSphere, KVM

As-a-service

Managed services

Only F5 supports flexible consumption and 
truly multi-cloud deployment options
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Drive training, certification, knowledge 
and diagnostic tools that help effectively 
utilize F5 technology

Knowledge services

Provide post-installation remote 
assistance and support for F5 
software or hardware

Support

Deliver consulting activities and services 
to ensure a highly available, scalable, 
secure, and agile infrastructure  

Professional services

Only F5 boasts a world-class customer 
support capability with 20 years of experience






