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1. IXL&HIZ

At yh7vFTHARIZT F5 Advanced Web Application Firewall (UL . Adv.WAF) DR E A EIZDLWTITEAL
79,

Adv.WAF (&, Web 771) 7 =232 7747 04— ILTY . Adv.WAF [2&o T, Web 77 7 —>a R DK E
(2 DBAEARIBEE Y E S, Ff=. L7 LAILD DoS WEITH T B EEL RABA TLETS,

Adv.WAF & Local Traffic Manager (LI F. LTM) Z—2DEHRRNIZEE T HIENTELD T, @ELY—/\O—
RISV TEFTINDD Web 7TV T—3> T7A4 T 0A—ILELTHRIRATHENITEN—DD TS Vb T+ —
LETEHRTEET,

AHARTIE, AdV.WAF DERFEEZAL—XITEDOND K, BEBEELRLHBEWLEYNT YT FiErE EELR
) —=2iavbER AR TRIELET,



1.1. Adv.WAF En{E#iE

Adv.WAF QEXREEAA—DZEUTITRLEY,

Qe

Username |ffivtaro IE%Eos‘f?)l‘ I&%%

Password [ceeeeee @ Q SQL’{‘J;IO:/E‘J

Forgot your password?

eo |
I 5 I
POST /login.php HTTP/1.1 POST /login.php HTTP/1.1
User-Agent: Mozilla/4.0 User-Agent: Mozilla/4.0
Accept-Encoding: gzip, deflate Accept-Encoding: gzip, deflate
Cookie: SESSION=3mvt4hol3i051n Cookie: SESSION=9IskSmab4ix34x
username=ffivTaro&password=himitsu username=‘ OR 1=1 #&password=
Adv.WAF
[ Adv.WAF

WAF Policy
Engine

Web1l Web2 Web3
Web-Pool

SQL Aoz HiavREDH:

EYBRISAT U, TS9N T+—LBIEEIZA—FEE/SRT—FZAHALTIGol JIREZUZEH]T,
FOA—HRBENRT—FDEMN A>T HTTP YOI XA, Adv.WAF D VS ~NZESh 3,

AdV.WAF [, ZD1—HRENRT—KREF VI, RI)—IZERLTULVEN EEFEE,

Adv.WAF [ Web-pool ~Z® HTTP YU T A EERXT B,

REEN, TS50V DT+ —LREEET, 21— £ ELTI OR 1=1 #1EA AL TIGol IR AU &Y,
(SQL A2 1o av K E)

A—HFZOEHKIME: T OR 1=1 #IH8 A>T HTTP YU TRrAY, Adv.WAF @ VS ~iEbh b,

Adv.WAF (&, ZD1—HRENRT—REFIVY, FELE:SQL (0PI aV BB THAHIEERI,
ZTOREZITOYYL. O ELTRET %,

@ © ®OOC

LIBE. CD&57% Web 7T r—Lava B> BT R EHEERLET,



2. Adv.WAF RS —{ER D=
ZDtHrarTlE, AdvWAF RS —1ERATY T OBEEFSZHLET,

RIS —ERIZEVLDODA DT TO—FHBHYFETH KA AFDERRTYTI2EY BEKEOMGYELEETH
BEBETEDR) O —DNERTEFT,

ATARTIE. Web 7TV r—avDxa) T4R) D —#FRBUERT 525 BrIELT=. Rapid Deployment
Security Policy (UL F. RDSP) Z~R—XR)S—ELTHIALET,

[Note]
Adv.WAF RIS —DER A EIZ(F 4, Policy Builder #8E (HEIMIIZ/STA—42, URL, 77/ ILIKRFHEZE
FELT.RI—ZFBEMERT HHEE)DHYET . LML, U TOEAINSEKTIRDRRNAELTLNET,

o ZEDNHMELT17A~ITAZEKRLT D, (FRENHMND)

o HEMITKR)I—IESNED T, EOKIGRENGEINI-OMNEEEEHIIBEL DS
(AdvV.WAF OZFEWNERRANE)

o FEEEN BEMICERIN:-R)L—BEDEEESOREFIMELLZTNIXESME
(AdV.WAF OZFWNERRANE)




2.1. [Step1] R—R&%4%H AdvWAF RYS—EERKT S

(1) Rapid Deployment Security Policy (RDSP) M 1|

RDSP [ZIFU T DXV TAF TV IBEEN T IA LN TEFEFNATOET, (v13.1.x ]R7E)

Performs HTTP compliance checks

HTTP ZOraLEZEIZEBL TSI DF vy

Checks for mandatory HTTP headers

BELHTTP AYEDF vy

Stops information leakage

FHREA LML

Prevents illegal HTTP methods from being used in a
request

HTTP Request D Mi& K HTTP method %5

Checks response codes

Response A—R&Fxv%

Enforces cookie RFC compliance

Cookie A’ RFC {Z#(ZEHBLTWLSDhDF vy

Applies attack signatures to requests

BB T RFvIZL DA

Detects evasion technique

AR—av (@) T o=y DA

Prevents access from disallowed geolocations

AR DR MDD T VR Z A1

Prevents access from disallowed users, sessions,
and IP addresses

AT D 1— Y3V IPPRLAANLDTHER
% [ 1

Checks whether request length exceeds defined
buffer size

EBREHN\VI7HAXBBEDFTVY

Detects disallowed file upload content

BEAI DT YT O—RIT7AILA T Y DR

Checks for characters that failed to convert

aAVN—HMZEKBLIE=XFDFI vy

Looks for requests with modified ASM cookies

ASM Cookie MEAENT=) ITRAMNEIHDF Y
7

FNith, RDSP DEFEICHEWLT, LT 2 DIV TOEMLZHREILET .

@ ENCLEHET DA

® Failed to convert character: BARZEHY A FDIGE . BEFLOTULV=0,

Q@ ENEERETT NEHEEE
® Data Guard:

(2) VT RFr e DEILT

INTH—RUZANDEEEERL. FEGD OFF ITFRE,

FRATET7ITVr—2avITiBL T RIMNBORES T 2 F vy e BRALET .




2.2. [Step2] T RFYDFa1—=29 GRIREND*IER)
BRANFELBEIIHLT. UT 3 20FEOVTANEFRALET .
@O [HEATBBRILI/NATGA—FERTAMAMET D (T 2 FrRAIELELIKREEIZT D)
@ AR 2] RFYDBRBRADRBELINFGA—ET, T TR FYEEMET D (RTARIRMET B)
@ [XHEIVBRELID Y RFYELARTEMEL, ZOVT RFr TFYLLVASA—EE2FIERT S

2.3. [Step3] File Type MEREZEITI (BRHETZIVOUTxEK)
BREITSIVOUTREOREKELT, File Type DEREZEITVVET .

(1) File Type D&
Web 77 r—avR—COEIIZLY . File Type ##ELET

(2) File Type MHKRE
ZTOFER/RERT.UT 2 20 EL0OMEERANEHIEL. RELET .
@ Disallow File Type Txti5d % (FIALZLY File Type T, BIREFIBSN DL DERET D)
@ Allow File Type TXGT % (FIFA9 % File Type 9 X THEET )

2.4. [Step4] EMBEREDELRET
LT OHENBENNEIIEHIEL, DELGLDEERIZLET,
D Data Guard (JLCYrA—FBEDTAXLY)
@ L7 DoS ~Dxt%E
® Brute Force ~MDxt&
@ CSRF ~MDOxi%E
2.5. REMGEFa—=2T
[Step1]~[Step4]IZk>T. Web 7TV —av ~DRE (I GZYEWNEE THERTREEEZF T,
CCFETCHOARATYIT THRIGTELRWRE(IHTERFRELTIE. UTHAEZLNET,
D KRIAR)RNFIAICKZEEMRE
Q@ HRBRARLIE=VT R F eI L B3 5E

® iRules IZ& A E @B

FEODFEICONTIZ. HoTILELT2 DOMEFEEF OISR TEICTRELET,

LERORUBIZDNTIE KEDT—ANBERDRBERFLLDEN L, ETIV T EERBSE TIRE. TOHE
HWETICH KT DRENTTEES,

CORMBIZONTIE F5 AV I TAUTH—ERITTERZIFVLET DT, BEELGSFIRICITEHATERC
=&y,



26. [CEEIFRATHIEXLTHEEDBEE

AJVWAF Dt Fx 1) T4 #EEITEZEHD T, EOBEEEF X (XEUOMEIFTISRS ZEABYET,

LUTFRIE—DDAARSAELT, — % Web 7T r—2 a0 TRIAT N EHEOBEELZTEHLEL -,

Web 77U r—av RETHATASHEEFELGYFETH, BRELTSEICL TS,

O:CFIREHES HHMAETY

O:&<D Web 7T )7 —Lav THEAT HEANEELNEEZ LN HEEETT .

V BEISECTEA, ELVSREDITTY,

BEIEE He 12

1 | Rapid Deployment Security Policy ©

2 VYURFx ©
©

3 ERIARYRE File Type

URI \v4
Parameter v
Header \v4
4 DoS (@)
5 |Brute Force O
6 |Web Scraping A\
7 |CSRF (@)
8 | Data Guard \v4
9 Session & v

AR
— &R, AL EHER T HHEEHY (BLaR)
WERINEDL T X FrvbDAHEER,

Adv.WAF @B 5771 ILEETE.
T74ILEALTEIZL>TIE Disallow DEBREDH M. &
ERAEFEERDNS,

CNSIET7I)r—avIc o TR RIZES,
FoT. FINMLENRELL DD ITHREHLTEREL
=ESHRLY,

#l) Cookie DHEAIZLEFENEZLNDER,

ZEDVIIRMNELBT IV T —av~DEE
SNdHE

FEATAVERIELIZWMES
RYMZEBERINVEEIERL-VMGS

CSRF [C& K EESFYLLMER
ILOVND— R ESREAHYZDEE

AT A ZICLARRLUGEVBEEEFIRL-UVGES

JEZ O



2.7. [C5%] Evasion (@) To=vo &l

RDSP [2& > THERITEAHEED S . Evasion TI=v I EFEDLIBELEDADBPPIMYITKNERNET D
T UKOADERMLGHEZ Y VT ILELTRERELES

T4LIKR)-+Z/3—H )L (Directory Traversal)

URL Q—EB T 1L /1D K3 XFEH|ZE URL ITHAAATHTTP YT AR E->TLARE,
Bz (X, HEEE S http://example.com/../../[private_file.txt1EWVSY I T AR EEONf=LE, R T LA
(Z. Web 7TV r—2av B 1—HFITRRIT RETII AN T7MIILERLTLEINABLNALY,

CDBE (X, Web Server root Z/ N /RAL T, SESFLI7AMILEVIIANTHIEEZBHELTINVD,
COREIZELOT, VATLIFAIN, FETSAR—=rTALIRN) 1 JY—ZANERSN DA REE A H S,

TILFTIL-Ta—TFT 424 (Multiple Encoding)

BHED%I O—T425 (URL Toa—REB)ERYRLERT HET. XFFEHRTIHE,

Bz X, %IToa—T AT I12&>T T<UlET%3clIZE#EIN D, HBE L. ChEREIZESHIZ, 15—
EI a—KLTRE#KT 5. [%3clZt>3—EIT a—KRT5E, [%253¢)1245 (%I a—KT &
[%25112%3)

COHREIZESDTARX YT IAERBHRTEAND T VAR Y AR RIYT T4 T 0T ALIR) - S —H L,
SQL Ao aviENLHSLTHER, — BN TA—T 429 TIIBRATELWESIZT BT EATREIZE
s

R7I\fbt-Ta—TFT+«>% (Bare byte decoding)

ASCII XF(X 7 EYFTEBFEADHDIEEERITT H5a—FTHY. 0x00~0x7F M 128 FFFED X F%#
6

0x00~0x7F MEEF XY _E D 0x80~0xFF DEFHNDXF (=R EFHEYI 1 OXFETHo1=15E. T30
IZ&oTIERLEGE YA ERSN, 0X00~0x7F ELTHR OB,

BIZIE. A3Fv594:T<]IEL ASCII TILTOX3C1ED T, Web 7T r—2a(FT0X3CID A NET Ry —T
FBHETIVARY AR YT T4 T HEZEHLTLNS, LML, TOXBCIABIA N TGS, TFVHET
[Fr<j&LTREEN, JARYARRI) T T4V TBREMNKIILTLES, EWLVSATREMEDH D,

US-ASCII BREFEYRE 1 (I2EYE
XF | 16# 2i# 16 25
" 0x22 | 00100010 0xA2 | 10100010
< 0x3C | 00111100 0xBC | 10111100
> Ox3E | 00111110 OxBE | 10111110

Evasion 7=y 7RMEEMIZTHET, COFIBRMDBEZHEHT HEATRELLYET

10



3. REk7O—Y
3.1. REURT7A—2DRINT—IH T

FT X TRAELGUVIREBZRELT. 1 EOAFELTVEFET,

A2 B3—Fvk TANRIZA4T7RPC
w Win7 W Linux
sQu v oxyial = Brute Force (CURLFI FH)
—h— mm DoS(Jmeter®|FR) 229
254 * CSRF, etc. 10.99.4.0/24
For-Test
.254
(T4 —bxA) 10.99.1.0/24
External

IN—F ¥ LY —/\
Interface 1.1 WAF-vs-001: 10.99.1.27Z
VLAN: External
IP:10.99.1.XXX

bigXXX.f5jp.local
[ Mgmt IP: 10.99.88.0/24

10.99.88.XXX TR—I AR
!7@

.90

Interface 1.2
VLAN: Internal
I1P:10.99.2 XXX

10.99.2.0/24
.254 Internal

L—5—
.254 10.99.100.0/24

-------------------------------

A2 3—Ryh

216

HTTP(80) :
Apache/PHP/MysQL :

ZZTl&. Adv.WAF O Virtual Server I% 10.99.1.2ZZ:80 #®RELFE T,

T—IL A A—IZ[E, LT D WEB H#—/3:10.99.100.216:443 R ELET .

AdvWAF DT IHILNT—h oA, AV 3—F v ARZBELIZIL—5—10.99.1.254 [TFRELFET,
Web H—/ DT I+ ILEF—kzA1E, Adv.WAF O Internal 42271 —2R58(10.99.2 XXX)IZHELET

BERERIL. TAMRISKREL: PCEFPDITRANAIZAT U DMDITICEELET,

11



3.2. EROBME

TANAIZAT R PC D5/ A—F ¥ )L H—/\:WAF-vs-001 [Zx LT, Web 7F)7r—2 3> Ixtd B AL #HT
£, AdVWAF [2&2 T, EDHEZEDLSITRA - BT oA EREHELET

AHARTHENRELSD Web 7T — 3> (E. Apache, PHP, MySQL TR Shi=-A—oLav BH A EFI A
Li‘g-o

Web 77— avzaF 4ol geti1—H &L T, F5 LAB 215 Tl 8 D (f5user1 ~f5user8) &% ELTLVET,
Ft-. KAARIL. AAv.WAF QFEAZEMNS LTM DH—/N\O—RN\SUL T B EMNTEEETOEKRMAEE X
EREHTHOEMHRELET .

F.BEADTARA—U AV IP PRLARIXEREFA THARMRELET .

12



3.3. MHERE
3.3.1. BEAR—rAD GUI 7UEX

(1) BEAPC AL, FHELBIG-IP DEE IP PRLAAN HTTPS TZV+EALET . T74/LEDFIBAE(E. IE
HICEFLEEEAZE TRABW =S UTOISBEEABRENET A, 17T 012 BIRL TS,

Privacy error x o+

< C A NotSecure | https://10.99.88.181/tmui/login.jsp * H O 6

A

Your connection is not private

Attackers might be trying to steal your information from 10.99.88.181 (for example,
passwords, messages, or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

[ Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy.

Advanced Back to safety

(2) BYAVEERAENET DT, UTOTIHILED ID & Password TAY A2 LTLIEELY,
ID:admin
Password:admin

BIG-IP Configuration Utility

F5 Networks, Inc.

Hostname
bigip1

Welcome to the BIG-IP Configuration Utility.

Log in with your username and password using the fields on the left.
IP Address

10.99.88.181

Username

Password

Login

(c) Copyright 1996-2018, F5 Networks, Inc., Seattle, Washington. All rights reserved.
F5 Networks, Inc. Legal Notices

13



(3) N—32 14.0 &Y, TIHILFTBIG-IP Dt F a7 /8RT—RRYL—AEF R EL>TUNET , /SXT—RKRY
O—H#ZEBLELRY., v13.0 LBTIDT 74 ILEASRAD —KIZFIBTEE A,

F5LAB TIELL T D KSIZERTEL. Save RAVEHLET,
Current Password: admin
New Password: ilovef5
Confirm: ilovef5

BIG-IP Configuration Utility

F5 Networks, Inc.

Username
admin

Your password has expired. Please change it using the fields on the left.

Current Password

New Password

Confirm

Cancel  Save

(c) Copyright 1996-2018, F5 Inc., Seattle, i All rights
F5 Networks, Inc. Legal Notices

(4) FJ/ELF=RT—FTRIA(VLELET,

BIG-IP Configuration Utility

F5 Networks, Inc.

Hostname

to the BIG-IP C ion Utility.
bigip1
Log in with your username and password using the fields on the left.
IP Address
10.99.88.181

Password changed
successfully.

Username

Password

Log in

(c) Copyright 1996-2018, F5 Networks, Inc., Seattle, Washington. All rights reserved.
F5 Networks, Inc. Legal Notices

(5) TNextlREERLET,

Hostname  bigip1 Date Jun 11,2019 User admin Partition: _ p—p——
IP Address 10.99.88.181 Time 2:53 AM (PDT) Role Administrator =

]| ONLINE (ACTIVE)
|| standalone

r—m,,—w ’-'—'-1 Setup Utility » Introduction
Setup Utility

Introduction

Welcome

L
lcense Setup Utility

Resource Provisioning To begin configuring this BIG-IP® system, please complete the Setup Utility. To begin, click the "Next" button.

Device Certificates

Platform Next...

Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

14



(6) ZAE v RBEEMNHET, NextIRIVERLET , (112 XA BIG-IQ License Manager TEEIN TS
BEL. Next KA D)o HRFEH A DT, Resource Provisioning #7')v7LTTELY, )

Hostname  bigip1 Date Jul 24,2019 User admin ORI Common
IP Address 10.99.88.181 Time 7:40 PM (PDT) Role Administrator

]| ONLINE (ACTIVE)
|| standalone

m m Setup Utility » License

Setup Utility
General Properties
Introduction
License Type A
e v ttuunnnnssanaeees, | Licensed Date A A
 Resource Provisioning : | License Expiration Date SHBEERRE
CEssEssEEsEEsEEEEEEEEEEEEEEY
Device Certificates
« Advanced Web Application Firewall, VE-1G (IEUSBON-XOVISMB)
Platform « Local Traffic Manager, VE-1G (MJEIQLO-OCUQWHO)
o LTM to Best Bundle Upgrade, 1Gbps
Network o DataSafe, VE-1G
o Rate Shaping
Redundancy o SDN Services, VE
o APM, Limited
VLANs o ASM, VE
o DNS-GTM, Base, 1Gbps
NTP o SSL,VE
DNS o Max Compression, VE
o APM, Base, VE GBB (500 CCU, 2500 Access Sessions)
ConfigSync o AFM, VE
o DNSSEC
Failover o Anti-Virus Checks
o Base Endpoint Security Checks
Mirroring Active Modules o Firewall Checks
o Network Access
Active/Standby Pair o Secure Virtual Keyboard
) ° APM, Web Application
Discover Peer o Machine Certificate Checks
o Protected Workspace
o Remote Desktoo

~h &~

‘ «+ VE SSL Compression Offioad, Medium ‘

Inactive Modules

Jﬁ*ft‘zxtﬁ BIG-1Q License Manager TEIEIN TL\AIE &L Next R4 ‘
Reactivate.. UIEH) O TEERADT, Resource Provisioning 24 y2LTTFELY,

(7) FOE az= o JEEATET D, TIHLNTERENTNS LTM 2(FF L. ASM ITFzvIZE AN T, NextR
BUERLET, (TOEDa=UJCFLIEERBANAYET, )

Hostname  bigip1 Date Jul 24, 2019 User admin Partition: _
IP Address 10.99.88.181 Time 7:41PM (PDT) Role Administrator

|l standalone
Click Revert to again show the current resource allocation

f | ONLINE (ACTIVE) r The chart is now showing the minimum resources required for the selected modules

W m Setup Utility » Resource Provisioning

Setup Utility

Modified R ion (prior to
Introduction
EEt
License
L Disk (148GB) |§M Unallocated ‘
Resource Provisioning
MGMT ASM Unallocated
Device Certificates e o(ZZCE) LIcTom— [ |
Platform Module ‘ Provisioning License Status Required Disk (GB) Required Memory (MB)
Network Management (MGMT) | Small s N/A 0 1264
Redundancy " B Li
[ Carrier Grade NAT (CGNAT) | Disabled 4 g Licensed 0 0
VLANs
[ None #y Licensed 0 2400
NTP [ Local Traffic (LTM)
DNS || Application Security (ASM) #'| Nominal $ ¥y Licensed 20 1492
ConfigSync B Fraud Protection Service (FPS) [/ None %y Licensed 12 544
Failover I Global Traffic (ONS) [ None =y Licensed 0 148
Mirroring .
[l Link Controller (LC) [/ None [ Unlicensed 0 148
Active/Standby Pair
. [ None #y Licensed 12 494
Discover Peer Access Policy (APM) =]

~h &~

| W URLUB Minimal (UKLUS) e e e — |
‘ [l SSL Orchestrator (SSLO) -/ None [ Unlicensed 0 128

Back Revertl Next,..l
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(8) Continue RAVZEFEIRLET,

Unable to contact BIG-IP device

Thu Jul 25 2019 11:43:34

The BIG-IP Configuration utility makes periodic requests for status information in the background while you work.
Unfortunately, the network connection to your BIG-IP system has been interrupted and the last status request
failed.

Instructions:

1. Check your network connection. An interruption in your network connectivity or a change in network conditions
may prevent you from accessing this BIG-IP system.

2. A system administrator may have initiated a system reboot. If this is the case, the BIG-IP system should
become available after a few minutes.

3. The system may not be responding. The BIG-IP system may be writing a large configuration to disk,
experiencing other difficulty, or may have been taken offline by an administrator.

Elapsed Time: 55 seconds

« Waiting to establish a connection with the device...
If a connection is not reestablished after a few minutes, contact your system administrator.

«” Device connection has been restored.
A connection to your BIG-IP system has been reestablished.

(9) SSL EIEAEDHEENSINFET A, TIHILEDFEE., INextIRZVEHLET,
e :’gg’;.emm ?.:: ;9;72‘;3(::37) e Partion: (IR  ISTOI

IP Address Role Administrator

)| ONLINE (ACTIVE)
|| standalone

Setup Utility » Device Certificates

[£%] setup utility
General Properties

Introduction
Name server.crt
License ) . B
Certificate Subject(s) localhost.localdomain, MyCompany
Resource Provisioning
Device Certificates Certificate Fropstties
Public Key Type RSA
Platform
Public Key Size 2048 bits
Network Expires Jul 7 2029 08:07:39 GMT
Redundancy Version 3
VLANs Serial Number be:77:a7:19:39:7d:ef.ee
NTP Fingerprint SHA256/E7:9C:EA:EA:EF:E3:C6:0F:8D:67:13:24:EC:FC:5D:DE:44:87:AC:5D:0D:7E:24:22:CE:E3:F0:F9:9F :8A:7F:9E
DNS Common Name: localhost.localdomain
Organization: MyCompany
ConfigSync Ny
195y Subject DIVISIf)n. MyOrg
Failover Locality: Seattle
State Or Province: WA
Mirroring Country: -
Active/Standby Pair Issuer Self
Discover Peer Email root@localhost.localdomain
Subject Alternative Name

Back Renew... Import..

16



(10) RRRL . B4 LY —> Root/Admin ZNFND/ISAT—REFRELET , [NextI RV EFHLET,

Hostname  bigip1
IP Address 10.99.88.181

]| ONLINE (ACTIVE)
|| standalone

Setup Utility

Introduction

License

Resource Provisioning

Device Certificates

Platform

Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

Date Jul 11,2019
Time 12:24 AM (PDT)

User admin
Role Administrator

Setup Utility » Platform

General Properties

Activation Complete
Q Configure your platform.

ZELUGAE  Common

Management Port 1
Configuration

) Automatic (DHCP) ‘® Manual

|P Address(/prefix]:  10.99.88.181

Management Port 1 Network Mask: 255.255.255.0 | 124 y
Management Route: 10.99.88.90
|P Address(/prefix]:

Management Port 2 Network Mask: | Select... 3
Management Route:

I Host Name big181.f5jp.local RAR4% FQDN THEXE
Host IP Address | Use Management Port IP Address § ’)7 '(L\‘/—‘/’&?E E
Time Zone | Japan

User Administration

() Disable login Root A —H M /\RT—KZHEE
Root Account Password: XF5 RBHE TIRIBEDBEEFR AL TS,
Confim: ERIFEHEFL)TARYS—IZBl>1=DERIAL TS,
SSH Access ¥/ Enabled
SSH IP Allow | * All Addresses ¥ |

(11) CD. Standard Network Configuration DINext|Z# 9 ZETOAHF—FERICTRRILLEHTFHEI T

BETI A, ZC

BLEY,

Hostname  big181.5jp.local
IP Address 10.99.88.181

Date Jul 11,2019 User admin
Time 4:31 PM (JST) Role Administrator

]| ONLINE (ACTIVE)

|| standalone

Setup Utility
Introduction
License
Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

Setup Utility » Network

Create a dard network confi

Redundancy
VLANs

NTP

DNS

Config Sync
Failover
Mirroring

by ing these

Peer Device Di

d: C i )

Next...

Advanced Network Configuration

y (for Red

TIXREUR7O—8RIZT 518, Advanced Network Configuration DT Finished J7/RZ2> %

Log out

nced device configurations by clicking Finished and navigating to the Main tab of the Configuration Utility.
Finished
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4. RYRT—=HDFRE
FYRT—HRKIZEHE T, VLAN, VLAN 12271 —ZAD IP BEBLVIL—TAV T BEEZTUVET,

4.1. VLAN D1ERL
F9.VLAN Z4ERLET . TNetworkI>TVLANI TR RSN -BEE DA LIZH B Create IR 2 EHLET

(1) External VLAN OFREF#LET .

Hostname  big181.f5jp.local Date Jul 11,2019 User admin Partition _
IP Address 10.99.88.181 Time 4:35 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
|| standalone

- Network » VLANSs : VLAN List » New VLAN...

/el statistics

General Properties

@ iApps Name

o = =
external % Al (EE:E\) #C_*EI £
@ DNS Description
@ Local Traffic e
@ Acceleration liesources
Interface: | 1.2 % |
g Device Management Tagging: | Untagged % Interface:1 A
Add Tagging:Untagged
‘ Shared Objects Interfaces 1.1 (untagged) ZERL. Add &0 vY
O Security
£2) Network Edit | Delete
Interfaces Configuration: |_Basic 2
Routes Source Check o
Self IPs MTU 1500
Packet Filters
sFlow
Quick Configuration Polling Interval Default 4|
Trunks Sampling Rate Default 4|
Tunnels
Route Domains Cancel || Repeat
VLANs

Qaniira Daliriae
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(2) Internal VLAN O EELET,

Hostname  big181.f5jp.local Date Jul 11,2019 User admin
IP Address 10.99.88.181 Time 4:37 PM (JST) Role Administrator

| ONLINE (ACTIVE)
|| standalone

Network » VLANSs : VLAN List » New Vi

/e Statistics

General Properties

iApps v
@ B Name internal % Al ('EE:%L‘) %*EE
@ DNS Description
(F) Local Traffic Teg
@ Acceleration Resources
3 Deice anagenar S - Interface:1.2
evice Manageme; agging: ntagged ¥ T. q )
agging:Untagged
Add
g Shared Objects nterfaces 1.2 (untagged) ZERL. Add &0)vY
O Security
@ Network Edit Delete
Interfaces Configuration: |_Basic 2
Routes Source Check ()]
Self IPs MTU 1500
Packet Filters
sFlow
Quick Configuration Polling Interval “Default % N
Trunks Sampling Rate Default %]

Tunnels

Cancel Repeat

(3) —EBTIHLUTO&SRECHYET,

Hostname  big181.f5jp.local Date Jul 11,2019 User admin
IP Address 10.99.88.181 Time 4:39 PM (JST) Role Administrator

Route Domains

|| ONLINE (ACTIVE)

|l standalone

Network » VLANSs : VLAN List

LERUGUE Common

] statistics 7+ + VLAN List VLAN Groups
Ld —
54 iApps
App! . Search Create...
@ S (¥} Name - Application | = Tag | Untagged Interfaces | Tagged Interfaces | - Partiion / Path
) external 4094 1.1 Common
[3) Local Traffic @ internal 4093 1.2 Common
lete...
@ Acceleration Delete
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4.2. Self IP DEXE

FELT- VLAN TN EZNICHL T, IP PRLRAZERELTLEET,
Adv.WAF B&IZE&ET S IP 7RL A%, Self IP EMUFET,

INetwork |—[Self IPs I TR RS -BEENDH LIZHACreate IRFVEHLET,

(1) External VLAN O Self IP #&ELFET,

Hostname  big181.f5jp.local Date Jul 11,2019 User admin
IP Address 10.99.88.181 Time 4:41 PM (JST) Role Administrator

]| ONLINE (ACTIVE)
|| standalone

MW Network » Self IPs » New Self IP...

A ”‘i Statistics

Configuration

. Name extomal p AT (R
&3 ons IP Address 1099.1181  10.99.1.XXX (F5 SRDIFE) P TFLZ,
B9) Local Trffic Netmask 255.255.255.0 ﬁj\i;;iééf;

VLAN / Tunnel [external % BUE
@Acceleriﬁon Port Lockdown | Allow None ()] )'FL/AJ.:—C'\G)-H-_I:“X (SSH/GUI 771’—'}%);&*E§
e rat s e
‘ Shared Objects Service Policy [ None % |

O Security Cancel Repeat
£2) Network

Interfaces

Routes

Self IPs

(2) internal VLAN O IP &€

Hostname  big181.f5jp.local Date Jul 11,2019 User admin
IP Address 10.99.88.181 Time 4:43 PM (JST) Role Administrator

Network » Self IPs » New Self IP...

"3 Statistics
Configuration

EePES Name internal-ip % ﬁﬁ (EEE) ~
&3 oxs 1P Address 10992181 10.99.2.XXX (F5 SRDIBA) IP7ELA,
(3) Local Traffic Netmask 255.255.255.0 FIFY I\77;? -

VLAN / Tunnel internal 2 VLAN ;&EXIE
(L) Acesbrstion Port Lockdown Nowbssst____(DFZFLALEEDY—E A (SSHIGUI 75t R %) £5Fa
g Device Management Traffic Group |/ Inherit traffic group from current partition / path

( traffic-group-local-only (non-fi 4

‘, Shared Objects Service Policy None % |

O Security Cancel Repea
(3) —ETIL. UTFDESLIREICHEYET

Hostname  big181.f5jp.local Date Jul 11,2019 User admin
IP Address 10.99.88.181 Time 4:52 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
5 || standalone
m m Network » Self IPs

l/—.ﬁ Statistics 2+ + Self IP List

iApps . Search Create...

@ DNS [v| | < Name ® ication | « IP Add ¢ < VLAN / Tunnel | « Traffic Group  Partition / Path
L) external-ip 10.99.1.181  255.255.255.0 external traffic-group-local-only Common

(35) Local Traffic @ internal-ip 10.99.2.181 255.255.255.0 internal traffic-group-local-only Common

AN Delete...

20



43. L—TA4VT DERTE
431, TIHILMT—FITLDETE

(1) Network | —TRoutes | TRFSN-EE DA LIZHATAJIRZETL, UTOKLSIZERELET,
Partition: _

Date Jul 11,2019 User admin
Time 4:55 PM (JST)

Hostname  big181.f5jp.local

IP Address 10.99.88.181 Role Administrator

|| ONLINE (ACTIVE)
|| standalone

Network » Routes » New Route...

[/_vd Statistics
@ iApps
@ DNS

@ Local Traffic

@ Acceleration

g Device Management

‘ Shared Objects

l O Security
@ Network

Interfaces

Properties
Name Default-GW FEEDRFEAN
Description
Destination 0.0.0.0 _ .
ERDBYIZAA
Netmask 0.0.0.0
Resource | Use Gateway... 2
IGahawayAddress (1P Address 41 10.99.1.254 F—b9zADTRLRZEAA
MTU

Cancel Repeatl Finished I

43.2. Web 7F)r—avHY—N\~DIL—T1THRE

(1) Adv.WAF H5 Web 774 —324—/1:10.99.100.0/24 ~EEF 512D IL—T 12T RELITVET,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

| ONLINE (ACTIVE)
5 || standalone

V_"’d Statistics
Tl iapps
@ DNS

[7) Local Traffic

@ Acceleration

g Device Management

‘ Shared Objects

(:) Security

(2) —ETIE. LLTFDLIREEIZHYFET,
Hostname  big181.5jp.local
IP Address 10.99.88.181

|| ONLINE (ACTIVE)
|l standalone

R R

/el Statistics
iApps

@ DNS

@ Local Traffic

{73\ Acrolaration

Date Jul 11,2019
Time 4:59 PM (JST)

User admin
Role Administrator

Network » Routes » New Route...

Properties
Name Servers-Route EE %n\ D % ff]‘ #6_ A7
Description
Destination 10.99.100.0 Web H—/\DR v, T—HF7RKLAZ AN
Netmask 255.255.255.0
Resource ‘Use Gateway... %/
I Gateway Address IP Address 4] 10.99.2.254 F—r9TADTRLAEZAN
MTU

Cancel Repea

Date Jul 11,2019 User admin
Time 5:01 PM (JST)

Role Administrator

Network » Routes

7+ + Route List

BT
LELUGAE  Common

Add...

Route Domain Resource Type Resource | © Partition / Path

© Destination | «

[v] [ + Name S

[ Default-GW

) Servers-Route

Default IPv4 Partition Default Route Domain Gateway 10.99.1.254 Common

10.99.100.0  255.255.255.0 Partition Default Route Domain Gateway 10.99.2.254 Common

Delete...
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5. [Step1] R—R&%5 WAF RS —%ERT 5

5.1. Deployment Wizard [Z& 5% E

(1) TSecurity |—TApplication Security |—TSecurity Policies | TR RSN =B E T R DI Create New Policy... 7R
AUERLEY,

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin
IP Address 10.99.88.181 Time 12:07 PM (JST) Role Administrator

| ONLINE (ACTIVE)
|| standalone

Partition: e 11}

|| Live Updates Available

Help About Security » Application Security : Security Policies : Policies List

| Statistics 7+ +  Policies List Policy Groups Policies Summary | Policy Diff
u —
@ iApps [m] ‘ Order by Name v AtoZ 1 ‘ Y~ ’ Total Entries: 0
Policies «
@ DNS Create New Pol Import Policy...
No records to display
[34) Local Traffic

No policies in ASM

Create or Import a new policy.

@ Acceleration

g Device Management

‘_ Shared Objects

O Security

Overview

Guided Configuration

I Application Security I

Protocol Security

(2) E@mA LD TAdvanced | ZEIRLET,

Hostname  big181.f5jp.local Date Jul 25,2019 User admin
IP Address 10.99.88.181 Time 12:08 PM (JST) Role Administrator

Partition: eIl 0}

|| ONLINE (ACTIVE)
5 || standalone
]| Live Updates Available

I-FH—‘ ’-'-1 Security » Application Security : Security Policies : Policies List

f,: Statistics 7+ + Policies List Policy Groups Policies Summary | Policy Diff
3 e .
Create Policy Cancel

@ DNS

On this screen you can configure policy settings for new policies and review policy settings for existing policies. Basic

Once a policy is configured, some settings on this page will have a link for editing the setting.
[E Local Traffic -

Policy Name Policy Name... Splgciﬁes the unique name of the
@ Acceleration potey.

Partition: Common
g Device Management Description Specifies an optional description
of the policy. Type in any helpful

‘_ Shared Objects ,  details about the policy.
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(3) TERDOLSIZHEEIEE A AL, Create Policy RAVEIRT,

Security » Application Security : Security Policies : Policies List

7+ ~ Policies List Policy Groups

Cancel

Policies Summary | Policy Diff

On this screen you can configure policy settings for new policies and review policy settings for existing policies.
Once a policy is configured, some settings on this page will have a link for editing the setting.

Policy Name

Description

Policy Type

Policy Template

Virtual Server

BE Virtual Server &
HTTPS O AERLT BT
EMBNTTM, 2T
[FRIBEOTALDT=HIZ
HTTP @ Virtual Server
HIERLTWET,

Learning Mode

Enforcement Mode
Application Language
Auto-Added Signature Accuracy

Server Technologies

Signature Staging

Enforcement Readiness Period

Policy is Case Sensitive

Differentiate between HTTP/WS and
HTTPS/WSS URLs

Basic Advanced

I WAF-policy-001

Specifies the unique name of the\NIA)F o);ﬁ[} :/_% (1%%) ;&gaﬁ I

Partition: Common

Parent

Specifies an optional description of the policy. Type in any helpful details about the
policy.

Select a policy type: Security for an application security policy that you can apply to
a virtual server, or Parent that you can use in order to attach Security policies to it,
inheriting its attributes. Parent policies cannot be applied to Virtual Servers.

-

I Rapid Deployment Policy

Choose a policy template for [mﬁ* Deployment POlICy E%*R I

«

Configure new virtual server...

What type of protocol does

HTTP and HTTPS
your application use?

«

WAF-vs-001

Note: 2 Virtual Servers will be created with
“http_" and "https_" added as prefix to the
selected name

Virtual Server Name

LI Network
HTTP Virtual Server
Destination 1089181 10.99.1.ZZZ
80 HTTP v

Node List New FQDN Node

HTTP Pool Member 10.99.100.216

80 HTTP s
Network
HTTPS Virtual Server
Destination 10.99.1.81 10.99.1.Z2Z2Z
443 HTTPS v

Node List | New FQDN Node

HTTPS Pool Member 10.99.100.216

80 HTTP v
SSL Profile (Client) clientssl s
SSL Profile (Server) None s
Logging Profile Log illegal requests s

St o e S M T SR B
RS s et A BT VPSS R
VS D&EMUER)EAS

associate the newly created s

VS DT7RL R, R—r&HE (80) & A S

T—ILAVIN—DTRLA, R—FBEEEAN
VS DF7RL R, R—+EB(443) 5 A A
T—ILAVIN—DTFTRLA, R—rBEEEA

clientss| Z2iR

Log illegal requests %2R

Automatic m Disabled

Blocking

Unicode (utf-8)

«

o«

Medium Accuracy (also includes signatures with high accuracy)

Select how ASM handles the policy building process: Automatic will automatically
accept learning suggestions once they reach 100%, Manual will require the
administrator to accept every suggestion, and Disabled will cause that ASM does
not create any leaming suggestions. Note that an administrator can accept

i lly even in ic mode.

Specifies how the system processes a request that triggers a security policy
violation.

Specifies the language encoding for the web application, which determines how the
security policy processes the character sets.

Accuracy for the signatures that are included in the template and for those to be
added as a result of adding Server Technologies to the policy.

Selecting one or more Server Technologies will add specific protections for the
Server Technol Learnable | Associated ~
o Technooqy I amna J “ selected back-end server technology (for example, PHP will add attack signatures
@ Apache Struts Yes Yes “ that cover known PHP vulnerabilities).
= s -
A2 Apache Tomeat Yes . - | WAF TOFIVvIRETV/O0—EER
F5 S/RTI,
Apache/NCSA HTTP S Yes
\ Apac erver ves D Apache/NCSA HTTP Server
B2 ho - v [ e
. PHP
v ASPNET ‘es
v I DIENATS
(hea BEA Systems WebLogic Server Yes Yes “
I Enabled Disabled Displays whether the siorgsi i p1p& " Staigifiy 1 Enable MDEFE I
7 days How many days, since they were last changed, both security policy entities and
attack signatures remain in staging mode before the system suggests you enforce
them.
Enabled Disabled Displays whether the secg_rily policy treats microservice URLs, file types, URLs, and
as case E or not (Disabled)
Enabled Disabled When enabled the security policy configures URLs specific to a protocol, meaning
that the security policy differentiates between HTTP/WS and HTTPS/WSS URLs.
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(4) RUS—DERSNDELUTDOLIIZRTEINET,
Enforcement Mode H\[ Transparent] =184 J Oy L NE—RIZHE> TSI EZHEELTTALY,

Policies List

0NV Policy Groups

Security » Application Security : Security Policies : Policies List

Policies Summary | Policy Diff

o ‘ Order by Created Time v Newest . ’ Y~ I ’ Total Entries: 1
Policies «
Save Changes Apply Save as Template... Export v Delete Create...
(¢ WAF-policy-001 http_WAF-...
V)

Policy Properties

On this screen you can configure policy settings for new policies and review policy settings for existing policies.

Once a policy is configured, some settings on this page will have a link for editing the setting.

Policy Name

Description

Policy Type
Policy Template
Parent Policy

Version

Application Language

Virtual Server

WAF-policy-001

Partition / Path: /Common

Rapid Deployment Policy

Security
Rapid Deployment Policy
None

2019-07-11 10:37:37 (£
Source Host Name: big181.f5jp.local
Source Policy Name: /Common/WAF-policy-001

Unicode (utf-8)

http_WAF-vs-001 ('
https_WAF-vs-001 ('

Inheritance Settings

Advanced

Specifies the name of the policy.

Specifies an optional description of the policy.

Specifies the type of the policy.
Specifies the template of the policy.
Specifies the parent of the policy.

Displays additional information about policy version.

Specifies the language encoding for the web
application, which determines how the security
policy processes the character sets.

Displays the name of the protected virtual server, or
virtual servers, which have assigned to them a
security policy with Application Security enabled.

Enforcement Mode

Transparent
View Learning and Blocking Settings ('

Specifies how the system processes a request that
triggers a security policy violation.

Policy is Case Sensitive

Differentiate between HTTP/WS and
HTTPS/WSS URLs

Event Correlation Reporting

Mask Credit Card Numbers in
Request Log

Yes

24

Displays whether the security policy treats
microservice URLs, file types, URLs, and
parameters as case sensitive (Enabled), or not
(Disabled)

When enabled the security policy configures URLs
specific to a protocol, meaning that the security
policy differentiates between HTTP/WS and
HTTPS/WSS URLs.

When enabled, Event Correlation Reporting logs
are collected.

When enabled the security policy masks credit card
numbers that appear in any part of requests.



5.2. Virtual Server M{FE DTSR
Deployment Wizard TE&5E L 7= Virtual Server DR EEHERLET,

5.2.1 Policies DFER

(1) TLocal Traffic]—[Virtual Servers | T&RRENT=, ¥EBLFEH https A Virtual Server ZZ#IRLET .
Z0 EIZRFESNT=TResources |Z T EIRNLET,
WAF RS —ERDIRIZBEIMICE STz Policy DNE|H TON TSI ENEIYET,

Hostname  big181.f5jp.local Date Jul 25,2019 User admin Partition _ e
IP Address 10.99.88.181 Time 1:39 PM (JST) Role Administrator =)

|| ONLINE (ACTIVE)
f |l standalone

|| Live Updates Available

m m Local Traffic » Virtual Servers : Virtual Server List » https_WAF-vs-001

N Statistics % v Properties Resources Security v | Statistics

@ iApps

Load Balancing

@ DNS Default Pool [ hitps_WAF-vs-001 4|
Default Persistence Profile | None sl
@ Local Traffic
Fallback Persistence Profile | None 2
Network Map
Update
I Virtual Servers I
Policies iRules Manage...
Profiles Name
Ciphers No records to display.
iRules Policies Manage...
Pools Name
Nodes /Common/asm_auto_I7_policy__https_WAF-vs-001
Monitors

(2) T'Security127 Ml Policies 129"y LET,
H LTz WAF RUS—D B HTOEN TSI EN MY ET , Fi=. Log [£. Log illegal requests HE|ZH 5N T
WBIENRMYET,

Hostname  big181.f5jp.local Date Jul 25,2019 User admin Partition: _
IP Address 10.99.88.181 Time 1:40 PM (JST) Role Administrator

]| ONLINE (ACTIVE)
|| standalone

|| Live Updates Available

Main m m Local Traffic » Virtual Servers : Virtual Server List » https_WAF-vs-001

N statistics # v | Properties Resources Security v | Statistics

e
Policies I
(5 iApps
Policy Settings
@ DNS Destination 10.99.1.81:443
Service HTTPS
Local Traffic = > $ =
&P Application Security Policy Enabled... % |Policy: | WAF-policy-001 % {ERLT=- WAF RS —AE|ZETHENTLNS
Network Map Service Policy None -
Virtual Servers IP Intelligence [ Disabled *
Policies Do Protection Profile [ Disabled %
Profiles Bot Defense Profile [ Disabled %
Ciphers [ Enabled... +
iRules Selected Available
ICommon /Common . . -
Pools Log Profile Log illegal requests | << Log all requests |"ega| o)}}‘é m] #)7
Nodes global-network
>> local-bot-defense
Monitors local-dos
Traffic Class Update

(3) YERLEH http F Virtual Server 3. (1) 2)ERIHDABREREZLET
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5.3. Learning and Blocking Setting DHEZRLE R
Adv.WAF O+t T#BED ON/OFF M (FEAE (X, Learning and Blocking Setting TRELE T,

I'Security |— T Application Security |—Policy Building]—TLearning and Blocking Settings | TR RSN =EIE%*
FELET,

Rapid Deployment Security Policy IZ&>T. LXDH D Violations Dl Learn &l Alarm IMBERNZE->TLNS I E%F
ELE 9, Enforcement Mode A% Transparent LD T. Block |IEFT XTI L—F IS TLVET,

® [Learn]---- Manual Traffic Learning BIE T. ALK EF#FE T HE—F
® [Alarmj---- Event Logs BIE C. MBZRHLI-CLERITOJEHATEHE—F
® [Blockl - - XEZTIAVITHE—F

5.3.1. Blocking Setting DX EZLE

(1) BREBEYALORBRAMDIFIESREL T, lFailed to convert character 1% OFF IZLE 9, £1=. [Data Guard:
Information Leakage Detected |3,/ 74+—< > AEZEEL T OFF IZLEY,

Security » Application Security : Policy Building : Learning and Blocking Settings

¥ + | Traffic Learning Leaming and Blocking Settings

I WAF-policy-001 & Ia ‘ O Learning Mode: Manual Apply Policy
General Settings Note: Click Save to retain any changes you made on fhis screen. | Advanced ¥ Save
Transparent $ Advanced j&E?R
Enforcement Mode v
View and Edit Microservices
Learning Mode v ‘ Manual $
Learning Speed v ‘ Medium $
Enforcement Readiness Period v ‘ 7 days
P Policy Building Settings Blocking Settings... Search:
) Antivirus
) Attack Signatures
) CSRF Protection =
) Content Profiles
) Cookies (E]
¥ Data Guard I E]
Learn ‘ Alarm ‘ Block ‘Violation
Data Guard: Information leakage detected v 71~—9'-
) Evasion technique detected v (0 out of 8 subviolations are enabled) # Leam ¢/ Alarm ¥/ Block
) File Types (E]
| ¥ General Settings |
Learn ‘ Alarm ‘ Block }\ﬁolation
Failed to convert character » 71@'
v v v llegal Base64 value v
v Ui v lllegal HTTP status in response « (=)
lllegal session ID in URL v (E]
v Request length exceeds defined buffer size v
~RE ~

[ » Policy Building Process

| Save I Note: Click Save to retain any changes you made on this screen.

(2) £Hi&. [Save  RAVEBLET,
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5.3.2. Data Guard D EZH1E-2

(1) TSecurity ]—TApplication Security |—IData Guard | T& RSN I-EE T. [Data Guard |OF v H 5N TLY
HEEMHERLET

Hostname  big181.5jp.local Date Jul 11,2019 User admin Par(hon'—
IP Address 10.99.88.181 Time 7:51 PM (JST) Role Administrator O

]| ONLINE (ACTIVE)

Security » Application Security : Data Guard

7+ + Data Guard

@ iApps ‘ | WAF-policy-001 § | Q ’ O ’ Learning Mode: Manual ! Changes not applied = Apply Policy
DNS
@ Data Guard Save
@ Local Traffic Data Guard || Enabled
Credit Card Numbers ¥ Enabled
@ Acceleration U.S. Social Security Numbers | ¥ Enabled
Custom Patterns Enabled
@ Device Management
Exception Patterns Enabled
‘_ Shared Objects Mask Data ¥ Enabled
Check File Content
O Security File Content Detection Note: When file content is detected, the system will not enforce exception patterns and mask response data that match the file
content.
Overview | Ignore URLs in list
Guided Configuration
New URL: Example: /index.html
Application Security ST
Protocol Security WL R )
Network Firewall
DoS Protection
Bot Defense Save

(2) TApply Policy ] R2>EHLET,

Hostname  big181.f5jp.local Date Jul 11,2019 User admin Partition: _
IP Address 10.99.88.181 Time 7:52 PM (JST) Role Administrator

|| ONLINE (ACTIVE)

Security » Application Security : Data Guard

Data Guard

!\ Changes not applied Apply Policy

@ iApps ‘ | WAF-policy-001 4 | £ ‘ Q ’ Learning Mode: Manual

Attack Signature QIREEFERRUVERIERDETITLET,
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54, DR FrDIRERER
5.4.1. Attack Signature Configuration

(1) TSecurity]—TApplication Security |—TPolicy Building ]—TLearning and Blocking Settings | Ml Attack
Signatures |Z:&IRLET,

Enable Signature Staging |[ZF Ty M A> TSI EEERLET .

Security » Application Security : Policy Building : Learning and Blocking Settings

# + | Traffic Learning Learning and Blocking Settings

| WAF-policy-001 % | 'u ’ O Learning Mode: Manual Apply Policy

General Settings | Advancedy | Save

Transparent %
Enforcement Mode v | Tansparent 5
View and Edit Microservices

Learning Mode v | Manual 2

Learning Speed v [Medum %

Enforcement Readiness Period v 7 days

» Policy Building Settings Blocking Settings... Search:

] ) Antivirus

¥ Attack Signatures
|| Learn \ || Alarm | || Block ‘ Signature Set Name 1 Signature Set Category
« 74] ) PHP Signatures (High/Medium Accuracy) ‘Change signature properties v‘ User-defined
4] 74] 74] MySQL Signatures (High/Medium Accuracy) ‘ Change signature properties v‘ User-defined
%) 74] 74] Apache/NCSA HTTP Server Signatures (High/Medium Accuracy) ‘ Change signature properties v‘ User-defined
(7} « « Generic Detection Signatures (High/Medium Accuracy) ‘Change signature properties v‘ Basic

Change...

Iy

Updated Signature Enforcement | Retain previous rule enforcement and place updated rule in staging ¥
Note: Newly added signatures are always placed in staging regardless of this setting.
Apply Response Signatures for these File Types

Add

Delete

) CSRF Protection (2
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5.4.2. Attack signature List

5421, FIITXFREOHER

(1) TSecurity]—TApplication Security |—TAttack Signatures &%) voLET,
Signature Staging A% Enabled %M T. Learn/Alarm/Block AAEZNIZ7:Y ., Tn Staging IMIKEEIZHE->TLNVE T,

Hostname  big181.f5jp.local Date Jul 11,2019 User admin Partition _
IP Address 10.99.88.181 Time 7:59 PM (JST) Role Administrator
f5 || ONLINE (ACTIVE)
Security » Application Security : Attack Signatures
u Statistics 7+ +  Attack Signatures
@ iApps I\W \Iﬂ Q ‘ Learning Mode: Manual Apply Policy ‘
@ DNS Policy Attack Signatures
@ Local Traffic ‘ | All signatures | Go Show Filter Details ¥ Total Entries: 2565 ‘
@ Acceleration Legend: @ Waiting for additional traffic samples Q Learning suggestions available v Ready to be enforced
) ‘  Signature Name [ + Signature ID | Staging | Leam | Alarm ‘ Block j Enabled
g Device Management ) » "/phpinfo.php" access 200010015 Yes(a Yes No N/A Yes
‘_ Shared Objects ) » "/pls/admin_/help" access 200010009 Yes (g | Yes No N/A Yes
[ » "/soapl.../spy/" access 200010002 Yes(a Yes No N/A Yes
O Security ) » "/xsl/demo/adhocsql/query.xsql" access 200010011 Yes(a Yes No N/A Yes
Overview O » "dbase Invalidation" Error Message 200009189 Yes (g [Yes No  NA Yes
Guided Configuration [J » "dbm invalidation" Error Message 200009182 Yes (g | Yes No N/A Yes
Application Security [ » "Error processing SSl file" 200009178 Yes (g | Yes No N/A Yes
Protocol Security [J» "FileMakerPro Query Invalidation" Error Message 200009188 Yes (E, Yes No N/A Yes
Network Firewall [J» "Frontbase SQL invalidation" Error Message 200009181 Yes Q) Yes No N/A Yes
DoS Protection ) » "httpd.conf" access 200010016 Yes(g [Yes No NA Yes
Bot Defense [J » "httpd.conf" access (Parameter) 200010042 Yes (E, Yes No N/A Yes
Event Logs ) » "index of /" response 200100002 Yes Q) Yes No N/A Yes
Reporting ) » "Interbase SQL invalidation" Error Message 200009186 Yes (g | Yes No N/A Yes
Options ) » "Microsoft OLE DB Provider" Error Message 200009194 Yes (E, Yes No N/A Yes
[ » "MySQL SQL invalidation" Error Message 200009184 Yes (g | Yes No N/A Yes
@ Network [ » "open()" execution attempt 200003074 Yes ('()) Yes No N/A Yes
[ » "php.ini" access (Parameter) 200010044 Yes (5 Yes No N/A Yes
[J » "php.ini" access (URI) 200010043 Yes (g | Yes No N/A Yes
[ » "style :expression (" (Headers) 200001152 Yes (E, Yes No N/A Yes
) » "style :expression (" (Parameter) 200001151 Yes Q) Yes No N/A Yes
Enforce | Change Properties... Total Entries: 2565 | Page 10of 129 4 |[»| [

® Staging(RT—YUY)E—REITE:

Learn/Alarm/Block % E M EME SN . REZERELIZZEIZIE. TManual Traffic Learning | TEE 3 417D
EELEHE—RTT,
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543. RT—250TDHKE
AT—2U5MO4 % Event Logs ITH T 3-0DREEFTLNET,

(1) T'Security]—TEvent Logs1—TLogging Profiles |IZT. Create RAVZEHL. L TDKIIZHRELET

Hostname  big181.fSjp.local Date Jul 25, 2019 User admin Parlition'_
IP Address 10.99.88.181 Time 1:49 PM (JST) Role Administrator .

| ONLINE (ACTIVE)
| Standalone

]| Live Updates Available

Security » Event Logs : Logging Profiles » Create New Logging Profile...

= e
Q) Statistics Logging Profile Properties Cancel
. . = s

@ A Profile Name Log illegal and staging requests {1 —X?)) % HiI 7&)\ H

Description
DNS A A 5

&) Application Security ¥ Enabled Application Security @ Enabled Fxv%

@ Local Traffic Protocol Security Enabled
Network Firewall || Enabled

(£ 4) Accleration Do$ Protection () Enabled

_ Bot Defense || Enabled
@ Device Management

lication Securi
‘_ Shared Objects Aep v

Configuration | Basic 7/
() security  Storage Destnation | Local Storage | |
Overview —

Storage Filter | Basic 7|

Guided Configuration

o . ‘ Request Type v lllegal requests only

Application Security lllegal requests, and requests that include staged attack signatures or staged threat campaigns

Cancel Create All requests

Protocol Security

Network Firewall lllegal requests, and requets that includes staged attack signatures or staged threat campaingns ;&R

(2) Virtual Server [IZ(1)TERLIzOX S TAT7AIILEEBMLT, BFEOTOT7MILEILT LET , Update R4
DEHLETS,

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin Partition _
IP Address 10.99.88.181 Time 1:52 PM (JST) Role Administrator .

|| ONLINE (ACTIVE)
5 | standalone
| Live Updates Available

Local Traffic » Virtual Servers : Virtual Server List » https_WAF-vs-001

#+ ~ Properties Resources Security v | Statistics
—
Policies
@ iApps
Policy Settings
@ DNS Destination 10.99.1.81:443
Service HTTPS
@ Local Traffic
Application Security Policy | Enabled... § | Policy:| WAF-policy-001 %
Network by Senvin Pty
Virtual Servers IP Intelligence ( Disabled 3|
Policies
DoS Protection Profile | Disabled %
Profiles E
Bot Defense Profile | Disabled %
Ciphers
| Enabled... ¥ |
iRules Selected Available
Pools Log all requests
Log Profile Log illegal and staging reques global-network
Nodes local-bot-defense
>> local-dos |
Monitors I Log illegal requests
Traffic Class | Update I

CORT—UUTE—RDFE REM TR FYBEDOHERIZEELET
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6. U RFYEEDTER

6.1. :SQL 1>z viay

ST RTFRDEEEHER T BHICHTZY. SQL 12y av BELFIIZIRYET,

SQL A2z hiav(F LTDLILHETY,

OB
A—HE: ‘or1=1# name [ or 1=1:
ISR —R:

rGO!JTﬁQ‘/’&DU‘yO Password j
Forgot your password?

Client-PC

& @POST

username="or 1=1 #&password=&action=Go!

Web App

; ®saLyxy
N SELECT id FROM users WHERE nick="or 1=1 #And
password ="

Logged in
User: "OR 1=1 #
Edit data

Database
-

~—

®DBIZ&kbUTF4

@27TIZkEy h?‘@)

Your control panel

®ns4 o EHDEE
ELHRA—HYRIIRT—F%
EoTLWEWNILEH LT,
T4 VMY %,

Logout

@ 2—H&(=l" or 1=1 #1EAALTIGol KRR T,
@ #R.HTTPYHITRL:POST T. lusername=' or 1=1 #&password=&action=Go! | &% %,

Q@ Web 77)Fr—avi,

SELECT id FROM users WHERE nick=‘username fi&’ And password =‘password {&’

D SQL XZEAML. T—IR—A~NEDEFEL TS,

CZIZ HTTP YOI RMCRIZ LI EFIEOHAD &,

SELECT id FROM users WHERE nick=" or 1=1 #° And password =*

DRITIEB,

NDEKRT HEAIE.

Mnick MZE Fi=ld 1=1 GE5IE, users T—TILHMS id ZEIE T B, #LUEIFZOAURNT Ik, |

AT

@ Zo SELECT XHAD"M=1"[FELLMD T, T—ER—RD TR TITEVrT 5,

® TEAR—ZAMB)TS1%%(15,
® ATAUIZHEYT %,

Adv.WAF (&, CO K574 HEEE1ZERD Web 7TV r—2av BT 50D T 2 F v EE/FOTVET,
COBBEHIZ. ST XFYOEEEHERELTOEET,

31



(1) 547>k PC i, hitps://10.99.1.2ZZ ~NFHOALET,
TS993 M Username #IZ. " or 1=1 #1Z A AL, TGol JREAZHLET,

Hack-1t-yourself auction

Home l Sell an item | Reaister now | Login | Help
Search Go! Browse | Gd I Jun.16 2014, 12:50:20

35 REGISTERED USERS 631 AUCTIONS

Toys & Games (444) -06-2013,12: 0 ddd

Art & Antiques (154) -0 6-2013, 11: 2 cec Username
Books (11) -0 6- 2013, 09: 1 aaa Password I—
Computers & Software -0 6- 2013, 09: 1 aa Foraot your password?

(11) -0 6- 2013, 09: 1 aaa

Electronics & -06-2013,09: 1 aaa
Photography (6) More

Clothing & Accessories

(2) General Help

= - = - Nl die

(2) KRWeb 7Ty —2av L DfEgEHEED1zH. O (U TETLEWVET,

Hack-1t-yourself auction

Home | Sell an item | Your control panel | Contact Us | Logout | Help

Search | Go! Browse | Gd I Jun.16 2014, 12:51:49

35 REGISTERED USERS 631 AUCTIONS

Last created auctions Logged in

Toys & Games (444) -0 6- 2013, 12: 0 ddd User:| or 1=1 # |
Art & Antiques (154) -0 6-2013, 11: 2 ccc Edit data
Books (11) -06-2013,09: 1 a3a Your control panel
Computers & Software -0 6- 2013, 09: 1 aa aoat
(11) -0 6- 2013, 09: 1 aaa

|
Electronics & -0 6- 2013, 09: 1 aaa
Photography (6) General Help
THO.0graply ) More... Bidding
Clothing & Accessories

Renicterinn
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(3) T'Security]—TEvent Logs1—TApplication|—Requets | T&R RS /=B T. "Staged"T SQL 1P v 3
UDBREIN TSI EEHERELES,

Hostname  big181.f5)p.local Date Jul 25, 2019 User admin

IP Address 10.99.88.181 Time 1:57 PM Role Administrator Partition: (L)

|| ONLINE (ACTIVE)
| standalone

|l Live Updates Available

Security » Event Logs : Application : Requests

7+ ~ Application v | Protocol v | Network v | Bot Defense v | Logging Profiles

(g ter | orary Date~ Newest: | ¥~ | Violation ¢ Occurrences %%4) 4 \CTH, | o Enes
&3 oxs :e[::::” - - € Deeerequest  oDtaged GadadMMYET, £ 9% o
@ login.php S e
7 ¥ E‘ﬁ%ﬂb;-# - 3_ \b“ig_u:.\ ng 3 o

10.99.88.90 - N
13:56:16 2019-07-25 Y [HTTPS] /login.php

(7 24) Acceleration + Triggered Violations [}

RT—UUJERLTVET,

() Local Traffic

Violation

Device Management -
Y Attack signature detected v

‘ Shared Objects T
Detected Keyword username="0x20| Al Detalls
O Security D [Staged I a0
Attack Skanature 200002476 .
Overview ol Name J(re:;momis like

© SQL-INJ expressions like "or 1=1" (6) (Parameter)
Guided Configuration

Context Parameter (detected in POST Data)
Application Security Parameter Level Global
Protocol Security Actual Parameter Name username

Network Firewall Wildcard Parameter Name *

Parameter Value {0x20]or{0x20]1=1]0x20}4
Applied Blocking Settings

DoS Protection

ooz [Sl[elolelollS]

Bot Defense
—
IEventLogs | . I

Reporting Cookie: SESSION=opf@keq395f92rimcangqlir33; TS@lab2273=01fed4ce5922de@b32f506bd8

X 99de181057a0d8d5cab@cdcb6d75a851fd74d38198ef653c60923567ebb9660d84ac690faead448
Options 524973176320218a917250786fcaf3b9boc

Connection: keep-alive
.@ Network Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_4) AppleWebKit/605.1.1
5 (KHTML, like Gecko) Version/12.1 Safari/605.1.15

Referer: https://10.99.1.81/index.php

Content-Length: 48

Accept-Language: en-us

username="+or+1=1+#&password=&action=Go!

l > Original Request ‘

l > Response [T ‘

(4) LEEEE®D Suggestions M View... &) w99 %<&, Traffic Learning M EE T4 Attack signature detected
MEEZETEZE Y, (ISecurity |—T Application Security |—TPolicy Building1—Traffic Learning/ THf=-ENZE
9, )

Security » Application Security : Policy Building : Traffic Learning
o~

Traffic Learning Learning and Blocking Settings

’\ WAF-policy-001 4 | £F | Q | Learning Mode: Manual | | Apply Policy
- [ Order by Score v Highest . | Y ~ | Applied Filter: Support ID: 14784910233369051209; Violation: Attack signature detected [ C | L~ [ Total Entries: 1
Suggestions « Related Suggestions ~

A t~ Delet I E; rt
elete gnore xpo Attack signature detected ~

@ Attack signature detected 5%
Parameter: *

Suggested Action: Add SQL-INJ expressions like "or 1=1" (6) (F ) on the ) to O i Atta... 5% w
Matched Parameter: *
Matched Attack Signature: 200002476 - SQL-INJ expressions like "or 1=1" (6) (Parameter) v #

1 sample request out of 1 that triggered the suggestion on 2019-07-25 14:02:03
Ll Average Request Violation Rating 2.0~ At least 1 untrusted sources / 0 trusted source

Sample Requests « | [HTTPS] flogin.php =
[HTTPS] floginphp ~ 2 == v Triggered Violations [}
@ 10.99.88.90 ©
Violation | occurrences
Attack signature detected v 1~
v Request Details BEEEE Al Details
Geolocation @ N/A
Source IP Address 10.99.88.90:49816
Session ID 683dc34ec2b33949
Microservice N/A
Time 2019-07-25 14:02:03
Violation Rating 2 mm Request looks like a false positive but requil
Attack Types N/A
v Decoded Request
POST /login.php HTTP/1.1
Host: 10.99.1.81
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6.2. & *F¥® Staging DR

AT—UUTIREDFEETIE, WE% Event Log ELTEEHLTNER A,
FOTC BV RTFYDRT—U U %2R (=Learn/Alarm/Block R EZHEZIZ) LET,
(1)
(2) T'Security]—TApplication Security |—TAttack Signatures | T&R xS 1=EE DI Change Properties |7R 7>
#HWLET,

Enforcel Change Properties... I Total Entries: 2565 | Page 1 of 129 § \E| IE

(3) LEDIChange Properties IR 109 LN DEE T, LTFTDKIIZFEEL. [Apply Changes to... J7RE>
FRLET,

Change Properties Of Policy Attack Signatures

Enable | Don't Change § |

Perform Staging | No 2

Cancel | Apply Changes to 2565 Filtered Attack Signatures

(4) RT—VUTE—FBRIRNTET THFET. LEMALMETS,

(5) UTDAA—=TlE, Staging E—F A EBRSN-IREETT,
CDEXFE Tl Enforcement Mode AY Transparent £ T. Block (& N/A [Z7E>TLVET,

Hostname  big181.f5jp.local Date Jul 25,2019 User admin Partition: _
IP Address 10.99.88.181 Time 2:06 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
5 || standalone
|| Live Updates Available

Security » Application Security : Attack Signatures

1 + Attack Signatures

@ iApps ‘ | WAF-policy-001 % ¢'| O Learning Mode: Manual !\ Changes not applied = Apply Policy |
@ DNS
Policy Attack Signatures
&ﬁ Local Traffic ‘ | Al signatures % Go Show Filter Details ¥ Total Entries: 2565 ’
@ Acceleration Legend: (E) Waiting for additional traffic samples Q Learning suggestions available @ Ready to be enforced
|  signature Name | + Signature ID | Staging | Leam | Alam | Block | Enabled
@ Device Management
) » "/phpinfo.php" access 200010015 No Yes Yes NA Yes
‘ Shared Objects ) » "/pls/admin_/help" access 200010009 No Yes Yes NA Yes
) » "/soapl.../spy/" access 200010002 No Yes Yes NA Yes
O Security [ » "Ixsl/demo/adhocsgl/query.xsql" access 200010011 No Yes Yes N/A Yes
Overview [J » "dbase Invalidation" Error Message 200009189 No Yes Yes N/A Yes
Guided Configuration ( » "dbm invalidation" Error Message 200009182 No Yes Yes NA Yes
) » "Error processing SSi file" 200009178 No Yes Yes NA Yes
Application Security
CJ » "Fi Pro Query Invalidation" Error M 200009188 No Yes Yes NA Yes
Protocol Security . —
) » "Frontbase SQL invalidation" Error Message 200009181 No Yes Yes N/A Yes
Network Firewall © » "httpd.conf" access 200010016 | No Yes Yes NA  Yes
DoS Protection ) » "httpd.conf" access (Parameter) 200010042 | No Yes Yes NA  Yes
Bot Defense [J » "index of /" response 200100002 No Yes Yes NA Yes
Event Logs ) » "Interbase SQL invalidation" Error Message 200009186 No Yes Yes N/A Yes
Reporting [J » "Microsoft OLE DB Provider" Error Message 200009194 No Yes Yes N/A Yes
Options J» "MySQL SQL invalidation" Error Message 200009184 No Yes Yes N/A Yes
) » "open()" execution attempt 200003074 No Yes Yes N/A Yes
@ Network J» "php.ini* access (Parameter) 200010044 No Yes Yes N/A Yes
) » "php.ini" access (URI) 200010043 No Yes Yes N/A Yes
System [ » "style :expression (" (Headers) 200001152 No Yes Yes NA  Yes
) » "style :expression (" (Parameter) 200001151 No Yes Yes NA Yes
Enforce =~ Change Properties... Total Entries: 2565 | Page 10f 129 % || » | W]
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(6) TApply Policy IIR2>E#HLET,

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin Partition: _ P———
IP Address 10.99.88.181 Time 2:07 PM (JST) Role Administrator o9

|| ONLINE (ACTIVE)
f |l standalone

]| Live Updates Available

Security » Application Security : Attack Signatures

fF Statistics #+ + Attack Signatures
@ iApps ‘ WAF-policy-001 % | a' ’ O ’ Learning Mode: Manual 1) Changes not applieI Apply Policy ‘I
@ DNS

Policy Attack Signatures
Eﬁj Local Traffic ‘ | All signatures 4 Go Show Filter Details ¥ Total Entries: 2565 ‘
I~

[Note]

l'Policy Building Settings |- Attack Signature Configuration 1@ Enable Signature Staging 1% OFF 29§ 5Z&
TH. £V TRFvD Staging ZMEBRTHZLIFTEFET . LWL, ZOHETT LMBICLEIEENHYFET . X
£, T 2 F¥®D Update BiThHhN1=BRIZIE. £D Update Stz F 2 F v 12 FELIESL Staging TERALT=LVS
EhHYET ., ZDIHE . DI Signature Staging1hHY Enabled THITHIX, ZDLSIZEMEL T EE AL DFY.
Z Ml Attack Signature Configuration 10T Signature Staging 1% OFF 9% & T, I'Staging #gEIE £ FEH%ELN &
WIEREICHS, EWVSTETT, &Ko T, AHAKFTIE. TEnable Signature Staginglld ON [ZLTHEE. &L +F+
@ Staging & OFF 1294, &LV AEERYET,

B BN T R TF A FERT—UU T E—RET BIODHREIL. [T 2 FvDERID Y3 TERRL
9,

(7) H3—E. 9347 UrDTS09 Mo FAH%D SQL AP0 a v REBERELES

(8) Signature M Alarm BEFTHESTVAD T, WELXRALI-CEEZRT AT NHAINET,
I'Security |—TEvent Logs |—T Application |—=TRequests | T, AL =K EH#RTOTEI)VILET,

Hostname  big181.fSjp.local Date Jul 25, 2019 User admin Partition:
IP Address 10.99.88.181 Time 2:09 PM (JST) Role Administrator =

|| ONLINE (ACTIVE)
| standalone

|l Live Updates Available

Security » Event Logs : Application : Requests

- Statistics 1+ +  Application v | Protocol v | Network v | Bot Defense v | Logging Profiles
@ iApps O ’ Order by Date v Newest . ‘ Y~ { ’ C ’ #+~ | Total Entries: 2
Requests «
5y ons : O =
[HTTPS] flogin.php 2mm @
@ 1099.88.90 — )
Locs s 14:08:55 2019-07-25 302 | T [HTTPS]/login.php
Acceleration ) [HTTPS] /login.php 2mm v Triggered Violations [}
@ 10.99.88.90 @
14:02:03 2019-07-25 302 Violation ‘ Occurrences J Suggestions
£} Device Management -
Y Attack signature detected v 1+ View..
g Shared Objects v Request Details [ Basic ALEEN
U Security Geolocation~ T @NA Time ¥ 2019-07-25 14:08:55
) Source IP Address~ | T 10.99.88.90:50066 ’ i Y 2= Request looks like a faise
Overview — \Vioiation Rating positive but requires examination
. Session IDv 7T 683dc34ec2b33949 _
Guided Configuration — Attack Types Y SQL-Injection v
- N Microservice T N/A
Application Security
Protocol Security Vv Decoded Request

Network Firewall
POST /login.php HTTP/1.1

DoS Protection Host: 10.99.1.81

Content-Type: application/x-www-form-urlencoded

Origin: https://10.99.1.81

Event Logs Accept-Encoding: br, gzip, deflate

Cookie: TS01ab2273=01fedce59237913c5dbbc16723ea713ab@7dd6c46382f0effafl075f070fd9bb90d08760592

Bot Defense

Reporting
4ad3a026534655577d9cf25231a3bde8367814684b1b20d14591b64d95decaf; SESSION=opf@keq395f92rimcangq
Options 1ir33
Connection: keep-alive
@ Network Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_14_4) AppleWebKit/605.1.15 (KHTML, like
System Gecko) Version/12.1 Safar1/§05.1.15
Referer: https://10.99.1.81/index.php
Content-Length: 48
Accept-Language: en-us

username="'+or+l=1+#&password=8action=Go!

‘ > Original Request ‘

‘ > Response ‘
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(9) TAttack Signature detected 1% w99 d&. EVRLIZS T RFvD—ENRTINET,

Security » Event Logs : Application : Requests

7+ ~ | Application

v | Protocol

v | Network v

Bot Defense v

Logging Profiles

|

C | =24 | Total Entries: 2

~| | Order by Date v Newest J'n vJ(
| Oty Date - Newest) | T
J / J—\VJ{( | B

Requests

$

[HTTPS] /login.php
@ 10.99.88.90
14:08:55 2019-07-25

") [HTTPS] /login.php
@ 1099.88.90
14:02:03 2019-07-25

IZ\D

=

Export Request Accept Request

U \Dseée Request

&

¥ [HTTPS] flogin.php

v Triggered Violations [El}

Violation

[ Ocou_ernoes Suggestions

Y Attack signature detected v

I 20099 1+ IVlew,..

¥ Request Details D d Key
Geolocation v
Source IP Address v Attack Signature
Session ID v
Microservice Context
Parameter Level
NDecodedRequest Actual F Name

Wildcard Parameter Name
Parameter Value
Applied Blocking Settings

POST /login.php
Host: 10.99.1.8]

username="0x20] or[0x20]1=1 [0x20}#

D
200002476

Name
€ SQL-INJ expressions like "or 1=1" (6) (Parameter)

Parameter (detected in POST Data)

Global AR TEINS
username
{oxz0or{oxz0]1=1

All Details

ke a false
\fion

Content-Type: a
Origin: https: /ql
Accept-Encoding

1ir33
Connection: keep-alive
Accept: text/html,application/xhtml+xml,

Gecko) Version/12.1 Safari/605.1.15
Referer: https://10.99.1.81/index.php
Content-Length: 48
Accept-Language: en-us

username="+or+1=1+#&password=&action=Go!

Cookie: TS01ab2273=01fed4ce59237913c5dbbcl6723ea713ab07dd6c46382f0effafo0757070fd9bb90d08760592
4ad3a026534655577d9cf25231a3bde8367814684b1b20d14591b64d95decaf; SESSION=opf@keq395f92rimcangq

application/xml;q=0.9,%/%;q=0.8

User-Agent: Mozilla/5.@0 (Macintosh; Intel Mac 0S X 10_14_4) AppleWebKit/605.1.15 (KHTML, like

| > Original Request

| > Response
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6.3. Enforcement Mode % Blocking IZZ£ &

WEZITOVITHREHEERLET

(1) TSecurity1—TApplication Security |—TPolicy Building1—TLearning and Blocking Settings 1125\ T. %%
DR —%%FEIRL . Enforcement Mode %I Blocking IIZEXEZEEL. ISaveIR2 2 HLET,

Hostname  big181.f5jp.local Date Jul 25,2019 User admin Partition: _
IP Address 10.99.88.181 Time 2:14 PM (JST) Role Administrator

]| ONLINE (ACTIVE)
|| standalone

|| Live Updates Available

Security » Application Security : Policy Building : Learning and Blocking Settings

Traffic Learning Leaming and Blocking Settings

@ iApps ’\ WAF-policy-001 4 | ﬁ‘ Q ‘ Learning Mode: Manual ’ Apply Policy ‘
@ DNS General Settings Note: Click Save to retain any changes you made on this screen. | Advanced ¥ \I Save I
e - — o
Local Traffi Enforcement Mode |Blocking % BIOCklng lﬁﬂE I
@ Local Traffic ——
@ T Learning Mode v | Manual $)
Learning Speed v | Medium 2
@ Dalics A Sghne it Enforcement Readiness Period v 7 days

(2) TApply Policy IIR2>E#HLET ,

]l ONLINE (ACTIVE)
|| standalone

]| Live Updates Available

Security » Application Security : Policy Building : Learning and Blocking Settings

I.Ji Statistics Traffic Learning Leaming and Blocking Settings

‘ !\ Changes nmappliel Apply Policy ‘I

@ iApps ‘ | WAF-policy-001 4 | £¥ ‘ (V] ‘Leaming Mode: Manual

(3) #9347 PC DISHHMLES—E. FAED SAL 420192 av WEEEHLET .
Block Sh1-LERTEEMNRTENET .

The requested URL was rejected. Please consult with your administrator.

Your support ID is: 14784910233369051257

[Go Back]

(4) EventLogs ZFEEELET . Block SN TLVSD T, Pool Member @ Web H—/\m5MD HTTP L AR R RS
ng . KHYIZ AdvWAF RIS5—R—I %R LTz . Response Code & N/A [ZEYFET,

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin partion: ((E )
IP Address 10.99.88.181 Time 2:18 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
| standalone

|l Live Updates Available

Security » Event Logs : Application : Requests

[Nl Statistics 1+ -~  Application v | Protocol ~ | Network v | Bot Defense v | Logging Profiles
— < = ’ L \\
|AI7D$ a ‘ Order by Date v Newes?{ F@J?U) rA3a2n l C l £+~ | Total Entries: 3
Requests ol 1’ l \
@ DNS % 7‘R é —C L %, Delete Request Export Request Accept Request [:/,'
[HTTPS] /login.php 2 °
@ 10.99.88.90 _ -
() Local Tratfic 14:16:27 2019-07-25 7 [HTTPS] /login.php
(734 Acceleration CJIHTTPS) flogin.php 2mm + Triggered Violations [}
@ 10.99.88.90 0}
14:08:55 2019-07-25 302 Violation Occurrences | Suggestions
£=) Device Management -
) [HTTPS] /login.php 2 mm Y Attack signature detected v 1+ View..
@ 10.99.88.90 @ | =
‘ Shared Objects .07-; 302 i
14:02:03 2019:07-25 VP | Detected Keyword username="0x20| 0f0x20]1=1 [ox20}# All Details
O Security G D he:27
Attack Sanature 200002476 y
Overview S o Name u('e:;‘ms like
sS4 © SQL-INJ expressions like "or 1=1" (6) (Parameter)
Guided Configuration
M | Context Parameter (detected in POST Data)
Application Security (I
1 | Parameter Level Global
Protocol Security VT | Actual Parameter Name usemame
Network Firewall ol | Wildcard Parameter Name
DoS Protection H | Parameter Value f0x20/0r{0x20]1=1[0x20}#
Bot Defense g Applied Blocking Settings [ Block | Atarm [ Leam |
Event Logs
CEPTCIICUUINg T UT; YZIp; UeTTate

SNT, ZDMOKE (VORY LRIV T T4 TH) ITHLTH, DT R FrAEvb LIS ATy IEhE T,
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7.

[Step2] VT RF¥DFa1—=2F GRBRHDFE)

CORTYITIE, BBRHDRELBEDORI LA EZERLET,

CDARTYTTEET DABIE, Web 7T 7—2ar DENFA—EDRENETRIETETVSISEZRE, &
ARREINOETERET ADFHLLANBLLAEE A
ZTOHEEFER-FRERICASTID, BECOF1—ZUTZ2FELTZEN,

7.1, BERRENDH

BIZIL. BIG-IP &4 —0> 3>

T, ELVSEHEERELES .

Web 77— av|ZlfbuserX A4S /4L, EEEDISell an item1%E 91 v LTLEELY,

ltem DERBAIC. KRIGHIELT SQL (07 a0 RBEET HMEENH D LEHRATH &Il BikflE
LTI OR 1=1 #1ZFALVTERBAL=ELET,

CNIEHETIHAL, B2 SQL 102202 aVEHRBALIWEFEOTY A, [Step1]1TITof=, =120 T 1 F v

ZERALIFEZITOKETIE COTH— LR ELEST=0

(1) 1) BIG-IP #A—%53 a0 TR BH

BBEAGINFETS,

Hack-1t-yourself auction

39 REGISTERED USERS 636 AUCTIONS

Item title

Item description
(HTML allowed)

URL of plcture

Or select the image you want to
upload (optional)

I
Home \ Sell an item \ Reaister now | Login | Help
Searchl Go! | Bmwsel Gol I

Sell an item

Jul.02 2014, 08:10:39

IBIG—IP Application Security Manager

%3

il

The ASM can prevent a variety of web
application attacks represented by
S0L injection attacks.

A

For exanple,
when an attacker put i OR 1=1 !1
into username form of “=-web- paze; 'tﬁe
web application might permit the user
to login.

This attack is called SOL injection.

CDEIBRENTHIBEILHEL,
TOR 1=1 #1AEBHEH N TLINIEL OK

T —arm
FARIK

O] IO¥Uses¥t&et1CO1¥D HE.

(FAVr—2avDEY £ ZOMITHLHBEESNTOSELHYFET .

ZNLITDONTIE, KAMFOFIEICEEZEEZE

LGLDT EFETAALT

(2) Submit RELEHT &, WELLTRAMSATLEVET,

EY L. Image 0)7Jj|:|_|\7f]\%E e
w7 E® 5-logo.jpg Z{E>TLZELY

=ZE,)

[Go Back]

Your support ID is: 10891647079625523681

The requested URL was rejected. Please consult with your administrator.
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7.2. [%EA1]

n,fﬁ%l] ﬁ‘%ﬂi L/T’/

#rLET,

nhﬁﬂ] LT’/

FA—BERTAMAMES D (T RFPRANGLELVREIZT D)
SA—BTIE, Adv.WAF D&tFa ) TAREEE BN T D=RT AR RMES B, ELVSFE

(1) BRBRHMAFELELIZEIED Event AT ERRLET,

Hostname
IP Address

|| ONLINE (ACTIVE)
5 || standalone

[F4) Local Traffic

@ Acceleration
g Device Management

Mg Shared Objects

O Security

Overview
Guided Configuration
Application Security
Protocol Security
Network Firewall
DoS Protection
Bot Defense

Event Logs

Reporting

Options

£3) Network
System

(2) TOccurrences1&9') vy L TRRENT-E

aMYES,

Date

FSecurltyJ —TEvent Logs1—IApplication|—Requests | CHEZR TEE T,

2,2019 User admin
5 PM (JST) Role Administrator

parsion: () SO

Security » Event Logs : Application : Requests

7+ + Application

~ | Protocol

~ | Network ~ | Bot Defense ~ | Logging Profiles

(=] ‘ Order by Date  Newest | l v~

[c]e-

Total Entries: 4

Requests

(@) [HTTPS] /sell.php

@ 10.99.88.90
17:31:41 2019-07-12

[ [HTTPS] flogin.php
@ 10.99.88.90
17:13:28 2019-07-12

() [HTTPS] flogin.php
@ 1099411
17:00:39 2019-07-12

[ [HTTPS] fiogin.php
@ 1099.4.11
15:43:08 2019-07-12

Delete Request Export Request Accept Request E/J‘

rﬁ ¥ [HTTPS] /sell.php

2 mm ¥ Triggered [1]
y«ﬁ ‘ Violation [ Occurrences ‘ Suggestions. 1
- ‘ T Attack signature detected v | 1+ ew ‘
O]

202 | | ¥ Request Details Al Details

2mm Geolocation ~ T ONA Time Y 2019-07-12 17:31:41
[} = £ .
Source IP Address~ | 7 10.99.88.90:35000 i V2mm Request looks like a false
302 _ i pliating positive but requires examination
Session ID ~ Y 8667f56032d7cd17 _
_ Attack Types Y sQL-Injection~
Microservice T NA
V¥ Request

Request actual size: 3056 bytes.

POST /sell.php HTTP/1.1

Host: 10.99.1.81

Content-Type: multipart/form-data; boundary=-——-WebKitFormBoundaryPUkuYBsWO0KzJ)9sI

Origin: https://10.99.1.81

Accept-Encoding: br, gzip, deflate

Cookie: TS@1ab2273=01c891b041770f2ad4ccc3ed5cddcfOb6600a7d54adel5ee1054a71149b12a0bc981197e80c813
4d335b1c0874898bb27ecal53285a033319aafbfb4d198eed7e63b237a29f; SESSION=0ft6t@clqs45mtinbl9hs6e3u
4

Connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_4) AppleWebKit/605.1.15 (KHTML, like Ge
cko) Version/12.1 Safari/605.1.15

Referer: https://10.99.1.81/sell.php?

Content-Length: 2355

Accept-Language: en-us

EEERT HE BIRALI=/I5A—4(F, Tdescription | THBHIEM

Detected
Keyword | 1=1
D
Attack 200002476

Signature | Name

p2dintop:2dusernamefox2dffro

njectior{o.zdattacks [xdloxdloxdxdF orpxzdexample Exdbxdwhenfox2danpx2dattackel
"@@@webw@ Dx2gw

© SQL-INJ expressions like "or 1=1" () (Parameter)

Parameter | description
Name

Context Parameter (detected in POST Data)
Parameter Global

Level

Actual

Wildcard
Parameter | *
Name
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(3) T'Security ]—TApplication Security |—IParameters |—IParameters List| C&RRrEN =B EA LD Create]
REVERLET,

Hostname  big181.f5jp.jocal Date Jul 12,2019 User admin Partition: (ST
IP Address 10.99.88.181 Time 5:37 PM (JST) Role Administrator
|| ONLINE (ACTIVE)
5 | standalone
Security » Application Security : Parameters : Parameters List
N Statistics 1+ ~ Parameters List Wildcards Order | Extractions Character Sets v | Sensitive Parameters | Navigation Parameters
2 iApps |\ WAF-policy-001 ¢\¢‘9 ‘Leeming Mode: Manual ‘ Apply Policy ‘
@ L) List
@ Local Traffic | | Parameter Contains 4 Go Show Filter Details ¥ Total Entries: 2 ‘
@ Acceleration Legend: (3 Waiting for additional traffic samples (2 Leaming suggestions available &/ Ready to be enforced I Create... I
. ~1| + Parameter Name | Parameter value Type | Parameter Level | staging
Device Management sl User-input value Global No
‘_ Shared Objects __VIEWSTATE Ignore value Global No
Change Type... | Enforce || Delete | Delete All Total Entries: 2
() securitv
. i
(4) UTOLSIZBRELET,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition. _
IP Address 10.99.88.181 Time 5:39 PM (JST) Role Administrator

|| ONLINE (ACTIVE)

Security » Application Security : Parameters : Parameters List » Add Parameter...

S isti [ —
Statstics | WAF-policy-001 4 | £ ‘ @ | Learning Mode: Manual ‘ Apply Policy ‘
iApps
@ Create New Parameter Cancel || Create
@ DNS Parameter Name | Explicit % | description Eﬁ*ﬁfu L,T:/ \05)(_9 I
@ Local Traffic Parameter Level | Global %
Perform Staging || Enabled
(“3%) Acceleration Allow Empty Value () Enabled FIvoENT
!
g etce seimyemment Allow Repeated Occurrences | Enabled
Mask Value in Logs || Enabled
‘_ Shared Objects Parameter Value Type | Ignore value $ |g nore Value EE*R I

2 cmmien Cancell Create I
(5) TApply Policy1&##L%ET,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 5:45 PM (JST) Role Administrator o

|| ONLINE (ACTIVE)

Security » Application Security : Parameters : Parameters List

7+ -~ Parameters List Wildcards Order Extractions Character Sets v | Sensitive Parameters = Navigation Parameters

| 1) Changes notappliedl Apply Policy ‘I

@ iApps |\ WAF-policy-001 4 | £ ‘ (] ‘Leaming Mode: Manual

(6) VA7 DT T2 MoE3—E BIG-IP ZA—92 3V THRAODANELTHET .
SERBRMENY . ROE@ITEBBLET
(FSLAB 7FUDEY &Y FFREDEEMN SN, ETAALEBEICFIEDOLSLERICEBRLET )

Hack-i1t-yourself auction Hack-i1t-yourself auction
St | i e | Loty | b

Search Got Browse 4] Got LA, i sach | L e - | Jul02 2014, 08:46:35
41 REGISTERED USERS 997 AUCTIONS 39 REGISTERED USERS 636 AUCTIONS
Sell an item You can still make changes to your auction
Starting bid missing
Item title  BIG-IP Application Security Manager Item title BIG-IP Application Security Manager

Item description [The ASM Can prevent a variety of web Item description The ASM can prevent a variety of web application attacks represented by SQL injection
(HTML allowed) |application attacks represented by SQL (HTML allowed) attacks. For example, when an attacker put "' OR 1=1 # " into username form of a

injection attacks. web page, the web application might permit the user to login. This attack called SQL
injection. BIG-IP ASM can protect attacks aqainst web application.
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7.3. [HE2]DTXFrDBRBAMSRELIZ/FTA—FT, ZDV TR FYERENLT S
BBRAAREL I/ TA—FT, TOBBALIS Y R F 2T EEMIET 2HEERLES .

(1) &5—F. fEpL1=l description 1/ \5A—2 DR EEEZFE . LT DESIIZERELFT

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 5:50PM (JST)  Role Administrator -

]| ONLINE (ACTIVE)
f5 || standalone

Security » Application Security : Parameters : Parameters List » Parameter Properties

Parameter Properties

Cancel Update

@ iApps Edit Parameter
Parameter Name description (Explicit)
@ DNS Parameter Level Global
Perform Staging [ Enabled
[3) Local Traffic
Allow Empty Value [/ Enabled
@ Acceleration Allow Repeated Occurrences || Enabled
. Mask Value in Logs || Enabled
~—— Device M: nt “
eIl T Parameter Value Type | User-input value : ®USGI’-| nput-VaIue EE*R
‘_ Shared Objects -
Data Type Value Meta Characteli ‘ Attack Signatures @Attack Signatures 97 Eg 1)w4 I
e T —
O SCEL ¥/ Check attack sig and threat igns on this p
Overview Overridden Security Policy Settings: Global Security Policy Settings:
Guided Configuration ol gk Siopetue | Stat I << @ r <<J 71;\&)% ?mj_ I
) SQL-INJ expressions like "or 1=1" (6) (Parametgr| i < isabled 4
Application Security P ©)( @Dlsableq —C&)%)\ Disabled % | —
CEERERR

Protocol Security

Network Firewall

DoS Protection

Bot Defense I QIR EILI= T = FrD IDEAF 200002476 I’otal:o
Event Logs Cancell Updatel

[Z5#]Signature ID [XATFITHYET,
Signature ID
Attack  |200002476

Signature | signature Name
© SQL-INJ expressions like "or 1=1" (6) (Parameter)

(2) TApply Policy1Z##L%ET,

] ONLINE (ACTIVE)

Security » Application Security : Parameters : Parameters List

¥+ + Parameters List Wildcards Order | Extractions Character Sets ~ | Sensitive Parameters | Navigation Parameters
—

Current edited security policy [ WAF-policy-001 (blocking, modified) % ‘ 1. Changes have not been applied yet Apply Policy

(3) 9ZAT7UrDITZIH MB35 —E . BIG-IP &4 —92ar TRAANELTHET,
[ 1] Bk WEBLELTRMENT . ROE@EICEBLET .
(FSLAB 7FUDEY &Y FTREDEEMN SN, ETAALEBEICFIEOLSIHERICEBRLET )

Hack-1t-yourself auction Hack-1t-yourself auction

Home | Sellanitem | Registernow | Login | Help

Aug.16 2019, 16:46:22 Search [ =l 1002 2014, 08:46:35

Home | Sellanitem | Registernow | Login | Help

Search Got Browse 4] Go!

39 REGISTERED USERS 636 AUCTIONS
41 REGISTERED USERS 997 AUCTIONS

Sell an item You can still make changes to your auction

Starting bid missing . . )
Item title BIG-IP Application Security Manager

Item title  BIG-IP Application Security Manager Ttem description The ASM can prevent a variety of web application attacks represented by SQL injection
- (HTML allowed) attacks. For example, when an attacker put "' OR 1=1 # " into username form of a
e e o
injection. BIG-IP ASM can protect attacks against web application.

injection attacks.
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(4) [xt3k 31ZHLET DT, ¥R LT- Parameter:description ZHIERL TSN,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

|| ONLINE (ACTIVE)

}7_6 Statistics
@ iApps
@ DNS

[F) Local Traffic

@ Acceleration

g Device Management

‘ Shared Objects

O Security

Date Jul 12,2019 User admin
Time 5:52 PM (JST) Role Administrator

Operation completed successfully.

' Apply Policy Configuration

Security » Application Security : Parameters : Parameters List

Character Sets ~ | Sensitive Parameters = Navigation Parameters

7+ + Parameters List Wildcards Order | Extractions

| | WAF-policy-001 % | ‘n ‘ 9 | Learning Mode: Manual Apply Policy ‘

Parameters List

’ Parameter Contains % Go | ShowFilter Details ¥ Total Entries: 3 ‘
Legend: (% Waiting for additional traffic samples (2 Learning suggestions available &/ Ready to be enforced ~ Create...
O ]  Parameter Name l Parameter Value Type l Parameter Level Staging
o - User-input value Global No
) __VIEWSTATE Ignore value Global No
! | description User-input value Global No
ange Type... Enforce -l Delete -I Delete All Total Entries: 3

(5) TApply Policy1&##L%ET,

Hostname  big181.Sjp.local

IP Address 10.99.88.181

|| ONLINE (ACTIVE)

|| standalone

Date Jul 12,2019 User admin
Time 5:53 PM (JST) Role Administrator

Security » Application Security : Parameters : Parameters List

¥+ ~ Parameters List Wildcards Order Extractions Character Sets Sensitive Parameters | Navigation Parameters

‘ | WAF-policy-001 % | ﬂ ‘ Q | Learning Mode: Manual 1) Changes not appliel Apply Policy ‘ I
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74, [AERIIBBRHLI-S TR FYELEERTEDIEL. ZDL T RF Y TFYWWNSA—EFEFITERY
%)

BREILEVT A FYELARTEDEL. BEDNSA—BIZETEDU T 2 FvEERAT 5 HEERLET, 22T
[%. Tusername JIZDH . FDI T+ FrEERALET,

(1) TSecurity ]—TApplication Security |—TAttack Signatures |Z:&RLET .
(2) T'Show Filter Details 1Z:&RLE T,

Hostname  big181.5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 5:57 PM (JST) Role Administrator

f || ONLINE (ACTIVE)

Security » Application Security : Attack Signatures

/| Statistics Attack Signatures
@ iApps ‘ | WAF-policy-001 4 | £ ‘ ] |Leaming Mode: Manual Apply Policy ‘
@ DNS
Policy Attack Signatures
Eﬁj Local Traffic ‘ | All signatures 3| Go I Show Filter Details ¥ I Total Entries: 2565 ‘

(3) Signature ID [ZERIRENILT=> Y 7 F+ ID(200002476)F A AL, Go T & ZLD LT R F BT DAIZEK
RENFET , ZU TR FYEI)VILET,

Hostname  big181.Sjp.local Date Jul 12,2019 User admin Partition _ P—T——
IP Address 10.99.88.181 Time 5:58 PM (JST) Role Administrator =

]| ONLINE (ACTIVE)

Security » Application Security : Attack Signatures

] statistics Attack Signatures
@ iApps ‘ | WAF-policy-001 % ﬁ ‘ ¥ | Learning Mode: Manual Apply Policy
@ DNS
Policy Attack Signatures
Cﬁj Local Traffic | Advanced Filter... D Hide Filter Details 2 Total Entries: 1
Containing String
@ Acceleration
Signature ID 200002476 |
g Device Management —
Signature Type All s
‘_ Shared Objects Signature Scope All Y|
- ) Attack Type All v
O Security
Systems Assigned Systems: Available Systems:
Overview Operating Systems
Microsoft Windows
Guided Configuration Unix/Linux
Application Security << We:;::;;ors
Protocol Security >> Apache Struts
Apache Tomcat
Network Firewall s
JBoss
DoS Protection Jetty
Bot Defense Accuracy All 3
Event Logs Risk All y
Reporting User-defined All $
Options Update Date All s
R References All +
Learn All ;
System Alarm Al 3
Block All y
Staging All ¥
Enabled All 3
Overrides On parameters % | | All Signatures :
Go SaveAs Reset
Legend: @ Waiting for additional traffic samples Q Learning suggestions available v Ready to be enforced
[ | ~ Signature Name ’ < Signature ID [ Staging [ Learn {Alarm [ Block [ Enabled
I [ » SQL-INJ expressions like "or 1=1" (6) (Parameter) 200002476 No Yes Yes Yes Yes
Enforce  Change Properties... Total Entries: 1
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(4) Enable @ Enabled ®Fxv% 4L, Update RAVZEIRLET,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 6:02 PM (JST) Role Administrator -

]| ONLINE (ACTIVE)

Security » Application Security : Attack Signatures » Policy Attack Signature Properties

1+ + Policy Attack Signature Properties

@ iApps Policy Attack Signature Properties

Signature Name SQL-INJ expressions like "or 1=1" (6) (Parameter)
@ DNS Signature ID 200002476

Enable || Enabled I
@ Local Traffic

Perform Staging [ Enabled

@Acceleuﬁon Cancell Update I
(5) TApply Policy1Z##L%E3,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 6:03 PM (JST) Role Administrator

Security » Application Security : Attack Signatures

7+ + Attack Signatures

’ | WAF-policy-001 % | O | Q Learning Mode: Manual ‘ ! Changes not applie&l Apply Policy ‘I

(6) V34T DTS IHNBE53—E . BIG-IP EA—02 a3V THRAODANELTHET . [WHR 113K 2]1&
Rtk WELLTRHMSNS . ROBEEIZBBLET

Hack-1t-yourself auction

Home | Sellanitem | Register now | Login | Help

Search Go! Browse 4| Go! Aug.16 2019, 16:46:22

41 REGISTERED USERS 997 AUCTIONS
Sell an item
Starting bid missing

Item title BIG-IP Application Security Manager

Item description
(HTML allowed) |application attacks represented by SQL

injection attacks.

The ASM Can prevent a variety of web ‘

(7) LHL.username I OR 1=1 #1Z A AL T SQL 219 av KBEZEHT 5E. SEIBEBLTLENE
T, LI, COXEREERLET,

Hack-1t-yourself auction

Home | Sell an item | Your control panel | Contact Us | Logout | Help

Search | Browse | Gd | Jul.02 2014, 09:34:17

39 REGISTERED USERS 636 AUCTIONS

Last created auctions
Toys & Games (444) -0 6- 2014, 24: 1 BIG-IP Application Security Manager User: "OR 1=1 #

Art & Antiques (159) -0 6- 2014, 24: 1 B Edit data

Books (11) -0 6-2014,24: 0 XSS Your control panel
Computers & Software -0 6- 2014, 24: 0 XSS Logout

11\ -N A-2N14 24-n yaa
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(8) T'Security]—TApplication Security |—IParameters |—[Parameters List| C&RRrEh =B EA LD Create]
RAVEHT L UTOBREAENET,
lusername 1/ \TA—42ZEY  LLFDLIIZERELFEY

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 6:15PM (JST) Role Administrator
]| ONLINE (ACTIVE)
f5 |l standalone
Security » Application Security : Parameters : Parameters List » Add Parameter...
A i —
“ga-tatixtics ’ | WAF-policy-001 4 | £ | 9 ‘ Learning Mode: Manual ‘ Apply Policy
a iApps
Create New Parameter Cancel Create
@ DNS Parameter Name Exlict_#| usemame (DT RFYEHIIZLI=LVASA—4 I
@ Local Traffic Parameter Level Global % |
Perform Staging [ Enabled
@ b Allow Empty Value () Enabled @9’-1v7 j‘é 71"3_
)
g etice st Allow Repeated Occurrences [/ Enabled
Mask Value in Lﬂs |_| Enabled
‘_ Shared Objects Parameter Value Type User-input value :\@User—input Value %%?R I
O Security Data Type Value Meta Characteq‘ Attack Signatures ‘ @Attack Signatures 27%&45') v I
Overview ¥ Check attack signatures and threat campaigns on this parameter
Guided Configuration Overridden Security Policy Settings: Global Security Policy Settings:
Application Security L | Attack Signature ‘ State << ©r<<J 7R9~/"C-?$-g_
Protocol Security L) SQL-INJ expressions like "or 1=1" (6) (Parameter) Enabled 4 | =
Network Firewall @Enabled THAHZE
2
DoS Protection EEE o
Bot Defense
Event Logs [GERBILIZS T 7 F v D IDEAS) 200002076 froa: 0

Reportin,
porting Cancel] Create

[Z5%] Signature ID [FLLFITAYES,
Signature ID
Attack 200002476

Signature | signature Name
© SQL-INJ expressions like "or 1=1" (6) (Parameter)

(9) TApply Policy1Z##L%ET,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 6:19 PM (JST) Role Administrator

f || ONLINE (ACTIVE)

Security » Application Security : Parameters : Parameters List

%% ~ Parameters List Wildcards Order | Extractions Character Sets v | Sensitive Parameters | Navigation Parameters

@ iApps ’\ WAF-policy-001 % ﬂ ‘ 9 ‘Laaming Mode: Manual ‘ !\ Changes not appliecl Apply Policy I

(10)954 7 bD TS MBE53—E, username [ZI' OR 1=1 #1FAHALTSQL APz a0 MBEEHLE
o '_é‘,glj: SQL 49’)17“’/3‘/31%’&@%] L/i—d-o

The requested URL was rejected. Please consult with your administrator.

Your support ID is: 10891647079625523765

[Go Back]
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(11) 9547 bDITSHENDES—E, BIG-IP #4—4923> THDANELTHET,
WELLTHRHMESAT . BEEIABBLET,

(FSLAB 77UDMEVIZELY £T R EDEEM SN, ETANLEGEIEADLILEREISERBLES )

Hack-1t-yourself auction Hack-1t-yourself auction

Sell an jtem | Register now | Login | Help

Home | Sellanitem | Registernow | Login | Help
Search Go! Browse 4] Go! Aug.16 2019, 16:46:22 Search Browse - 3ul.02 2014, 08:46:35

39 REGISTERED USERS 636 AUCTIONS
41 REGISTERED USERS 997 AUCTIONS

Sell an item
Starting bid missing

You can still make changes to your auction

Item title BIG-IP Application Security Manager
Item title |BIG-IP Application Security Manager

Item description The ASM can prevent a variety of web application attacks represented by SQL injection
- HTML allowed) attacks. For example, when an attacker put " * OR 1=1 # " into username form of a
Item description « .
(HTML allowed) |appication attcks rervecented by SO web page, the web application might permit the user to login. This attack called SQL
injection attacks. injection. BIG-IP ASM can protect attacks against web application.
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8. [Step3] File Type ME&EEITI (BET VI %%K)

BEITSOOUTE, A—FICHETRTE2EYVDHEWNIT7AILBIZIE., NI Ty TAHI7AIL (“XX.bak’£&DIT1=4
D)L ATLRAT7ZAIL (XX.conf) I E) EHEEARMGT 5., ELVSKHETT,

COHEL BARTEII7MIILDOEBEEZREL THILTHETEET,
UTIZZDHREARZEERLET,
8.1. File Types MH{TE

8.1.1. File Types N=Z&E

(1) TSecurity ]—TApplication Security |—TPolicy Building ]—TLearning and Blocking Settings | TR R4 1=[E
. MNllegal file TypelZ#ELFE T, L TN K5I, Learn/ Alarm / Block B %HIZLE T, Ef=. Learn New
File Types [CHULVT, Always 1% #IRL . [Save IR #ILET,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 6:23 PM (JST) Role Administrator !

|| ONLINE (ACTIVE)

Security » Application Security : Policy Building : Learning and Blocking Settings

/] Statistics 2 + | Traffic Learning Leamning and Blocking Settings
@ iApps ’ WAF-policy-001 § | a ’ Q Learning Mode: Manual Apply Policy ‘
@ DNS General Settings Note: Click Save to retain any changes you made on this screen. | Advanced ¥ \I Save I
Blocki 3
Enforcement Mode v ‘ cxing v)
[3) Local Traffic View and Edit Microservices
@ Accoloration Learning Mode v | Manual 2
Learning Speed v | Medium 2
@ LoD LA Enforcement Readiness Period v 7 days
‘_ Shared Objects » Policy Building Settings Blocking Settings... Search:
~ B ) Antivirus
O Security
) Attack Signatures
Overview » CSRF Protection E]
Guided Configuration ) Content Profiles
Application Security ) Cookies (£}
Protocol Security ) Data Guard =
Network Firewall ) Evasi i d d ~ (0 out of 8 subviolations are ) ¥/ Leam ¥ Alarm ¥ Block
DoS Protection ¥ File Types @
Bot Defense . a1 | Choose this option if you would like to create a comprehensive whitelist policy that includes all of the
Learn New File Types | Always v) website File Types that match this wildcard.
Event Logs Maximum Learned File Types 250
Reporting || Learn [u Alarm ‘ | Block |\ﬁolation
Options )] O ) lllegal POST data length v
(] ([ m} lllegal URL length v
@ Network @ v v lllegal file type v I
(3] O O lllegal query string length v
System
(3] U ] lllegal request length «

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 6:26 PM (JST) Role Administrator .

|| ONLINE (ACTIVE)

Security » Application Security : Policy Building : Learning and Blocking Settings

# - | Traffic Leamning Leamning and Blocking Settings

’ £} Changes not applie(l Apply Policy I

iApps ‘\ WAF-policy-001 ¢\¢| ] ’Leaming Mode: Manual

(3) VAT URDTZ I DX vy 1L EREL TN,
4) 95AT7 DT SHY T, ELGEI—H(SuserX) TAY 4L T, Web R—UZFMEIL TSN,
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(5) T'Security ]—TApplication Security |—TPolicy Building1—Traffic Learning] TR RN 1=EHE T, Filtering 7
A3AVEI)vILET,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partiion: (I
IP Address 10.99.88.181 Time 6:32 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
f || standalone

elp out Security » Application Security : Policy Building : Traffic Learning

Z,: Statistics #+ +  Traffic Leamning Leamning and Blocking Settings

@ iApps ‘ | WAF-policy-001 % | ‘n’ ‘ 9 | Learning Mode: Manual ’ Apply Policy ‘
@ DS (0] ‘ Order by Score v HighesNI Y~ I | C~ ‘ &~ ‘ Total Entries: 26
RE | et T Suggestions « | Nn ciinnacting ealantad

(6) Violation 5 illegal file type Z24RL . Apply Filter L%,

Basic Filter Advanced Filter

Suggestion Section :
Suggestion Section

Matched Entity Name
Entity Name

Matched Microservice

Microservice host or URL

Violation
llegal file type

Status | Since last Apply Policy
Pending B

Learn New Entity Suggestions
Only Exclude

i
| Apply F Save Filter Reset Filter

(7) B2DIFANZATHEZELTNET (no_ext IET7AILEZEF-HNED T/ 1HZELET),
Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 6:39 PM (JST) Role Administrator

| ONLINE (ACTIVE)
f || standalone

Security » Application Security : Policy Building : Traffic Learning

Zy: Statistics 7+ +  Traffic Learning Leaming and Blocking Settings
E iApps ’ | WAF-policy-001 4 | ¥ ‘ 9 | Learning Mode: Manual | Apply Policy
@ DNS ) _— .

(] | Orderby Scorev Highestl | S~ | Applied Filter: Violation: lllegal file type % O~ | £+~ | Total Entries: 3
@ Local Traffic Suggestions « | No suggestion selected

To view suggestion details or export suggestions, select one or more on the left

[ lllegal file type 5% ity Policy is in the «Manual» Learning Mode
@ Acceleration File Type: no_ext ©
G Devoe Mg @ legal ile type . Traffic Learning Summary

File Type: gif N

V¥ Learning Progress

‘- Shared Objects [ lllegal file type 5%

File Type: php [+] Suggestions
@ Security ® Pending (score<50) ® Pending (score>=50)

@ Ignored ® Accepted
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(8) TRTFzyI%EANT. lAccept suggestions |/RAFHLET,

Hostname  big181.5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 6:42 PM (JST) Role Administrator !

|| ONLINE (ACTIVE)

Security » Application Security : Policy Building : Traffic Learning

Nl statistics 2+ + Traffic Learning Leaming and Blocking Settings
@ iApps ’ | WAF-policy-001 4 | bl 1] ’ Learning Mode: Manual ‘ Apply Policy ‘
@ DNS ' - .
[] | Orderby Score~ Highestl | '~ | Applied Filter: Violation: lllegal file type % C | &+ | Total Entries: 3
Suggestions « i
@ Ll r 9 Accept v Delete Ignore Export su_ggeshons selelcled e
o view more details, select one suggestion
llegal file type 5%
@ Acceleration il§ Type: no_ext © | Accept suggestions O msx.
o Accept suggestions and enable staging on entities Matched Wildcard: *
g Device Management @ Jllegal file type o l ptsugg ang
Type: gif
% Action: Add File Type O W5y,
Wp Shared Objects @ fllegal file type %e Matched File Type: gif Matched Wildcard: *
ild Type: php [+]
O Security % Action: Add File Type © W 5%,
Matched File Type: php Matched Wildcard: *
Overview
Guided Configuration

(9) TSecurity]—TApplication Security |—TFile Types ]—TAllowed File Types]T. Accept LTz=77 A/ ILMZZITF
RENFET, COFEBFAHDIFAIEITEEBIE S, ELVIFREICLET DT, M IZHIBRLET, 1D 5%kEEIC
FryhE AN, [Delete /RAVERLET,

Hostname  big181.5jp.local Date Jul 12,2019 User admin Partion: (D
IP Address 10.99.88.181 Time 6:44 PM (JST) Role Administrator SIS

f || ONLINE (ACTIVE)

Security » Application Security : File Types : Allowed File Types

2 v | Allowed File Types | Disallowed File Types | Wildcards Order

@ iApps ’ | WAF-policy-001 % | a' | ] ’ Learning Mode: Manual !, Changes not applied Apply Policy ‘
@ DNS
Allowed File Types List
[jf] Local Traffic ‘ File Type | All $ Readi [ Al Y| Total Entries: 4 ‘
@ Acceleration Legend: (& Waiting for additional traffic samples (2 Learning suggestions available 7 Ready to be enforced ~ Create...
| Type | URL Length | Request Length | Query String Length | POST Data Length | Staging
g Device Management
v - Any Any Any Any No
‘ Shared Objects o gif Any Any Any Any No
[J no_ext Any Any Any Any No
O Security O php Any Any Any Any No
Enforce| Delete Total Entries: 4

Overview

(10) TApply Policy I/RAZEIBLET,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition _
IP Address 10.99.88.181 Time 6:45PM (JST) Role Administrator !

|| ONLINE (ACTIVE)

Security » Application Security : File Types : Allowed File Types
2 + | Allowed File Types | Disallowed File Types | Wildcards Order

@ iApps ‘ | WAF-policy-001 % | ‘b ’ 9 ‘ Learning Mode: Manual | !\ Changes not appliedl Apply Policy I

(11) 95AT7UrDTZ0HD L FELEUADT7A L, HIZE Index.html A7 IEALTHET

The requested URL was rejected. Please consult with your administrator.

Your support ID is: 10891647079625524117

[Go Back]
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(12) UTDES%ETBHETSH 4 | (lllegal file type) ZRg BT AHET,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition: m
IP Address 10.99.88.181 Time 6:48 PM (JST) Role Administrator !

|| ONLINE (ACTIVE)
|l standalone

Security » Event Logs : Application : Requests

’C,: Statistics 7+ -~  Application ~ | Protocol ~ | Network ~ | Bot Defense v | Logging Profiles
iApps 0 | Order by Date v Newest . | Y~ | l C ‘ £+~ | Total Entries: 8
Requests «
@ DNS Delete Request  Export Request = Accept Request =z
[HTTPS] /index.html 3 mm—
10.99.88.90 _
[3) Local Traffic 18:46:00 2010.07-12 NA | T [HTTPS] /index.html
@ st ) [HTTPS] flogin.php 2mm v Triggered Violations [l
@ 1099.88.90 -}
= 18:20:01 2019-07-12 N/A Violation ‘ Occurrences ’ Suggestions
Device Management -
| [HTTPS] /sell.php 2mm Y lilegal file type~ 1+ View..
@ 10.99.88.90 -}
‘_ Shared Objects 18:03:41 2019-07-12 NA| |+ Request Details | Basic JVDEE
| [HTTPS] /sell.php 2 mm - - = -
Securi Geolocation v T @NA Time Y 2019-07-12 18:46:09
O i/ @ 10.99.88.90 -} °
) 18:03:33 2019-07-12 N/A Source IP Address ~ | 7 10.99.88.90:38636 Y 3 mmm  Request
Overview . — ploeioraing needs further examination
) ) [HTTPS] /sell.php 2mm Session ID v Y 9f91d9b2c2620414 _
Guided Configuration @ 10.99.88.90 ) = Altack Types ¥ Forceful Browsing ~
Application Security 17:31:41 2019-07-12 NA | || Microservice T NA
Protocol Security ) HTTPS] /login.php 2mm v Request
@ 10.99.88.90 -}
Network Firewall 17:13:28 2019-07-12 NA Request actual size: 529 bytes.
DoS Protection ) [HTTPS] /login.php 2mm GET /index.html HTTP/1.1
Bot Defense @ 109041 O Host: 10.99.1.81
17:00:39 2019-07-12 302 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/;q=0.8
Event Logs ) HTTPS] login.php 2 mm Cookie: TS@01ab2273=01c891b0419e1d8abd46047d42fb4cb4dfdf317903434c5d154b60
Reporti @ 1099.4.11 @) 01091c76a9c728c626d0917d2421a69b7 fa828ef2daab59068f fd564ffOb6794af51ac3f
eporting -99.4.
15:43:08 2019-07-12 302 32d@95cccal; SESSION=vmalhhn2k2sseco3@sqev3epg4d
Options User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@_14_4) AppleWebKit/6
©05.1.15 (KHTML, like Gecko) Version/12.1 Safari/605.1.15
@ Natwork, Accept—Langu?ge: en-us )
Accept-Encoding: br, gzip, deflate
Connection: keep-alive
systom
l > Response

(13) Occurrences Z9')vILFET , html AHERELTRAEINTLSIENRAMVET,

File Type html
Detection Cause lllegal File Type

Applied Blocking Settings [ Block | Alarm | Learn |

(14) RAARTIH, FEBLIEI7MLDHBBSESRELZHIEYELD, REORKRICEWTIE UT 220
ELLMTHRLL TSN,

@ ZDFEELT:File Types FZITEHRE (RTAMIRAME) T 5, (KRAMRERLAE)
@ FALBWIZAILERE (TSI AME)T 5,

(7) FBLIO7MUDHFEYICETEDLND
() FIRALGWIZAIVIFBRREIZES TS MDD, IRE

ZDIZEX. I'Security |I—T Application Security |—TFile Types|—TDisallowed File Types | C{&ELET .
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9. [Step4] BIMERED EEHRET

BHEIXT R D Web 7 T4 —avIZxt LT, Step11~TStep3 | TRELI-HEREIMZ . LT DEF 1) THEBEN
EMNESHEHIERLET,

@ Data Guard (VLY A—KBBDTREXUY)
L7 DoS ~DxtE
Brute Force ~MD %13k

CSRF ~D x4k

© ® © ©

Threat Campaings % &*F+

DEIZSLT, BINTHREZEML TS,

LR, ENENDOREHEZRHELET
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9.1. Data Guard

LM I—REEDREDBRMENH D Web 7T r—ar DS . AEEREIZEY BN EIEETY,
HTTP LRRURIZOL D YMN—RBENFHET H5E . AdVWAF (ZZDBEBEIRF VT THIENTEET,

(1) TSecurity |—TApplication Security |—TPolicy Building ]—TLearning and Blocking Settings | TR RS 1=[E
T, IData Guard: Information leakage detected I1Z#ELET,
LITD &SI, Learn / Alarm #H%HIZL. Block ZI&3°L. Save /R2 EHLET,

Hostname  big181.f5jp.local Date Jul 12, 2019 User admin Partition: _
IP Address 10.99.88.181 Time 6:58 PM (JST) Role Administrator

f || ONLINE (ACTIVE)

Security » Application Security : Policy Building : Learning and Blocking Settings

Nl Statistics 7% - | Traffic Learning Learning and Blocking Settings
@ iApps |\ WAF-policy-001 4 | £ | 9 | Learning Mode: Manual ‘ Apply Policy ‘
@ DNS General Settings Note: Click Save to retain any changes you made on this screen. | Advanced 4 | Save
“Blocking 4
Enforcement Mode v | Blocking ¢ @
Local Traffic View and Edit Microservices
Learning Mode v | Manual )|
Acceleration ——
Learning Speed v | Medium 4]
£S5 Device Management Enforcement Readiness Period + 7 days
Wg Shared Objects » Policy Building Settings Blocking Settings... | Search:
O Security ) Antivirus
) Attack Signatures
Overview -
) CSRF Protection (£}
Guided Configuration
) Content Profiles
Application Securit)
PP uny ) Cookies [E]]
Protocol Security —AE &
Network Firewall
_Leam | alam | Block Violaion
Do Prot ” 2 2 = S
o v v . v
Bot Defel eéb ﬁ;‘jﬂ»? E) | Data Guard: Information leakage detected ® BlOCk é[ij‘j‘
b Evasion ~ (Ooutof 8 i are enabled) Learn @@ Alarm & Block
Event Logs

b e =

(2) T'Security |—TApplication Security |—IData Guard | T&RRSNI-BEE T, U TFDKSIZFEHFEL. [SavelRE2
FHLET,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Partition: _
IP Address 10.99.88.181 Time 7:02 PM (JST) Role Administrator :
|| ONLINE (ACTIVE)
5 || standalone
Security » Application Security : Data Guard
e # - DataGuard
iApps ’ | WAF-policy-001 § | 'n' ’ Q ’ Learning Mode: Manual {5 Changes not applied | Apply Policy
@ NS Data Guard Save
@) Local Traffic @ Enabled
e Data Guard Note: Although the feature is enabled, violations will not be blocked. To change this, modify flags for the "Data Guard: Information leakage detected"
violation in the Learning and Blocking Settings screen
Accaiseion Credit Card Numbers Enabled
— S > > =] =
US. Social Security Numbers | (] Enabled DLOYRND—FRERAX T HEENDHETE
£=) Device Management
Custom Patterns | Enabled
‘_ Shared Objects Exception Patterns | Enabled
Mask Data Enabled
Securi -
O Y File Content Detection CheckRelcopent
Overvi Note: When file content is detected, the system will not enforce exception patterns and mask response data that match the file content.
erview
. Ignore URLs in list 4
Guided Configuration =
Application Security New URL: Add  Example: /findex.html
Protocol Security Enforcement Mode
(Wildcards supported)
Network Firewall
DoS Protection
Bot Defense Remove

Event Logs | Save I
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(3) TApply Policy IR2>E#HLET,

Hostname  big181.f5jp.local Date Jul 12,2019 User admin Parttion: (D
IP Address 10.99.88.181 Time 7:03 PM (JST) Role Administrator s
|| ONLINE (ACTIVE)
5 || standalone
Security » Application Security : Data Guard
(] Statistics 7+ -~ Data Guard
@ iApps | | WAF-policy-001 & | Q | v | Learning Mode: Manual ‘ 4 Changes notappliei! Apply Policy I

4) Loy H—FRBEEREHZINF-A—YTOTAULET,
'Your Control Panel1&#4')yoLET,

Hack-i1t-yourself auction

Home | Sell an item | Your control panel | Contact Us | Logout | Help

Search Browse | ad | Jul.02 2014, 12:20:28

39 REGISTERED USERS 636 AUCTIONS

Last created auctions Logged in

Toys & Games (444) -0 6- 2014, 24: 1 BIG-IP Application Security Manager User: fSuser3

Art & Antiques (159) -0 6- 2014, 24: 1 B Edit data

Books (11) -0 6- 2014, 24: 0 XSS m panel
Computers & Software -0 6- 2014, 24: 0 XSS Logout

(11) -0 6- 2014, 24: 0 XSS

(5) BIFDESIZ. ILESyRA—RBEARTRFLTENET,

Hack-1t-yourself auction

Home | Sell an item | Your control panel ] Contact Us Logout | Help

Search | Browse | ad | 1ul.02 2014, 12:21:12

39 REGISTERED USERS 636 AUCTIONS

User's control panel

Name Credit Card Email Tel Addr Ci Country]
FFiv Saburo| #=*=**=**sxsx=rss I‘Ssaburo@ijp.Iocal 031111111 :l;gfika kﬂlnato— 108

53



9.2. L7 DoS ~DxtE <ZH5E>

¥F5 NV XAV TIIEBELEEA

DoS Protection SREF{TIZET. KED HTTP YUHVT AN EYIAENTETNAIEFRAL., BT HIEN

AIRETY .

9.2.1. TPS-Based DoS

WE®D HTTP S5 0230 O EIL TRMEITVES

(1) TSecurity]—IDoS Protection]—IDoS Profiles ] T&RRSNI-BEIEmNE LIZ&H S Create IRZUEHL . Ttz
B T Profile Name #E&E L. Finished RAE#HLET,

Hostname  big181.f5jp.Jocal Date Jul 12, 2019 User admin

IP Address 10.99.88.181 Time 7:06 PM (JST)

f5

Role Administrator

|| ONLINE (ACTIVE)
|| standalone

Security » DoS Protection : Protection Profiles

Profile Information

General Settings
@ s Profile Name
[}:ﬁ Local Traffic Application Security
Partition / Path
General Settings
@ Acceleration
TPS-based Detection off
g Device Management
Behavioral & Stress-based Detection
‘_ Shared Objects
Record Traffic off Description

O Security

Overview

Guided Configuration

Application Security
Protocol Security
Network Firewall
DoS Protection

Rat Nafansa

Profile Information » General Settings

Pt

Cancel | Finished

Edit All

Specifies the name of the DoS

I DoS-Protection
profile.

Specifies the partition or path to Common
which the DoS profile belongs. Only

users with access to a partition can

view the objects (such as the DoS

profile) that it contains. If the DoS

profile resides in the Common

partition, all users can access it.

Specifies the description of the DoS None
profile.

(2) UTFDESITHYFET AERLIZARYS—%0)vILET,
Hostname  big181.f5jp.Jocal

f:

Date Jul 12,2019 User admin
Time 7:08 PM (JST) Role Administrator

|| ONLINE (ACTIVE)

Security » DoS Protection : Protection Profiles

Edit

e

Partition: jelly 10}

Nl statistics 7+ + Protection Profiles = Signatures
@ iApps Virtual Server
Filter Protection Profiles Y s
SES
Create
() Local Traffic [ | = Profile Name + #of Virtual Servers
. dos 0
@ Acceleration
DoS-Protection I 0
@ Device Management Delete
—_ . 5
(3) FRSMI-EIET. TPS-based Detection #:EIRLFET
Security » DoS Protectio rotection Profiles » DoS-Protection
Ee 3 DoS Profile Properties
Cancel Update
Profile Information " : z
Profile Information » General Settings Edit All
General Settings
Profile Name Specifies the name of the DoS DoS-Protection
profile.
Application Security
R Partition / Path Specifies the partition or path to Common
General Settings which the DoS profile belongs. Only
users with access to a partition can
I TPS-based Detection I Off view the objects (such as the DoS
profile) that it contains. If the DoS
R R profile resides in the Common
Behavioral & Stress-based Detection «/ partition, all users can access it.
Record Traffic Off Description Specifies the description of the DoS None Edit
profile.
Cancel Update
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(4) Operation Mode T Blocking ##iRLET .

Security » DoS Protection : Protection Profiles » DoS-Protection

7+ + DoS Profile Properties

Cancel Update

Profile Information

Application Security » TPS-based DoS Detection Edit All
General Settings This section configures the detection of DoS attacks based on high volume of incoming traffic.
Operation Mode Specifies how the system reacts v Off Close

Application Security when it detects an attack.

General Settings

TPS-based Detection Off

Behavioral & Stress-based Detection

Record Traffic Off

Cancel Update

(5) FEEDLSIZERTEL. Update REVERLET . (RELOT VEKSI, fEZ/NSHICEBLTVEY )

Security » DoS Protection : Protection Profiles » DoS-Protection
£« 3

DoS Profile Properties
[——

Cancel Update

Profile Information

Application Security » TPS-based DoS Detection Edit All
General Settings This section configures the detection of DoS attacks based on high volume of incoming traffic.
Operation Mode Specifies how the system reacts | Blocking s Close

Application Security when it detects an attack.

General Settings

Mode Specifies what type of thresholds to Manual Edit
use.
I TPS-based Detection v I

How to detect attackers By Source IP Consider an IP as an attacking entity if either of the following conditions occur: Close
Behavioral & Stress-based Detection v/ and which mitigation to

use Relative Threshold: TPS increased by: 101 % and reached at least 10
Record Traffic Off transactions per second OR

Absolute Threshold: TPS reached: 20 fransactions per second

By Source IP MERE

Set default criteria

Select mitigation methods to use on the attacking IP’s:

Client Side Integrity Defense
CAPTCHA Challenge
¥ Request Blocking | Rate Limit ¥ |

By Device ID No mitigation Edit

By Geolocation No mitigation Edit

By URL Consider a URL as an attacked entity if either of the following conditions occur: Close
Relative Threshold: TPS increased by: | 101 % and reached at least 10

transactions per second OR
Absolute Threshold: TPS reached: 20 transactions per second
By URL @ E&E Set default criteria
# Heavy URL Protection - click to configure
Select mitigation methods to use on the attacked URLs:
Client Side Integrity Defense

CAPTCHA Challenge
¥ Request Blocking (Rate Limit)

Site Wide No mitigation Edit

Prevention Duration Specifies the time spent in each Escalation Period: = 30 seconds Close
mitigation step until it is stopped, and

a . = the next one is started. o .
Prevention Duration M%7 De-escalation Period: | 60 seconds

Set default duration

Cmce'
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(6) TLocal Traffic|—TVirtual Servers ] T&Rx&N 1z Virtual Servers M55, DoS FATI 3V EEMELI-LY

Virtual Server Z:&RLET,
I'Security1%7 —TPolicies | CIEN=BEE TR LTz DoS F7OT9avRL—%E&RL, 7y T—hREV%
BLET,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

Date Jul 12,2019
Time 7:47 PM (JST)

User admin
Role Administrator

| ONLINE (ACTIVE)
|l standalone

f:

Local Traffic » Virtual Servers : Virtual Server List » https_WAF-vs-001

(f_vjj Statistics

@ iApps

% v | Properties Resources Security v | Statistics

Policy Settings
@ DNS Destination 10.99.1.81:443
Service HTTPS

@ Local Traffic

Network Map
Virtual Servers
Policies
Profiles
Ciphers
iRules
Pools
Nodes
Monitors

Traffic Class

Application Security Policy

Enabled... § | Policy: | WAF-policy-001 %

Senice oty
IP Intelligence Disabled %
Do$ Protection Profile Enabled... $ | Profile: Dos-Protecon ¢ {EffL7T= DoS Protection % FE % &R
Bot Defense Profile Disabled %
Enabled... ¥
Selected Available
/ICommon /Common

Log Profile Log illegal requests | << Log all requests

Log staging

>> global-network
local-bot-defense

e ]
| Update I

(7) AREETIX, Y5472 PC LD IMeter ZfE>T. LED HTTP YU TRAMEEMLET .
ALwk:50

) ASM_DoS_test_001.jmx (C:¥Users¥test1001¥Desktop¥apache-jmeter-2.11¥bin¥ASM_DoS_test_001.jmx) — Apache JMeter (2.11 r1554548)

IrAIl FE Search RiT ATFal ~NTF

Delal oG xEol+ -]

P & FArHE :

®oj[n% % 4w wv

50/50 W

¢ [ SM_Dos test 001 -| setUp Thread Group
/7 HTTP Request 4.#: |ASM_Dos_test_o01 |
N BREETER ETTT
Eo-onvs YUFS-IS—HOTIVaY

® £{7T (O StartNext ThreadLoop O Z v F{gik O FZ Mgk O Stop Test Now
e
: Iz L 50 | |
| |Ramp-up 54RS @2 1 |
W—FEEE: V] ERL—

O2xF5$a-5

@ TFRRHEIZEREY) Y-, [Threads(Users) M IsetUp Thread Group %0, MERIIL—T I
FrviEANDd,

@ @OTHERLLT= Thread Group #H 9y L T, Y2 T5— DIHTTP YU AR ZEMLET,

56



(8) JMeter ® HTTP UYTRFABEHREL. UITRAMERITET

) ASM_DoS_test_001.jmx (C:¥Users¥test1001¥Desktop¥apache-jmeter-2.11¥bin¥ASM_DoS_test_001.jmx) — Apache JMeter (2.11 r1554548)

Ir4AI FE Search RiT AFal ~NTF

Dle]al c/aa|[«[o[o)[+]-[5|[>]=[e]o] [t ]% = [«|#] [a]b]

I ‘v‘ g::n:ios_test_um HTTP Y7 TR b @Start @'J" LB% Fﬁﬁ ’6- BLTH L StOp
#* HTP Request| 4aii: [HTTP Request |

Seezzcan [
ImonvE “Web #—{

Timeouts (milliseconds)
H—iBEEIIP: \10.99.1 11 10.99.1.Z2Z7 [e— S \M‘ Connect: \ Response: \

HTTPUZ T}

Implementation: I:[Z] 0k ws PV RN o H Content encoding:

1R
[Cla#u 41 Lot VU AA L2 FICHEE KeepAlive #F3-F5  [] Use multipartform-data for POST [[] BrowsEcompatible headers

“Parameters | BodyData

‘ 14 50/50 W

UOITZ FTREDINTA—S
B ‘ & Encode?| EE5EL?

| Detail || JEhn H Add from Clipboard H HIB% H Up H Down ‘

DOITA FE—FTEEEIND I7 N

A% [1i5x—2%:] MME 54 5
ERENEZE

[ Proxy Server

o) B EL T IP: - rEs: | | 25— [ 1$25-F | |‘
[ Embedded Resources from HTML Files

[ 2ThA A-VETF Ly b ERYEBRLADO— FFTHHTML 27 bDHA) [ Use concurrent pool. Size URLs must match ‘
[ Source address AFa R

[nevice |v| [ “ {D EF-A&LTER [ Save response as MD5 hash?

(9) TSecurity]—TEvent Logs |—DoS |—TApplication Events | T, DoS EAREL TS LEHEETEET,

Security » Event Logs : DoS : Application Events

2 - | Application ~ | Protocol ~ | Network ~ | Bot Defense ~ | Logging Profiles

LastHour %) Search Custom Search...

 Time * Virtual Server "T?J: Profile Name * Event * Detection Mode | + Mitigation ‘:T‘PS‘:DMMTMM * Mitigate To Threshold | + Threshold Condition © Attack ID | ¢ Entity Type | Entity + Device Blade |
20190712 21:22:16 /Common/htips_WAF-vs-001 ) /Common/DoS-Protection Attack ended DOSL7attack  Source IP-Based Rate Limiting 0 tps 4162785227 0
21:18:00 _WAF- & /Common/DoS-Protection Change mitigation DOS L7 attack  Source IP-Based Rate Limiting 87 tps. 4162785227 0
2019-07-12 21:18:10 /Common/https_WAF-vs-001 ICommon/DoS-Protection Suspicious entity DOS L7 attack  Source IP-Based Rate Limiting 75tps 20 tps. 15 tps Absolute Manual Threshold 4162785227 Source IP 10.99.88.90 0
2019-07-1221:17:30 /Common/htips WAF-vs-001 £ /Common/DoS-Protection Change mitigation DOS L7 attack  URL-Based Rate Limiting 122tps 4162785227 0
2019-07-12 21:17:40 /Common/htips_WAF-vs-001 ICommon/DoS-Protection Suspicious entity DOS L7attack  URL-Based Rate Limiting 116tps 20 tps. 15 tps Absolute Manual Threshold 4162785227 URL 1 0
2019-07-12 21:16:51 /Common/https_WAF-vs-001 ) /Common/DoS-Protection ~ Attack started DOSL7attack  Source IP-Based Rate Limiting 67 tps. 4162785227 0
2019-07-12 21:17:01 _/Common/https_WAF-vs-001 /Common/DoS-Protection Suspicious entity DOS L7 attack  Source IP-Based Rate Limiting 89 tps 20 tps. 15 tps Absolute Manual Threshold 4162785227 Source IP 10.99.88.90 0

% Attack ID #%')v43 % &, DoS Dashboard report #HE2TEE T,
9.2.2. Stress-Based DoS

Stress-Based DoS [&. TPS R—Z& WEB H—/N\ADL AT EFTvI3 5 DoS stEHET. H—nDYy—
RAERDoKY LB E DL IR EDX KRIZEZTT,
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9.3. Brute Force M xf%E

Adv.WAF (£, V—RIFR (A—H & IP PRLREE) R—X T Brute Force Xt E#1ToTLVET,

9.3.1. Brute Force stZE DT

(1) TSecurity ]—TApplication Security |—TPolicy Building ]—TLearning and Blocking Settings | &R RS 1=[E
M T. Sessions and Logins JMBrute Force: Maximum Login attempts are exceeded 1Z#ELFEY
LD ESIZ, Alarm/Block ZBELS>TNSELHERLET,

g Shared Objects » Policy Building Settings Blocking Settings... Search:

O Security ) Antivirus

) Attack Signatures
Overview
) CSRF Protection El

Guided Configuration
) Content Profiles

Application Security

» Cookies £l
Protocol Security D e 5
Network Firewall P Evasion i ~ (O outof 8 iolati are enabled) Learn Alarm Block
DoS Protection ) File Types 7
Bot Defense ) General Settings
Event Logs ) Headers £
Reporting P HTTP protocol compliance failed ~ (3 out of 19 subviolations are enabled) Learn Alarm Block
Options ) IP Addresses and Geo-locations
» Parameters El
£ Network ) Redirection Domains £l
&] System ) Server Technologies
Detect login pages
Leam | Alarm | Block | Violation
ASM Cookie Hijacking v =
Access from disallowed User/Session/IP/Device ID v ]
Brute Force: Maximum login attempts are exceeded v =
Login URL bypassed v =
Login URL expired v =
» Threat Campaigns
» URLs Ll

» WebSocket Protocol Compliance

(2) T'Security ]—TApplication Security |—IBrute Force Attack Prevention | TR RSN -EIENDE LIZHS
Create /RAZHRT L LT OEEMNIENET . B Login Page DI Create //RAVEHLET

Hostname  big181.f5jp.local Date Jul 15,2019 User admin Partition: _
IP Address 10.99.88.181 Time 3:00 PM (JST) Role Administrator

| ONLINE (ACTIVE)
| standalone

m m Security » Application Security : Brute Force Attack Prevention » New Brute Force Protection Configuration...

A
“gistatistice ’ WAF-policy-001 4 | ¥ ‘ ] ’ Learning Mode: Manual Apply Policy ‘
[ 1Apps
Brute Force Protection Configuration Cancel  Create
@ DNS Login Page Select Login Page & ol Create... I
IP Address Whitelist [=/ IP Address Whitelist is empty
) Local Traffic
- }: Acceleration Source-based Brute Force Protection
Detection Period 60 Minutes
@ Device Management
Maximum Prevention Duration 60 Minutes
‘ Shared Objects Trigger: Never @ After 3 failed login attempts
Username
- Action: Alarm and CAPTCHA :
\‘) Security
Trigger: @ Never After 3 failed login attempts
Overview N
Davice ID Action: [~ Alarm and CAPTCHA D

Guided Configuration Note: Device-ID mode must be configured in bot profile for this option to work.

Application Security

Trigger: Never @ After 20 failed login attempts
Protocol Security IP Address

Action: Alarm and CAPTCHA 4
Network Firewall

Client Side Integrity Bypass Trigger: ~ Never @ After 3 successful challenges with failed logins from IP Address / Device ID / Username
DoS Protection Mitigation —
9 Action: | Alarm and CAPTCHA %

Bot Defense

Trigger: Never @ After 5 successful challenges with failed logins from IP Address / Device ID

Event Logs CAPTCHA Bypass Miti
Action: Alarm and Drop v

Reporting
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(3) UTFOEBEIBNET., UFOLSHELET,

Create Login Page

Login Page Properties

Login URL [ Explicit :]( HTTPS :) Juser_login.php

A—HRIINRAT—REANTEIR—UHFRE

Authentication Type [ HTML Form 3]

Username Parameter Name username

Password Parameter Name password

A—HRDINFA—FEAT
IRRT—RDINTA—E%F AN

Access Validation

A string that should appear in
the response

A string that should NOT appear
in the response

Expected validation header
name and value (for example,
Location header)

NOT Expected validation header
name and value (for example,
Location header)

Expected validation domain
cookie name

Expected parameter name
(added to URI links in the
response)

Expected HTTP response status

— 302

Add

NOT Expected HTTP response
status code

Delete

SEEAEIILI=CEN D IS,
HTTP LAR ADWNTNHDIEZA S

AITARD Web 7T =233, SRS T H&
[302 1ML AR RAO—FEIRT DT, ThEIRTE
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(4) LsEEmE Tl Create /R EFHT L LTOEEICEYET .
Source-based Brute Force Protection D{EEZHEIZHUTERELED,
TEDEKSIZERTEL. [Create /RAVEIRMLET , (TERHREX. BRELPFTULMEIZLTLET )

Security » Application Security : Brute Force Attack Prevention » New Brute Force Protection Configuration...

’ WAF-policy-001 ¥ ﬁ ‘ v ’ Learning Mode: Manual ‘ ‘ !, Changes not applied = Apply Policy

Cancel Create

Brute Force Protection Configuration

Login Page ( [HTTPS] /user_login.php ¥ ) View Selected Login Page or Create...

IP Address Whitelist [ IP Address Whitelist is empty

Source-based Brute Force Protection

Detection Period 5 Minutes
BREECIIBRHLO T LMEIZERE

Maximum Prevention Duration 5 Minutes

Trigger: @® Never () After 3 failed login attempts
Username

Action: [ Alarm and CAPTCHA 3

Trigger: (® Never () After 3 failed login attempts
Device ID Action:  ( Alarm and CAPTCHA 3

Note: Device-ID mode must be configured in bot profile for this option to work.

a. ACIP7FLAT3EEKTHE BT HH

A Trigger: () Never (@ After 3 failed login attempts
ress T —
Action:  ( Alarm and CAPTCHA D) L. 2—%I= CAPTCHA Z& %
Client Side Integrity Bypass Trigger: © Never () After 3 successful challenges with failed logins from IP Address / Device ID / Username

Mitigation Action:  (Alarm and CAPTCHA %

CAPTCHA Bypass Mitigation Trig.ger: () Never (@ Aftfar 3 . successful challenges with fgi.leakﬁiq_séﬁx I}P\A%ﬂ?%'s@oﬁlﬂﬁlqc £ ELIP 7R
Action: [ Alarm and Blocking Page ¥ | LZAS0D ID/IPASSWORD DA H1= B L1-18

BF. OFHAL A—FITTOYIR—DERT

Distributed Brute Force Protection

Detection Period 15 Minutes

Maximum Prevention Duration 60 Minutes

Detect Distributed Attack (U Never @ After 100 failed login attempts

Detect Credential Stuffing () Never (@ After 100 login attempts that match known leaked credentials dictionary
Mitigation (_Alarm and CAPTCHA 3

(5) TApply Policy IIR2>EHBLET ,

Hostname  big181.f5jp.local Date Jul 15, 2019 User admin Partition _ P —r—
IP Address 10.99.88.181 Time 3:19 PM (JST) Role Administrator - =Y
| ONLINE (ACTIVE)
5 | standalone
Main Abo Security » Application Security : Brute Force Attack Prevention
vl statistics 7+ -~ Brute Force Attack Prevention
@ iApps ’\ WAF-policy-001 4 | 3% ‘ v ’Leaming Mode: Manual i\ Changes not applied  Apply Policy
@ DS Brute Force Configurations Create...

‘ Login URL

[:T_ﬁ Local Traffic
[HTTPS] /user_login.php
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(6) BEHRLI-ATAUR=DIZTIEAL. IFA4T UM PC AL, A—HFEDHAAL [VT)EE IRV EZBRLE
ER

Nz IELLEZEYRLET,
& C A FEINTUEWEE |Ih%&ps:/ﬂ0.99.1.81/user7|og|n.php I W % <

Hack-1t-yourself auction

Sellanitem | Registernow | Login | Help

Jul.15 2019, 13:32:20
Search Gol Browse v | Gol ’

41 REGISTERED USERS 983 AUCTIONS

User's login

Your name |'f5!aro I
Password 1

Forgot your password?

B®E

Home | Sell an item | Register now | Login | Help

Copyright 2000-2002, PHPAUCTION.ORG

(7) LLFMD&SIZ CAPTCHA AA&RahET, Code A AL T, submit RELEHWLETS

This question is for testing whether you are a human visitor and to prevent automated spam submission.
L~ e,

What code is in the image?

submit

Your support ID is: 1530498216676977362.

(8) EIZ3MEEL.NRT—FANERDIEEL CAPTHCHA HISERLET

(9) UTFRXIITTOVIEENRREINET

The requested URL was rejected. Please consult with your administrator.

Your support ID is: 15304982166769773718

[Go Back]
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(10) T'Security]1—TEvent Logs |—TApplication ]|—IRequests | T. Brute Force RE DRI DENMEEHERLET .

a. RILIP ZRLADNLDEHR CANEERKR L TERY, CAPTCHA R REShi-fgnn 4> 7)oy

Security » Event Logs : Application : Requests

% + Application ~ | Protocol ~ | Network ~ | DoS ~ | Bot Defense ~ | Logging Profiles

o ‘ Order by Date v Newest | | Yv | ‘ C | f o 24 Total Entries: 4
Requests «
Delete Request Export Request E/J'
() [HTTPS] Juser_login.php 5 mmmmm
@ 1090418 _ )
16:13:41 2019-07-15 N/A | Y [HTTPS] /user_login.php
() [HTTPS] /user_login.php 5 wmmmm | |V Triggered Violations [}
10.99.4.18
21 3:27 2019-07-15 200 Violation Occurrences | Suggestions
(] [HTTPS] fuser_login.php 5 Y Brute Force: Maximum login attempts are exceeded v 1+ None
luser_login.
@ 10990.4.18 O] ﬁ
pos =
16:13:16 2019-07-15 200 Request Detailsy "y iated Action Alarm and CAPTCHA LREES
(¥ [HTTPS] Juser_login.php 5 mmmm- Geolocation ~ Client IP Address 10.99.4.18
@ 10.99.4.18 0] i i ost likely a
16:13:03 2019-07-15 200 Source IP Addres| Detected Failed Logins / 3/3 (at the time of attack detection) ly
Threshold
Username ~
5 5 Detection Period 5 minutes
Microservice
Pi ion Duration | 5 minutes
¥ Decoded Requgy | Applied Blocking Settings [ Block |
POST /user_login.php? MTTP/T.T

Host: 10.99.1.81

Connection: keep-alive

Cache-Control: max-age=0

Origin: https://10.99.1.81

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Geck
o) Chrome/75.0.3770.100 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, image/apng,*/*;q=
0.8,application/signed-exchange;v=b3

Accept-Encoding: gzip, deflate, br

Accept-Language: ja,en-US;q=0.9,en;q=0.8

Cookie: SESSION=0sgspfpvslearhfredevhkukr3; TS01ab2273=01c891b041d16ab6d627ea®a856c3c2c5eb

b. CAPTCHA ZEHEIANTHLDDANESIEHERY, TOv/EEER RSN-FEoOsyoTLng

Security » Event Logs : Application : Requests

% + Application ~ | Protocol ~ | Network v | DoS ~ | Bot Defense ~ | Logging Profiles

(W]} ’ Order by Date v Newest |- ‘ V v ‘ ‘ C | fo 24 Total Entries: 4
Requests «
Delete Request Export Request D/‘
(@) [HTTPS] /user_login.php 5 mmmmm
@ 10.99.4.18 . )
16:13:41 2019-07-15 N/A || ¥ [HTTPS] /user_login.php
() [HTTPS] juser_login.php 5 mmmmm ¥ Triggered Violations n
10.99.4.18
213;27 2019-07-15 200 Violation Occurrences | Suggestions
(] [HTTPS] fuser_login.php Py—— Y Brute Force: Maximum login attempts are exceeded v 1+ None
luser_login.pl
@ 1099.4.18 ] ﬁ
v =
16:13:16 2019-07-15 200 RequestiDetalls Mitigated Action Alarm and Blocking Page AlDetails
() [HTTPS] Juser_login.php 5 mmmm- Geolocation ~ Client IP Address 10.99.4.18
@ 10.990.4.18 O] ! i i ost likely a
16:13:03 2019-07-15 200 Source IP Addres: Detected Failed Logins / 6/3 (at the time of attack detection) ly
Threshold
Username ~
5 X Detection Period 5 minutes
Microservice

Prevention Duration | 5 minutes

V Decoded Reque| | Total Passed CAPTCHA
Challenges / Threshold

POST /user_1 | Applied Blocking Settings =3
Host: 10.99.
Connection: Keep-ative
Cache-Control: max-age=0

Origin: https://10.99.1.81

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Geck
o) Chrome/75.0.3770.100 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=
0.8,application/signed-exchange;v=b3

Accept-Encoding: gzip, deflate, br

Accept-Language: ja,en-US;q=0.9,en;q=0.8

Cookie: SESSION=@sgspfpvslearhfredevhkukr3; TS01ab2273=01c891b041d16ab6d627ea®a856c3c2c5eb

ACTCTOLATAAC A~ AN ~ECAACANOCLOAATACLACAANL A0ADADLOAAANTLLTAC AL AE A ~ABINNIELLEEL AnEE~LOEENDADT

3/3
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9.4. CSRF (Cross Site Request Forgery) ~MD X%}k
9.41. CSRF WZELIX

CSRF [T T D LSHHETT,

Client-PC =B H I Webv 1 +

g] DS4T Y RBEERTLESH -

R a)% < D ALF BT HSNSICHAME Y 9 EF1F5
DBEHLY A bAFBEND (TCOU2o. TIHFzE 1] DK%, )

b)A—ILTYvo%EZEYDITS,

Q@QEMNMEAFEFNHTTPLRARU R Web App

QO @ BFRRAOBERAHATHN S & 5 frJavaScript 53 EBIRIZEIE,

@ | #BTIR
BEEAH

- WebApp~BJ A o LIzFE.,
EEHH YA PAFEESIID L.
AL L TEZAEFND,

7RO TDIP7 FLRIE
BEEHH YA FTIEAEL.
Client-PCIZ#: %

D ISAT7URDMASHI DI TEEHD Web HAhAFEShTLES,
(7) SNS LIz, AL XXENEINT Y
(€) RELZA—ILDYY
@ B (BE#HDJavaScript ) MEAFENT-HTTP LARUREZTER->TLES,
® ZFDHTTP LAKRUREZ(TE > 1=EFFIC, BRIRNDEZAHH 1T 3 JavaScript KNEIET S,
@ Web HA/rZ, ERLELNEAADTTHNS,

CSRF [&. Web 775 —2avh b RABETIEELGEA—FNSD HTTP YOI AR ETBEEHD Y A(ML>THELN
F=HTTP UOZ RN IDRFMBDOINENF=D . ST RF v ZLBHHAHLNVKRETT,

FOT NEHBA—FMSD HTTP YHT AR ETEEHDHAMIK>THELN-HTTP YOI RMERXAITESA
FEERBETENRE, CORBEBHTHIENTES, EVZFET,

Adv.WAF ) CSRF ®kA A—:
BIZIX, LTDEIEYIHE Web H—/A\M5D HTTP L AR ZAD Body IZEELTLM=, ELET,
<a href="https://host.domain.com/default.aspx">-+-+(a)

Adv.WAF @ CSRF 70T 5 M&EEZ B INN-T B ET. AdV.WAF [ZZDE Web H—/h5D) U912, LTD &
5% TENRIAEZE Query String EL TR ET .

<a href="https://host.domain.com/default.aspx?CSRT=17017154763700437104">+ - - = (b)
EHEI—H O HTTP YV ITRED URI [, BIMIIZZE LT 5 CSRT #HD(b)EELVET,

BEHDIVAMEDHTTP UOI AL, (@)ZFIAT 5. Tt KEEALIENCERGLz. BULMEZRED(b)Z &
ST, EHGEI—HDHTTP YUIRMER BT HIENTEET,
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Client-PC F=sp2Web 1 +
BIG-IP ASM
(S
N s

DEEHSYA bAFBEND

n it

Q@EMEAENFHTTPL XKV R Web App

n eif

O @ BRE~ADEEAHNITHI B & S fJavaScript A% & BRI B)E
€3@7D v

l'https://host.domain.com/default.aspx1Z&E>f=HTTPUS T X+
E3E
l'https://host.domain.com/default.aspx?CSRT=1 LME 1 & {#E>f<HTTPUY TR+

MDIELWVHTTPY 4 TR b

@HTTPL R KR @CSRTE&Em&MS( ) @HTTPL R KV R
<a href="https://host.domain.com/default.aspx?CSRT=17017154763700437104"> <a href="https://host.domain.com/default.aspx">

®ELWVHTTPY S IR b ©CSRT%#7F = v ¥ &H4t DHTTPL ARV R
Thttps://host.domain.com/default.aspx?CSRT=17017154763700437104 Thttps://host.domain.com/default.aspx|

(B&ZR1ZI1&. AdV.WAF AY HTTP L AR RIZHBEHIA AT JavaScript [C&->T., LEED CSRT {EZ {153 5 AXEM
S2TWET,)

9.42. CSRF XZEDEHRE

(1) TSecurity ]—TApplication Security |—TPolicy Building ]—TLearning and Blocking Settings | &R RS 1=[E
ET. [CSRF Protection | Z#ELE T,
LLF D &SI, Alarm/Block ZBMITHE>TNSZEEHERLET,

Security » Application Security : Policy Building : Learning and Blocking Settings

Traffic Learning Learning and Blocking Settings

£+ 3

‘ [ WAF-policy-001 % | % ‘ v ‘ Learning Mode: Manual ’ Apply Policy

General Settings (Advanced ¥ Save

( Blocking D

Enforcement Mode v
View and Edit Microservices

Learning Mode v ‘ (Manual D

Learning Speed v ‘ ( Medium D)

Enforcement Readiness Period v ‘ 7 days

» Policy Building Settings Blocking Settings... = Search:

) Antivirus

) Attack Signatures

¥ CSRF Protection I [E]]

_ Learn [ _ Alarm | | Block ‘ Violation

4 v CSREF attack detected v

4 T4] (%} CSRF authentication expired v

) Content Profiles
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(2) T'Security]—TApplication Security | =T CSRF Protection | C& xRN 1= EHE T, CSRF Protection [ZF v/ %
L\, Save RAVERLET,

Security » Application Security : CSRF Protection

7+ + CSRF Protection

| WAF-policy-001 § Q l 9 l Learning Mode: Manual l Apply Policy ‘

CSRF Protection
CSRF Protection Enabled FIviEAND I
SSL Only | Enabled
Expiration Time Enabled
( Simple Edit Mode 4
URLs List for POST requests New URL Add
with CSRF token verification
only
ildcards supported
(Wi pported) - ‘ —
Example: /index.html — .
Delete Total Entries: 1

| Save IJote: Click Save to retain any changes you made on this screen.

(3) TApply Policy1&##L%E3,

Hostname  big181.f5jp.local Date Jul 15,2019 User admin Pariion _
IP Address 10.99.88.181 Time 4:46 PM (JST) Role Administrator .

|| ONLINE (ACTIVE)
I Standalone

m W Security » Application Security : CSRF Protection

7+ ~ CSRF Protection

/el Statistics

@ iApps ‘ WAF-policy-001 § 'n' | 9 | Learning Mode: Manual

! Changes not applied} Apply Policy ‘

4) BIRIL, TLogin]ZEH) v oL THBDE, TRIDEKSIZ, csrt {EAS Query String ELTIFSEESN TSI EMR MY
F9, (CITIE LUEDTRNEREIZITS51=8. http @ Virtual Server (http://10.99.1.2ZZ) [Z#&HLET )

< C O RESNTVELESRE | 10.99.1.81/user_login.phpicsrt=16555410474506134575 : B Y &

' 1l Got | . , 14:06:
Search [ Gol ’ Bromse v || Gol Jul.15 2015, 14:06:23

41 REGISTERED USERS 983 AUCTIONS
User's login

Your name
Password

&gﬁ your password?

p=3

1]
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(5) VAT UMDT IR BEEE T H1-0IZ, Fiddler2 ZFALET
Fiddler2 Zi#2&jL . IRules ]—TAutomatic Breakpoints |—IBefore Requests 1Z: &R (A#IZ) LET .

(6) (https BIEDIHA . ITools]—TOptions IOTHTTPS 14271ZT. Capture HTTPS CONNECTs &l Decrypt
HTTPS traffic)ZA%1<LT. Fiddler BMERK S H/L—EEBAEZEFAIL, ZDIEAEE T SV HFITAUR—bg
PHENBHYET,)

@ Fiddler Web Debueeer

File Edit | Rules Tools View Help 7 Fiddler eoEdee
Q ) ¥4 Repl. ¥ Hide Image Requests

v Hide CONNECTs
# Re
1

IJ @) stati

Customize Rules..

er Resps

Require Proxy Authentication Dt el
Apply GZIP Encoding v Ienore Images

Remove All Encodings

Hide 304s

Request Japanese Content
Automatically Authenticate
User-Agents >
Performance 3

(7) SCTIL http @ Virtual Server (7 9+ XL, T HICIE Bl —H 4 (f5suerX) E/NRT—FEA AL [T
JEEIRAVERLET,

€ > C A RENTVELES

Dujt

10.99.1.81/user_login.php?csrt=165554104745061..y o &g

Hack-i1t-yourself auction

Sellanitem | Registernow | Llogin | Help

Jul.15 2019, 14:06:
Search Go! Browse M Go! T2

41 REGISTERED USERS 983 AUCTIONS

User's login

Your name | [f5user1
Password | [seseees |

(8) Fiddler2 A2 HTTP UHTRMEALA—ETNTBD T, KITEHEE A
(9) Fiddler2 @ EZBEE TED HTTP YU T X+EERL . AEE Tl Inspectors |I>TRaw |2 T & EIRLE T,

< Fiddler Web Debueeer

File Edit Rules Tools View Help 7 Fiddler GeoEdee k

) 43 Replay X~ b Go | § Stream iiiDecode | Keep: All sessions ~ &) Any Process 33 Find [{lSave |08 () @ Browse - (¥Clear Cache [T TextWizard | [ Tearoff | It Search @ 5

# Result | Protocal | Host [ URL | Body [] @) statistics 1% Inspectors I 5 AutoRespunderl = Cnmposerl [ Fiters | =] Lugl = Timeﬁnel
il - HTTP 10.99.1.101 juser_login.php?cstt=166... -1 IRa—w

Headers | Textiiew ‘ WebForms ‘ Hex\iew ‘ Auth ‘ Cookies JSON ‘ XML ‘

POST http://10.99.1.101/user_login. php?csr‘c7166289377475945 HTTP/1.1
by

lAccept: text/html, application/xhtml+xml,
X-Httpwatch-RID: 98470-10317

Referer: http://10.99.1.101/user_login.php?csrt=16628987747594590783
lACccept-Language: ja-Jp

User-Agent: Mozillass.0 (wWindows NT 6.1; Trident/7.0; rv:i11.0) like Gecko
[Content-Type: application/x-www-form-urlencoded

laccept-Encoding: gzip, deflate

Host: 10.99.1.101

[Content-Length: 72

DNT: 1

Proxy-Cconnection: Keep-alive

Pragma: no-cache

[Cookie: SESSION=894rcs8gk95g98bdo4iq3uj3p73; TSOlcaced49=01112a42bdé1868fsbes36a74esbbasc
username=fsuserl&password=de faul t&=%33N%33GH%33%3A%I1%I7%30M&action=1ogin

< | |
Find... (press Ctrl+Enter to highlight all)

Break on Response

Get SyntaxView Headers TextView
Cookies | Raw | J5oM | xmL |

I View in Notepad I
Choose Response... =2
HexView ‘ WebView | Auth | Caching

The SyntaxView Inspector displays syntax—highlighted HT ML, Script, CSS, and XML. If you're
a web developer, youll want this add-on.

Transformer ImageView

Download and Install Syntaxiew now. ..

Learn more about SyntaxView and other Inspector add-ons. ..

"

apturing |? All Processes. ‘ 171 http:/{10.99.1.101 user_login.php?cstt=16628987747594590783
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(10)CSRT DIEDKE 5 HiE U T D ES12199999 [ E=HE THET,
=HUL CSRT fEZFE>THELXLTETLS, LLVSEETY,
TRun to Completion |/R2Z#HLET,

# Fiddler Web Debugeer J[=] B3
File Edit Rules Tools View Help 7 Fiddler % GeoEdee L5
() 43 Replay X~ b Go ‘ Stream iiDecode | Keep: All sessions ~ @ Any Process 33 Find [ Save 8 @ @ Browse ~ @Olear Cache T TextWizard | [& Tearoff | MSDN Search @ g
# Result_| Protocol | Host [ URL [ o ® Statistics 94 Inspectors I # AutoResponder | 4 Composer | [] Filters l [E] Log l = Timelinel
1 - HTTP 10,991,101 Juser_login.php?csrt=166... -1

Headers ‘ TextWiew ‘ ‘WebForms ‘ Hexview ‘ Auth

oM | x|
HTTP/1.1

POST http://lo.99.1.101/user_1ogir|.ph[l?csrt=16628937747594
Accept: text/html, application/xhtml
X-Httpwatch-RID: 98470-10317

Referer: http://10.99.1.101/user_login.php?csrt=16628987747594530783
Accept-Language: ja-1P

User-agent: Mozilla/ss.0 (wWindows NT 6.1; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded

[Accept-Encoding: gzip, deflate

Host: 10.99.1.101

[Content-Length: 72

DNT: 1

Proxy-connection: Keep-Alive

Pragma: no-cach

e
[Cookie: SESSION=894rcs8gk95gsbdodiq3uj3p73; TSOlcaéed9=01112a42bd61868fSbe536a74e5bbasc

us ername=Tf5suserl&password=defaul t&=%33N%S3G%S3%BAXI1K%I7%30M&action=10gin

< | I

Find. .. (press Ctrl+Enter to highlight all) — || view in otepad |

Break on Response hoose Response. .. o]
Get SyntaxView | Transformer | Headers | TextVie W | WebView ‘ Auth } Caching

Cookies | Raw | Json | xmL |

The Syntax\iew Inspector displays syntax—highlighted HT ML, Script, CSS, and XML. If you're
a web developer, youll want this add—on.

Download and Install SyntaxView now...

Learn more about SyntaxView and other Inspector add-ons...
4 Remove this page

[;i;—'j Capturing | = All Processes F.T‘ 1/1 http:/{10.99.1.101/user_login.php?csrt=16628987747594590783

(11)Adv.WAF A 8i%59 % CSRT fETIE%L HTTP UV TAMAEEL - F=h . MBLELTHRALET,

The requested URL was rejected. Please consult with your administrator.
Your support ID is: 10891647079625527533

[Go Back]

(12) Fiddler2 ##2 T L. 'Security |—TEvent Logs |—lApplication |—Requests | TAY # AL ET
lCross-site Request Forgery |EL THREAISN TLVET,

Security » Event Logs : Application : Requests
4

Application ~ | Protocol ~ | Network v | DoS ~ | Bot Defense ~ | Logging Profiles

Order by Date v Newest | | Y~ |

’ C~ | #+~ | Total Entries: 1
Requests «
Delete Request Export Request E/,'
[¢) [HTTP] Juser_login.php 4 mmmm
@ 1099.4.18 @ | Y [ATTP[/user_login.php
17:02:50 2019-07-15 N/A

v Triggered Violations [£J}

Violation | Occurrences ‘ Suggestions
Y CSRF attack detected v 1+ None
V¥ Request Details BEET Al Details
Geolocation ~ T PNA Time Y 2019-07-15 17:02:50
Source IP Address~ | ¥ 10.99.4.18:53868 Y 4 wmmm Request looks
— Violation Rating like a threat but requires
Session ID v Y 15847ea037b540e5 examination
Microservice Y N/A Attack Types Y Cross-site Request Forgery
V¥ Request

Request actual size: 991 bytes.

POST /user_login.php HTTP/1.1

Host: 10.99.1.81

Connection: keep-alive

Content-Length: 46

Cache-Control: max-age=0

Origin: http://10.99.1.81

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www—form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHT
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9.5. Threat Campaigns 9 #+F¥ <Z&E>

Web 77— 3  DBBXERETSILT. EBORBLEI+—ILARSTAIZRBHLILICERT 5 ELH
UFET, VT R2F v WAF O#RIEHEEICK>T, BEM OIS ISR T2REY VIR T HLRBIZ. BE
DWW IR FHESN D10, EEBE L WAF TRASN=75—HMIRL, EEBVIIRMDEEDH ST
AEDEEFFELONDSZENHYET .

COMBIX. BRET DT IRV IRANNTHAEIZHBYET . £ 2EZLDEHRETIZVIIRNERET S
CEIZEOT. COMEERRT DIEMNTEDIENHYET . F5 (T DRREEMRIRT H5FEEL T, "Threat
Campaigns T 2 F¥“LEWLV B DT R F ¥ ERHEL TULVET , Threat Campaigns 9 2 F vk, EEDKE L
YUR—VETIERDEREIIEL T EINF=1DIZHL>TVET,

CDIETIE, Threat Campaign DR EMRL. THFAMLICTHRES L TLOTEHERLET,
(3¥:Threat Campaigns [EH TRV T3ROS REBYET,)

(1) TSecurity ]—TApplication Security |—TPolicy Building ]—TLearning and Blocking Settings | TR RS 1=[E
(=T, Threat Campaigns ® Alarm&Block B#ZH>TWWAIEEFERLET,

‘ ¥ Threat Campaigns ‘

Alarm ||| Block | Violation

I v v Threat Campaign detected v I

Enable Threat Campaign Staging
Threat Campaign Enforcement Readiness Period 1 day

(2) ®mEEZIT=LRELT. ISecurity]l—TEvent Logs ]—TApplication | =TRequests | TAY 2R LE T,
TRITHEEFZTI-LEDYUTILERYET,

Security » Event Logs : Application : Requests

2+ ~  Application ~ | Protocol ~ | Network ~ | DoS ~ | Bot Defense ~ | Logging Profiles
—————

Order by Date v Oldest © ’ '~ | Applied Filter: lllegal Requests | % C | 4+~ | Total Entries: 11
Requests «
Delete Request Export Request E/,'

[HTTP] jpath 5 mmmm-

@ 10.1.104 _

04:36:59 2019-02-20 NA | T [HTTP]/path

[HTTP] jindex.php 5 wmmmm | |V Triggered Violations [}

@ 10.1.104 .

04:37:04 2019-02-20 N/A Violation Occurrences ‘ Suggestions
") [HTTP) jindex.php 5 mmmm- Y Threat Campaign detected ~ I 1~ None

@ 101104 O

05:26:27 2019-02-20 NA || v Request Details All Details
“I[HTTP)/ 5 mmmm- ) — —

Geolocation » Time Y 2019-02-20 04:36:59

@ 101104 = O

05:26:34 2019-02-20 N/A Source IP Address~ | 7 10.1.10.4:49844 I Violation Rating Y 5 smmmm Reguest is most Iikelx a threat I
"|[HTTP] /path 5 mmmm- Session ID v Y 3fddde982130c67f Attack Types N/A

@ 10.1.104 , : _

05:26:40 2019-02-20 N/A Microservice T NA

[HTTP] /path 5 mmmmm + Request

@ 10.1.104 (=]

05:27:11 2019-02-20 N/A | | Request actual size: 1435 bytes.
) [HTTP] findex.php 5 mmm— GET /path HTTP/1.1

@ 10.1.104 e Accept-Encoding: identity

06:03:13 2018-03-22 NA Connection: close
) [HTTP] /index.action 5 mmm—— Content-Type: %{(#_='multipart/form-data'). (#dm=@ognl.0gnlContext@EFAULT_MEMBER_ACCESS). (#_membe

@ 101104 (-] rAccess?(#_memberAccess=#dm) : ( (#container=#context['com.opensymphony.xwork2.ActionContext.contain

04:39:08 2019-07-15 N/A er']).(#ognlUtil=#container.getInstance(@com.opensymphony.xwork2.ognl.0gnlUtil@class)). (#ognlUti

EERODARUrOSTER AL, Violation Rating AY“5:Request is most likely a threat” &> TUWVAZEN MY E
9, ZhlE Threat Campagins U #FF Y HAEBEOBEE FTITER SN TEY. [FETH—ILRARS T I TIEHLC
LERLTLET,
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9.6. R¥MEF1—=2T

[Step1]~[Step4] TIEFFEITELRNKRBEADKEKELT. 2 DDRBLZDHREE YL TILELT, BERLET,

9.7. Bl:INGA—=BR-RZUIN)YT

INGA=B BN THB L, —N\DORBEINFN\TA—FEFHESATHIET. Web 7T r—2arhiHA
FLEVWBEZSIEREIT ROIVKETY, LTS COKEFZERLET .

9.7.1. HEH
(1) EBLZEME

Client-PC

HTTP Y2 T X b+ : POST

username=fSuser1&password="***

o

Web App

&

o
HTTPL AR R 2
\S
Hack-1t-yourself auction
Home | Sell an item | Your control panel \ Contact Us | Logout | Help
Search ‘E Browse ~ Jun.24 2014, 16:27:29
37 REGISTERED USERS 636 AUCTIONS.
Last created auctions Logged n
Toys & Games (444) -0 6- 2014, 24: 1 BIG-IP Application Security Manager User: fSuserl
Art & Antiques (159) -0 6- 2014, 24: 1 B Edit data
Computers & Software -0 6- 2014, 24: 0 XSS Logou
(11) -0 6- 2014, 24: 0 XSS e Colimn
Electronics & -0 6- 2013, 12: 0 ddd

Photography (6)
Clothing & Accessories

§

Your contro
</A>

/form>

form action="user_menu. php” method="GET” name="form_ctr|_panel™>
<input type="hidden” name="nick” value="f5user1”>
<A href="javascript:document. form_ctr|_panel. submit () ">

| panel

Your control Panel
=099

HWPUﬁle:ﬁTmmmemmmmbﬁmmlk—————e

| HTTPL XK R

/5 PHPAUCTION - Internet Explorer

) @ | @ http//1099.1.101/user_menuphpnick=f5user |

©J
*|

& PHPAUCTION

LOEl|42 ¢

serch Lo
37 RecisTeRep useRs 636 AcTIONS

User's control panel

Credit Card

Email Tel

Hack-i1t-yourself auction

Home | Sellanitem | Your control panel | Contactus | Logout | Help

sowe[ [M][ed]

Jun24 2014, 17:12:30

dd City unt

fstaro | 9999999999999999 rstam@lS)p.localIo31111111LA"“A“LT""ﬂ109 |

-15-1

« Your auctions
« Your bids

« Edit your personal profile
+ Logout

d1—H4: fsuserX TAY A,

PO

OO HTTP LRAKRURELTREN D,
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HTTP L RRY ZAR— D Iyour control Panel (&, BF D k5% HTML & JavaScript TSN TS,
Z®MTyour control Panel1%#%5")v-9 &, luser_menu.php?nick=f5userX M GET YU IZRAMAEESND,
fouserX MIFEMmA ERE INI=R—



(2) INSA—B-AUIY T B

Client-PC Web App
s | DB
7 S
HTTP J 4 T X + : POST
username=f5user1&password="***
HTTPL AR R
®

Hack-1t-yourself auction

Home | Sell an item | Your control panel | Contact Us | Logout | Help

> ‘E s""""I 2 Jun.24 2014, 16:27:29

37 REGISTERED USERS 636 AUCTIONS

Last created auctions Logged in

Toys & Games (444) -0 6-2014,24: 1 BIG-IP Application Security Manager User: fSuserl
Art & Antiques (159) -0 6-2014, 24: 1 B dit data

Books (11) -0 6- 2014, 24: 0 Xss our control panel
Computers & Software -0 6- 2014, 24: 0 XSS ogou!

(11) -0 6- 2014, 24: 0 XSS e
Electronics & -0 6- 2013, 12: 0 ddd

Photography (6)
Clothing & Accessories

'

form action="user_menu. php” method="GET” name="form_ctr|_panel >
<input type="hidden” name="nick” value="fbuser1”>
<A href="javascript:document. form_ctr|_panel. submit ) ">
Your control panel
</A>

/form>

3
HTTPY 2 TR +D

fSuser1% x [Z HTTP )2 T X b : GET /user_menu. php?nick=* %

2. V)

| HTTPL 2K Y R @
/& PHPAUGTION - Internet Explorer =] B
€IS

@ [@ http /710991101 user_menphoick=+ o543 e e

&
& PHPAUCTION x

Hack-i1t-yourself auction

Home | Sellanitem | Your control panel | ContactUs | Logout | Help

1 i i
1 User's control panel 1
! i
: [ Name [ creditcard | Email | vel [Address|City]Country] 1
H ‘Assaf Three testme: com 1234567 12 rst |na [100 1
1 1
1 Name Credit Card Email Tel _[AddressCity[Count: 1
1 Mark Shahaf | 233232-54544-656565 | testme4@test.com |1234567 |12 rst | NA | 190 1
1 1
1 Name Credit Card Email Tel_|Address|city|Count 1
1 Shahaf Mark | 3333-455454-65656 1234567 [12rst [nafi00 | !
H i
! [Name ] creditcard | Email [_Tel [ Address [city] Country] H
: [Charlie Cano | 1234567890 | testme4@test.com | 1234567 |12rst |NA | 190 1
1 1 v
1 [ Name [ credit card | Fmail [ 7el Jaddresscitylcountry] 1
T I

a—4H4: fhuserX TR MY,

HTTP L RRY ZAR— D lyour control Panel 1 (&, BF D k5% HTML & JavaScript TSN TS,
Z®Dlyour control Panel1Z4')v99 % &, Tuser_menu.php?nick=f5userX &5 5EZA%, EE L fSuserX
Tk [TEEMA TEE,

21— OERNVBHSINR—UD HTTP LRRURELTRENTLES (LS5 EABHYES)

® OO

RIZEDHIIZ, Fiddler2 ##F > TAKEEZERL THTLIEELY,
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9.7.2. NSA—=H-BU\YLT DIAEIA L

COBEIZHLTIE, Web 7T —a AN iR SN /S5 A—2EA, D HTTP YU IRFTHIASH
TWEWNEINEFIVITEHIETHETEET,

AdV.WAF [FELTF D &5 7A—(CT BEADGEENTOLELDDFVIETVET,

9.7.3. NFA—=B- BN T HEDETE

CDESGNFGA—=R- BN T WEZER Adv.WAF DFRFEZRLET .

(1) TSecurity ]—TApplication Security |—TPolicy Building ]—TLearning and Blocking Settings | &R RS 1=[E
ET. lPrameters 1h731 MTillegal dynamic parameter value JZ#ELET .
LIF®D &SI, Learn / Alarm/Block ZH%hIZL. Save /R2ZEHHLET,

Hostname  big181.fSjp.local Date Jul 25,2019 User admin Partiion: (D
IP Address 10.99.88.181 Time 3:24 PM (JST) Role Administrator -

f || ONLINE (ACTIVE)

Security » Application Security : Policy Building : Learning and Blocking Settings

/e statistics Traffic Learning | Leaming and Blocking Settings
iApps l | WAF-policy-001 5 | % l 9 | Learning Mode: Manual ‘ Apply Policy
@ DNS General Settings Note: Click Save to retain any changes you made on this screen. | Advanced % Save
Enforcement Mode |Blocking ¢ @
@ Local Traffic View and Edit Microservices
@ alo n Learning Mode v | Manual L
Learning Speed v | Medium 2
— . e
Dy A Enforcement Readiness Period ~ 7 days
W Shared Objects » Policy Building Settings Blocking Settings... | Search:
- ~ » Antivirus
O Security
b Attack Signatures
Overview » CSRF Protection E]
Guided Configuration ) Content Profiles
Application Security » Cookies =
Protocol Security » Data Guard =
Network Firewall 4 i i ~ (Ooutof8 iolati are ¥/ Leam ¥ Alarm ¥/ Block
DoS Protection > File Types =
Bot Defense » General Settings
=
Event Logs » Headers =
Reporting P HTTP protocol compliance failed ~ (3 out of 19 subviolations are enabled) ¥/ Leam ¥/ Alarm ¥/ Block
) > IP Addresses and Geo-locations
Options
¥ Parameters =
@ Network Learn New Parameters [ Never (wildcard only) 4 | When false positives occur the system will suggest to relax the settings of the wildcard Parameter.
Maximum Learned Parameters 10000
System | Leam ||| Alam | | Block | Violation
[} Z Z Di fileuoload coptent
I D v @ @ llegal dynamic parameter value +

(] ) ) Tegal empty parameter value v
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(2) T'Security]—TApplication Security |—IParameters |—IParameters List| T&Rrah=H B DI Create /R 7>
THENA-LUTOBEET, LTFOLIIEELET

Hostname  big181.f5jp.local Date Jul 25,2019 User admin Partition _

IP Address 10.99.88.181 Time 3:28 PM (JST) Role Administrator
|| ONLINE (ACTIVE)
5 |l standalone
Security » Application Security : Parameters : Parameters List » Add Parameter...
e isti F
Staiiatics ‘\ WAF-policy-001 :\b‘ (V] ‘ Learning Mode: Manual ‘ I\ Changes not applied  Apply Policy ‘
iApps
@ Create New Parameter Cancel || Create
@ DNS Parameter Name | Explicit % | nick ij]E"]/ fﬁ?‘—’ﬂ%
[fm Local Traffic Parameter Level | Global 4 |
Perform Staging [/ Enabled
@ Acceleration Allow Repeated O o ?I‘yO%T
i (
@ atice anansteot Mask Value in Logs | Enabled
Parameter Value Type | Dynamic content value $ Dynamic content value #&E:]:R
‘. Shared Objects Cancel| Create

(3) COEM/NTA—2 (nick) ERBET BT7MILEA4T (Ff=IX URL) DI EZRIEEMNHET,
TOKJFLET,

10.99.88.181 says

No extraction properties are defined for this parameter.

Do you want to define them now?

(4) KAARTIE php T7AIVEATEBEF TR EELET  LFDESITHRELETS
Hostname  big181.f5jp.local Date Jul 25,2019 User admin Partition _

IP Address 10.99.88.181 Time 3:36 PM (JST) Role Administrator

|| ONLINE (ACTIVE)

Security » Application Security : Parameters : Extractions » Create New Extraction...

o S
Statistics ‘ | WAF-policy-001 & | a | v ‘ Learning Mode: Manual !\ Changes not applied = Apply Policy ‘
@ iApps
Extraction Properties Cancel || Create
3 ons || neme [ ick |
[E Local Traffic E: d Items C | Basic ¢
@ Acceleration  Fie Types Leh ¢ Add 70”/9\\'7 T php EE/‘J—G
php R N
FAddIRZZEH/Y
@ Device Management
‘_ Shared Objects Exiract From s
[/ URLs (-Select- 3]
O Security
Overview

Guided Configuration

Application Security

Protocol Security ion Methods Ci ion | Basic s

Network Firewall || Search in Links

DoS Protection ¥ Search Entire Form

Bot Defense Cancell Create I
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(5) UTOE@IZEYET , Extractions DITAEZ TLBIENSMYET , Update /R ERLET .

Hostname  big181.f5jp.local Date Jul 25,2019 User admin Par(lon‘_
IP Address 10.99.88.181 Time 3:37PM(JST)  Role Administrator o

|| ONLINE (ACTIVE)

Security » Application Security : Parameters : Parameters List »» Parameter Properties

Parameter Properties

@ iApps Edit Parameter Cancel = Update
Parameter Name nick (Explicit)
@ ik Parameter Level Global
Perform Staging [ Enabled
[3) Local Traffic
Allow Repeated Occurrences [ Enabled
@ Acceleration Mask Value in Logs [ Enabled
p— Parameter Value Type Dynamic content value 0
Device Management L L e L C L Y L T T e T L E T E R TP
* Extractions Define extractions H

ot ey
(6) Apply Policy IRZZHHLET

Hostname  big181.fSjp.local
IP Address 10.99.88.181

‘_ Shared Objects

Date Jul 25, 2019 User admin
Time 3:39 PM (JST) Role Administrator

]| ONLINE (ACTIVE)

Security » Application Security : Parameters : Parameters List

¥+ + Parameters List Wildcards Order | Extractions Character Sets v | Sensitive Parameters | Navigation Parameters

‘ | WAF-policy-001 § | b ‘ Q ’ Learning Mode: Manual

!} Changes not appliedl Apply Policy ‘I

Parameters List

@ Local Traffic ‘ | Parameter Contains % Go Show Filter Details ¥ Total Entries: 3 ‘
@ Acceleration Legend: (¢ Waiting for additional traffic samples (2 Learning suggestions available / Ready to be enforced ~ Create...
(] ‘ 4 Parameter Name ‘ Parameter Value Type | Parameter Level Staging
@ Device Management
(0 User-input value Global No
‘ Shared Objects ) __VIEWSTATE Ignore value Global No
) nick Dynamic content value Global No
O Security Change Type... Enforce Delete Delete All Total Entries: 3

(7) 9547 bDT YT, EHGEI—Y (fSuserX) TAT AU LET,

Home [

Toys & Games (444)

Search | Go!

Sell an item | Your control panel |

Hack-1t-yourself auction

ContactUs | Logout |

39 REGISTERED USERS 637 AUCTIONS

Last created auctions
-0 7- 2014, 03: 1

Gdl

BIG-IP ASM Manager

Art & Antiques (160) -0 6- 2014, 24: 1 BIG-IP Application Security Manager Edit data

Books (11) -0 6- 2014, 24: 1 B Your control panel
Computers & Software -0 6- 2014, 24: 0 XS5 Logout

N -N A- 2014 24-n xe]

Help

Jul.04 2014, 07:51:57

User: fSuserl

(8) TYour Control Panel1&%")voL. LT D &SIMnick=*[CEZ#Z T, Enter LEY,
UTD&SICHBELTRAMINET,

[Go Back]

A Not Secure E https://10.99.1.81/user_menu.php?nick=fSuser1  :

A E AR AR AEAEAAEASEAEEAEEAESAEASESSESEESESsEssEsEEssEsEad’

Your support ID is: 14784910233369051184

The requested URL was rejected. Please consult with your administrator.

Qa &+ H @
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(9) T'Security]—TEvent Logs1—TApplication|—TRequests | CAJ Z/EZELET .
[Parameter Tampering &L TIRAISN TLVET,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

|| ONLINE (ACTIVE)
|| standalone

&a Statistics
(&) 1aeps
@ DNS

() Local Traffic

Acceleration
£=) Device Management

‘_ Shared Objects

0 Security

Overview
Guided Configuration
Application Security
Protocol Security
Network Firewall
DoS Protection
Bot Defense

Event Logs

Reporting

Options

£2) Network
System

Date Jul 25, 2019
Time 3:49 PM (JST) Role Administrator

User admin

Security » Event Logs : Application : Requests

# - Application -

v | Network v | Bot Defense v | Logging Profiles

= l Order by Date v Newest . ’ Y~ ‘

‘ C~ | £~ | Total Entries: 1
Requests «
Delete Request Export Request Accept Request [/,'
[HTTPS] /user_menu.php
10.99.88.90 —
15:41:42 2019-07-25 NA | T [HTTPS] /user_menu.php
v Triggered Violations [}
Violation JOecurmnces [ Suggestions
Y lllegal dynamic parameter value v 1+ View..
+ Request Details S A Details
Geolocation v T @ NA Time Y 2019-07-25 15:41:42
Source IP Address » | T 10.99.88.90:53856 Violation Ratif T1im Request is most likely a
ng 5
Device ID T N/A tfw
— Attack Types Y Parameter Tampering v
Microservice T N/A
¥ Request

Request actual size: 670 bytes.

GET /user_menu.php?[FTdi=f5userl HTTP/1.1
Host: 10.99.1.81

Connection: keep-alive
Upgrade-Insecure-Requests: 1

like Gecko) Chrome/75.0.3770.142 Safari/537.36
*;q=0.8,application/signed-exchange;v=b3
Referer: https://10.99.1.81/

Accept-Encoding: gzip, deflate, br
Accept-Language: en,ja;q=0.9

2beb97462f427fb4a2cbcd

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_14_4) AppleWebKit/537.36 (KHTML,

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/

Cookie: SESSION=ibrh171s33pre1a994vet9lrv4; TS01ab2273=01c891b041ddfa®753986fb6c9e778c
la37e77a7651d71adc9a54a23edaf6bfded7e4bflad7afa097a446526722bbda%abee301a09f2ee622b9ba

‘ > Response [[TTY

(10) Tllegal dynamic parameter value1%#2") v 9 5L UTOBEAENET .
INTGA—Z:Tnick ] TREAIL TS T EN MY FET,

Parameter Location
Parameter Level
Parameter Name
Parameter Value

Applied Blocking Settings

Query String
Global

nick

f5user1

1
[ Block |Alarm | Learn |
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9.8. iyl avNATrvy

B AD+tyi 3> ID(Cookie) EHEMTHET, FDI—HELTAT AT 5., ELVSHETT,
LUTIZ. COREHZERLET .

9.8.1. ZE|
Client (A) Web App
OHTTPY Y TR + Il
@HTTPL ARV R
+t v a3 VIDA)
%5 @HTTPY Z TR b
) + username & password
Client (B) +ty < 3 VIDA)
g @ kS5 ZA)SA, |
+tv 3 VIDA)

®HTTPY Y TR +
+tv3VIDA)

® &5 FA)EA, |

Client(A)hY Web App IZ HTTP YO TR+ &% 5,

Web App [£t7vi 3> ID(A)EDIFT, BEE74+—LBEED HTTP LRV X525,
Client(A)l&, 1—H&&/XXT—REAHI=POST VTR E%ED,

Client(A) D EE MR RSN,

Client(B)lZ. SN DA ETE Y3y IDA)ZERLT. HTTP YOS TAME25,
O A NEREANTBIEEL, Client(A)DEEZEZRHZENTES,

@0 &0
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9.8.2. vl avNATvIDBEEAE

Adv.WAF Tl&. Web 77) 75— 3o bbb Eh =ty a2 ID(Cookie)D /v 1 {EZETEL. ZhE
Cookie (ASM Cookie) &L THELET .

ISA4TUMBROTEEZFD Y3 ID(Cookie)D /vy 1 {EZEETEL. ASM Cookie flEERLTHNIE, HE
AENTULVERLY, EHIBTLET,

]
E—— <
N

OHTTPY Y TR b+

o @HTTPL AR R
BHTTPL R KR e
+Ev a3 DA 0\ t v a~IDA)
*AS Gookie " GASM Cookien ERE i }
®HTTPY Z TR + 5
@ + username & password AT @QHTTPY Y TR b
' + 1ty 3 VIDA) 7 + username & password
Client (B) + ASM Cookie ,/ +tzvy i3 \J|D(A)

&S5 ZFA)SA, |
+ w3 VID(A)
+ ASM Cookie

@HTTPY # TR k
w1 + v 3 vIDA) 23

yeazp | @HTTPY & T2 b

N @HTTPL RA R
@HTTPL R R R Q +tviarID@B)

+ 1t v 3 UID(B) \
+ASM Cookie | N TRAGM (e TS e L b )

®HTTPY TR+ s T
&y 3 IDA)
+ ASM Cookie

Client(A)AY Web App [Z HTTP YO IR+ &5,

Web App [t 3> ID(A)EDITT, B 74+ —LERED HTTP LRAKRU REE S,

Adv.WAF (&, £via> IDA)D/ vy A fEZEETE, 1% ASM Cookie ELT HTTP LRKRU RIZIF 5 5,
Client(A)lZ. ASM Cookie A5 &tz HTTP LRARU REZ(ITH S,

Client(A)[Z, 1 —H & &/ SRT—KZAH=POST YU TR %145,

Adv.WAF (&, v 3> IDA)D/ W alEZFETE, ThE ASM Cookie [EELLEET 5,
EEEFERARCTHNIL, HEASNTULVELEHIETL ., Web App ~ HTTP YO TR EERET S,
Client(A)ADEEMN R RSN,

@QEO®WOE

[X% 1]Client(B)I&. AISADAHETEYI IV IDA)EFER LT, HTTP YUITANEZE S,
ASM Cookie {EF 1= =8 . Adv.WAF TIEBZSIN 5,

@@

(%% 2]Client(B))N HTTP YU T AME#% %,

Web App [&tz2va> ID(B)EDIT T, BRI 74— LBED HTTP LRAKRU R%Fi%5,

Adv.WAF [, via> IDB)D/ vy A fEZETE, 1% ASM Cookie ELT HTTP LRKRU RIZIF 5 5,
Client(B)I&. ASM Cookie At 5&fz HTTP L AR R%E %2 (TER S,

Client(B)I%. v ay ID(B)&tviayr IDA)EZZ#Z T HTTP YUT R 425,

tyiay IDA)D /v afEE ASM Cookie [EMNELEDT=0. TOvIEh3,

SICISICISIS
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9.8.3. Yl avNATvY IR EDHRTE
DX AUy MB LT AR EERLET,

(1) TSecurity ]1—TApplication Security |—TPolicy Building ]—TLearning and Blocking Settings | &R RS 1=[El
& . lNLearn New Cookies ]IZT"Selective”%3E3RL . [Learn and enforce new unmodified cookies ] &

'Modified domain cookiel® Learn / Alarm/Block Z&%IIZL. [Save /REZLET,
Hostname  big181.f5jp.local Date Jul 25, 2019 User admin Partition: _

IP Address 10.99.88.181 Time 3:52 PM (JST) Role Administrator

|| ONLINE (ACTIVE)

|| standalone

Security » Application Security : Policy Building : Learning and Blocking Settings

(] Statistics 13 - | Traffic Learning Learning and Blocking Settings
iApps l | WAF-policy-001 4 | £ | (V] ‘ Learning Mode: Manual | Apply Policy ‘
@ DNS General Settings Note: Click Save to retain any changes you made on this screen. | Advanced 4§ | Save
oding : 2
Enforcement Mode | Blocking v O
@ Local Traffic View and Edit Microservices
Learning Mode v | Manual 4
(733 Acceleration
Learning Speed v | Medium 4
@ 2ol Enforcement Readiness Period v 7 days
Shared Objects . .
" e » Policy Building Settings Blocking Settings... | Search:
0 Security » Antivirus
b Attack Signatures
Overview
) CSRF Protection [E]

Guided Configuration
) Content Profiles

lication Securit;
Appl u ~ Cookles @

Protocol Security . ) - o ) )
4| When faise prmves occur, the system will add/suggest to add an explicit Cookie with relaxed settings that avoid the false

Network Firewall I GD Learn New Cookies  Selective ~ positive.

Do Protection I_GD Learn and enforce new unmodified cookies I

Bot Defense

Event Logs Cookie not RFC-compliant v

Reporting a O Expired timestamp v

Options a O a lllegal cookie length v [Ed)

fi jev
£ Network I C Modified domain cookie(s) ~
CL oo - Collapse many common Cookies into one wildcard Cookie after 10 occurrences
. S foe

(2) Apply Policy I RZZHHLET,

Hostname  big181.f5jp.local Date Jul 25,2019 User admin Partition: _
IP Address 10.99.88.181 Time 4:49 PM (JST) Role Administrator !

f ]| ONLINE (ACTIVE)

C'—’ Statistics # v | Traffic Learning Leaming and Blocking Settings

Security » Application Security : Policy Building : Learning and Blocking Settings

! Changes notapplie<l Apply Policy ‘I

@ iApps ’ | WAF-policy-001 % | ﬂ ‘ Q ‘ Learning Mode: Manual

%3 ons General Settings [ Advanced 3| Save

(3) VA7 DTZoH T, 2—H (fSuserX) BT AU LET,
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(4) TSecurity ]—TApplication Security |—TPolicy Building1—TTraffic Learning] T r&t 7= Enforce Cookie |
)03 AL UTOERIMENETS,
TSESSIONJAY, 20 Web 74— 3> M tviar ID(Cookie) TY

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin
IP Address 10.99.88.181 Time 6:03 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
|| standalone

 Help | About Security » Application Security : Policy Bullding : Traffic Learning

Parition: (S Tog ot

- Leaming and Blocking Settings
@ iApps [\ WAF-policy-001 % | £ | ] ‘L-aming Mode: Manual | Apply Policy
@ DNS ‘ Order by Score > Highest & l v~ ‘ Applied Filter: Section: Cookies | % ‘ (o] l - ‘ Total Entries: 1
Suggestions « Relsisd Suggestions -
(39) Local Traffic _ Delete | Ignore | Export o ;n,offega:’:z'
« Enforce Cookie 5%
(7 24) Acceleration L ;i jo. Set Enforcement Type to Enforced. ke
Matched Cookle: SESSION Matched Wildcard: *

@ Device Management
8 sample requests out of 43 that triggered the suggestion from 2019-07-25 13:54:16 until 2019-07-25 17:55:43

Ll Average Request Violation Rating 0.3~ Atleast 1 untrusted sources / 0 trusted source
‘_ Shared Objects.

B Sample Requests € [HTTPS] Juser_login.php "
() security
[HTTPS] fuser_login.php Notrated | » Request Details All Details
Overview @ 10.99.88.90 @
Geolocation @ NA Time 2019-07-25 17:55:43
Guided Configuration [HTTPS] flogout php Not vag Source IP Address | 10.99.88.90:58904 Violation Rating Not rated
) @ 10.99.88.90 <z o
Application Security Session ID 683dc34ec2b33949 Attack Types NIA
Protocol Security [HTTPS] flogout php Not rated Microservice N/A
®
Network Firewall @ 10908890 ©
¥ Request
Dos Protection IHTTPS] findex.php Notrated | Roquest actual size: 695 bytes
> : X
5ot Defense @ 10.99.88.90

GET /user_login.php? HTTP/1.1
Event Logs [HTTPS] flogout php Not rated Host: 10.99.1.81

Reporting @ 1099.88.90 Q Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Connection: keep-alive
Options [HTTPS] flagout.php Not rated Cookie: TS@1ab2273=01fedce5928cfbc412f307be2ed882e6f@5a1d99e7bfc3429b32F
@ 10.99.88.90 ©} 9b9d37a1b425fad0113f60450384246b098b126d30c13f9be3168fb12798f487ca5030b2
@ Network clae4ad56032; TS01ab2273031=010ec87b8b3544e74c69b3de137b1d4280174d360d4
[HTTPS] flagout php Not rated d8a006cb995d12cc116dbc8a2ea741622d5bd661371994931222fec0251e857; SESSION
@ 1099.88.90 © =opfOkeq395f92rimcangqlir33
System User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_14_4) AppleWebKit/
[HTTPS] fimages/logo.gif Not rated 605.1.15 (KHTML, like Gecko) Version/12.1 Safari/605.1.15
@ 10.99.88.90 @ Accept-Language: en-us

Referer: https://10.99.1.81/index.php
Accept-Encoding: br, gzip, deflate

[ > Response CZ3

(5) TEnforce CookiellZFzy%o% Ati. [ Accept Suggestion TRV EHLET,

Security » Application Security : Policy Bullding : Traffic Learning

7 ~ Traffic Leaming Learning and Blocking Settings

l\ WAF-policy-001 % | Q I v | Learning Mode: Manual I ‘ Apply Policy
o ‘ Order by Score v Highest | I Y~ l Applied Filter: Section: Cookies % ‘ C ’ e 24 I Total Entries: 1
Suggestions « Related i -

-
(#) Enforce Cookie 5%

Cookie: SESSION Accept Suggestion for Policy to Enforced. 5%

Matched Wildcard: *

8 sample requests out of 43 that triggered the suggestion from 2019-07-25 13:54:16 until 2019-07-25 17:55:43
|1l Average Request Violation Rating 0.3 v At least 1 untrusted sources / 0 trusted source

CLTGED (R «_ [HTTPS] Juser_login.php [
[HTTPS] fuser_login.php Notrated |+ Request Details Al Details
@ 10.99.88.90 @
Geolocation @ NA Time 2019-07-25 17:55:43
[HTTPS] flogout php Netrated | | source IP Address | 10.99.88.90:58904 Violation Rating Not rated
@ 1099.88.90 ©
Session ID 683dc34ec2b33949 Attack Types N/A
[HTTPS] flogout. php Not rated Microservice N/A
@ 10.99.88.90 @
+ Request
[;T:zz]gf.':::; php Net rag Request actual size: 695 bytes.
GET /user_login.php? HTTP/1.1
[HTTPS] flogout php Not rated Host: 10.99.1.81
@ 10.99.88.90 © Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Connection: keep-alive
[HTTPS] flogout php Not rated Cookie: TS01ab2273=01fed4ce5928cfbc412f307be2ed882e6f05a1d99e7bfc3429b32f
@ 10.99.88.90 © 9b9d37a1b425fad0113f60450384246b098b126d30c13f9be3168fb127981487ca5030b2
claed4ad56f032; TS01ab2273031=010ec87b8b3544e74c69b3de137b1d4280174d360d4
[HTTPS] flogout php Not rated d8a006cb995d12cc116dbcBa2ea’41622d5bd661371994931222fec0251e857; SESSION
@ 1099.88.90 © =opfOkeq395f92rimcangqlir33
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_14_4) AppleWebKit/
[HTTPS] /images/logo.gif Not rated 605.1.15 (KHTML, like Gecko) Version/12.1 Safari/605.1.15
@ 10.99.88.90 @ Accept-Language: en-us

Referer: https://10.99.1.81/index.php
Accept-Encoding: br, gzip, deflate

| > Response [T}
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(6) TApply Policy IIR2>E#HLET,

Hostname  big181.f5jp.local Date Jul 25,2019 User admin

IP Address 10.99.88.181 Time 6:06PM(JST)  Role Administrator SO =
|| ONLINE (ACTIVE)
5 || standalone
Security » Application Security : Policy Building : Traffic Learning
A statistics Traffic Learning Leaming and Blocking Settings
@ iApps | | WAF-policy-001 % | 'n ‘ ] | Learning Mode: Manual ‘ 1) Changes not appliedl Apply Policy I
-

(7) 947 bDIT oMo RELRET 51012, Fiddler2 ZFIALET
Fiddler2 Z#&)L . IRules |—T Automatic Breakpoints |—IBefore Requests |1Z:ZiR (E%hZ)LET,

File Edit | Rules Tools View Help 7 Fiddler EgGeoEdge

() %4 Repl. v Hide Image Requests eep: All sessions ~ &8 Any Process 34 Find
v Hide CONNECTs
# I Re Body | @ Stati
1
Customize Rules... Ctr+R e REsponses
Require Proxy futhentication iy Siteal
Apply GZIP Encoding v Ienore Images
Remave All Encodings
Hide 304s

Request Japanese Content
Automatically Authenticate
User-Agents >
Performance >

(8) FZ 2T http ? Virtual Server [Z7 VXL, IE &1 —H (fSuserX)&/SXT—REA AL, [Gollh AL %1
LET,

Hack-1t-yourself auction

Home | Sellanitem | Reaisternow | Login | Help

Saarchl Go! I Browse | ] Gd I Jul.04 2014, 10:18:56

39 REGISTERED USERS 637 AUCTIONS

Toys & Games (444) -07-2014,03: 1 BIG-IP ASM Manager

Art & Antiques (160) -0 6- 2014, 24: 1 BIG-IP Application Security Manager Username [f5usert
Books (11) -0 6- 2014, 24: 1 B Password Iaonoooo
Computers & Software -0 6- 2014, 24: 0 XSS Erram T
(11) -0 6- 2014, 24: 0 XSS

Electronics & -0 6- 2014, 24: 0 XSS il

Phataaranhv (RY
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(9) Fiddler2 MZ® HTTP YUY TRMEALA—H T T DT, KITEHEH A,

Fiddler2 D EBIE TZ M HTTP YU T X+%ERL ., AEE Tl Inspectors |[—=TRaw 127 #ERLET,
[Cookie: SESSION=1ZRDI+%9,

ddler Web Debueeer

File Edit Rules Tools \View Help 7 Fiddler =% GeoEdee

() 43 Replay X~ b Go | § Stream iiiiiDecode | Keep: All sessions ~ &8 Any Process 34 Find [l Save |18 (3 @ Browse - XClear Cache T TextWizard | [ Tearoff | MSDN S

Search @ -
- =
frlﬁult [ Protocol | Host [ URL [ Body [ (&) statistics i mspectors | £ autoresponder | 4 Composer | [ Fiters | [E] Log | = Timeline |
S 2 LUl 10.99.1.101  flogin.php?csrt=1316216... I Al Headers | TextView ‘ ‘WebForms I HexView | Auth | Cookies || | Raw 150N ‘ XML ‘
POST http://10.99.1.101/10gin.php?csrt=13162167853956496411 HTTP/1.1
Accept: text/html, application/xhtml+xml, =/%
Referer: http://10.99.1.101/
Accept-Language: ja-JpP
User-agent: Mozillas/s.0 (windows NT 6.1; Trident/7.0; rvill.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip, deflate
Proxy-Connection: Keep-Alive
Content-Length: 46
DNT: 1 I
Host: 10.99.1.101
Pragma: [T
cook1e ISESSIONmDB4ogga510hopqpunk097,|T501ca6e49—01112a42bdl7093034095e5bfa6b13e=
username=fsuserispassword=defaul t&action=Go%21
< | |
Find... {press Ctrl+Enter to highlight all) I View in Notepad I
Break on Response Il Run to Completion lChoose Response... 2
Get SyntaxView | Transformer | Headers | TextYiew ‘ ImageView ‘ HexYiew ‘ WebView ‘ Auth ] Caching
Cookies | Raw | JsoM | xmL |
The Syntax\iew Inspector displays syntax-highlighted HT ML, Script, CSS, and XML. If you're
a weh developer, youlll want this add-on.
Download and Install SyntaxYiew now...
Learn more about SyntaxView and other Inspector add-ons...
4 »
Remove this page
@Capturing = All Processes ‘ 171 http:{{10.99.1.101/login.php?csrt=13162167853956496411 4

(10) CCTlE. SESSION fEDEBEAXF%. 99990 [CBEMZ THELL
FRun to Completion 7/R2 &L ET,

C(DT&ET, SESSION DEAEEHA SN HTTP UUVT A EHENETS,

ddler Web Debueeer

File Edit Rules Tools View Help 7 Fiddler .+ GeoEdee k
() #3Replay X~ b Go | § Stream §iDecode | Keep: All sessions + ¢ Any Process 34 Find [BlSave | I8) (3) @ Browse ~ xClear Cache T TextWizard | [ Tearoff | M3 rch @ s
# | Resut [ Protocol | Host [ URL [_Body [] (&) statistics i mspectors | £ autoresponder | 4 Composer | [ Fiters | [E] Log | = Timeline |

8 B TTE (WELABL e GER i G2, | Headers | Textview | webForms | Hexview | Auth | Cookies |[Raw | 350N | xmL |

POST http://10.99.1.101/10QiNn.php?csrt=13162167853956496411 HTTP/1.1
Accept: text/html, application/xhtml+xml, */*

Referer: http://10.99.1.101/

Accept-Language: ja-JP

User-Agent: Mozillass.0 (windows NT 6.1; Trident/7.0; rvill.o) like Gecko
Content-Type: application/x-www-form- uriencoded

Accept-Encoding: gzip, deflate

Proxy-connection: Keep-Alive

Content-Length: 46

DNT: 1

Host: 10.99.1.101
Pragma:

cook1e I SESSION=EEEEEp240ggaslohopgpunkds? I TS0lcaéed49=01112a42bd17098024095e5bfasbl3et
username=fsuserispassword=defaul t&action=Go%21

| |

|
Ctrl+Enter to highlight all)

I View in Notepad I

Break on Responsem Rmbnmfﬂeﬂm l hoose Response. .. 2
Get SyntaxView | Transformer | Headers | TextYiew { o ‘ ety ‘ ‘WebView ‘ Auth ] Caching

Cookies | Raw | JsoM | xmL |

Find... {pre:

The SyrtaxView Inspector displays syrtax—highlighted HTML, Script, CSS, and XML. If youre
a weh developer, you(ll want this add-on.

Download and Install SyntaxYiew now...

Learn more about SyntaxView and other Inspector add-ons...
4
Remove this page

[ Captuing | = AllProcesses  |@| 1/t http:/}10.99.1.101/login.php7csrt=13162167853956496411

(11) HEBELLTRASNET,

The requested URL was rejected. Please consult with your administrator.

Your support ID is: 14784910233369051445

[Go Back]

Fiddler2 ##& 79 %H*. [Rules |-l Automatic Breakpoints ]| —IDisabled |%3&R (EIZ)LET .
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(12) T'Security ]|—TEvent Logs ]—TApplication ]|—TRequests | TAY ## 2L E 9 . Modified domain cookie H3t&
HEINTWSIENTMYET,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

]| ONLINE (ACTIVE)
|| standalone

Main

/e Statistics

iApps

@ DNS

@ Local Traffic

@ Acceleration

g Device Management

‘ Shared Objects

U Security

Overview
Guided Configuration
Application Security
Protocol Security
Network Firewall
DoS Protection
Bot Defense

Event Logs

Reporting

Options

@ Network
System

Date Jul 25,2019
Time 6:53 PM (JST)

User admin
Role Administrator

Partition: eyl

Security » Event Logs : Application : Requests

7+ + Application ~ | Protocol ~ | Network ~ | Bot Defense ~ | Logging Profiles
(0] ‘ Order by Date v Newest J. ‘ Y~ ‘ ‘ G~ | £+ | Total Entries: 1
Requests «
Delete Request Export Request Accept Request E/f
[ [HTTP] /login.php 3 mmm
@ 10.99.4.18 _ i
18:50:55 2019-0... NA | 7 [HTTP] /login.php
v Triggered Violations [El}
Violation ‘ Occurrences = Suggestions
Y Modified domain cookie(s) v I I)w 1+ | View...
| [ 2Uvs
+ Request Details BT Al Details
Geolocation v Y @ NA Time Y 2019-07-25 18:50:55
Source IP Address~ | 7 10.99.4.18:25041 Violation Rating Y 3 mmm _Request needs
— further examination
Session ID~ ¥ 7dd34d252ad8c41 =
— Attack Types Y Session Hijacking
Microservice ¥ NA

¥ Decoded Request

POST /login.php HTTP/1.1

Host: 10.99.1.81

Connection: keep-alive

Content-Length: 46

Cache-Control: max-age=0

Origin: http://10.99.1.81

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, 1i
ke Gecko) Chrome/75.0.3770.142 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/apn
g,*/*;q=0.8,application/signed-exchange;v=b3

Referer: http://10.99.1.81/

Accept-Encoding: gzip, deflate

Accept-Language: ja,en-US;q=0.9,en;q=0.8

Cookie: HFFINNE99999kfakdsumrih@t6@oapunhl; TSO1ab2273=01fedcexskiikikxikiked7967e
ab@035780bab0aaaca®@476cclfdaf556557555e20805cb606c7cd16cd98f7bal9588bef8b5c7a4d474
£295f3bb6d5c970cc133ea0d8000

username=f5userl&password=skxikkk&action=G6o!

(13) Occurrences #7)vo 9 3L, UTNDELSIZ SESSION DIEMNE D LSHBEICEE]Z Sh-HRRENE

—d-o

Cookie Name

Cookie Value

Reason

Applied Blocking Settings

SESSION
99999kfakdsumrihOt60oapunh1
Modified Cookie

biock [ Aam [ Laam
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10. Adv.WAF RS —D R
FERLIzRY S — R RFS DL TR TT . Fo RIEFLIRUS—% import $5ELTTRETT .

(1) [XCOIZ, YERRLT=R) > —% R 7FELFE T, [Security =T Application Security ]|—TSecurity Policies |—
lPolicies List1Z71)v9 9 LU T DBEEARTRSNET , [Export]—TExport Policy 1%%')vo L. XML 7%+
—yhTA YU A—RLET,

Hostname  big181.f5jp.local Date Jul 25,2019
IP Address 10.99.88.181 Time 6:09 PM (JST)

User admin

Role Administrator Partition

Common

|| ONLINE (ACTIVE)
|l standalone

f:

Security » Application Security : Security Policies : Policies List

/i Statistics
@ iApps

@ DNS
¥/ WAF-policy-001 http_WAF-...

(3) Local Traffic v
@ Acceleration

7+ + Policies List Policy Groups Policies Summary | Policy Diff

(0] ‘ Order by Namev AtoZ T ’ Y~ ‘ Total Entries: 1

Policies «

Delete Create... ~

Save as Template... Export

Save Changes Apply

Policy Properties

Export policy format

XML Format

On this screen you can configure policy settings for new g Binary Format

Once a policy is configured, some settings on this page W]

g Device Management ) ) Compact format

‘_ Shared Objects Partition /

O L Deseription Rapid D|

Overview <
Guided Configuration Policy Type Security Specifies the type of the
N policy.
(2) Downloads Z#ILFICLUTDEIICT7AILAMRFSNTLET,
Name Size Kind Date Added v
| Common_WAF-policy-001_2019-7-2518-24-9__big181.f5jp.local.xml 906 KB XML Document Today 18:24

(3) &Iz, RTELI=R) L —% import LET , 'Security |—T Application Security ]|—TSecurity Policies ]|—IPolicies
List1I2&0LvT,  Tlmport Policy... 12Uy 9L%ET,

Hostname  big181.f5jp.local Date Jul 25, 2019
IP Address 10.99.88.181 Time 6:36 PM (JST)

User admin

Role Administrator Common

Partition:

]| ONLINE (ACTIVE)
|| standalone

f5

/e Statistics
iApps

3 ons

[34) Local Traffic

( 24) Acceleration

£=) Device Management

‘_ Shared Objects

Guided Configuration
Application Security
Protocol Security

Netwark Firewall

Security » Application Security : Security Policies : Policies List

7+ + Policies List Policy Groups

Policies Summary | Policy Diff

) ’ Order by Name~ AtoZ T ’ Y~ ’ Total Entries: 1
Policies «
Save Changes Apply Save as Template... Export ~ Delete Create... ~
|#| WAF-policy-001 http_WAF-... -
v Policy Properties Inheritand Create New Policy...
Copy Policy...
On this screen you can configure policy settings for new policies and review policy -
Once a policy is configured, some settings on this page will have a link for editing the settir] Import Policy...

Policy Name WAF-policy-001
Partition / Path: /Common
Description . .
Rapid Deployment Policy
Policy Type Security

Policy Template Rapid Deployment Policy

82

m name of

Specifies an optional
description of the policy.

Specifies the type of the
policy.

Specifies the template of
the policy.



(4) TSelect File 27y LET,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

f5

I] ONLINE (ACTIVE)
|l standalone

]:"-i Statistics

iApps

@ DNS

[34) Local Traffic

@ Acceleration

g Device Management

‘_ Shared Objects

0 Security

Hostname  big181.f5jp.local
IP Address 10.99.88.181

f5

|| ONLINE (ACTIVE)
|| standalone

Date Jul 25,2019
Time 6:37 PM (JST)

(5) Export LTz RI)>—d XML 771 )L

/e Statistics

iApps

@ DNS

[F) Local Traffic

@ Acceleration
g Device Management

‘_ Shared Objects

0 Security

Overview
Guided Configuration
Application Security
Protocol Security
Network Firewall
DoS Protection
Bot Defense

Event Logs

Reporting

User admin
Role Administrator

Security » Application Security : Security Policies : Policies List

2+ + Policies List

Policy Groups

Policies Summary | Policy Diff

Partition: [elJyl W1}

Import Policy Cancel

On this screen you configure basic settings of policy you are going to import.

Note: Depending on the settings you configure, you may see only some of the screen elements described here.

Imported Policy File

Import Target

Replaced Policy

Role Administrator

New Policy

Replace Policy

WAF-policy-001

“

#33#4RL . Nmport Policy IIRZZHLET .

Security » Application Security : Security Policies : Policies List

1+ - Policies List

Policy Groups

Policies Summary | Policy Diff

Specifies the policy to import. Click the Browse
button and search for it.

The imported policy file can act as a new policy
(New Policy) or replace an existing policy (Replace
Policy).

Specifies that the policy you are importing will
replace the selected policy.

LELUGEE Common

Import Policy I Cancel

On this screen you configure basic settings of policy you are going to import.

Note: Depending on the settings you configure, you may see only some of the screen elements described here.

Imported Policy File

Imported Policy Name
Imported Policy Type

Imported Application Language

Description

Import Target

Replaced Policy

Select File ' Common_WAF-policy-001__2019-7-25_18-24-
9__big181.f5jp.local.xml

WAF-policy-001

Security
Unicode (utf-8)
Y4
New Policy Replace Policy
WAF-policy-001 ;

Note: The imported policy will replace your current "WAF-policy-
001" policy associated with http_WAF-vs-001 [, https_WAF-
vs-001 [ Virtual Servers

(6) Import BTN HELLTFDRRIZHEYFET , Close RAVEHLET

Creating a new Policy

[ The operation was p

‘/Common/WAF-policy-001".

fully. The security policy name is

| Close

83

Specifies the policy to import. Click the Browse
button and search for it.

Specifies the unique name of the policy.
Specifies the type of the policy.

Displays the language encoding of the policy that
you are importing.

Specifies an optional description of the policy. Type
in any helpful details about the policy.

The imported policy file can act as a new policy
(New Policy) or replace an existing policy (Replace
Policy).

Specifies that the policy you are importing will
replace the selected policy.



M. LiR—T425
Reporting #8EIZT. 571 DIVELR—bERRT HIEMNAEETT .

(1) TSecurity]—TReporting |—T Application ] =l Charts | TR RSN =B EIZTHERLET . HIZ L, [Top
attackers in last month 1%:&iR3 %&. 17 AP DHENRRSNET,

Hostname  big181.fSjp.local Date Jul 16, 2019 User admin Parition: ()
IP Address 10.99.88.181 Time 10:33 AM (JST) Role Administrator

|| ONLINE (ACTIVE)
f | standalone

W m Security » Reporting : Application : Charts

[A—] Statistics 1+ + Charts Charts Scheduler (7] | Brute Force Attacks = Session Tracking Status | PCI Compliance
[3 Export
iApps I 0
| Top attacks in last month { | Device Group: | * Self 4| View By: Auto Refresh | Disabled 4|
@ DNS
| Attack Types 4 Time Period:  Last Month % | Expand Advanced Filters ¥
[F) Local Traffic
[ Top ¢/ O 4] Chart type: | Absolute 4 | ‘
Acceleration
Device Management Occurrences per Attack Type
180 4
‘ Shared Objects
160
(;) Security
140
Overview
120
Guided Configuration
Application Security 100
Protocol Security 80 -
Network Firewall
60
DoS Protection
Bot Defense 40
Event Logs 20 -
Reporting
0 T T T T T T T T u
Options Jun 17 Jun 20 Jun 23 Jun 26 Jun 29 Jul Jul 05 Jul 08 Jul 11 Jul 14
Details
@ ST Attack Type ¥ Occurrences
System M Information Leakage 81
B saL-Injection 27
I Non-browser Client 25
I Forceful Browsing 23
B Brute Force Attack 17
M HTTP Parser Attack 16
M Vulnerability Scan 4
M Cross-site Request Forgery 1
M Total Attacks count for all requests 194
Total Entries: 8
Clear All View Requests O

fhi=%. Top violations in last month 14T Top blocked URLs |72 E# R A/ A 3—2 DLUR— b ERRAJREE AT
WET,
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12. IP Intelligence ME&E ¥ F5 N\VXAUTCIERELEE A,

YIRYY T3 5412 AD IP Intelligence £/ ETHET. BEEHS IP TRLAMNSDHKEZE Block $52&
MATRET T, Appliction Security SLBDFTER T IP 7RL RD A {TH 516, CPU B ESBEHS FAHEN
HYET, WAF & L7DDoS IZH UV T IP Intelligence ZFI B3 2 EMNTRETY,

A B—FIEMNLEEHD IP FRLAT—EAR—REMWMBT 5=, ERIIZDNS BHENDEICHYFET,

(1) TSecurity]—TApplication Security |—TIP Addresses |—TIP Address Intelligence 1%y 73 5ELUTD &S
[CRTRENFET,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

] ONLINE (ACTIVE)
f5 || standalone

Date Jul 16, 2019
Time 10:46 AM (JST)

User admin
Role Administrator

Security » Application Security : IP Addresses : IP Intelligence

Main W

/e Statistics # + | |P Address Exceptions | IP Intelligence
—
@ iApps ’ WAF-policy-001 4 | £ ‘ ¥ | Learning Mode: Manual Apply Policy ‘
DNS i . -07- -46-
@ IP Intelligence Configuration IP Intelligence last updated: 2019-07-16 10:46:22

’ IP Intelligence ‘ (] Enabled ‘

[ﬁj Local Traffic

Save Restore Defaults
/N .

(2) TIP Address Intelligence1® Enabled #%4')y L% 7, IP Intelligence ZEXELI=L\ATIVEFvILFET,

Hostname  big181.5jp.local Date Jul 16, 2019 Partition: _ ———
IP Address 10.99.88.181 Time 10:49 AM (JST) ! 09

User admin
Role Administrator

]| ONLINE (ACTIVE)

Security » Application Security : IP Addresses : IP Intelligence

4 + |P Address Exceptions | IP Intelligence

[/_'d Statistics
@ iApps
@ DNS

[3) Local Traffic IP Intelligence | Enabled
IP Address Whitelist [/ IP Address Whitelist is empty
@ Acceleration
IP Intelligence Categories
g Device Management Category Name ‘ ¥ Alarm l ¢! Block
([} Tor Proxies ¥/ Alarm ¢/ Block
Shared Objects
“ Al () Mobile Threats ¥ Alarm ¢/ Block
O Security [ Cloud-based Services () Alarm [ Block
[[J Anonymous Proxy ¥/ Alarm ¢/ Block
Overview [0 Phishing Proxies ¥/ Alarm ¥ Block
Guided Configuration [ Infected Sources @ Alam @ Block
Application Security [ Denial of Service ¥ Alarm ¥ Block
Protocol Security () Scanners [/ Alarm || Block
Network Firewall ([ BotNets ¥ Alarm ¥ Block
DoS Protection B Web Attacks ¥/ Alarm ¢ Block
i i v v
Bot Defense [ Windows Exploits ¥ Alarm ¥ Block
) Spam Sources ¥ Alarm ¢/ Block
Event Logs —
Save [Restore Defaults
Renortina

’ | WAF-policy-001 4 | £ ‘ 9

Learning Mode: Manual

Apply Policy ‘

IP Intelligence Configuration

IP Intelligence last updated: 2019-07-16 10:46:22

(3) Save RE%EH1)voL. Apply Policy #91)voLET,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

]| ONLINE (ACTIVE)

Date Jul 16, 2019
Time 10:50 AM (JST)

User admin

Role Administrator

portion EEE

Security » Application Security : IP Addresses : IP Intelligence

% v  |IP Address Exceptions | IP Intelligence
—

‘\W c}‘v

LEE D, L7DoS Shun & IP Intelligence Z# & 5Z&I12&>T. IP Intelligence @ IP LE2T—33> DB M)
A% L7DoS x5 M shun list(Auto-blacklisting) &L THI M ATRE T,

Learning Mode: Manual ‘ !\ Changes not appliedl Apply Policy I
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13. Geolocation M E%5E
Geolocation Enforcement DX EEITIET, BRSNS FEDLHLEINLDEHREIOAVITEENTEET,

(1) TSecurity ]—TApplication Security |—TPolicy Building ]—TLearning and Blocking Settings I TIP
Addresses/Geolocations | [ZFH ULV T, ['Access from disallowed Geolocation1® Learn/Alarm/Block A F T v4
SINTWAZEEHEZELET,

¥ IP Addresses and Geo-locations

| Learn | | Alarm | | Block | Violation |
I 4 (7] 74 Access from disallowed Geolocation v (]
7] ) Access from malicious IP address « (]
« (T} IP is blacklisted «

(2) TSecurity]—TApplication Security | =T Geolocation Enforcement] [ZT. {9 5 F EDHELEZF
IDisallowed Geolocations1Z#3#R L. Save k%>, Apply Policy Z#LZE T,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

|| ONLINE (ACTIVE)

@ Local Traffic Geolocation List Disallowed Geolocations: Allowed Geolocations:
None N/A
) Afghanistan
@ Acceleration Aland Islands
______________________ Albania
<< |Aigeria
g Device Management ger
>> |American Samoa
Andorra
‘ Shared Objects Angola
Anguilla
O Security Anonymous Proxy
Overview | Save I

Date Jul 16,2019
Time 10:53 AM (JST)

User admin

Role Administrator

Security » Application Security : Geolocation Enforcement

MI # ~ Geolocation Enforcement

’\W\O‘Q

Learning Mode: Manual

Apply Policy

Geolocation Enforcement
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14. IOV IBDLARVAR—UDER
REZITOVILEBIZA—HISRENHL ARV AR—UDNBEEET S EMNFIRETT

(1) TSecurity ]—TApplication Security |—TPolicy |—=Response Pages |Z/7)vY§ 5ELLUT DEEARTINE
Y, T IHIETIERENTEFEE A,

Hostname  big181.5jp.local Date Jul 16, 2019 User admin Partition _
IP Address 10.99.88.181 Time 10:55 AM (JST) Role Administrator

l ONLINE (ACTIVE)
fs || standalone

Security » Application Security : Policy : Response Pages

/Ni Statistics 2 v | Audit ~ Response Pages Server Technologies = History Tree View Display Preferences
—
@ iApps

@ DNS
Default

| WAF-policy-001 % | 0 ‘ v ’ Learning Mode: Manual Apply Policy ‘

Default Response | Response Type | Default Response % |
[7) Local Traffic Login P Defaut R HTTP/1.1 200 OK
ogin Page elault Response Cache-Control: no-cache
Pragma: no-cache
@ Acceleration XML SOAP Fault Connection: close
Response Headers
@ Device Management AJAX Disabled
‘ Shared Objects Cookie Hijacking Erase Cookies P
o - CAPTCHA Default Response <html><head><title>Request Rejected</title></head>
ecurity <body>The requested URL was rejected. Please consult
with your administrator.<br><br>Your support ID is:
Overview CAPTCHA Fail Default Response <$TS.request.ID()$><br><br><a
href='javascript:history.back();'>[Go Back]</a></body>
Guided Configuration Failed Login Honeypot Default Response Response Body e
Application Security
Mobile Application Default Response
Protocol Security Z
Show...
Network Firewall
Save

DoS Protection

(2) Response Type M A5 Custom Response Z:&IRLFET

Security » Application Security : Policy : Response Pages

2 v  Audit ~ Response Pages Server Technologies = History Tree View Display Preferences

’ | WAF-policy-001 % | O 9 Learning Mode: Manual Apply Policy
Default Custom Response | Response Type l Custom Response % \I
. HTTP/1.1 200 OK
Login Page Default Response Cache-Control: no-cache
Pragma: no-cache
XML SOAP Fault Connection: close
Response Headers
AJAX Disabled
Cookie Hijacking Erase Cookies p
Paste Default Response Header
CAPTCHA Default Response
Upload File: Choose File No file chosen Upload
CAPTCHA Fail Default Response <html><head><title>Request Rejected</title></head>
<body>The requested URL was rejected. Please consult
with your administrator.<br><br>Your support ID is:
Failed Login Honeypot Default Response <$TS.request.ID()$><br><br><a
Response Body href='javascript:history.back();'>[Go Back]</a></body>
. — </html>
Mobile Application Default Response
z
Paste Default Response Body Show...
Save

EEEM 5 Header ¥ Body DINBEEE T HEMNAIBETT
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15. V9 2 F v DEF
SHRFrOEBM, TR, BEHFHECOVTREHELET.
15.1. 0 RFrvtybelk

AdV.WAF TOL T 2 F v DEISTIE, T 2 FvEybIEVWSBAETOENTEITVET,
ZEDVTRFrEIREFEINILDAEHBALES .

15.1.1. X9 2 FrDEMH
T RTF BT HICIE. FTUTRTFYOREIIOVTHILENHYFET,
(1) TSecurity ]—TOptions ]—TApplication Security |—lAttack Signatures ]—T Attack Signature List] T&RRSH

f=—2DL T 37 F¥%E0) v L TEN-EIE T. Signature Name ')y oLET,
BT FXIEET. UTOESHEEZF>TLET,

Security » Options : Application Security : Attack Signatures : Attack Signature List » Attack Signature Properties
7+ -~  Attack Signature Properties

Signature Properties

Name SQL-INJ expressions like ™ or 1 "

ID 200002419

Signature Type Request

Signature Scope Parameter, Cookie, XML, JSON, GWT, Plain Text
Attack Type SQL-Injection

Systems General Database

Accuracy Low

Risk High

User-defined No

Revision 2

Last Updated 03/09/2014

Documentation View

References m:de;gzgfsrgg:;137;;22?3;?2233;19slsql_inj ection.shtml
Cancel

Security » Options : Application Security : Attack Signatures : Attack Signature List » Attack Signature Properties

7+ ~ Attack Signature Properties

Signature Properties

Name SQL-INJ expressions like "or 1=1" (6) (Parameter)

ID 200002476

Signature Type Request @
Signature Scope Parameter, Cookie, XML, JSON, GWT, Plain Text

Attack Type SQL-Injection ®
Systems General Database ©)
Accuracy High @
Risk High ®
User-defined No ®
Revision 1

Last Updated 06/15/2017 @
Documentation View

References URL: www.owasp.org/index.php/SQL _Injection

Cancel

CORMDIE., LEEO~DDEOVT A (FIFEZDHREE) TERAALIZ. BRI T RFYDIIN—TE>

JTxFv ey ERUFET,
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(2) T +FrtybD 1 :Generic Detection Signatures

CCTlE, T4 TEIY TON ST R F vty Generic Detection Signatures R THE Y, [Security |—
Options ]—T Application Security |—TAttack Signatures |—TAttack Signature Sets | TR RSNI=EH D JT +F
rykDthis, [Generic Detection Signatures |12 U ET,

Signatures Filter # R % &. Attack Type (ERIDQ) TIAH D HEINL T 2 F v 2y THAHZEN T MYET,

Security » Options : Application Security : Attack Signatures : Attack Signature Sets » Signature Set Properties

7+ ~ | Signature Set Properties

Signature Set Properties

Name [ SQL Injection Signatures
Type Filter-based
Learn: Yes
Default Blocking Actions Alarm: Yes
Block: Yes
Assign To Policy By Default No

Signatures Filter

Signature Type All
|Attack Type SQL-Injection Attack Type THOUAAHSNT=S IL—T I
Systems All
Accuracy All
Risk All
User-defined All
Update Date All
Signatures

Blind NoSQL Injection Attempt (Header)

Blind NoSQL Injection Attempt (Parameter)
Signatures Joomla SQL Injection Probe

NoSQL Injection /_active_tasks (Header)

NoSQL Injection /_active_tasks (Parameter)

Cancel

CDITRF YNNI UTIDD&SI%, —RUGKEIIHNT ST R FvITRYRAFEFNTVET,

D General Database
o —BMET—AR—INDKEL T Fv

@ System Independent
& HBEDVATLIZREINGVKREL Y R2Fv

@ Various Systems
® HBEDVATLFERIFOA—FN—2avKFL TV, —RIBKRES T RFv

&2 T, SFHRE Web 7T 7r—2ar pMESTLNS D X T L (il : Apache 4° PHP 73:.&) ASBARELG S K, EhoD iy
FFYLEMTE A THEETHELFT,

SEMIETK10726: Overview of the attack signature Systems and Attack Type fields 1S BB {=&0,
http://support.f5.com/csp/article/K10726
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15.1.2. T FvEIbDEYHTHIE

R)—~ADITRFYEE T, COVT R F Yy A TLATEE R A,

(1) TSecurity 1—TApplication Security |—TPolicy Building]—TLearning and Blocking Settings Dl Attack

Signatures]IZ#& ULV Tl Change I/R2#HLE T,

» Policy Building Settings Blocking Settings... | Search:

) Antivirus

¥ Attack Signatures
~Leam | ~ Alam ] ~ Block ‘ Signature Set Name ‘ Signature Set Category
PHP Signatures (High/Medium Accuracy) [ Change signature properties v ] User-defined
MySQL Signatures (High/Medium Accuracy) [Change signature properties v ] User-defined
Apache/NCSA HTTP Server Signatures (High/Medium Accuracy) [ Change signature properties v ] User-defined
Generic Detection Signatures (High/Medium Accuracy) [ Change signature properties v \ Basic

Add

Delete

(2) —EILRELGEYNEA T, Change #1#LE T, ZDIAvailable Signature Sets ] HIZI&. Basic].

Updated Signature Enforcement
Note: Newly added signatures are always placed in staging regardless of this setting.
Apply Response Signatures for these File Types

Auto-Added Signature Accuracy | Medium Accuracy (also includes signatures with high accuracy)

Enable Signature Staging

Retain previous rule enforcement and place updated rule in staging 4

I'Attack Type Specific]. [User-defined 1M 3 DDATIUAEFELELTLNET,

Select Policy Attack Signature Sets

Assigned To ty Policy ‘ Sigl Set Name Signature Set Category
- All Response Signatures Basic
= All Signatures Basic
u Command Execution Signatures Attack Type Specific
u Cross Site Scripting Signatures Attack Type Specific
- Directory Indexing Signatures Attack Type Specific
= Generic Detection Signatures Basic
- Generic Detection Signatures (High Accuracy) Basic
Generic D ion Sig (High/Medium Accuracy) Basic
- HTTP Response Splitting Signatures Attack Type Specific
- High A D ion Evasion Sig Attack Type Specific
- High Accuracy Signatures Basic
- Information Leakage Signatures Attack Type Specific
- Low Accuracy Signatures Basic
- Medium Accuracy Signatures Basic

0S C d Injection Signat Attack Type Specific

I OWA Signatures Basic

- Other Appli Attacks Sig Attack Type Specific
- Path Traversal Signatures Attack Type Specific
- Predictable Resource Location Signatures Attack Type Specific
= Remote File Include Signatures Attack Type Specific
B SQL Injection Signatures Attack Type Specific

Server Side Code Injection Signatures Attack Type Specific
= WebSphere signatures Basic
= XPath Injection Signatures Attack Type Specific
Apache/NCSA HTTP Server Signatures (High/Medium Accuracy) User-defined
MySQL Signatures (High/Medium Accuracy) User-defined
PHP Signatures (High/Medium Accuracy) User-defined

Cancel
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15.1.3. [Basic1> T *Fv vk

MBasiclATaVIZIE. L TD L%

BT 2 F vy (—B) NFEELES

INETN, BT RFYIFEODVTIADEMR T L—TIEShTWEY,

Signature Set

Signature Type
Attack Type

Systems

Accuracy
Risk
User-defined
Update Date

Generic Detection
Signatures

All All
Signatures [Response
Signatures

OWA Signatures

WebSphere
signatures

All

All Response

All

All

All

All All

All

All

General Database
System Independent
Various systems

All All

ASP

IS

Microsoft Windows
Outlook Web Access
WebDAV

Apache

Apache Tomcat

CaGl

General Database
IBM DB2

IS

Java Servlets/JSP
Lotus Domino
Macromedia ColdFusion
Microsoft SQL Server
Microsoft Windows
MySQL

Oracle

Other Web Server
PHP

PostgreSQL

Proxy Servers

SSI (Server Side Includes)
Sybase/ASE

System Independent
Unix/Linux

Various systems
XML

All All

All

All

All All

All

All

All All

All

All

All All

All

All

15.1.4. TAttack Type Specific] ¥ *Frt vk

WEFENBESN=DT R FrEyb T, ThbDty k&l Attack TypeJ’C%ii&J%éh’CL\i‘é‘o

Signature Set

Signature Type

Attack Type

Systems
Accuracy

Risk
User-defined
Update Date

Command Execution Cross Site Scripting Directory Indexing XXXX
Signatures Signatures Signatures Signatures
All All All All
Command Execution Cross Site Scripting Directory Indexing XXXX

(XS8S)

All All All

All All All

All All All

All All All

All All All

15.1.5. TUser-defined |5 ®rFvt vk

A—HHHREHEE) EFAHELL T 2 FvEYNTT,
LD DTUTL—bERIICHAESNTLVET,
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15.2. 97 2 F vyt DIER
SURFrEYNIBERTHESIELTEET,

5 z (. TAll Signatures ] [% Request 121+ T#:< Response [Zx 3 315 2 FrH A2 TLVHD T, Request 121D
DI RTFHEEYRL, ERELET  ZOBHZEUTITRLET,

(1) TSecurity]—TOptions |—TApplication Security |—TAttack Signatures ]—TAttack Signature Sets | T&RRSh
F-EEDOAE LD Create TRAVEHRT L ULTOEENENET , UL TFTOKSITEHELET,

Create Signature Set Cancel | Create
Name Set-Signature-set-001 % _Fm ({}:EL) I
Type Filter-based §
Default Blocking Actions Learn Alarm Block (affects only newly created policies)
Assign To Policy By Default — | Enabled (affects only newly created policies)
Signatures Filter
Signature Type Request 4 lRequest %R I
Attack Type All s
Systems Assigned Systems: Available Systems:
Operating Systems JQuery
Unix/Linux Database Servers
Web Servers CouchDB
Apache Struts General Database
L Fr rks and Applicati == IBM DB2
Java Serviets/JSP Microsoft SQL Server
SSI (Server Side Includes) >> | MongoDB WLEFHTIEEATI<< ZIRT
Database Servers Oracle
MySQL PostgreSQL
Redis
Accuracy All 4
Risk All q
User-defined All 4
Update Date All 4
References All 4
Signatures
"/..namedfork/data” execution attempt (Headers)
"/..namedfork/data” ion pt (P )
Signatures "/..namedfork/data” execution attempt (URI)
"/bin" execution attempt (Headers)
"/bin" execution attempt (Parameter)

Cancell Create I

(2) TSecurity |—TApplication Security |—TPolicy Building]—TLearning and Blocking Settings DI Attack
SignaturesIZHLVT, IChange | RAFHL ., BIE TER LIz T 2 F v b EELET UTDO LS
DT 2FvtyhEEIRLT, [Change RV EHLET,

x
Select Policy Attack Signature Sets

Assigned To Security Policy | Signature Set Name ] Signature Set Category
B All Response Signatures Basic
‘ B All Signatures Basic
~B&
B Apache/NCSA HTTP Server Signatures (High/Medium Accuracy) User-defined
a MySQL Signatures (High/Medium Accuracy) User-defined
= PHP Signatures (High/Medium Accuracy) User-defined
Set-Signature-set-001 User-defined
Cancel | Change
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(3) BIRLI-V T RF v Y BIMSN TNDIEEHEEEL T, [Save /hZ, TApply Policy IR & HLET ,

Security » Application Security : Policy Building : Leamning and Blocking Settings
£~ 34

Traffic Learning Learning and Blocking Settings

‘ | WAF-policy-001 4 | £¥ ‘ v ‘ Learning Mode: Manual ‘ I Apply Policy I
General Settings Note: Click Save to retain any changes you made on this screen. | Advanced 4 I Save I
Enforcement Mode v | Blocking ¢
View and Edit Microservices
Learning Mode v | WQ |
Learning Speed v | W# |
Enforcement Readiness Period v 7 days

» Policy Building Settings Blocking Settings... | Search:

b Antivirus
¥ Attack Signatures
~Leam |~ Alarm | Block | Signature Set Name Signature Set Category
Set-Signature-set-001 User-defined
Change...
Auto-Added Signature Accuracy | Medium Accuracy (also includes signatures with high accuracy) $
Enable Signature Staging

Updated Signature Enforcement | Retain previous rule enforcement and place updated rule in staging 4
Note: Newly added signatures are always placed in staging regardless of this setting.
Apply Response Signatures for these File Types

Add

Delete

NT ERLE T 2 F b DEISTIEET TY,
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15.3.#7L L Signature M E#H

F5 M5HETLLY Signature A =154 . #LLY Signature % Update 35 ETHI-HRBIZH ST HEMNTEE
9, Signature [XEEARICEF SN TEYET . UL TDREREEZSEITLTTIL,
https://support.f5.com/csp/article/K8217

16.3.1. VT RFAAEHSN-ERDIRSEL

DG RFeRBHINBEIC. ATV E—RTGERT S0 . BIEEIC Learn/Alarm/Block DR EHERASh
BAhDIEEMNETEETT,
Fr BRI R FYOEHFEDIRDEZEVNICDOVWTDIEELAIEETT .

(1) TSecurity ]—TApplication Security |—TPolicy Building]—TLearning and Blocking Settings Dl Attack
Signatures | TRRSN-BEE T. HFEITSHE~NDERELEREEHLET,

Security » Application Security : Policy Building : Learning and Blocking Settings

¥ v | Traffic Learning Leaming and Blocking Settings

WAF-policy-001 & | ’ V]

Learning Mode: Manual Apply Policy

General Settings | Advanced y || Save

Blockin s
Enforcement Mode « ‘ 9 A

View and Edit Microservices

Learning Mode v | Manual s
Learning Speed v [ Medium 4
Enforcement Readiness Period v 7 days
» Policy Building Settings Blocking Settings... Search:
HLGEBMESN=V T R FvERT—OUT 123 % Enforcement R &E (Non-Staging) DEEES Y RF ¥ D7V TT—hk
MESIIDERTE SNIGE . BFSNIz2 U %+ F v Non-Staging ELFET

|| Learn | ] Alarrnl’ | Block ‘ Signature Set Name ‘ Signature Set Category

[« 2 v Set-Signature-set-001 IChange signature properties v‘ User-defined

Change...
Auto-Added Sigfiature Accuracy | Medium Accuracy (also includes signatures with high aoc/acy) +

¥ Enable Signature Staging Enforce updated rule immediately for non-staged signatures
[V S R NG Gy v Retain previous rule enforcement and place updated rule in staging
Note: Newly added signatures are always placed in staging regajdless of fia=aadi

Apply Response Signatures for these File Types K Enforcement iK% (Non-Staging) DEEF L 7 R F ¥ N7 v T T—k

Add SNE=BE . BHEIOY Y +F¥IE Non-Staging DEFEL. BH
SNtz T RxFv% Staging ELFET,

B SNz Y #F v Staging AL T LI=FRIZ. BFHEID
DT R FeHEIBRESN ., BEFSN =T 7 FvhH Non-Staging &7
UEd,

Delete

(2) Z=%. Savel. lApply Policy IZ#LET,
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16.3.2. VT R FvEHDEST

(1) £¢.DNS D

¥F5 NV XAV TIIEBELEEA

HEXITLET, [System ]—TConfigration | —IDevice | >DNS | CRREN-EE T, “DNS

Lookup Server List”® Address [2910.99.2.218“% A AL [Add1%&%")v¥L. IUpdate |22 )vIL%ET,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

I ONLINE (ACTIVE)
5 || standalone

@ Local Traffic

7 2%) Acceleration

% Device Management

‘_ Shared Objects

O Security
E2) Network
System

(2)

Hostname  big181.fSjp.local
IP Address 10.99.88.181

|| ONLINE (ACTIVE)
f5 | standalone

Configuration

File Management
Certificate Management
Disk Management
Software Management
License

Resource Provisioning

Platform

Llimb Aumiiakilio.

Date Jul 16,2019
Time 12:02 PM (JST)

User admin
Role Administrator

System » Configuration : Device : DNS

7+ ~  Device ~ | OVSDB

s
Pt (I~ "o

Properties
Address: 10.99.2.218
Add
10.99.2.218
DNS Lookup Server List
Edit  Delete Up Down
Address:
Add
BIND Forwarder Server List

Edit  Delete Up Down

Address:
Add
localhost

DNS Search Domain List

Edit Delete Up Down
DNS Cache )

IP Version [ IPv4 §

Update I

['System ]—T Software Management|—TLive Update | CRRSNI-EIE T, IHIRD X EEZHERLET . ULTD
LOITRIRENFET,

(7 3%) Acceleration

Device Management

‘_ Shared Objects
0 Security
£2) Network
System

Configuration

Date Jul 25, 2019
Time 2:37 PM (JST)

User admin
Role Administrator

System » Software Management : Live Update

#+ + | Image List v | Hotfix List v | Boot Locations Update Check Live Update
Install All Updates Check for Updates Upload File Last Checked: 2019-07-25 14:36 «
Updates Configuration [ save |

Installation of Automatically Real Time Scheduled

ASM Attack Signatures Downloaded Updates

Bot Signatures ) N
Installation History

Browser Challenges

9 Install Date Update File Name Status
Server Technologies N/A ASM-AttackSignatures_20180508_142725.im © Currently Installed
Threat Campaigns
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(3) TCheck for Updates &' )vIL T, ST 2 FYBHDEREERLET . (FulIZ@EHIHINYET )
X

Updates Status

\ Checking for updates...

This may take several minutes. Please wait until the process is over

(4) BHAIRELG LT RFehHAER . LTOLIICKRTINFET XEH#HL BEEEZHACET,
X

Updates Status

The following installations were retrieved:
ASM-AttackSignatures_20190715_154451.im
BotSignatures_20190722_172502.im
BrowserChallenges_20190701_085207.im
ServerTechnologies_20181227_154316.im

(5) £TAUR—ILLIzLMEAIL. Install All Updates 91w ILET

Hostname bigi81.fSjplocal  Date Jul 25,2019 User admin P Common+]
IP Address 10.99.88.181 Time 2:43 PM (JST) Role Administrator —

|| ONLINE (ACTIVE)
|l standalone

|| Live Updates Available

System » Software Management : Live Update

Nl statistics £ - | Image List v | Hoffix List ~ | Boot Locations Update Check Live Update

iA)
@ i Install All Updates Check for Updates Upload File Last Checked: 2019-07-25 14:38 ~
3 ons

() Local Traffic Updates Configuration m

(T 3%) Acceleration
Installation of Automatical
ASM Attack Signatures Downloaded Updates ly Disabled Real Time Scheduled
Device Management

Bot Signatures

‘_ Shared Objects Installation History

0 Security Browser Challenges Install Date Update File Name Status

£3) Network Server Technologies — ASM-AttackSignatures_20190715_154451.im Pending (Preview Available)
System N/A ASM-AttackSignatures_20180508_142725.im @ currently Installed

Threat Campaigns

Configuration

(6) PTRFYEFHHRE, LTDESIIRTEINET , (EBHICEHAHIMYES )

Install Updates

( Installing latest updates...

This may take several minutes. Please wait until the process is over

(7) Install BAFTETTHELUTDLIIZGYEY , XZEH#HL, BIEZFLCES .
X

Install Updates

@ The following updates were successfully installed:
ASM-AttackSignatures_20190715_154451.im
BotSignatures_20190722_172502.im
BrowserChallenges_20190701_085207.im
ServerTechnologies_20181227_154316.im
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(8) Currently Instaslled R7—2XD T+ F &I )vILET

Hostname  big181.f5jp.ocal > Jul2 [ User admin
IP Address 10.99.88.181 Time 2:52 PM (JST) Role Administrator i Common S

|| ONLINE (ACTIVE)
f || standalone

System » Software Management : Live Update

| statistics 7+ ~ | Image List v Hotffix List v | Boot Locations Update Check Live Update

() 1aves Install All Updates Check for Updates Upload File Last Checked: 2019-07-25 14:38 ~
@ DNS

() Local Tratfic Updates Configuration m
(T 3%) Acceleration
Installation of Automatically Disabled Real Time Scheduled

ASM Attack Signatures Downloaded Updates
Device Management

Bot Signatures R N
‘_ Shared Objects Installation History
O Security Browser Challenges Install Date Update File Name Status
£ Network Server Technologies 2019-07-25 14:48:07 ASM-AttackSignatures_20190715_154451.im | © currently Instalied I
System Threat Campaigns NIA ASM-AttackSignatures_20180508_142725.im Previously Installed

Configuration

(9) Update &h7= Signature DEHRMTRIRSNET , & Entity 0w T5E BHBTEIV T RFr—EHHERT
TET,

Installation Details

Update File Name ASM-AttackSignatures_20190715_154451.im

Create Date 2019-07-16 00:44:51

Install Date 2019-07-25 14:48:07

Readme Added more signatures for JSP errors detection in the response (CR111472).

Tuning for signature 200002289 (CR111344)... View Full Readme

Status @ Currently Installed

Install Results

O Added Entities (492)

O Modified Entities (1849)

O Deleted Entities (87)

Install Delete Cancel

(10)Update A\%zL M5 E S Install Updates 91w L THEUT D LS IZRRTSNET,
X

Updates Status

No updates found
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15.4. BHSNI=D T RF ¥ DRAT—O LT KRERES
BHIND T RF A BRT VU T I TN HESH DR A FERLET

(1) TSecurity ]—TApplication Security |—TAttack Signatures | C&R xS 1=EIE DI Show Filter Details |Z%")w
JLET,

Hostname  big181.f5jp.local Date Jul 16, 2019 User admin Partition _
IP Address 10.9 181 Time 12:29 PM (J: Role Administrator

|| ONLINE (ACTIVE)
|| standalone

H u Security » Application Security : Attack Signatures

l;fha Statistics 7+ ~ Attack Signatures
@ IApps | | WAF-policy-001 4 | £ ’ 9 ’ Learning Mode: Manual | Apply Policy ‘
@ DNS Policy Attack Signatures
[ﬁj Local Traffic ’ | All signatures 4 | Go_ I Show Filter Details ¥ I Total Entries: 855 ‘
@ Acceleration Legend: (& Waiting for additional traffic samples (2 Leaming suggestions available </ Ready to be enforced
. f]‘S‘mntureName [csnunamnln[smgm]Leam|~ann[aiock[snamd
e agement ) » *I.namedfork/data" execution attempt (Headers) 200003067  Yes(3 Yes No No  Yes
‘_ Shared Objects ) » "/.namedfork/data” execution attempt (Parameter) 200003066  Yes(y Yes No No  Yes
~) » "/.namedfork/data” execution attempt (URI) 200003068 Yes (5 Yes No No Yes
O ety ] » "/bin" execution attempt (Headers) 200003058 Yes (E, Yes No No Yes
Overview T} » "/bin" execution attempt (Parameter) 200003057 Yes(g Yes No No Yes
Guided Configuration ) » "/bin" execution attempt (URI) 200003059 Yes(3 Yes No No Yes
Application Security ) » “/email/sendmail jsp” access 200010004 Yes(g Yes No No Yes
Protocol Security T) » "letc” execution attempt (Headers) 200003055 Yes(g Yes No No Yes
Network Firewall () » "fetc" execution attempt (Parameter) 200003054 Yes(g Yes No No Yes
DoS Protection ) » "letc" execution attempt (URI) 200003056 Yes(g Yes No No Yes
Bot Defense () » “finfofinfo.jsp" access 200010005 Yes(g Yes No No Yes
Event Logs ) » “/proc/1/cgroup” access (Header) 200010083 Yes(g Yes No No Yes
Reporting T} » "Iproc//cgroup” access (Parameter) 200010082 Yes(g Yes No No Yes
Options T} » "Iproc/1/cgroup” access (URI) 200010084 Yes(g Yes No No Yes
~J » “Iproc/self/lenviron” execution attempt (Headers) 200003131 Yes(g Yes No No Yes
@ Network ) » “/proc/self/lenviron” execution attempt (Parameter) 200003130 Yes (5 Yes No No Yes
System ~) » “Iprociselflenviron” execution attempt (URI) 200003132 Yes(g Yes No No Yes
) » “Jusr" execution attempt (Headers) 200003061 Yes ('5 Yes No No Yes
) » “Jusr" execution attempt (Parameter) 200003060 Yes ('5 Yes No No Yes
) » "Jusr" execution attempt (URI) 200003062 Yes (5 Yes No No Yes
Enforce | Change Properties... Total Entries: 855 | Page 10f43 4| (][]

(2) TStaginglTlEnabled |%&#RL T, [GolREEHLET

References a4

Learn (a4

Alarm a4

Block (A g

Staging | Enabled s I

Enabled (A g

Overrides | Onparameters 4| | All Signatures v
_Go ISave As || Reset
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(3) LFD L3I, MDA StagingII%E->TULVET,

Legend: ( Waiting for additional traffic samples (2 Learning suggesti jlable &/ Ready to be enforced
|~ Signature Name |+ Signature ID | Staging Leam Alarm | Biock | Enabled
1 » "l.namedfork/data” execution attempt (Headers) 200003067 Yes (5 Yes No No Yes
1 » "l.namedfork/data" execution attempt (Parameter) 200003066 Yes (5 Yes No No Yes
—) » "l.namedfork/data” execution attempt (URI) 200003068 Yes (g, Yes No No Yes
~J » "fbin" execution attempt (Headers) 200003058 Yes (5 Yes No No Yes
~J » "bin" execution attempt (Parameter) 200003057 Yes (g Yes No No Yes
_|» "/bin" execution attempt (URI) 200003059 Yes (g  Yes No No Yes
) » "femail/sendmail jsp” access 200010004 Yes (g Yes No No Yes
~] » "letc" execution attempt (Headers) 200003055 Yes (5 Yes No No Yes
~) » "letc” execution attempt (Parameter) 200003054 Yes (g, Yes No No Yes
~] » "letc” execution attempt (URI) 200003056 Yes (g Yes No No Yes
~) » "finfolinfo.jsp" access 200010005 Yes (5 Yes No No Yes
_|» “/proc/1/cgroup" access (Header) 200010083 Yes (g Yes No No Yes
) » "Iproc/1/cgroup” access (Parameter) 200010082 Yes ("‘@ Yes No No Yes
—J » "/proc/1/cgroup" access (URI) 200010084 Yes(g Yes No No Yes
~1 » "Iproc/selffenviron” execution attempt (Headers) 200003131 Yes (g Yes No No Yes
~) » "Iproc/selffenviron” execution attempt (Parameter) 200003130 Yes (5 Yes No No Yes
~) » "Iproc/selffenviron” execution attempt (URI) 200003132 Yes (g Yes No No Yes
_I» "jusr" execution attempt (Headers) 200003061 Yes (5 Yes No No Yes
) » "fusr" execution attempt (Parameter) 200003060 Yes (5 Yes No No Yes
] » "Jusr" execution attempt (URI) 200003062 Yes(g Yes No No Yes

Enfcrcel Change Properties... I Total Entries: 797 | Page 10f40 § \E‘ \E}

BEIEZOFEE Staging E—FTERL. HFICHEMNELESTLIzG. Learn/Alarm/Block E—RIZRLET,
ZDSEEICIE. 53— ECOE@AICREY. BLKIICRTI IV IEERLET (Staging DAHARKLET ),

(4) TChange Properties IIRZZEL, L TDLIIEELET,

Change Properties Of Policy Attack Signatures

Enable | Don't Change %

Perform Staging [No Ny

Cancel Apply Changes to 797 Filtered Attack Signatures

(5) TApply Policy ] R2> &L T, @ALET,

Hostname  big181.f5jp.local Date Jul 16, 2019 User admin Partition: _
IP Address 10.99.88.181 Time 12:33 PM (JST) Role Administrator

|| ONLINE (ACTIVE)

|l standalone

Security » Application Security : Attack Signatures

/ol statistics # - | Attack Signatures

@ iApps I\ WAF-policy-001 4 | ﬁ ‘ v ‘ Learning Mode: Manual A\ Changes not appli* Apply Policy ‘ I
-
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15.5.CVE BEICLKDL T RFrYDHEE
BT F¥h CVE ITHEL TS IER T HEMNTEETT,
(1) TSecurity ]—TOptions ]—TApplication Security |—lAttack Signatures ]—T Attack Signature List] T&RRSH

T-EE O Show Filter Details 127 v93 %&. LTDLSEEEMNRFENET , References Hi5 CVE %1&
RL.CVE BEEEAHLT TGolRAvE#HLET,

Hostname  big181.f5jp.local Date Jul 16, 2019 User admin Partition: (T
IP Address 10.99.88.181 Time 12:40 PM (JST) Role Administrator !

|| ONLINE (ACTIVE)
|| standalone

Security » Options : Application Security : Attack Signatures : Attack Signature List

Nl Statistics 1% - | Attack Signatures ~ | Threat Campaigns = RegExp Validator | Integrated Services v | Advanced Configuration v | Synchronization ~ | Preferences
@ iApps Attack Signatures List
Advanced Filter... 4 Go Hide Filter Details 2 Total Entries: 15
&) ons
Containing String
Local Tr:
ocal Trafflc Signature ID
(7 2%) Acceleration Signature Type (s
£ Device Management Signature Scope LA L))
Attack Type [ Al 2
‘_ Shared Objects
Systems Assigned Systems: Available Systems:
Operating Systems
O SELLY Microsoft Windows
. Unix/Linux
Overview Web Servers
<<
. . Apache
Guided Configuration
>> || Apache stnts
Application Security ﬁgache omeal
Protocol Security JBoss
Jetty
Network Firewall
i Accuracy [ Al 4
DoS Protection —
Risk 4
Bot Defense LA ¢
Event Logs User-defined [ Al N
Reporting Update Date Al 4)
Options References | CVE 4| 2017-5638 I
@ Network Go ISave As || Reset
Import... | Create...
system . e
[. Signature Name < Signature ID | < Signature Type |+ User-defined
» Code Injection Java (Accessing attributes) 200004156 Request No
» Code Injection Java (. i (#_ ) 200004262 Request No
» Code Injection Java (Accessing attributes) (#_keepLastEvalua + 200004265 Request No
tion)
» Code Injection Java (Accessing attributes) (#_lastEvaluation « 200004264 Request No
)
» Code Injection Java (Accessing attributes) (#_traceEvaluatio « 200004263 Request No
ns)
» Code Injection Java (A il (#_typ ) 200004261 Request No
» Java code injection - Content-Type class github.com/joaomatos « 200004287 Request No
fllexboss
» Java code injection - Content-Type class org.jboss.console.re « 200004286 Request No
mote.RemoteMBeaninvocation
» Java code injection - jexboss webshell 200004288 Request No
» Java code injection com.opensymphony (Header) 200003471 Request No
» Java code injection com.opensymphony (Parameter) 200003470 Request No
» Java code injection com.opensymphony (URI) 200003472 Request No
» JBOSS admin panel URL 3 200010106 Request No
» JSP Expression Language Expression Injection (URI) 200004281 Request No
» Object Graph Navigation Library Expression Injection (URI) 200004280 Request No
Delete Total Entries: 15

&2 ? CVE &5 (CVE-2017-5638) [&, Apache Struts 2 DIEFEIEICHIELI=S T R Fr—ETHIEERRLT
WET . AdvWAF TIE, 1 DD CVE BESICEHBLI-V T R F Y AERFELTVAIENHYET,
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16' [r%%]nﬁ‘@%%ﬂﬂjﬁ@g&i .XFS /\‘/;Cj_y—ew:iﬁbiﬁ&

AJ O A% Adv.WAF REBTIEL, MBS — /A DAHITIREAEERLET . COREITLY, Adv.WAF 7
HBTOATHADTARY 110 BFELELGEN O, TDR/NTA—IVRFRGYET,

16.1.Logging Profile M YERK

(1) TSecurityl—TEvent Logs1—TLogging Profiles | TR rENf=ElE A LDl Create /RZEHL . TN F=EIE
TUTOELSIZEHRELET,

Hostname  big181.f5jp.local Date Jul 16, 2019 User admin — ]
IP Address 10.99.88.181 Time 12:45 PM (JST) Role Administrator s Lo

|| ONLINE (ACTIVE)
f || standalone

W m Security » Event Logs : Logging Profiles » Create New Logging Profile...

1= Statistics Loaging Profile Properties Cancel | Create
N o = =1
@ e Profile Name WAF-logging-profile AR (EE)%F ?EI £
Description
@ DNS — = —— -
Soplcation Secistly 8 Enahied Application Security ZFxv¥
aﬂ Local Traffic Protocol Security Enabled
Network Firewall ~ Enabled
L) DoS Protection ~ Enabled
@ Device Management Bot Defense " Enabled

Shared Objects Application Security
s

Configuration | Basic ¢

L:) Security Storage Destination [ Remote Storage 4 Remote Sto rage E%*R
Overview Logging Format | Comma-Separated Values 4
Guided Configuration e (Tcp Nl
Application Security
) IP Address
Protocol Security Port 514 Add
Network Firewall 10.99.2.201:514
DoS Protection Server Addresses Oy WAy —/N\EEE
Bot Defense
Event Logs
Delete
Reporting
N | Field-List 4 | Delimiter ,
Options e
attack_type
£2) Network avr_id
blocking_exception_reason
- . = . captcha_result ce
lem age Format client_type 5
g:l;_il:’me >> II_JCII j] sz:la \IE E EJE*R
dest_port
device_id
tp_ Down
Maximum Entry Length [ 2K 4
Storage Filter | Basic ¢/
‘ Request Type ‘ | Illegal requests only 4

Cancel | Create I
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16.2.Logging Profile ® VS ~®M i F

(1) BNN—FvILY—/ I~ E&TELT= Logging Profile Z:# AL %Y . lLocal Traffic|]—T Virtual Servers |—T Virtual
Sever list| TRRENT=5%2 Y VS #5')vIL. Security %27 DI Policies 15" v93 5&. UTDEEART
INET, YEF LTz profile Z:E&RL T, Update RAEBLET,

Hostname  big181.f5jp.local Date Jul 16, 2019 User admin Partition _
IP Address 10.99.88.181 Time 12:47 PM (JST) Role Administrator

| ONLINE (ACTIVE)
|| standalone

H \bou Local Traffic » Virtual Servers : Virtual Server List » https_WAF.-vs-001

E"‘i Statistics ¥ -~ | Properties Resources Security ~ | Statistics

————
@ iApps

Policy Settings
@ DNS Destination 10.99.1.81:443
Service HTTPS
H] Local Traffic
Application Security Policy | Enabled... 4 | Policy: | WAF-policy-001 %]
Network Map Service Policy
Virtual Servers IP Intelligence | Disabled # |
Policies DoS Protection Profile | Disabled %
Profiles Bot Defense Profile | Disabled % |
Ciphers | Enabled... $ |
iRules . d Aval
/Common Log illegal requests
Pools Log Profile WAF-logging-profile| << global-network
Nod local-bot-defense
odes >> local-dos
Monitors Log illegal and staging requests
Traffic Class | Update I

102



17. T &b
171 TRIEDRYNDT—OH 2T )L
£5—& AdV.WAF ZEMLT. L3 O EILEREEITLET,

18—k FANAYZATUIPC
Win7 Q Linux
sQufPxyary - Brute Force (cURLFI| )
*DoS(ImeterF| )
JL—5— - CSRF, etc. 229
.254 10.99.4.0/24
For-Test
.254
(7'77]‘)[4"7' ko xA) 10.99.1.0/24
IN—=Fx LY —/\ External
AWAF-vs-001:10.99.1.272Z
External-flo-IP:
10.99.1.24n Interface 1.1
Interface 1.1 Interface 1.3 VLAN: External
VLAN: External ° 1P 10.99.1.YYY
1P:10.99.13XXX \ | | VLAN: HA ST
. . Interface 1.3 IP: 10.99.3.YYY
Active T 20 N VLAN:HA andpy
(S IP: 10.99.3.XXX (S
[ — ] [ — o]
. . . . Mgmt IP:
10.99.3.0/24(HA) bigYYY.f5jp.local p————"—u
Interface-1.2 : “Mgmt IP: — 7 10.99.88.YYY 10.99.88.0/24
VLAN: Internal 0.99.88.XXX Interface 1.2 RR—=AI
1P: 10.99.2 XXX VLAN: Internal BIG-IP
1P:10.99.2.YYY n%; BsEE
Internal-flo-1P:10.99.2.24n 264 DLAN
4 10.99.2.0/24 '
254 Internal
g H )l/_g_
H 219 :
: : 254 10.99.100.0/24
: AB—F v
216
HTTP(80)
: Apache/PHP/MySQL
PONTPH—N :
........................ : Web pool

..........................................

Adv.WAF f&l® HA (High Availability) VLAN (&, TREDOHEHIOMILZPYRYITZERD VLAN TI,
External %> Internal VLAN ZF|B9 22 EHA[8ETI AN HAEFH®D VLAN 2 BI03 32 &5 HELTLET,

£oT. RERMIZBEWLTIL. HAVLAN ZEMLTWET,
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17.2.Active DR E

BEH(IR—TAVN)IP FELRAD 4 7V TYREDEFRKXEVED, TIAILET Active”EBYET,
F5Lab IRIETIE. bigXXX.f5jp.local A Active #&7RUET,

17.2.1. VLAN, SelflP D& E

(1) HAVLAN D%E
INetwork |—=VLANs | TR RSN =EIE DG LIZ&H S Create /R ZZHL . HA FH VLAN 5% ELE T,
Date Jul 25, 2019 User admin Partition: _

Time 7:52 PM (JST) Role Administrator

Hostname  big181.f5jp.local
IP Address 10.99.88.181

fs ]| ONLINE (ACTIVE)

Network » VLANSs : VLAN List » New VLAN...

@ Local Traffic

@ Acceleration

&= Device Management

‘_ Shared Objects

Interfaces

Routes

Self IPs

Packet Filters
Quick Configuration
Trunks

Tunnels

Route Domains

VLANs

(2) HAVLAN O IP 35
INetwork]—TSelf IPs I CR RSN =-EE O A LIZH S Create J/R2 %L HA A VLAN @ IP 5/ ELE T,

Date Jul 25,2019
Time 7:54 PM (JST)

Hostname  big181.f5jp.local
IP Address 10.99.88.181

| ONLINE (ACTIVE)

Eﬁj Local Traffic

@ Acceleration

g Device Management

‘_ Shared Objects

O Security

General Properties

Name HA %_ﬂ‘ﬁ({flxé:) %?EEE
Description
Tag
Resources
Interface:| 1.1% |
Tagging: | Untagged % | f— 3
s R—k &Untagged #:&1R
(e 1.3 (untagged)

Edit = Delete
Configuration: |_Basic v
Source Check
MTU 1500
sFlow
Polling Interval | Default % |
Sampling Rate | Default % |

Cancel Repeal

User admin
Role Administrator

[r——
partion: (CNE "S5

Network » Self IPs » New Self IP...

Configuration
Name HA-ip ZE1({EFE)
IP Address 10.99.3.181 IP 7RLR
Netmask 255.255.255.0 HI RV RY
VLAN / Tunnel (A 3 VLAN ZE57E
Port Lockdown | Allow Default 3] ¥4 149 Allow None LIS} 258 58
R et
Service Policy [ None#|

Cancel Repeat

31 Allow None Z#E ¢ HA OBELHIEHTLEL., HA A O EHE A, (CZTIE Allow Default #:ZUVFEY)
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17.2.2. Device MEETE

(1) &IZ. I'Device Managementl—TDevices|T. B% B & : bigKXX.f5jp.local(self)#ERLET

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin
IP Address 10.99.88.181 Time 7:55 PM (JST) Role Administrator

]| ONLINE (ACTIVE)
fs | Standalone

ZELIGLE  Common

Device Management » Devices

1+ +~ Device List

@ iApps
* Search

@ DNS - Status « Name + Add “ Host < Versi Time Delta (sec)
| &  big181.isplocal (Sel) | 10.99.88.181 big181.fSjp.local BIG-IP v14.1.0.6 (Build 0.0.9) 0

@ Local Traffic

@ Acceleration

g Device Management

Overview

I Devices I

(2) TConfigSynci%#ERL . HAVLAN [ZHETELT= IP 7FL X %Z:ER LI Update IZ L ET,

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin Partition: _
IP Address 10.99.88.181 Time 7:56 PM (JST) Role Administrator .

| ONLINE (ACTIVE)
| standalone

Device Management » Devices » big181.f5jp.local

s - Properties ConfigSync Failover Network | Mirroring

@ iApps
ConfigSync Configuration
&3 ons ’ Local Address I\ 10.99.3.181 (HA) 4 HA VLAN [ZERELT= IP PRL A%&ER I

@ Local Traffic

(3) lFailover Network 1Z521RL . TAddIR2 EHLET,

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin Partition _
IP Address 10.99.88.181 Time 7:58 PM (JST) Role Administrator SIHHONE

| ONLINE (ACTIVE)
5 | standalone

Device Management » Devices » big181.f5jp.local

Properties ConfigSync Failover Network  Mirroring

iApps
@ i Add...

Failover Unicast Configuration

/ol Statistics Ll

@ DNS [v|| & Local Address ’ * Port { < VLAN

No records to display.

@ Local Traffic

@ Acceleration

Delete

Failover Multicast Configuration

£=) Device Management Use Failover Multicast Address | || Enabled
Overview Update
Devices
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(4) HAVLAN [ZERFELT= IP 7RLX%EEIRL . [Finished )R 2L EHLETS,

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin Partition _
IP Address 10.99.88.181 Time 7:59 PM (JST) Role Administrator -

| ONLINE (ACTIVE)

Device Management » Devices » big181.f5jp.local

New Failover Unicast Address

| & iApps Address: | 10.99.3.181 (HA) HAl VLAN (:EQE Lf: IP TFD;Q%E?R
@ DNS Port: 1026
@ Local Traffic Cancel Repeatl Finishedl

(5) Mirroring %#RL. HAVLAN IZ3EELT IP PRLRETSATVITIBELE T . FETT A ZITIE
Secondary &L T. Observe VLAN IZ$8ELT= IP PRL RFFEIRL TLVET , :E R &, [Update JZHLET,

Hostname  big181.5jp.local Date Jul 26, 2019 User admin Partition _
IP Address 10.99.88.181 Time 12:05 PM (JST) Role Administrator

| ONLINE (ACTIVE)
|| standalone

Main Help out Device Management » Devices » big181.f5jp.local

Properties ConfigSync Failover Network | Mirroring

/e Statistics L

@ iApps

Mirroring Configuration
@ DNS Primary Local Mirror Address || [ 10.99.3.181 (HA) 4| Primary [=% HA VLAN S35 L1= IP 7KL R %2R
B Local Tt Secondary Local Mirror Address| | [ 10.99.2.181 (internal) + | Secondary [F1EE (ZZ Tl internal VLAN Z#E1R)

[N A mmtensto | Update I
17.2.3. B ZIREH (NTP) B2 %

(1) TSystem] — [Configuration] — [Device] — INTPJZ:#IRLET , Address I, NTP H—/ D IP 7~
LZZEAAL, TAddIRZEIRLET,

Main n ste onfiguratio De
= . - Device OVSDB App 1Q
General
@ iApps
Prope
@ DNS DNS Address:| 10.99.2.219 J
Hosts Add NTD - S «
@ Local Traffic 10.99.2.219 N1 /\0)7}*|/Z§)\j]t,~ rAdeE?ﬁT
SMTP B
@ Acceleration SSHD
Time
g Device Management Upstream Proxy

‘_ Shared Objects

O SRcuity Edit  Delete

@ Network | Update I
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[CSE]NTP RIEREEDFESR

NTP EHPREDHEZRIL. ATV RSAUDNLEBLET , LLTIZ, Tera Term #F|ALI-IGE OHERE A EZERLET,

@ SSHTHRIAULET,

& TCP/P Host: | 10.99.88.207 10.99.88.XXX ~|
IV History
Service: © Telnet TCP port#: |22
SSHversion: [SSH2 ~
C Other )
Protocol: |UNSPEC ~
C Serial Port: [COM1: s& S~ (COM1) |

OK | Cancel | Help |

@ User name [Zlroot1%& A A1L. Use challenge/response to log in #FzvoLFET,

SSH Authentication =101 x|

Logging in to 172.28.15.208
Authentication required.

User name: | root

Bassphirase; I
[V Remember password in memory
™ Forward agent

‘ " Use plain password to log in ‘
€ Wse rhosts to log in (S5H1) Local user name; |

Host private key.file:

‘ " Use RSA/DSA/ECDSA key tologin  Frivate key file:

I ‘ % 1lse challenge jresponse to log in(keyboard-interactive): I ‘

N

. |

OK I Disconnect l

’ " Use Pageant

@ NRIT—FZANILET, (TIAILNRED/SRT—KIXIdefault] TTF)

SSH Authentication Challenge x|

Logging in to 172.28.15.208
Password:

OK I Disconnect |

@ SSH7UEAMTET LIz, Intpq -np E&RITLET . KHEICT * 1A DVTLNIE, AENTETLTOET,
(R TREICGHET, AN DDZELHYET )

[root@bigXXX:Active:Standalone] config #
remote refid stt when poll reach  delay offset jitter

0.805 -0.003 0.933
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17.3.Standby ##(bigYYY.f5jp.local) D% E

(1) Active #T® VLAN., Self IP, Devices ME%TE LRIFRDERFE E Standby HEICK L THITLVET,

(2) Standby #IZE%E 3 5 VLAN (LA T D KSIZHYET,

Hostname  big180.fSjp.local Date Jul 25, 2019 User admin Partition
IP Address 10.99.88.180 Time 8:09 PM (JST) Role Administrator ! 2

]| ONLINE (ACTIVE)
f5 || standalone

Main elp Network » VLANSs : VLAN List

Nl Statistics 7+ +  VLAN List VLAN Groups
—
iA|
@ Ppe * Search Create...
3 ons /1 2 Name - Appiication - Tag Untagged nterfaces Tagged Interfaces | - Parition /Path
L HA 4092 1.3 Common
[ﬁ Local Traffic @ extemal 4094 1.1 Common
@Accole o ) internal 4093 1.2 Common
Delete...

(3) Standby #IZE&FE 9 5 Self IP PFLRIELULTD&LIIHEYET,

Hostname  big180.f5jp.local Date Jul 25, 2019 User admin Partition:
IP Address 10.99.88.180 Time 8:10 PM (JST) Role Administrator 2

|| ONLINE (ACTIVE)
|l standalone

H DOU Network » Self IPs

A Statistics 7+ v Self IP List
Ld —
iApps

@ PP : Search Create...

@ DNS (|| + Name + Application  + IP Address | + Netmask | + VLAN/Tunnel | * Traffic Group * Partition / Path
) HA-ip 10.99.3.180 255.255.255.0 HA traffic-group-local-only Common

(3) Local Traffic @) exismalip 10.99.1.180 255.255.255.0 external traffic-group-local-only Common

@Accelorlﬁon ) internal-ip 10.99.2.180  255.255.255.0 internal traffic-group-local-only Common
Delete...

(4) NTPBREZEITLET,

Hostname  big180.5jp.local Date Jul 25, 2019 User admin Partition _
IP Address 10.99.88.180 Time 8:11 PM (JST) Role Administrator

| ONLINE (ACTIVE)
5 |l standalone

H U System » Configuration : Device : NTP

/vl statistics #+ - | Device v | OVSDB

@ iApps
Properties

@ DNS Address: 10.99.2.219 NTP 7KL RZAAL.

Add
@ Local Traffic

10.96.2.219 FAdd |/RAEHT
@ Acceleration

g Device Management

Time Server List

‘ Shared Objects

O Secutity Edit | Delete

@ Network | Update I
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(5) TDevice Management|—[Devices]T. B4 BH& :bigYYY.f5jp.local(self)ZEIRL . Active #REI#kIZ. Device

Connectivity DEREZF1TLVET,
Z9°& ConfigSync R/ ELE T,

Hostname  big180.5jp.local Date Jul 25, 2019
IP Address 10.99.88.180 Time 8:12 PM (JST)

User admin
Role Administrator

]| ONLINE (ACTIVE)
|| standalone

§

/el statistics

5 iaeps

Device Management » Devices » big180.f5jp.local

¥+ v | Properties ConfigSync Failover Network

ConfigSync Configuration

Mirroring

@ DNS

’ Local Address I | 10.99.3.180 (HA) v

HA VLAN O IP 7RL 2% &R |

@ Local Traffic

| Update I

(6) Failover Network ZE%ELEY

Hostname  big180.Sjp.local
IP Address 10.99.88.180

User admin
Role Administrator

Date Jul 25,2019
Time 8:13 PM (JST)

|| ONLINE (ACTIVE)

Device Management » Devices » big180.f5jp.local

New Failover Unicast Address

Address: [110.99.3.180 (HA)

«

HA VLAN @ IP 7KL X% &R

Port: 1026

Cancel = Repeat

[3) Local Traffic

: : B

(7) Mirroring ZE&ELFEY
Hostname  big180.fSjp.local Date Jul 25,2019

IP Address 10.99.88.180 Time 8:14 PM (JST)

f:

User admin
Role Administrator

]| ONLINE (ACTIVE)
|| standalone

/el Statistics

Device Management » Devices » big180.f5jp.local

# + Properties ConfigSync Failover Network

iApps

Mirroring Configuration

Mirroring
—

Primary Local Mirror Address | 10.99.3.180 (HA) 2

@ DNS

[10.99.2.180 (internal) % |
@ Local Traffic e ————

Secondary Local Mirror Address

Primary [Z1& HA VLAN [ZERELT= IP 7RL RAEEIR
Secondary [${EE (ZZ Tl Internal VLAN %3%4R)

| Update I

(72) Acceleration
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17.4. T INA RS RAMDER

(1) THRARFZRAMEEICT, TRIL T HHFE CEERBRERUET,
(2) ARIEIZ. Active #:bigXXX.f5jp.local ™MD H . F’RELFET .

(3) 'Device Management|—TDevice Trust]—IDevice Trust Members |ZERL . [AddIRZEBLET,

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin Partition
IP Address 10.99.88.181 Time 8:16 PM (JST) Role Administrator - Sl u

| ONLINE (ACTIVE)

Device Management » Device Trust : Device Trust Members

¢ v Local Domain Identity Device Trust Members

L&) 'Apps
Peer and Subordinate Devices Add...
@ DNS [v| + Name * Device Type | * Hostname | * Serial Number |  MAC Address
No records to display.

@ Local Traffic

@ Acceleration

g Device Management

Delete

Overview
Devices

Device Groups

I Device Trust I

Traffic Groups

(4) Standby #:bigYYY.f5jp.local @ IP 7RL AEEEE ID(AdmIin)&/ SR T—REIEELE T, [Retrieve Device
Information IFR2EHLET,

Hostname  big181.f5jp.local Date Jul 25, 2019 User admin Partition _
IP Address 10.99.88.181 Time 8:16 PM (JST) Role Administrator .

| ONLINE (ACTIVE)
| standalone

Help Abo Device Management » Device Trust

/el Statistics
Retrieve Device Credentials (Step 1 of 3)
L 'Apps Device Type | Peer v
3 ons Device IP Address 10993180 10.99.3.YYY Staniby o IP TRLREEEL.
BEI—Y inH LY
Administrator Username admin = E% o -U-% (admtl,r,lzab J:U
@ Local Traffic %@/\ZU—F’é?aELiT
@ Administrator Password =~ | eeeeees
Acceleration
= Cancel Retrieve Device Information I
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(5) Standby # bigYYY.f5jp.local DEEBAEFRAFK RSN FE T, [Device Certificate Matches J/RAEHLET,
Date Jul 25, 2019 Partition: (S

Time 8:18 PM (JST)

User admin
Role Administrator

Hostname  big181.f5jp.local
IP Address 10.99.88.181

| ONLINE (ACTIVE)
f5 | standalone

) iapps

Device Management

» Device Trust

Retrieve Device Credentials (Step 1 of 3)

Device Type | Peer v
@ DNS Device IP Address 10.99.3.180
Administrator Username admin

@ Local Traffic
@ Acceleration

Pt
Device Management
=

Administrator Password

Verify Device Certificate (Step 2 of 3)

Subject [c=-
-/ST=WA/L=Seattle/O=MyCompany/OU=MyOrg/CN=localhost.localdomain/emailAdd oot@localhost.locald
Overview n B
lanagemen

Devices Address Lo 80
Device Groups Expiration [ Sun Jul 07 09:58:27 JST 2029
Device Trust Serial Number f7a9fe1e30d862c1
Traffic Groups Siaged oS

SHA-1 1fe1449db6c43d38e3ec9a43622c375994785652

‘_ Shared Objects MD5 59f600ed4f12e09e9ed1e918b8a00f83

k\) Security

Cancell Device Certificate Matches I

(6) Device Name #Hz2L . [Add Device IIRZE#HLET

Date Jul 25, 2019
Time 8:19 PM (JST)

User admin
Role Administrator

Hostname  big181.f5jp.local
IP Address 10.99.88.181

| ONLINE (ACTIVE)
| standalone

Device Management » Device Trust

Retrieve Device Credentials (Step 1 of 3)

Iy

Device Type | Peer v

@ DNS Device IP Address 10.99.3.180
@ Local Traffic Administrator Username admin
Administrator Password sesseee

@ Acceleration

Verify Device Certificate (Step 2 of 3)

g Device Management IC=-
Eibiect -/ST=WA/L=Seattle/O=MyCompany/OU=MyOrg/CN=localhost.localdomain/ ilAddi oot@localhost.locald in
Overview - i
lanagemen
Devices Address 0203180
Device Groups Expiration [ Sun Jul 07 09:58:27 JST 2029
Device Trust Serial Number f7a9fe1e30d862c1
Traffic Groups e s
SHA-1 1fe1449db6c43d38e3ec9ad3622c375994785652
‘_ Shared Objects MD5 59f600ed4f12e09e9ed1€918b8a00f83

Add Device (Step 3 of 3)

Name ‘ big180.5jp.local

Cancel | Add Device
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(7) ARBEINFTNARELTERIN-KETT,

Date Aug7,2019
Time 6:19 PM (JST)

User: admin
Role: Administrator

Hostname: big181.f5jp.local
IP Address: 10.99.88.181

|| ONLINE (ACTIVE)
5 |l changes Pending

Device Management » Device Trust : Device Trust Members

Partition: el

/] statistics %% v | Local Domain Identity Device Trust Members
0 Add
Peer and Subordinate Devices
@ DNS /|| + Name * Device Type  + Hostname | + Serial Number + MAC Address
) big180.5jp.local Peer big180.f5jp.local 4217261b-71df-2705-64852db0043c 00:50:56:97:fc:93
@ Local Traffic Dolote

(8) Device Management|—IDevices ] TR 5. (self)IZiNZ . Standby #:bigYYY.f5jp.local HFRENET

- =3 e";‘ )
(;;[iﬁ&nm\o)ﬁr )
Hostname: big181.f5j Date Aug7,2019 User: admin
10. 8 Time 6:20 PN ole: Administrate

Device Management » Devices

2+ + Device List

Partition: [lleyTy ]

/- Statistics
1 iApps
* Search
@ DNS |~ Status | « Name - Address |+ Hostname | * Version | Time Delta (sec)
&  big180.f5jp.local 10.99.88.180 big180.5jp.local BIG-IP v14.1.0.6 (Build 0.0.9) 0
@ Local Traffic
@  big181.Mjp.local (Self 10.99.88.181 big181.f5jp.local BIG-IP v14.1.0.6 (Build 0.0.9) 0

@ Acceleration
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175.FTNARTIL—TDETE

(1) TNARTL—TE, TINARNS RN CIEBERBERERBALEBORT, CFORBE TR RILEZITOIADIEET
o TINMM AT AME AdV.WAF X3 BLLETHERTHZEETEET, HIZIE. (1)EQ)TREIEZITL. (2)&(3)
FaV T4 READ AT, ELWVSHEEAAEEEL>TWET , COMABRDOEET NIRRT IIL—TTHEELE
7,
2B TRRILEITIGEEITNARITIN—TOHRA A EHFEYEBTIDEIHYFLAN, REIIBHETT,

(2) T'Device Management|—TDevice Groups s, T/Af AT )L—TEERBLET,

Hostname: big181.f5jp.local Date Aug7,2019 User: admin Partition: —
IP Address: 10.99.88.181 Time 6:21 PM (JST) Role: Administrator

| ONLINE (ACTIVE)
| Changes Pending

m m Device Management » New Device Group...

/el Statistics
General Properties
iApps o =
@ BB Name Device-Group-001 % Al (EE%L‘) ;EEQE
@ DNS Group Type Sync-Failover ¥ I Sync-FaiIover ] ;&E;];R
Description
@ Local Traffic
) Configuration: | _Advanced
@ Acceleration
) Includes ) ) Available
ICommon
= Device Management big180.fSjp.local | << —_ i N /a AR
BT big181.Hjp.local | MRIEZITSTNNAR (BN BEEEZET) EER
Overview o
Devices
Device Groups Sync Type Manual with Incremental Sync %
Device Trust g;:"(':(usn; IncrsmentallSync 1024
Traffic Groups . S == 3
Network Failover ¥/ Enabled *\yl~'7—’]71»{)b7j'—/ \’&hod)’ﬁ 9"1‘)7
Link Down Time on Failover 0.0 d
Wy Shared Objects seconds
Cancel Repeat | Finished
Q) bty i)

(3) TNARTIW—THMESLNT-KETT,

Hostname: big181.f5jp.local Date Aug7,2019 User: admin Partition
IP Address: 10.99.88.181 Time 6:23 PM (JST) Role: Administrator . x

| ONLINE (ACTIVE)
]| Changes Pending

Device Management

/v Statistics #+ ~ Device Group List
@ iApps
. Search Create...
@ DNS V|| = Group Name * Type e e e
) Device-Group-001 (Includes Self) Sync-Failover Manual Awaiting Initial Sync 2
@ Local Traffic S
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17.6. 5574995 W—TDHE

FST490 T N—T X TINART V=T HTHE TS24 T ILDEETT,
FI(Z. Virtual Server &3 A IP(Floating IP)IScS 74990 W—T DA T HRTT,

(1) TDevice Management]—T Traffic Groups |ZHEFRLET . T 74 ILET, [Traffic-group-11&EWLVSBRID ST 195
FI—THNEELTWVET, LU, 20 Traffic-group-1 [ZxtL T, Floating IP & kU Virtual Server #E|&4TT
WEEY,

Hosiname  big191.15jp Jocal Date Jul 26, 2019 User admin _
mm v
IP Address 10.99.88.191 Time 8:44 PM (JST) Role Administrator i Common

f5 J ONLINE (ACTIVE)

Device Management » Traffic Groups

statistics g+ -~ Traffic Group List

iApps

Failover Status
3 ows Status ACTIVE

Summary 1/1 active
() Local Traffic o
@ Acceleration F || Search Create...

\ZlAName ]:AdjveDevica + Next Active Device :FailoverObjedsleHAGroup]:FailovefMeﬁ\odl:Patﬁﬁon/Pam
g Device Management

traffic-group-1 big191.15)p.local (Self) big190.15)p.local 1 None HA Order Common

Overview Force to Standby... || Delete... |

Devices 7_:77]'”/"0) I~374‘y77‘\)b—7°

Device Groups

Device Trust

I Traffic Groups I

(2) Floating IP(£% IP)Z:BMNERELET , Floating IP (&, Active #4 85I Standby #A 5 | EMH#< . B HIZER
FESINTz IP PRLR(Self IP)Z$ELET . EH—/\E. D IP PRLRET I+ ILMNT— b Iz AI1T3EE T HTE
T. Active/Standby DEIYEHY FERICE, BIEISEELZBRTEET,

(3) Internal VLAN Al # A IP(Floating IP)ZiBMERELE Y . [Network | =T Self IPs MO ERELET
ZZ T, Traffic-group-1 Z:&RT B ET, TDRS T4 0T IL—TIZBSEBFT,

Hostn. 191fSjplocal  Date Jul 26,2019 User admi
IF)deal o ':9 88.191 T\:!i 3”46;I.| WsT) PZ: AU’I‘V‘N‘I‘);SII&IOI e
| ONLINE (ACTIVE)
fs |l Changes Pending
Network » Self IPs » New Self IP...
/e statistics
- .
48pos Name | intenal-flo-ip % ﬁﬁ FEE) %E&E
&3 ows 1P Address 10.99.2.241 JO0—742%5 IP PTELRAERTE
B LocalTrame Netmask [255255.255.0 IR YNIRIEIETE
VLAN / Tunnel internal v VLAN %3
(724) Acceleration — = 5 E%_?R ‘
Port Lockdown Allow Default D IP 7PRLR EMH—E R (SSH/GUI %) Z#EF 7]
g Device Management Inherit traffic group from current partition / path . =
Traffic Group raffic-group-1 (floating) v rtrafflc-g rou p—1 1 %E*R
‘ Shared Objects ) )
Service Policy None v

WS (oo s
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(4) External VLAN |0 # M IP(Floating IP)£BMERELET

Hostname local Date Jul 26, 2019 User admin
IP Address 1 91 Time 8:50 PM (JST) Role Administrator

BERUGRE Common v

| ONLINE (ACTIVE)

Network » Self IPs », New Self IP...

“73 Statistics
Configuration

iApps Name | external-flo-ip % ﬁﬁ (EE%L\) EE&E
@ DNS IP Address 10.99.1.241 20—F 425 IP PRLRAZERTE
) Local Traic Netmask [255255.255.0 YT RYNIRDZEIRTE
) hecsratn VLAN / Tunnel external v VLAN ’EE?_R
o UL S ose P FRL R EDH—E R (SSH/GUI %) Z{Zt
e Traftc Group (iatcorou foaing traffic-group-1.%5&4R
Mg Shared Objects Service Pokcy ooy

h)isecsto et [

(5) TLocal Traffic]—TVirtual Servers |—[Virtual Address List)Z#iRLE T,
Traffic Group [Zltraffic-group-1 IAEBIREIN TNVS I EEHERLET .

e I 26, 2019 e i
Date Jul 26, 20 User admin R Common. ¥ |

Time 8:51 PM (JST) Role Administrator

Local Traffic » Virtual Servers : Virtual Address L

2 + Virtual Server List  Virtual Address List

/e statistics
&4 IApps
2 r |Search
&) ons )] [~ Status | + state | « Name | - Appiication | + Address | + Traffic Group | + Parition / Path
J Q Enabled 10.99.1.91 10.99.1.91 trafiic-group-1  Common

@ Local Traffic

[Enable || Disable || Delete.. | Mtraffic-group-11AEIREN TLNSH T EAFERR

Network Map

(6) TDevice Management|—[Traffic Groups |® Traffic-group-1 #%')v%—TFailover Objects |27 %%')v5L
T.HBEHERTIE. T2ANA—N—FTOIMIUTDKSITHH>TLNET,

Hostname

Use
er admin Partiion

Role Administrator

IP Address 1

| ONLINE (ACTIVE)

Device Management > Traffic Groups » traffic-group-1

"l statistics g - Properties Failover Objects |
[S——
@ i [ || Search
@ DNs + Name < Address | + Type + Partition / Path
10.99.1.91 10.99.1.91 Virtual Address Common
@) Local Traffic TR 10.99.1.241 Self IP Common
@ Acceleration internal-flo-ip 10.99.2.241 Self IP Common

g Device Management
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(7) Adv.WAF EB DEE TY . AdvWAF RS —% R T EDICHBEELVET,

I'Security |—T Options ]—T Application Security |—I Synchronization 1—T Application Security
Synchronization | CR RSN f-EE T. XELT- Device-Group ##iRL. [lSavel R EHLET,

20 Use i
s samn

Administrator

Security » Options : Application Security : Synchronization : Application Security Synchronization

¥+ - Atftack Sign: es v Threat Campaigns RegExp Validator Integrate ices v Advanced Configuration v Synchronization ~ Preferences

| g iApps Applicati ity § izati
1 | Device Group R TEFH D Device-Group #iEIR
@ DES . TCommon/big190.5jp.local
‘ evice Group Members /Common/big191.f5jp.local
@ Local Traffic Device Group Type Sync-Failover
\_ @ P Config Sync Manual

[E=]

£=) Device Management
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17.7.ConfigSync

Active # : bigXXX.f5jp.local [CD&IZ1To1=E% E % . Standby #:bigYYY.f5jp.local [CEH#AT B 1=, ConfigSync

EITVWEYS,

lDevice Management ]—

lOverview 1%EiR3 % &, 30D Device Group AERESN TLVET,

I | device_trust_group | trust group IZ peer Z5&FE T 5&. P ATLIZK>TEBMITERSNE T, peer D
EAXEHRE Sync LET,
I | datasync-global-dg | Adv.WAF %% M Device Group T. VAT LIZE>THBMIZER SN ET , Script
PrES8#% Sync LET,
Il | Device-Group-001 | RIIETHERLf-1—YEREMEIBDT—42% Sync LFT,
(EED 4TI

I [ZBEHTSync dNETH, IEMIFTIAHIMTI=aTIL Sync DBEEL>TVET . TIXYIEIRER. £7-
[ UCS 77 I T—2% RN LIz#&IZ Sync KT HBELHYET, MIEI=aT7I/ILEEDNHE. 1—H
REEEDEREEITOMIGEEIZ Sync #ERELET,

(1) Device-Group-001 ({EE D &R % Sync LET . 72U 717 #(bigXXX.f5jp.local)Z:ERL . [SynclRa2 %
$ET. AVI4TE

Hostname  big191.fSjp local
IP Address 10.99.88.191

| ONLINE (ACTIVE)
5 || Changes Pending

Time 8:55 PM (

Date Jul 26, 2019

HAASITHONET,

User admin
Role Administrator

1))

Device Management » Overview

/e Statistics
@ iApps
) ons

) Local Traffic

’/_2\ Acceleration
g Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups
‘_ Shared Objects
O Security
£32) Network

[£%] System

Device Groups:

Sync Issues :

~ Device-Group-001 Changes Pending 2 Devices

0 Changes Pending

Recommended action: Synchronize big191.15jp.local to group Device-Group-001

Sync-Failover Group Manual Sync No successful group sync

Devices: View: | Basic v

Recent Changes

® | 57 big191.f5jp.jocal (Self) FE IR

New Device Group Members

Awaiting initial Sync with Changes Pending Configuration Time : 7/26/2019 at 20:51:30

Configuration Time : Device has not synced with

& big190.f5jp.local
5 big ip -

@ Awaiting Initial Sync

Sync Options:
® Push the selected device configuration to the group

In Sync:
l » datasync-global-dg Changes Pending 2 Devices Sync-Only Group No successful group sync |
» device_trust_group @ In Sync 2 Devices Sync-Only Group Auto Sync ;%51;61 5on 7/26/2019 at |

17




(2) datasync-global-dg & Sync LE 9 . 7971 7 #(bigXXX.f5jp.local)Z:#RL . [Sync/RE 3 Z&T, av
47 RN ITHONET,

Hostname: big181.f5jp.local Date Aug 7, 2019 User: admin Partition _
IP Address: 10.99.88.181 Time 6:45 PM (JST) Role: Administrator

| ONLINE (ACTIVE)
|| changes Pending

Help bou Device Management » Overview

Nl statistics 2 + Overview

@ iApps Device Groups:
@ DNS Sync Issues :
v datasync-global-dg | Changes Pending 2 Devices Sync-Only Group Manual Sync No successful group sync

@ Local Traffic

@ Acceleration 0 Changes Pending

Recommended action: Synchronize big181.f5jp.local to group datasync-global-dg

g Device Management

Devices: View: | Basic :
Overview )
Recent Changes
Devices S
I @ @ big181.f5jp.local (Self) E#R _ Awaiting initial Sync with Changes Pending  Configuration Time : 8/7/2019 at 18:07:43 I
Device Groups

New Device Group Members

Device Trust
Configuration Time : Device has not synced with
Traffic Groups © | &5 big180.f5jp.local @ Awaiting Initial Sync 9 Y
group
‘_ Shared Objects Sync Options:
® Push the selected device configuration to the group
O Security
c
@ Network
System In Sync:
» Device-Group-001 () In Sync 2 Devices Sync-Failover Group Manual Sync :"'aszygi gn 8/7/2019 at
» device_trust_group () In Sync 2 Devices Sync-Only Group Auto Sync I1n852y;i gn 8/7/2019 at

(3) UTDAYE—UMNTEHDT, [Sync and Overwrite 1ZEIRLET,

Confirm Sync and Overwrite

Push big181.f5jp.local configuration to datasync-global-dg?
Warning: The receiving devices may become OFFLINE for several
minutes while the configuration is updated:

big180.f5jp.local may become offline for several minutes
big181.f5jp.local will remain online

Sync and Overwrite Cancel
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(4) LIEF 2L, AV 4T REANTE T L. RRT—RANT ) —UITHRYFET,
Hostname: big181.f5jp.local Date Aug7,2019 User: admin Partition _
IP Address: 10.99.88.181 Time 6:47 PM (JST) Role: Administrator

I ONLINE (ACTIVE)
f5 Jl Insync

Help \bout Device Management » Overview

/v Statistics £ v Overview
iApps Device Groups:
@ DNS In Sync:
@ Local Traffic » Device-Group-001 | ) InSync I 2 Devices Sync-Failover Group Manual Sync z"afzygzig n 8/7/2019 at
@ Acceleration v datasync-global-dg | ) In Sync I 2 Devices Sync-Only Group Manual Sync |1"8,soy.';,ign HESRE
g Device Management
In Sync
Overview
All devices are in sync. There are no changes pending.
Devices
Device Groups Devices: View: Basic %
Device Trust © | 5 big180.f5jp.local O InSync Configuration Time : 8/7/2019 at 18:07:43 ‘
Traffic Groups O | 5 big181.f5jp.local (Self) @ InSync Configuration Time : 8/7/2019 at 18:07:43 ‘
Mg Shared Objects Sync Options:
No sync options are available.
O Security
. . In sync on 8/7/2019 at
@ Notwork » device_trust_group ) In Sync 2 Devices Sync-Only Group Auto Sync 18:28:40
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17.8. Traffic-group-1 @ Active/Standby DY E %

(1) 7UT7147#DDevice Management |— [ Traffic Groups | h\i5 Traffic-group-1 Z:&3RL . [Force to Standby |
REVERLET,

Hosiname  big191.f5jp Jocal

IP Address 10.

| ONLINE (ACTIVE)
f5 i

Click to return to the start page
wan [ wew | Avout |

/el statistics
iApps

&3 ons

@) Local Traffic

@ Acceleration

g Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups
‘ Shared Objects
Q Security
£2) Network
System

User admin
Role Administrator

Device Management » Traffic Groups

7+ ~ Properties

General Properties

Failover Objects

LERUENE Common v

Name traffic-group-1

Partition / Path Common

Description

MAC Masquerade Address

Current Device big191.15jp.local (Self)

Next Active Device big190.15)p.local
Health Monitor

HA Group none v

Failover Configuration

Failover Method

Failover Order

HA Load Factor

Failover to Device With Best HA Score
« Failover using Preferred Device Order and then Load Aware

Always Failback to First Device if it is Available
Preferred Order Load Aware
A big190.15jp.local
big191.15jp.local
>
<<
Up Down

[1

Cancel = Save

| Forcetostandbyl

(2) #RORYTT7YTMNTBDT, IForce to Standby ITR2FHLET,
Force Traffic Group to Standby

QAre you sure you want to force this Traffic Group to standby?

(3) ZD#ER. Active H

Hostname  big191.f5jp local
IP Address 10.

I ONLINE (STANDBY)
£5 5=

| ep | Abou |

/el statistics
@ iApps
@ DNS

() Local Traffic
 24) Acceleration

g Device Management

Overview

| Force to Standby I Cancel

5 Standby [CEHYFET,

User admin
Role Administrator

Device Management » Traffic Groups

¥+ + Trafiic Group List

EEULGRE Common v

Failover Status
Status STANDBY
Summary 1/1 standby
Details
F |[Search Create...
EMA Name ]: Active Device | ¢ N:nAaiveDevics s FailovarObjeﬁs1¢ HAGmuple Failover Method ’% Partition / Path
traffic-group-1 big190.15jp.local big191.15)p.local (Self) 3 None HA Order Common

| Force to Standby... || Delete
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Partition

] Statistics ¢+ ~ Traffic Group List
iApps
Failover Status
@ DNS Status ACTIVE
Summary 11 active
@) Local Traffic .
@ Acceleration [ || search Create...
V]|« Name |+ Active Device * Next Active Device |+ Failover Objects |+ HA Group * Failover Method | + Partiion / Path
g Device Management
) traffic-group-1 big190.f5)p.local (Self) big191.15jp.local 3 None HA Order Common
Overview | Force to Standby... || Delete... |

(5) FRARAYISA T rh B, ERLLT= Virtual Server ~ Web 50 H T7Y2AL. Web BIEAR TSNS EE
HRELET,

(6) Traffic-Group-1%. BEYIEZ. 7547 oDEENEIBT EHERERELTIZSLY,
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18. HEHYIZ

Adv.WAF £ yb 7y IZBLTIZLL E TR T ELGYET,

BIG-IP V) —XHRSAUFvFI2EWTIE, VIR I T ED 12— IS/t RAEBMNTHIET, Y—N\EBRHE
[EPBAADNCE., LEATHEC)E—NTIERBEE, RN T—IT7AT O+ —ILERERE . 7T ) r—2aV 7

VERERBEILT D HDEHEHEENMERTEDLIITRYFET,
ST B IE WEB YA M TIHERE L =12<h, F5 ARRFEREBIE BB EHELLEZS,

<F5 ®xyrT—9X WEB %4 +D#ET>

F5 Ry —HO RO\ ET A+
https://f5.com/jp

F5 DtE¥xa)74 Y)a—3i3>
https://f5.com/jp/products/security

AskF5: Ly R—BEH A (K
http://support.f5.com/kb/en-us.html

DevCentral:F5 A—HaA3Ia =T YA (EE: 7HOULBENBLETT)
https://devcentral.f5.com/

F5 AR ERFEAREEI R
https://www.f5.com/ja_jp/partners/jp-find-a-partner

Uk

E#HH:2019-10-15

AERHLRE - BELHEBTH-ODRBRIZEEFBHELTOET, ABRICONWTTESRYEEZIHTISBHT
[EBYVETH., WHVELIHATERIEEARORIAIETLAVIRET . KEHDOERIE. FREDEFEICBLTHE
AENBERELDTHAHEZHOMNLO T TR SN, COXEIZRH IN-ELOEH., ZoUITEMEIZEELT
[FREMELICINGEFELRCHETIEENHYE §.F5 HRDOEHEEPITURIZETIEXIFHRICBELT
[& AskF5(https://support.f5.com/)DXET B/N—F I T TSI TA—L, VI T N—D3V[ZEIL TR T
= AW

REMDEFEE FO RIRT—VRDY N\ ERIZHICHYET . AXPICHIHERBIL. BHOBEEFEH
BEERETY,
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