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At yb7vTHARIZT BIG-IP Local Traffic Manager (LA, LTM) DR EHEICDVWTITERALET,
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BESHEHREEREL. 7IVr—2a v —ERDUANEZEHRELRI—FITIRR IV RFR BT HDIZEK

AVACY: 35

AHARTIE,BIG-IPLTM ZZBAW=EWTT CIZEWNMAD SN XS, Y—N\ERSEHEERTIDIIHE
LB T YT FEREEERRY) = avha=RATESGLET .

ZhIZEY, RyRT—OFBRL. 9547 b—H—/\BTOEEL WEB QBRI EIRIBZEBET L LN TE
FITDT, BTV TEDFSIEELELTITFRALLEESN, T, EBADYR—UAUM IP PRLRIEREFHTHD

BHRELTHYFET .

1.1. LTM SHEHEE

LTM (ZUL T D ESE RN TEMELE T,
2547 kPC

BIG-IP LTM
Internal-IP
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Y Web2-IP4 ! E
kWebl Web?2 Web3 Web4

m@o URL: www.f5.com Z A 1,

P EALRESS

i
WebH—/\E (F—)L)

O BIG-IPLTM (&, Web H—/ B LT, EHARIBAIILREZR) VT ICTREEREZToTLS,

D 95472 bH Web TS59H(Z, URL:www.f5.com ZA F1,

@ 547>k PC &, www.f5.com D IP PRLRZERT B1=8IZ. DNS 4T %E%(E,

® DNS H—/\Hhs www.f5.com D IP PRLAEE5,

@ Web IZ59HI1E. ZD IP PRLA(REH—/NV)FEIC HTTP YOI RREELE,
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ERD~®®D IP FRLANRBEIZLZYFET DT, HOMLHTHELLESLY,
BE. THHEFRICEODOFUTATtvrEh TEYET,
D 192.168.1.245/24

@ default
admin
~ HH A1 (HTN) E(HYTI)
- KRR * bigXXX.f5jp.local '
® EEIP - 10.99.88.XXX/24
@ External 12471 —X external 10.99.1.XXX
@ Internal 12271 —X internal 10.99.2. XXX
@ TIHIET—bozA 10.99.1.254
® REH—N\TFTLFLR http-vs-001 10.99.1.Z22Z:80
https-vs001 10.99.1.227Z:443
® WebH—/N1DFRLR:HR—h 10.99.100.215:80
Web H—/32 DF7RL R :FR—k - 10.99.100.217:80
@ CLI/RT—K --- ID/Password : root/default
GUI /SRT—F --- ID/Password : admin/admin




22. L3R REVR7O—2 DRI T—HHUT)L
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Interface 1.1 https-vs-001: 10.99.1.77Z:443
VLAN: External
External-IP: 10.99.1.XXX
| —
T
h . 10.99.88.0/24
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IR 2P HEY Ak
Interface 1.2 . .
VLAN: Internal BHEIP:
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10.99.2.0/24 #tALAN
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3. #HRE
3.1. EEAR—FADGUI7UER

(1) BERPCHL.FZELEZBIGIP DEHE IP PRLAAN HTTPS T7V2ALET , TI74/LDFEAE(. IE
HICIFLEEEAZE TRV UTOSSBEEABRENET A, 17T D I1EBRL TS,

Privacy error x4

& C A NotSecure | hitps://10.99.88.181/tmui/login.jsp * H O 6 :

A

Your connection is not private

Attackers might be trying to steal your information from 10.99.88.181 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

D Help improve Safe Browsing by sending some system information and page content to Google.

Privacy_policy,

Advanced Back to safety

(2) BTAVEEIBRNETDT, UTOTIHILE®D ID & Password TAOY AL TLEELY,
ID:admin
Password:admin

BIG-IP Configuration Utility

F5 Networks, Inc.

Hostname

Welcome to the BIG-IP Configuration Utility.
bigip1

Log in with your username and password using the fields on the left.
IP Address

10.99.88.181

Username

Password

Log in

(c) Copyright 1996-2018, F5 Networks, Inc., Seattle, Washington. All rights reserved.
F5 Networks, Inc. Legal Notices



(3) N—23> 14.0 &Y. FIAHILLTBIG-IP DEF a7/ R T—KRYS—NERELE>TONET , /SR T—RHRY
O—H#ZEBLELRY. v13.0 LBIDT 74 ILARAD —KIZFIBTEE A,

F5LAB TIEL T D KSIZERTEL. Save RAVEFHLET,
Current Password: admin
New Password: ilovef5
Confirm: ilovef5

BIG-IP Configuration Utility

F5 Networks, Inc.

Username Your password has expired. Please change it using the fields on the left.

admin

Current Password

New Password

Confirm

Cancel  Save

(4) BELE/SRTD—KFTAYAULELET .

fS BIG-IP Configuration Utility
ES Networks

Hostname Welcome to the BIG-IP Configuration Utility.
bigip1
Log in with your username and password using the fields on the left
IP Address
10.99.88.191

Password changed
successfully.

Username

|

Password

\ Login

(5) TNextIREEWLET,

Hostname  bigip1 Date Jun 11,2019 User admin partion: (S
IP Address 10.99.88.181 Time 2:53 AM (PDT) Role Administrator arien

]| ONLINE (ACTIVE)
f5 || standalone

' Setup Utility » Introduction
Setup Utility

Introduction

Welcome

License Setup Utility

Resource Provisioning To begin configuring this BIG-IP® system, please complete the Setup Utility. To begin, click the *Next" button.

Device Certificates

Platform I Next...

Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer



6) A REEMNEET, NextIRIVEHTLET, (541> XH BIG-IQ License Manager TEEINTLVS
BEIE. Next REAVIEIBEFEH A DT, Resource Provisioning 41y L TT &Y, )

Hostname  bigip1 Date Jun 11,2019 User admin Partition m
IP Address 10.99.88.181 Time 2:54 AM (PDT) Role Administrator

]| ONLINE (ACTIVE)

Setup Utility » License

Setup Utility
General Properties
Introduction
License Type
Li
LT evvvesessaiees, | UorssaDat
LA OB, E | License Expiration Date
Device Certificates
* Local Traffic Manager, VE-1G (M600683-3181699)
Platform o LTM to Best Bundle Upgrade, 1Gbps
o DataSafe, VE-1G
Network o Rate Shaping
© SDN Services, VE
Redundancy o APM, Limited
o Routing Bundle, VE
VLANs o ASM, VE
o DNS-GTM, Base, 1Gbps
NTP o SSL, VE
DNS o DENY-VER-V115X
o Max Compression, VE
ConfigSync o VE, Carrier Grade NAT (AFM ONLY)
o APM, Base, VE GBB (500 CCU, 2500 Access Sessions)
Failover Active Modules o PSM,VE
o AFM, VE
Mirroring o DNSSEC
o Anti-Virus Checks
Active/Standby Pair o Base Endpoint Security Checks
) o Firewall Checks
Discover Peer © Machine Certificate Checks
o Network Access
o Protected Worksnace
Inactive Modules S S . < gt 8 .A s J
A1t XA BIG-IQ License Manager TEHEEN TLVSIBE (&, Next R4

Remiva.e_l Next... I [EHEFHEADT, Resource Provisioning 2y L TT S,

(7) TREDaZVIVEEMNTET A, TIHILETLIM MMBIRESNTLDD T, ZOFFENext ) RIVEFHLET,

Hostname: bigip1 Date: Dec 26, 2018 User: admin

IP Address: 10.99.88.181 Time: 6:04 PM (PST) Role: Administrator Partition: (el

|| ONLINE (ACTIVE)

Setup Utllity » Resource Provisioning

Setup Utility
Current Resource Allocation
Introduction
G
License
Resource Provisioning Disk|(246GB) MGMT ‘
Devico Ceriicates plenen|GICR)
Platform
Module | Provisioning | License status | Required Disk (GB) | Requirea Memory (B)
Network —
I Management (MGMT) Small 4 NiA 0 1264
Redundancy
VLANs Carrier Grade NAT (CGNAT) Disabled $ &g Licensed 0 0
NTP [] Local Traffic (LTM) (Nomnal 4] E Licensed 0 2400 I
DNS ~) None £ Licensed 20 1492
] Application Security (ASM) B
ConfigSync B
Failover I Fraud Protection Service (FPS) None NiA 12 544
Mirroring [l Global Traffic (DNS) I None [ Licensed 0 148
Active/Standby Pair I Link Controller (LC) "INone [ Unlicensed 0 148
Discover Peer . -
[l Access Policy (APM) None [ Licensed 12 494
[ Application Visibility and Reporting (AVR) — None g Licensed 16 576
I Policy Enforcement (PEM) I None &4 Unlicensed 16 1223
[1] Advanced Firewall (AFM) ~None 5 Licensed 16 1058
Il Application Acceleration Manager (AAM) — None [ Unlicensed 32 2050
Il Secure Web Gateway (SWG) ~None &g Time limited module expires after: Jan 25, 24 4096
2019
[l iRules Language Extensions (iRulesLX) ~J None g Licensed 0 748
I URLDB Minimal (URLDB) I None [ Time limited module expires after: Jan 25, 36 2048
2019

Back Reverl Next... I



(8)

Hostname  bigip1
IP Address 10.99.88.181

f:

SSL AEFAE DRI GEEINFET A, TIAILDFEE, NextiRIVEHLET,

| ONLINE (ACTIVE)
|| standalone

Setup Utility

Introduction
License
Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

Date Jun 11,2019
Time 3:02 AM (PDT)

User admin
Role Administrator

Log out

Setup Utility » Device Certificates

General Properties
Name server.crt
Certificate Subject(s) localhost.localdomain, MyCompany

Certificate Properties

Public Key Type
Public Key Size
Expires

Version

Serial Number

Fingerprint

Subject

Issuer

Email

Subject Alternative Name

RSA

2048 bits

May 27 2029 10:28:27 GMT

3

a1:96:8f.4d:d6:55:1f:08
SHA256/2B:45:66:8B:8D:6B:1D:EB:1F:4E:7A:E5:9C:F2:C2:6F:17:0F:79:1F:11:06:0D:A3:B3:51:22:EF:BE:EB:45:C2

Common Name: localhost.localdomain

Organization: MyCompany
Division: MyOrg
Locality: Seattle
State Or Province: WA
Country: -

Self

root@Ilocalhost.localdomain

Back = Renew...

Import... | Next

(9) RARE.BALY—2, Root D/INRT—FZEHRELET, INext I REZVEHLET,

Hostname  bigip1
IP Address 10.99.88.181

|| ONLINE (ACTIVE)

f || standalone

Setup Utility

Introduction
License
Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

Date Jun 11,2019 User admin
Time 3:04 AM (PDT)

Role Administrator

Partition: eyl 11}

Activation Complete
' Configure your platform.

Setup Utility » Platform

General Properties

Management Port 1
Configuration

) Automatic (DHCP) ® Manual

IP Address[/prefix]:  10.99.88.181
Management Port 1 Network Mask: 255.255.255.0 | 124 ;
Management Route: 10.99.88.90
P Address|[/prefix]:
Management Port 2 Network Mask: | Select... s
Management Route:
st
I Host Name big181.5jp.local 7|—\X f‘% ;"G- FQDN —GJ:EI i
Host IP Address Use Management Port IP Address & |
Time Zone Japan 2 RA LY —%FIEE
User Administration
.| Disable login
Root Account Password:
° g gy
Confirm: Root A—HD/NRT—FEETE
SSH Access ¥/ Enabled ilovef5
SSH IP Allow * All Addresses 3

10




(10) 2. Standard Network Configuration M Next1Z 9 ZETOA P —FEKICTRRELSDIEHEHL T
BETT M., CCTIRREVR7O—U8RIZT 57-8 . Advanced Network Configuration D[ Finished J7/R2> %

HLEY,
Hostname  big181.f5jp.local Date Jun 11,2019 User admin Partition _

IP Address 10.99.88.181 Time 7:22 PM (JST) Role Administrator

]| ONLINE (ACTIVE)
fs |l standalone

r-”’ﬂ r’”-‘ Setup Utility » Network

Setup Utility

Introduction Create a network ion by ing these
License
+ Redundancy
Resource Provisioning « VLANs
) § « NTP
Device Certificates « DNS
« Config Sync
Platform « Failover
« Mirroring
Network « Peer Device Di y (for c
Redundancy
VLANs Nest..
NTP
A (= g
DNS Sroak device ions by clicking Finished and navigating to the Main tab of the Configuration Utility.
ConfigSync Finished
Failover
Mirroring
Active/Standby Pair

Discover Peer

11



4. RYLT—UEE

VLAN %5 VLAN /2B 71—ZXA~®D IP 3BFE (Self-IP 5%%F) BLPI—TAVTEBEETLET,

4.1. VLAN D1ERK

F9 . VLAN Z4ERLE T, TNetwork] — TVLANITRREN-BIENDA LIZHSCreate IRFZVERLET

(1) External VLAN #:2ELFE T,

Hostname  big181.f5jp.local Date Jun 27,2019 User admin
IP Address 10.99.88.181

f5 | ONLINE (ACTIVE)

@ Local Traffic

@ Acceleration

—_—
Device Management
‘ Shared Objects

@ Network

Interfaces

Routes

Self IPs

Packet Filters
Quick Configuration
Trunks

Tunnels

Route Domains

Time 1:14 PM (JST) Role Administrator

Network » VLANSs : VLAN List » New VLAN...

General Properties

Name external % ﬁﬁ(11ﬁ)§ ?E’E
Description
Tag
Resources
Ilnterface:\ 12%]
Tagging: | Untagged % |
Add Interface: 1.1,
Interfaces 1.1 (untagged) ‘ Tagging: Untagged
ZEIRL. A &Y
Edit = Delete
Config | Basic 3
Source Check (
MTU 1500
sFlow
Polling Interval Default % |
Sampling Rate Default %

Cancel Repeat

12




(2) Internal VLAN Z%ELFE T,

Hostname  big181.f5jp.local Date Jun 27,2019 User admin Partition _
IP Address 10.99.88.181 Time 1:16 PM (JST) Role Administrator -

]| ONLINE (ACTIVE)
| standalone

Network » VLANSs : VLAN List »» New VLAN...

General Properties

iApps v
@ G Name internal ZRT(ER)EIEE
@ DNS Description
@ Local Traffic Tag
@ Acceleration Resourcss
Ilnterface:\ 114§
g Device Management Tagging: | Untagged % |
Add Interface:1.2 %.
j 1.2 (untagged c “

Mg Shared Objects Interfaces {tintagaed) Tagging:Untagged #:#3RL .
G2 Network Add #7')v7

Interfaces Edit Delete

Routes [

c | Basic 2
Self IPs =
Source Check L
Packet Filters
MTU 1500

Quick Configuration

Trunks sFlow

Tunnels Polling Interval | Default % |

Route Domains Sampling Rate | Default %

(3) WRERIE, LTOREIZLYET,
Hostname  big181.f5jp.local Date Jun 27,2019 User admin
IP Address 10.99.88.181 Time 1:20 PM (JST) Role Administrator

f | ONLINE (ACTIVE)

Partition: el loh]

Network » VLANs : VLAN List

7+ + VLAN List VLAN Groups
————
@ e * Search Create...
@ DNS |Z| « Name * Application | * Tag | Untagged Interfaces = Tagged Interfaces = Partition / Path
) external 4094 11 Common
&5 Local Trafic O internal 4093 12 Common
@ Acceleration Delete...

13



4.2. Self IP DEXE

BIG-IP [ZERE L= VLAN ZNFNIZH LT IP PRLRZERELTLEET,
CDIP 7RLADZEZE“Self IP“LFEUZET,
INetwork] — [Self IPs] TR RSN -BENOA EIZH S Create TRAVEILET,

(1) External VLAN 0 Self IP #5&ELET,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

]| ONLINE (ACTIVE)
| standalone

/v Statistics
@ iApps
@ DNS

@ Local Traffic
@ Acceleration

g Device Management

‘_ Shared Objects

@ Network

Interfaces
Routes

I Self IPs I

Date Jun 27, 2019 User admin
Time 1:22 PM (JST)

Role Administrator

Network » Self IPs » New Self IP...

Configuration
Name external-ip % ﬁﬁ (EE:%:)
IP Address 10.99.1.181  10.99.1. XXX (F5 S/RDIFE) IP7ELR
Netmask 255.255.265.0 YIRIEIRY
VLAN / Tunnel [external % VLAN %%

Port Lockdown [(AlowNone —DFTRLRAETHDY—E R (SSHIGUI 7U2RE)EES
e i
Service Policy [ None % |

Cancel Repeat

(2) Internal VLAN O Self IP #5&ELET

Hostname  big181.f5jp.local
IP Address 10.99.88.181

]| ONLINE (ACTIVE)

Eﬁj Local Traffic

@ Acceleration

g Device Management
‘ Shared Objects

@ Network

Interfaces

Routes

Danlat Cilbare

Date Jun 27,2019
Time 1:23 PM (JST)

User admin
Role Administrator

Network » Self IPs » New Self IP...

Configuration

Name internal-ip ZBITEE)
PRE 10992181 10.99.2. XXX (F5 SARDIZH) IP 7KL X
Netmask 255.255.255.0 YIRYEIRY
VLAN / Tunnel Cinternal & VLAN ZE%7E
Port Lockdown Allow Defaut — D7 FL X ETOHE X(SSH/GUI 792 R%E )&l

e

Service Policy None % |

Cancel Repeat

14




(3)

Hostname  big181.f5jp.local

IP Address 10.99.88.181

f5

| ONLINE (ACTIVE)
| standalone

@ Local Traffic

m Acceleration

43. IW—T1VT DERE

431.
(1)
[Finished 1Z#LE Y,

Hostname  big181.f5jp.local

IP Address 10.99.88.181

f5

| ONLINE (ACTIVE)
| standalone

@ Local Traffic
@ Acceleration

g Device Management

‘ Shared Objects

@ Network

Interfaces

Routes

Date Jun 27,2019
Time 1:25 PM (JST)

Date Jun 27, 2019
Time 12:42 PM (JST)

—ETE, UTOLIGREICLBYET,

User admin
Role Administrator

Network » Self IPs

# . SelfIP List

Partition: el )]

* Search Create...
[Z\ I < Name < App < IP Add + Netmask < VLAN / Tunnel  * Traffic Group < Partition / Path
) external-ip 10.99.1.181  255.255.255.0 external traffic-group-local-only Common

l internal-ip 10.99.2.181  255.255.255.0 internal traffic-group-local-only Common
Delete...

TIHIVNT —ROT A DERTE

User admin
Role Administrator

Network » Routes » New Route...

INetwork] — TRoutes | CRRENEEEROALIZHATAIDIREUEBLET LTOREYAAL.

partion: (S

Properties
Name Default-GW ‘EE ,;éz\ () % ﬁ]‘ é— A j]
Description
Destination 0.0.0.0 _
Netmask 0.0.0.0 EEEG)EL) (:)\jj
Resource | Use Gateway... 2]

I Gateway Address

MTU

| IP Address

¥/ 10.99.1.254

T—bDTADTRLREAS

Cancel Repeat
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432, Y—N~DIL—T1VJEFE

(1) BIG-IP B5F4 74 AN H—/3:10.99.100.0/24 ~EE G 5= DI —T 1T HLERICERELET

Hostname  big181.f5jp.local Date Jun 27,2019 User admin Partition _
IP Address 10.99.88.181 Time 12:44 PM (JST) Role Administrator .

]| ONLINE (ACTIVE)
| standalone

Network » Routes » New Route...

Properties
iApps
@ = Name Server-Route ‘EE% D % ﬁ#&/—\ j]
@ DNS Description
Destination 10.99.100.0
B Local Trafic ERDEYIZAA
Netmask 255.255.255.0
@ Acceleration
Resource | Use Gateway... :
£ Device Management I Gateway Address [ IP Address 4] 10.99.2.254 T—hkOTADTRLREAS
Mg Shared Objects L

@ Network Cancel Repeat

(2) EBRERIE. LLTFOIREISGYET,
Hostname  big181.f5jp.local Date Jun 27, 2019 User admin I Common
IP Address 10.99.88.181 Time 12:46 PM (JST) Role Administrator

]| ONLINE (ACTIVE)
|| standalone

2lp About Network » Routes

C,._ Statistics 7+ + Route List
@ LS Add
ons _— - Route Domain - Partition / Path
) Default-GW Default IPv4 Partition Default Route Domain Gateway 10.99.1.254 Common
() Local Traffic [ Server-Route 10.99.100.0  255.255.255.0 Partition Default Route Domain Gateway 10.99.2.254 Common
Delete...
@ Acceleration
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5. B—KN\SUIUTEERTE

T
3

5.1. HTTP(Port:80) DA—K/N\S L4

an|

5.1.1. Pool ®DERK

E

3. Pool MOYERLET . Pool [Z. O—RN\SU AR EDEH Y —/\DESFIELET,

(1)

Hostname  big181.f5jp.local Date Jun 27,2019

Time 2:21 PM (JST)

User admin
Role Administrator

IP Address 10.99.88.181

f:

| ONLINE (ACTIVE)

lLocal Traffic] — lPools| CRRESNI-BIEDA LIZHAICreate TRV FIRLET,

partion: (S

Configuration: |_Basic v
iApps v
@ el Name http-pool-01 ZEIUER)ZIEE
@ DNS Description
Active Available
@ ezl /Common /Common
. h ateway_icm) — S ) IN—
Network Map Health Monitors o << g“p h:;a f5p T—ILAN ,/\0)
Virtual Servers zZ hitps /\)LX:E:@_%E*R
https_443
Policies
Profiles Resources
Ciphers Load Balancing Method | Round Robin 3 A—FN\SLUTAREER
o - - a
iRules Priority Group Activation | Disabled s
I Pools I ® New Node () New FQDN Node () Node List
oa Node Name: (Optional) .
odes Address:  10.99.100.217 Web H—/\D
Monitors Service Port: 80 [ HTTP N Address & Service Port E]\jj L
Traffic Class Add Add REVEFL A /N—[ZEN
New Members
Address Translation

Node Name | Address/FQDN | Service Port | Auto Populate ] Priority

@ Acceleration

10.99.100.215 10.99.100.215 80 0

10.99.100.217 10.99.100.217 80 0

@ Device Management

Edit Delete

Cancel Repeal

b
BE
=

W Shared Objects

IZBYET,

User admin
Role Administrator

(2) Pool AMERENEE, LT DK

Hostname  big181.f5jp.local Date Jun 27,2019
IP Address 10.99.88.181 Time 2:23 PM (JST)

| ONLINE (ACTIVE)

Local Traffic » Pools : Pool List

7+ + Pool List

GERIGLE  Common

Statistics

Search Create...

[v] ’ |~ Status ‘ 4 Name

@

Memb. ’#Partitioanalh

‘ Qo

http-pool-01

2 Common

@ Local Traffic Delete...

17




(3) 4ERkL7=Thttp-pool-011%%5")voL. [Members |27 %5y LET, LTDEKSIZ, Status BT J—2Thh
[ENIVRAEZA—MELTLVET,

Hostname  big181.Sjp.local Date Jun 27,2019 User admin Partition _
IP Address 10.99.88.181 Time 2:24 PM (JST) Role Administrator '

]| ONLINE (ACTIVE)
f5 || standalone

Local Traffic » Pools : Pool List » http-pool-01

%% + Properties Members Statistics
—

Load Balancing

@ DNS Load Balancing Method ["Round Robin s
Priority Group Activati | Disabled 4
@ Local Traffic rity 2 J
Update
Network Map
Virtual Servers Current Members Add...
Policies v [ - Status ] - Member  Address | + Service Port ] - FQDN [ - Ephemeral ] - Ratio [ - Priority Group | + Connection Limit | + Partition / Path
Profiles 0 [o | 109910021580 10.99.100215 80 No 1 0 (Active) 0 Common
Ciphers 0 | @ | 1099100217:80 10.99.100217 80 No 1 0 (Active) 0 Common
. Enable Disable Force Offline Remove
iRules
Pools

18



5.1.2. HTTP(80)®M Virtual Server M{ERK
RIZ Virtual Server(HTTP:Port80) Z 4R LEY,

(1) TLocal Traffic) — TVirtual Servers ] TRRSNI-BE DA LIZH S Create IIRF #IHL TRRSNI-EE

T.UTDORIIRELET,

Hostname  big181.f5jp.local

IP Address 10.99.88.181

f:

| ONLINE (ACTIVE)
|| standalone

m Statistics

Date Jun 27, 2019
Time 2:26 PM (JST)

User admin
Role Administrator

Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server...

General Properties

Log out

TR

iApps
r Name o-vso01 REI(EB)EIEE
@ DNS Description
Ty Standard 3
@ Local Traffic b= e *)
® Host (. Address List
Network Map Source Address
I Virtual Servers I - o ® Host ) Address List
Policies 1090181 10.99.1.ZZZ (F5 SRDIFSE)
Profiles Service Port ® Port () Port List ﬂiﬁ:ﬁ IP TFI/X&"j'—EZﬂ'\O_I“SO %?EE
. 80 | HTTP ;
Ciphers —
i v
iRules Notify Status to Virtual Address v
State Enabled %
Pools E—
Nodes Configuration: | Basic ¢
Monitors Protocol | TCP v
Traffic Class Protocol Profile (Client) | tep v
Address Translation Protocol Profile (Server) | (Use Client Profile) ¥
HTTP Profile (Client) [nttp 3) HTTP Profile &R
@ Acceleration
HTTP Profile (Server) | (Use Client Profile) % |
g Device Management HTTP Proxy Connect Profile | None 2
FTP Profile | None %
‘_ Shared Objects
RTSP Profile | None %
.@ Network Selected Available
/Common
S SSL Profile (Client) << | clientssl
clientssl-insecure-compatible
e clientssl-secure
crypto-server-default-cli
Selected Available
ICommon
<< apm-default-serverss|
SELlEb () crypto-client-default-serverss|
>> pcoip-default-serverss|
serverss|
SMTPS Profile [ None ¢/
POP3 Profile | None ¢/
Client LDAP Profile | None a
Server LDAP Profile | None a
Service Profile | None 3
SMTP Profile | None %
VLAN and Tunnel Traffic | All VLANSs and Tunnels ¥
Source Address Translation | | Auto Map 3 | Auto Map #EiR
~ B~
Resources
Enabled Available
/Common
<< _sys_APM_ExchangeSupport_OA_BasicAuth
iRules _sys_APM_| pport_OA_NtimA
>> _sys_APM_ExchangeSupport_helper
_sys_APM_| t_main
Up Down
Enabled Available
Policies <<
>>
Defautt Pool +| [ hto-pooiot ) EIFEERFE LT Pool 2R |
Default Persistence Profile | None 2
Fallback Persistence Profile | None 2

Cancel Repeatl Finishedl




(2) Status BJ)—THNIE, EBIZENMEL TSI EERLET,

Hostname  big181.f5jp.local Date Jun 27,2019 User admin Partition

IP Address 10.99.88.181 Time 2:32 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
fs || standalone

W m Local Traffic » Virtual Servers : Virtual Server List

v Statistics 2+ +  Virtual Server List | Virtual Address List = Statistics
u —
iApps
@ PP * Search Create...
@DNS JZI|EswmsJ-Name - Description | + Application | + Destinati :SeNicsPoﬂ‘:Type jResoumes[:Pamﬁon/Pam
(5] I Q http-vs-001 10.99.1.81 80 (HTTP) Standard Edit... Common
@ L ccalliailc Enable = Disable Delete...

513. 9547 ® HTTP 701X

(1) FRRARISAT7U B, fEFLT= Virtual Server ~ Web 759 T7H+EAL, Web BEAR RTINS EE
MRLET,

(2) TStatistics] — Module Statistics] — lLocal Traffic1#7%%9') v L% T, [Statistics TypelDTILE D
A=a—h5, [Pools | Z8IRLET , FNEND Web H—/ 0D, Bits, Packets D HHIUMNT7YTL TS
LERERL. O—RNSUL VT EEIITHON TS EERERLET

Hostname  big181.f5jp.jocal Date Jun 27, 2019 User admin PO Common. ¢
1P Address 10.99.88.181 Time 2:34PM(JST)  Role Administrator SR
|| ONLINE (ACTIVE)
| standalone
Statistics » Module Statistics : Local Traffic » Pools
(] Statistics f + | Traffic Summary ~ | DNS v | Local Traffic Subscriber Management | Network System
Dashboard
Module Statistics DispiaylOptions
s
Performance Reports SIS e —))
L
Data Format | Normalized %/
L0 Auto Refresh [ Disabled 4| Refresh
@ NS : Search [ Bits || Packets || 1] || RequestQueue |
@Loulﬂlm @LTSBWSIEJAPOOI L#PodMamber < Partition / Path J%In J¢0m|=|n[:mtt:mml_cmmmmlﬂmll:mm lébepm |-¢MaximumA¢e
-
Hi= Q B http-pool-01 Common 102K 362K 10 10 0 2 2 2 0 0
(2) Accsleration H[= [+ 10.99.100.215:80 Common 49K 184K 5 5 0 1 1 1 0 0
Hi= Qo 10.99.100.217:80 Common 53K 178K 5 5 0 1 1 1 0 0
& Device Management { o
Reset

9 8% ) ybL=LMEE I, TStatus I EEDFzvI RV IR ZFvoE ANT, [Reset IRFUFIBLET,

20



52. IN—YRATURETE

A—RN\SUO DT AYYRIZH ST 1 DOH—NITRY Dbtz #GELTRIC Y —/A~NTIEAL=LY, &
SEEAHYET Bl BEVBLDRY AL, 13— IbNUXUY), COESHBELEEHTAMAEEE/ A —RTY
REFEVET,

AKAARTIH, FEET IP PRLR/IS—U XTU R E Cookie D/IS—U ATURBEEITVET,

521. FEETIP PFLRIZKE/N—VREVR

(1) TLocal Traffic) — [Virtual Servers | T&RRENTz/\—F ¥ )LH—/\:http-vs-001 %:ERL . Resources 2 T%
IV 0$RHE UTOBEENRRINET,
UTD&SIZHRELET,

Hostname  big181.5jp.local Date Jun 27,2019 User admin
IP Address 10.99.88.181 Time 2:36 PM (JST) Role Administrator

I ONLINE (ACTIVE)
)| standalone

W W Local Traffic » Virtual Servers : Virtual Server List » http-vs-001

/ N‘ Statistics # - | Properties Resources Statistics =
@ iApps
Load Balancing
@ DNS Default Pool [hitp-pool-01 %
Persi s = — . ~
R oot orssrcs ot [[souee saw—+ = 1P -source_addr 28R
Fallback Persistence Profile | None v

Network Map l Update I

Virtual Servers

522. DSAT7UDLD HTTP 7U+EA

FRAMRYSAT RS, ¥ERLLT= Virtual Server ~ Web 759HT74+1AL, Web BIEMNRREINDLETE
FBLET, Statictics #R T, A—F/N\SUL T ENT R —NADHRYD TN TSI EEERLET,

5.2.3. Cookie IZ&kB/IN—IRBAR

(1) UTOLIIEKRELES,

|| ONLINE (ACTIVE)
f5 ==

Local Traffic » Virtual Servers : Virtual Server List » http-vs-001

"] statistics 2 -  Properties Resources Statistics =
——
T} 1aeps
Load Balancing
@ DNS Default Pool [ http-pool-01 4|
() ssL oromestrator Default P Profile [ cookie ¢ cookie ZEIR
Fallback Persi Profile || None

Local Traffic | Update I
52.4. DSAT7UMNLD HTTP 791X
(1) 522.LRANEEMREL. TT VP DERTET cookie NEFIN TSI LEHERLET .

< C  ® Chrome | chrome://settings/cookies/detail?site=10.99.1.81&search=cookie * H
= Settings | Q  cookie <Z5#E> Chrome vI5 DIZESNFERFIE
& 10.99.1.81 locally stored data Remove All EQ% > §$%E§§E > 7’541 (t/_tt$ll)7__’f
> B ALFDERIE > Cookie > T _XTD Cookie &
BIGipServerhttp-pool-01 A X .|j.’r Fi’_“_@j&i%

Name
BIGipServerhttp-pool-01

Content
3613680394.20480.0000

Domain
10.99.1.81

FEANTE =0 RELEOTAMDT-8HIZ. Persistance Profile % Virtual Server ®EEENSIFTLET,
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5.3. HTTPS(Port:443)mO—K /NS U T E : [\ 23— A8 S #I7:

=
axX

&

HTTPS (REBH—/N\ELTEIMES BT LEITERR T DD THNIL. TIAINTHEEIN TS SSL Profile #4#5

LT .BRICERTEEY,
531.

(1)
TUTDEIIEELEFT

Date Jun 27, 2019 User admin
Time 2:43 PM (JST) Role Administrator

Hostname  big181.fSjp.local
IP Address 10.99.88.181

f

]| ONLINE (ACTIVE)
|| standalone

{f_-;j Statistics

General Properties

HTTPS /A—F v LY —/\DERE

Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server...

lLocal Traffic) — [Virtual Servers | TR RSNI-BEE DA LIZHB Create IRZUE ML FRRINT-EE

Log out

@ iApps

2 =z oy
Neme T ZRIUIE)ZER
@ DNS Description
T Standard 3
[}j’j Local Traffic ype ‘andal A
® Host ' Address List
Network Map Source Address
I Virtual Servers I © Host ) Address List
D A
Policies 10.99.1.81 10.99.1.Z2Z2Z .
9.1 18 IP PRLREH—E RAR—1443 5%
- a5 o
Profiles ) ® Port O PortList (F5 77'{0)1%%) {&"—" 7 -I_ é*EE
Service Port
. 443 HTTPS 3)
Ciphers —
iRules Notify Status to Virtual Address 4}
State Enabled 3
Pools
Nodes Configuration: |_Basic s
Monitors Protocol [TecP %
Traffic Class Protocol Profile (Client) | tcp v

Address Translation Protocol Profile (Server)

HTTP Profile (Client)
/-71) Acceleration o Profile (Se )

ITTP Profile (Server,
g Device Management HTTP Proxy Connect Profile

FTP Profile
‘ Shared Objects

£5) Network
System

RTSP Profile

SSL Profile (Client)

SSL Profile (Server)

SMTPS Profile

POP3 Profile

Client LDAP Profile
Server LDAP Profile
Service Profile

SMTP Profile

VLAN and Tunnel Traffic

| (Use Client Profile)

| http 2

HTTP Profile %2R

| (Use Client Profile) %

| All VLANS and Tunnels %

| None v
@5sh)
)
Selected Available
/Common /Common N .
clientss| << clientssl-insecure-compatible T7%) I/l\o) SSL Profile
clientssl-secure
>> crypto-server-default-clientss| (Cl |entSS| )é%ﬂ—\l
i ion-default-clientss!
Selected Available
/Common
<< apm-default-serverss|
crypto-client-default-serverss|
>> pcoip-default-serverss|
serverss|
[ None %
[ None %
| None v
| None v
| None v
Lo

Source Address Ti | Auto Map % | SNAT Automap EE?R
~thE& ~
Resources
Enabled Available
/Common
<< _sys_APM_| port_OA _|
iRules _sSys_APM_| t_OA_Ni
>> _sys_APM_ExchangeSupport_helper
_sys_APM_ExchangeSupport_main
Up Down
Enabled Available
Policies ==
>>
-pool- SEL e “;
Default Pool +| [ http-pool01 % S FEEHTE LT- Pool Z:ER
Default Persistence Profile None v
Fallback Persistence Profile None v

Cancel Repeatl Finished I
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53.2. VAT D HTTPS 771X

(1) TARMRIZATURD G, YER LTz Virtual Server (HTTPS) A7+ XL, IEEIZ SSL WENTHNEHILETE
Eﬂbbij_o

(2) TStatistics)] — 'Module Statistics] — [Local Traffic|27% 21 voLET,
[ Statistics TypeIDTILE D A=—1—hi5, [Pools ) Z:&IRLET,
ZNEND Web 4—/30 . Bits, Packets EDH VU TYTLTNDILERERL, A—FN\FUIUTHIE
BIZITHNTOTWSIEERERLET,

Hostname ~ big181.5jp.local Date Jun 27, 2019 User admin
IP Address 10.99.88.181 Time 2:53 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
5 | standalone

T YT | statistics » Module Statistics : Local Traffic » Pools

| statistics 13 - | Traffic Summary ~ | DNS ~ | Local Traffic Subscriber Management | Network System

Dashboard

Module Statistics Display Options

Performance Reports Statistics Type l Pools %) I
Data Format Normalized % |
(i 1aves Auto Refresh Disabled 4| Refresh
) ons : Search [ Bits || Packets || 1l || RequestQueve |
@|73mns E\LAPool J#PoolMembsf L¢Panllloannm < In L:om <In < Out + Current :MaxlmumL¢Toul < Total J#Depm < Maximum Age
B B T T T P T P T T e A Y e P e T P TP PPt T AP
O = @ B nhtip-pool-01 Common 99.5K 200.1K 100 90 0 5 17 17 0 0
H
Amhﬂ"ﬂ" 0 10.99.100.215:80  Common 521K 889K 52 46 0 3 9 9 0 0
0 10.99.100217:80  Common 474K MK 48 44 0 2 8 8 0 0 s
£=) Device Management - s

-t e amee .

Hoa%E)ykLizLME A2, TStatus IEBDF IRV IR ZFyIE ANT, [ResetREFIRLET,
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5.4. HTTPS(Port:443)DA—K NS LU 358 : [/34—> Bl R RITOIRAEDFIA

LB TEREIN =Y —/ FIABZ AV R— N THAT A EEEEHLFET,

5.4.1. H—/\iIFAZE D%

—f%E9IZIE. BIG-IP @ GUI TCSR EiZE#ELE L., CSR 2R (Bl RYH A %) [TEFMLET,
Z®D CSRIZHL T, BAERMNEREITIETH—NRAENERLET , TOH—/\FFRAEZRELTHLLY, 1
DTR_Fbi‘-a-o

AAAFTRE SN, BERT 7ML ES—/\EHEOEANT TITHEELTLDEDEL. MAZESVKR—IT B
FIEELFET

(F5 SRDGZE)VE— TR THRELIZ PCOTRIMNT LIZH D, LTDITH VAT ZRNTIZEN,

{03)SSL_certs

COITHFILERADLUT 2 20 T7A/ILEFRALET,

D WEBEIFAIL: abcCompany-key.pem
@ H—/\ZIBET74JL: abcCompany-cert.pem
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542, WMEHEBELY—/N\FRHEDAR—F

(1) F9. 95—\ OMEREAR—ILET,
[System] — [Certificate Management] — [Traffic Certificate Management] — ['SSL Certificate List1 T
KRS -BEEA LD mport IRZVERLET,

Hostname  big181.f5jp.local Date Jun 27, 2019 User admin PR Common
IP Address 10.99.88.181 Time 3:06 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
| standalone

System » Certificate Management : Traffic Certificate Management : SSL Certificate List

(] Statistics 1+ ~  Traffic Certificate Management v | Device Certificate Management ~ | HSM Management ~
S

@ oL * Search I Import... ICrea\e“.

@ DNS ‘ vl [ < Status } « Name “ Contents “ Key Security | + Common Name * Organization | + Expiration ‘ < Partition / Path
‘ O ca-bundle Certificate Bundle May 26, 2020 - Oct 6, 2046 Common

Local Traffic =

() Local Tra | default RSA Certificate & Key Normal localhostlocaldomain  MyCompany  May 27, 2029 Common

@ Acceleration ‘ O f5-ca-bundle RSA Certificate Entrust Root Certificati... Entrust Dec 8, 2030 Common
| O f5-irule RSA Certificate support.f5.com F5 Networks  Jul 19, 2027 Common

2D ‘ O 5_api_com RSA Key Password Common

Archive... || View Certificate Order Status... | Delete OCSP Cache... || Delete...

‘_ Shared Objects

(2) Key ZZFERLFET,

System » Certificate Management : Traffic Certificate Management : SS|

SSL Certificate/Key Source
Import Type
PKCS 12 (lIS)
_Cancel Archive

(3) UTDLIIEHRELETS,

System » Certificate Management : Traffic Certificate Management : SSL Certificate List » Import SSL Certificates and Keys

SSL Certificate/Key Source
Import Type | Key H
® New ' Overwrite Existing
K N = {=1—]
oy Name sctompan Key D& Fi({E&)& 16
T ® Upload l?lle ) Paste Text Key 77/{”/,& Upload
Choose File abcCompany-key.pem
Security Type | Normal 7|
Free Space on Disk 1974 MB

Cancel | Import Import ’E*ﬁ?

(4) BT OREIGYET,

Hostname  big181.5jp.local Date Jun 27,2019 User admin Partition: [ 5 [—
IP Address 10.99.88.181 Time 3:13PM(JST)  Role Administrator artition: il
]| ONLINE (ACTIVE)
5 || standalone
System » Certificate Management : Traffic Certificate Management : SSL Certificate List
Nl statistics #+ -~ Traffic Certificate Management ~ | Device Certificate Management ¥ = HSM Management ~
iApps
@ PP * Search Import...  Create...
@ DNS [v| ‘ * Status ‘ 4 Name * Contents + Key Security + Common Name * Organization | + Expiration * Partition / Path
O abcCompany RSA Key Normal Common
() Local Traffic [ cabundle  Certificate Bundle May 26, 2020 - Oct 6, 2046 Common
A ( i host | .
@ I U default RSA Certificate & Key Normal MyCompany May 27, 2029 Common
U f5-ca-bundle  RSA Certificate Entrust Root Certificati... Entrust Dec 8, 2030 Common
@ Device Management (= 5-irule RSA Certificate support.f5.com F5 Networks Jul 19, 2027 Common
(0 f5_api_com  RSAKey Password Common
Shared Objects
" ared Obj Archive...  View Certificate Order Status... Delete OCSP Cache... Delete...
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(5) Rz, Y—/\GEBAZZAVR—LET,
AUR— LR EREY VDT HE LTOBEENRENET , [mport) REUZHLETS,

Hostname  big181.f5jp.local Date Jun 27,2019 User admin Partition: _
IP Address 10.99.88.181 Time 3:17 PM (JST) Role Administrator .

| ONLINE (ACTIVE)
5 |l standalone

W m System » Certificate Management : Traffic Certificate Management : SSL Certificate List » abcCompany

Certificate Key Certificate Signing Request | Instances
—

/el Statistics -

@ iApps

General Properties

@ DNS Name abcCompany
Partition / Path Common
(71) Local Traffic Certificate Subject(s) No certificate

@ Acceleration Import...  Create... Import "‘é#ﬁ'ﬁ'

6) LIFD&SIZHELT, 1VR—FLET,

Hostname  big181.f5jp.local Date Jun 27,2019 User admin Partition: _
IP Address 10.99.88.181 Time 3:20 PM (JST) Role Administrator

| ONLINE (ACTIVE)
|l standalone

w M System » Certificate Management : Traffic Certificate Management : SSL Certificate List » /Common/abcCompany

/o Statistics
SSL Certificate/Key Source
@ L ses Import Type Certificate
@ DNS Certificate Name /Common/abcCompany
® Upload File ' Paste Text
Certificate So R oS

@ Local Traffic eriica uree Choose File abcCompany-cert.pem H—\ El.—t Eﬂ %% ?E E

Free Space on Disk 1974 W5
@ Acceleration

Cancql Import |mp0rt %?ﬁ'@'
—

(7) H—/GEAZEMN A U R— SN -IRRETT,
Hostname  big181.f5jp.local Date Jun 27,2019 User admin
IP Address 10.99.88.181 Time 3:24 PM (JST) Role Administrator

| ONLINE (ACTIVE)
|l standalone

Partition: [ellylyl0]

W m System » Certificate Management : Traffic Certificate Management : SSL Certificate List

A} Statistics % + | Traffic Certificate Management ~ | Device Certificate Management v = HSM Management ~
@ e * Search Import...  Create...
@ DNS /|| Status | « Name * Contents * Key Security | + Common Name * Organization | + Expiration * Partition / Path
() Q abcCompany RSA Certificate & Key Normal www.ab com ABC-Company Jul 26, 2021 Common
(1) Local Traffic o cabundle  Certificate Bundle May 26, 2020 - Oct 6, 2046 Common
@ [yt () default RSA Certificate & Key Normal i MyComp May 27, 2029 Common
o f5-ca-bundle  RSA Certificate Entrust Root Certificati... Entrust Dec 8, 2030 Common
@ Device Management ()] 5-irule RSA Certificate support.f5.com F5 Networks Jul 19, 2027 Common
O f5_api_com  RSAKey Password Common
" S Opjscts Archive...  View Certificate Order Status... Delete OCSP Cache... Delete...
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(8) Client SSL Profile EYET .
lLocal Traffic] — [Profiles] — ISSL] — [Clientl CREREN-BEEALDICreate ] R ZIF &L LL
TOEEARTENETDT. UTOLIIZEELET.

Hostname  big181.f5jp.local Date Jun 27, 2019 User admin
IP Address 10.99.88.181

|| ONLINE (ACTIVE)
|| standalone

Time 3:27 PM (JST) Role Administrator

Local Traffic » Profiles : SSL : Client » New Client SSL Profile...

General Properties

anps Name abc-company-ssl-profile % 'F‘ﬁ] ( {I %r: ) E *E‘ }'_"E
@ DNS Parent Profile | clientssl 3
@ Local Traffic Configuration: | Basic ¥/ Custom ||
Network Map /Common/abcCompany /Common/abcCompany E ﬁﬁ“ﬁ 0) 9’_ Ty 77R‘y 7 X ;&- a’_ v 7 L/ . 2
Virtual Servers Certificate Key Chain ﬂlj WlndOW [:—C
Policies ﬂzﬁkbf:ﬁ_l <§EE)§§& Key %%*R
Profiles Add rAdd 1 #_:g>§$$ -g-
Ciphers OCSP Stapling (]
. Notify Certificate Status to @
iRules Virtual Server -
Pools Proxy SSL (]
Nodes Proxy SSL Passthrough o)
Add SSL Certificate Key Chain
Certificate | abcCompany 7
Key | abcCompany 2
Chain | None v
Passphrase

| Add ICanceI

(9) [Finishedl RAZ#IT E LUTDLSITHYET,

Hostname  big181.f5jp.local Date Jun 27,2019 User admin
IP Address 10.99.88.181

|| ONLINE (ACTIVE)
|| standalone

Time 3:28 PM (JST) Role Administrator

elp About Local Traffic » Profiles : SSL : Client

C,_ Statistics 2 - | Services ¥ | Content v | Persistence Protocol

@ iApps
@ DNS * Search

Message Routing v | Other

Partition: e lulyt0}

~ | Authentication

27

Create...
v & Name $ lication | < Parent Profile | < Partition / Path
@ Local Traffic o ‘ ‘ S.hep ‘ - ‘ -
) abc-company-ssl-profile clientssl Common
Network Map i clientssl (none) Common
Virtual Servers clientssl-insecure-compatible clientss| Common
Policies clientssl-secure clientssl Common
Profiles crypto-server-default-clientss| clientssl Common
Ciphers splitsession-default-clientss| clientss| Common
N wom-default-clientss| clientssl Common
iRules
Delete...
Pools



(10) [/832—> AT THEREH D Virtual Server: Port443 ZBaZ. I'SSL Profile (Client) IER 0 DEREEZLL T D K312
ZEL, Update RAZ#HBLET,

Hostname  big181.f5jp.local
IP Address 10.99.88.181

User admin
Role Administrator

Date Jun 27,2019
Time 3:32 PM (JST)

]| ONLINE (ACTIVE)
f5 || standalone

() iapps
@ DNS

@ Local Traffic

Network Map
Virtual Servers
Policies
Profiles
Ciphers
iRules
Pools
Nodes
Monitors
Traffic Class

Address Translation
@ Acceleration
g Device Management
‘ Shared Objects

£2) Network
System

Local Traffic » Virtual Servers : Virtual Server List » https-vs-001

7+ + Properties

Resources

Statistics

General Properties
Name https-vs-001
Partition / Path Common
Description
Type | Standard 3
(® Host (. Address List
Source Address
0.0.0.0/0
® Host ) Address List
Destination Address/Mask
10.99.1.81
) ® Port ) Port List
Service Port
443 | HTTPS 3
«

Notify Status to Virtual Address
Availability

() Available (Enabled) - The virtual server is available

Syncookie Status Inactive
State | Enabled % |

C gurati | Basic Ny
Protocol | Tcp :
Protocol Profile (Client) | tep 2
Protocol Profile (Server) | (Use Client Profile) 2
HTTP Profile (Client) | http 2

HTTP Profile (Server) [ (Use Client Profile) 4 |
HTTP Proxy Connect Profile | None 2
FTP Profile | None %
RTSP Profile | None %
Selected Available
/Common /Common
SSL Profile (Client) abc-company-ssl-profile| << 2::::::::_—: escaucr:re-aompauble 1"5 E‘A_ LT: S S LP I'Ofi |e % 5% *R
>> crypto-server-default-clientss|
i i default-cli ntssl
Selected Available
/Common
<< apm-default-serverss|
SEL AR () crypto-client-default-serverss|
>> pcoip-default-serverss|
serverss|
HTTP Compression Profile None 2 |
Web Acceleration Profile None 2 |
HTTP/2 Profile (Client) None 3/ |
HTTP/2 Profile (Server) None + |
HTTP MRF Router o |

| Update IDeIe!e
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5.4.3. 9547 PC MRE
5431. PRIERDIAZEDAER—b

(1) —/\ZEAE% BIG-IP [CAVR—F LIz TR AR+ T COFFETIK. FE UTOEREE RS LITEY
%9, (fl: Chrome)

A

COER CIET A1) —hMRESINFEEBA

10.99.1.81 Tld. BENH 31— —(CL>T. JIRDT—B, Xyt—2, HLSv b
BRREMN BDET.

EN !

NET:ERR_CERT_AUTHORITY_INVALID

FEEE TFa2UFA TRESNIR-DICED

COEEMNHEZERIE. 2D Web 4+ (= BIG-IP 0 Virtual Server) M+ —/\SEBAZ(ZE L L1-325L/E (F5J-
CA) DEEBAEN Web TSI HIZAUR— SN TUWVENWIENRETY , BB DEBAEN Web TS5IHIZA-T
WL e —/N\EEREDRITREF VI T HIENTELVHTT,

COREZEEE Y 510, FBEER (F5J-CA) DEEREZE . V5147~ PC D Web T50HFAAUR— b D E
BRHYET,

DE—FTRIMYTHESLZ PC OTRIMT LIZHS . LTDTAHILATZRANTZE,

(03)SSL_certs

COITANTHADOUTDOI7AILEFIALET
SREIRmI7AI:  cacert.pem

UTODFIETISATEPC D Web 7594 (l:Chrome) ~AiR—kLET,
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(2) 95472 PC M Web 7594 (f5l: Chrome) N1 >iR—kLET , Chrome D& EEE T, (IAZD EEE
BIRLET,

T3S —EwFaUss

B & Google H—E X
T354)(— EFaUF+. THRECHET B TOMDRE

Chrome ADOJ A 2 ZHA TS
COBREZENCTBE. Chrome (COT A2 93T &72< Gmail 72 ED Google B MOT 1> 9
TEET

BENS I v OE—RC [MNSYFIIES] UITAMEEETD
BZWHREZRELTV RN EDH DREZ YA MHFALET [ ]

R—TZTUO-RUT. BEEBRREZTERTABLDCLET °
Cookie Z{E> THEZRF TS (TNSDR—TJICT7ITZAURMEEE Cookie IMREFENET)

Hi:E- o=
HTTPS/ SSL OEEAE E /EZEELET

91 homE
DITYA NCEREHET AR, RRU TSI TV EERUET

BEBRES-S0slR
BSESFEME. Cookie. Fr v adEZEIRUET

(3) TMEFESMNT=JL—IEEBARERE 12T EIRL., T4V R—bRIARZERLTTEELY,

HLEE ] X

B&9(N): <FAT> v

BA BHOA FREAMKE EWMSNLRTT EWSBLRTT

Eg ETE #HBER ILUNE A
[ AddTrust External ... AddTrust External C..  2020/05/30 Sectigo (AddTru...

[lBaltimore CyberTr..  Baltimore CyberTrust... 2025/05/13 DigiCert Baltim...

[5)Class 3 Public Pri..  Class 3 Public Primar...  2028/08/02 VeriSign Class 3...

5 Copyright (c) 1997... Copyright (c) 1997 ... 1999/12/31  Microsoft Times...

[ corp-WIN2K8-001... corp-WIN2K8-001-CA  2024/06/06 <#L>

[ DigiCert Assured I... DigiCert Assured ID... ~ 2031/11/10 DigiCert

5 DigiCert Global Ro... DigiCert Global Root... 2031/11/10 DigiCert

[ DigiCert High Ass... DigiCert High Assura... 2031/11/10 DigiCert

[SJEntrust Root Certif.. Entrust Root Certific... 2026/11/28 Entrust

[ LY R Sy S N Sy Sy AnSATAn AR Fete.at o

A= MD... IJAR-NE)... BlER(R) REBEN

AHINEN

ER(V)
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(4) TRANIEWLTTEL,

& RSO UR-b 91F-F
HEAZ O/ VK- b 21 -FOR%

I091F-FTid. EHE. ARSERVIN BLUERSENVANEFAINSEASATICIE-
L&7.

IRMECLHLTRTINLESRSE. 1-7- DEREL. F-9ERELLY, FEREFUF(TRE
SNERYNI-IBRERETIHOERESATIET. AHSANTR. AHSHIRESNIVAT
LEDEHETT.

FTTIR (RN B7U9ILTRR V.

weh |

(5) AVR—r325T774ILELT, BELREDFEAE  cacert.pem ZFEU, R 1FHFLTIZELY,

X

€ B amso un-roof-F

AR~ SERBITN

AUR-FFITPANEEELTER L.

TPANVE(F):
C:¥Users¥test1006.CORP¥Desktop¥(03)SSL_cert¥cacert.pem I [ SE(R)...

EE: ROFAEESL 1 2077 VICEROTASERETERT:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 SF33 3 (.P7B)
Microsoft Y UFIALSNIAIBAEART (.SST)

PO BT

(6) RERAZRLTAEFRSNIIL— AR I TH O LEMERRL . RN IEHL TS,

X

€« & EHSOIUR-bOY-F

EARAT

EEASANTR. ARSHRESNIVATLLOEHTT.

Windows [CEEEASAMPE S BNICEREE DN, AASOBFREEETIILHTERT.

O ERSOEACEIVT. SHNCETRSATEERTIV)
@ TRSEIATROATFILEETI(P)
HHESANT:
EEn) - MERRE S2(R)...

[ et
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(7) TETIEBLTIESL,

€« L EHSOUR-FoT-F

HERBOI VK- V1 -FORT

[RT1 87973 3¢, ARSI UR-FenET.

ROBENEEENELE

AW EEanl) - MR

gHE

TrE C:¥U 1006.CORP¥Desktop¥(03)SSL_cert¥cacert.pem

RT(F) vl

(8) HFAUFAELITHL, CCTRIFVIEBIRLET,
tF¥IVF1ESE

ROTENRTHELERTSERRE (CA) 1SEHSE(VA-ILE
b\ Seltnzs:

fSjcafSjplocal

EEESHEEC "BjcafSjplocal” A'5OENTHINEINERIETEEE
k. ‘BjcafSjplocal” [CERLTRTEEERTLENBYIT. RO
ESRINBETELSET:

$2E0 (sha1) B2D81636 EFFFO1DD 9C9A338A B66AGEFC BBFF7F42
==

ION-FEBESE(VAR-TEE, 20 CA LR TRTENEERESR
ENCEFEEINET. BN TVLVBENTZ0ERESEI VAN
IRZLR, TF2UT L, BETT. [BL) &IV ITEL, Z0EEER
BLEIEICLYZET.

IOEREEFAVAN-ILETH?

| som  [Cowze ]

9) ZT T, TOKIERML TS,
TEABOA UKk 91 -F X

0 ELLAUh-FengLe.
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(10) T{E8ES N 1=)L—SEBARERS 112, (f5jca.f5)jp.local) D IL—REEBAE A A ViR—kShE LT =,

Bz X
B8(N): <FRT> v
BA BEHOA FREEHRE EENL-MIRRE SEnLRGT SESNBLETT
T ETE HFHER  JLUFE 2

5 DigiCert Global Ro... DigiCert Global Root... 2031/11/10 DigiCert
5 DigiCert High Ass... DigiCert High Assura... 2031/11/10 DigiCert
) Entrust Root Certif.. Entrust Root Certific...  2026/11/28 Entrust
r R Cortif,, E Root Certifi 30/12 E

Sl fsicafsjp.local fsjca.fsjp.local 2021/07/26 <BL> .I
R CIOBaTSIgn Groparsign 2021 TS GoogIE Must St

[ GlobalSign Root CA  GlobalSign Root CA 2028/01/28 GlobalSign Roo...

[5)Go Daddy Class 2... Go Daddy Class 2 Ce.. 2034/06/30 Go Daddy Class ...

[SJHotspot 2.0 Trust... Hotspot 2.0 Trust Ro...  2043/12/08 Hotspot 2.0 Tru... v
(= I'} LY . ——

£ At

Miooooofa Aaboos Miooooofa Moalooaio Annnineine

AUR=-MD... | IIAR-HNE)... BlE(R) EEBEA)

AHFOEN

£3(V)

B30

ch T, MERESNL—EEBRMRE 1 EL T BH AR DRREER (F5J-CA) B RSN ELT-, EXMIZXIN T
BHED XAV TAESFERTEINGEGYFES,

LM L. DNS [C&BHERIBRNTELVREICEVNTIE, RORTYTLLETY,

33



54.32. 95472k PC M hosts 771 ILDiRLE

(1) DNS [ZXBLRIERNTELNREDHA . URL ELTIP PRLRZANT B EIZHYET, CDBE. 95
A7 PC ABBDMBHAEZAAR—FLTH. FE UTOEEREZADZEICHEYET,

A

CO¥ERCIT SIS —PMRESNFEBA

FHEEE TF2UTA TRESNIR-DICRES

Zhlk. Web H—/(=Virtual Server) N7 OEALT. Web H—/ Ao H—/\GFBAZEZZ Tt DD . H—
NEEBRE(ZER & SN = Common Name &, ##iZE KL= FQDN (=SURL) B—ELGWIEMNRRATY,

AR CLLE M HICRIRT 57021, Y5147k PC:Windows O hosts 771 LE#RET HETT,
ABITIE, H—/\ZEBAZE D Common Name [&Iwww.abc-company.com]TY,

===

E1T

(2) *EMRE EEEERTERILET,
2E [ ~ Y

. %

— F___% -
O Cortana rome licrosof e Fiddler 4 F5 iRule Editor Tera Term
-

N
B s networis '
B Fodier 4 58 A5-MICEVBHENT
h Fiddler ScriptEditor $1AEE
z0f > )

&) Firefox 1 520 [-IEYBHID
G D ERELLTET
@ Google Chrome 0 771osmessC
©) srooves1-577
M
R Microsoft Edge
@ Microsoft Solitaire Collection
Bl Microsoft Store

& Microsoft To-Do

P ZEAALTRR
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(3) C:¥Windows¥System32¥drivers¥etc¥hosts Z#RELET,
(Thosts I T 74 LMREETIEFRENG LN ELNER A, TDBEEFETDOIFTRTOI7AIL(* ) I1ZRERL
TLIZELY,)

B< X
A |« Windows > System32 > drivers > etc v o | econs r)
=B FHLIANS- = W @
S bl £~ W - £ #4X
@ OneDrive ] hosts 7740
- | Imhosts.sam 77 4K
= | networks 7 K
b Evb vl ] protocol oioase s
¥ §9v0-F ] services 2017/09/292244 74
B 777
& FFaxvh
=l €97y
B &7
D 13-9v7
i 0= FART (C
- v FLLLLLLY] LLLLELERLEX .
TPANVEN): Vi IR0 () vl
:

XTI-KE: [AnsI V:W"'WMV"

¥hosts IZHEETATFLRIE, CHH THRELT Virtual Server @ IP 7RL AZHEEL TLEELY,

| hosts - XE& - [m] X

TPAUF) REE JFHO) T|RV) ALTH)
Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual |ine. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additional ly, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "#' symbol.

For example:

102.54.94.97 rhino.acme. com # source server
g 38.25.63.10 X.acme. com # x client host
# localhost name resolution is handled within DNS itself.
# 127.0.0.1 loca|host
i localboct
10.99.1.81 v abc-company . com

Windows (CRLF) 147,155 100%

Web 759 AAHNT S URL (&, IP PRLXTIEA{ FQDN (https://www.abc-company.com) TAHLET,

CNT.SSLEFBZEN X )T+ EEER AL Web H—/\(Virtual Server) ~NEHETAIENTEET,
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544. DSAT7URDLD HTTPS 771X

(1) TRERISAT7 U BAERLT= Virtual Server (HTTPS)ANT7 V1AL, IEEIZ SSL B ITHN LS LEHE
Eﬂbbij_o

(2) TStatistics)] — 'Module Statistics] — [Local Traffic|27% 21 voLET,
[ Statistics TypeIDTILE D A=—1—hi5, [Pools ) Z:&IRLET,
ZNEND Web 4—/30 . Bits, Packets EDH VU TYTLTNDILERERL, A—FN\FUIUTHIE
BIZITHNTOTWSIEERERLET,

Hostname  big181.fSjp.ocal
IP Address 10.99.88.181

Date Jun 27,2019 User admin
Time 4:45 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
f5 | standalone

Statistics » Module Statistics : Local Traffic » Pools

] statistics y¢ ~ | Traffic Summary ~ | DNS + | Local Traffic Subscriber Management | Network System
Dashboard
Module Statistics Dispiayioptions
Performance Reports Statistics Type Pools + l
Data Format Normalized 4
[ 1aves Auto Refresh Disabled 4| Refresh
G5 ons : Search_ [ Bits || Packets || c 1l || RequestQueve |
@‘E\ Status EIL‘PooI + Pool Member JéPamnoanaln “In Ieom “In L# Oullé Current |.¢ Maxlmuml#Tohll#Tohl l# Depth | < Maximum Age
() Local Traffic BT T A M - P Y T S A A T M PP T A T M PP ML P PP
0 1 @ B http-pool-01 Common 446K 133.1K 39 39 0 4 7 7 0 0
(2 Acceleration SEEIES) 10.99.100.215:80 Common 254K 760K 22 22 0 2 4 4 0 0
H
He] 10.99.100.217:80 Common 19.2K 571K 17 17 0 2 3 3 0 0
) Device Management S AL U MUV RMOETAM AR -
Reset

W Shared Objects

Hoa%E)ykLi=LMEE I, TStatus IEBDF IRV IR ZFyIE ANT, [Reset I REFIRLET,

36



6. iRules MfFELVA

iRules [FARUAR—ZD RV T EEBT. 7IVTr—2av b4 90 EEDAIY A XARETT .
(iRules M3IGEFMICBELTIX, 2HBDR—UFTS BT &N, https://clouddocs.f5.com/apilirules/)

iRules MERLIE. BIG-IP D r—U AL MEEEE (TMUI) . E7=(& iRules Editor, F7=I1& F5 Editor Eplipse

Plugin i E#FALET

AAAFTIE TMUI @ iRules HEEEE>T, BHMIZ, LT D K5% iRule ZEELTHEYS

THTTP YU TRM=&FENS User-Agent Ay & (28T, FUERT Y —/\EEZ B

BIRRICIE,
FireFox M5 & (. 10.99.100.215:80 ~
Internet Explorer ®i5& (%  10.99.100.217:80 ~
BT D, ELDIIL—IILEE>THET,
6.1. User-Agent #ENi59 %

%79 iRules Z{#>T. User-Agent DEZERELTHET,

6.1.1. User-Agent Ny4& (2K B HI1E

(1) TLocal Traffici — TiRules]IZ&UL T, B L O Create R4 %E#LET,

Hostname  big181.fSjp.local Date Jun 27,2019 User admin
IP Address 10.99.88.181 Time 5:15 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
f5 || standalone

Local Traffic » iRules : iRule List

S
@ o * Search

1+ + iRule List Data Group List iFile List Statistics
——

I Create... I

37

@ DNS [v|| « Name * Verification + Certificate | + Application ‘ “ Partition / Path
it _sys_APM_ExchangeSupport_OA_BasicAuth |© | F5 Verified f5-irule.crt Common
ij Local Traffic ) )
it _sys_APM_ExchangeSupport_OA_NtimAuth |°_| F5 Verified f5-irule.crt Common
Network Map it _sys_APM_ExchangeSupport_helper |21| F5 Verified f5-irule.crt Common
Virtual Servers it _sys_APM_ExchangeSupport_main |2]| F5 Verified f5-irule.crt Common
Policies i _sys_APM_MS_Office_OFBA_Support [©] F5 Verified f5-rule.crt Common
Profiles i _sys_APM_Office365_SAML_BasicAuth =] F5 Verified fo-irule.crt Common
Ciphers i1 _sys_APM_activesync |2]| F5 Verified f5-irule.crt Common
1 _sys_auth_krbdelegate |1l F5 Verified f5-irule.crt Common
Pools
‘ it _sys_auth_ldap |©_| F5 Verified f5-irule.crt Common
Nodes
i1 _sys_auth_radius 12| F5 Verified f5-irule.crt Common
Monitors —
Add Signature... | Add Checksum... || Delete... Page1of2 4 |
Traffic Class .




(2) User-AgentZ. O 77/IL~AHHT B iRule EAALET, REX. Finished REVEHLET,

when HTTP_REQUEST {
log local0. "USER-AGENT is [string tolower [HTTP::header "User-Agent"]] "

}

Hostname  big181.f5jp.local Date Jun 27,2019 User admin

IP Address 10.99.88.181 Time 5:32 PM (JST) Role Administrator partton: (TG Tog ot
|| ONLINE (ACTIVE)
5 | standalone

& & Local Traffic » IRules : IRule List » New IRule...

/-3 Statistics

S
@ LG Name User-Agent_check

@ DNS

[:Eﬁ Local Traffic

1~ when HTTP_REQUEST {
2 log local®@. "USER-AGENT is [string tolower [HTTP::header "User-Agent"]] "
3}

Network Map

Virtual Servers
Policies
Profiles

Definition
Ciphers
iRules
Pools
Nodes

Monitors

Traffic Class

| Wrap Text _
Address Translation Show Print Margin

= Cance| Finished
(7 24 Acceleration

(3) RIZ.#EMLT= iRule % Virtual Server ~@RL%E 9, [Local Traffic] — [Virtual Server | TRRESNT-ELTE
F#HD Virtual Server Z:EIRL . BIED LIZFRK RSN i=Resources |12 TEV)vILET,
iRules MM Manage JRFUEHLET,

Hostname big181.fSjplocal  Date Jun 27,2019 User admin

IP Address 10.99.88.181 Time 5:34 PM (JST) Role Administrator Partivon: (SRS Tog et
f || ONLINE (ACTIVE)
Local Traffic » Virtual Servers : Virtual Server List » http-vs-001
v statistics 2 + | Properties Resources Statistics =
@ iApps
Load
@ DNS Default Pool http-pool-01 4 ‘
Default Persi Profile None %) ‘
() Local Traffic
Fallback Persi: Profile None 4] ‘
Network Map
Update
Virtual Servers
Policies
iRules Manage...
Profiles
Name ‘
Ciphers No records to display.
iRules
Policies Manage..
Pools
Name ‘
Nodes
No records to display.
Monitors
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(4) 1ERLT=z iRule Z:ERL ., M<<)7/RFEH|LET,

Hostname  big181.f5jp.jocal Date Jun 27,2019 User admin Partiton: (D
> Time 5:35 PM (JST) Role Administrator -

|| ONLINE (ACTIVE)

| standalone

Local Traffic » Virtual Servers : Virtual Server List » http-vs-001

[A—] Statistics 13 - | Properties Resources Statistics =

(&) 1aeps

@ DNS Enabled Available
/Common /Common
@ Local Traffic User-Agent_check << _sys_APM_ExchangeSupport_OA_BasicAuth
iRule _Sys_APM_| L OA !
>> _sys_APM_ExchangeSupport_helper
Network Map _sys_APM_| L_main
Virtual Servers Up Down
Policies
Cancel
Profiles

(5) LITFDIREEISHYETS,

Hostname  big181.fSp.local Date Jun 27,2019 User admin Partition _
IP Address 10.99.88.181 Time 5:36 PM (JST) Role Administrator

| ONLINE (ACTIVE)
f5 | standalone

| Local Traffic » Virtual Servers : Virtual Server List » http-vs-001

- Statistics 7+ ~  Properties Resources Statistics El

Load
@ DNS Default Pool [ hitp-pool-01 4|
Default F Profile | None 0|
) Local Traffic
Fallback Persi: Profile | None $)
Network Map
Update
Virtual Servers -
Policies 5
H
Profiles :
: H
Ciphers = | /Common/User-Agent_check E
H
iRules R AR N RN R AR N R R N AR AR RN R R R A AR R AR R A R R R AR R AR R A AR R AR R A AR AR RN ER R NEERRNEERRRREERRERESEEEEaREEY
Policies
Pools
Name
Nodes
No records to display.
Monitors

ZO iRule THAEINZOT (L LTOFIETBIG-IP [Z SSH TZ VXL, AvURSA U THRRELET
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6.1.2. BIG-IP ~®M SSH 7/+tXA

SSH 9547 #: TeraTerm)Z{#->T. BIG-IP ~ SSH TF7 9+ XLFET,

(1) SSHTO A LET,
X

& TCPIP  Host [ 172.28.15208 10.99.88.XXX (F$ LAB MiF4)

~ Histary
Service: ¢ Telnet TCP port#: [ 22

SSH version: |SSH2 v|

" Other

Protocol: [UNSPE! ~

¢ Serial Port: [COM1: s&f&—h (COM1) =
OK | Cancel | Help |

(2) User name IZlroot]%& A 51L. Use challenge/response to log in #F v LEY .
=10l ]

Logging in to 172.28.15.208

Authentication required.

User name: | root

Passphrase; I
[V Remember password in memory
[~ Forward agent

‘ " Use plain password to log in ‘
€ Use rhosts to login (S5HLY Local user name; I

Host private key file; I

‘ (" Use RSA/DSA/ECDSA key to login  Frivate key file:

' Use challenge/response to log in(keyboard-interactive): I ‘

N

° |
OK I Disconnect |

‘ (" Use Pageant

(3) NRIT—FZEAHALET (TIAHIMRED/ KX T—RIXIdefault| TT)

SSH Authentication Challenge x|

Loaging in to 172.28.15.208
Password:

OK I Disconnect |

(4) LTOLGEavorTOVTRRRENET,

[root@bigXXX:Active:Standalone] config #
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6.1.3. User-Agent#0/% L TSR

(1) UFOAT REEFTLET,
[root@bigXXX:Active:Standalone] config #

(2) 25472k PC T.iRule #%EL1= Virutal Server ~, LI F 2 DDITSHHFMLTIEALET,
a. Chrome
b. Firefox

(3) Mvarflog/tm [Z, AT D &S5%G0Y (Fl) A AShET,

@ Chrome
Jun 27 17:44:11 big181 info tmm1[9735]:

@ Firefox
Jun 27 17:43:53 big181 info tmm1[9735]:

6.2. User-Agent &IZ7 7t X5 Pool Member %% % %

L2 User-Agent tH HfER M5, User-Agent [ZTfirefox IO XFEF ST HD%F 10.99.100.215:80 ~iEY
ZNLSME, 10.99.100.217:80 ~NiED., ELVIIL—IILERET HEITLETS,

(1) SEfEMERRLTziRules ZLATDKIIZEELET , Update REVEHLET,
when HTTP_REQUEST {
set UA [string tolower [HTTP::header "User-Agent"]]

if { SUA contains "firefox" }
pool http-pool-01 member 10.99.100.215 80

els

e{
pool http-pool-01 member 10.99.100.217 80

log local0. "USER-AGENT is $UA"

|| ONLINE (ACTIVE)
|| standalone

Local Traffic » iRules : iRule List » User-Agent_check

y Statistics Statistics
& iApps
Properties
“> 4 DNs Name User-Agent_check
B Partition / Path Common
) Local Traffi
& —ocal fratic 1- when HTTP_REQUEST {
Network Map 3 set UA [string tolower [HTTP::header "User-Agent"]]
» 4
Virtual S
rual servers S~ if { SUA contains "firefox" } {
Policies 6 pool http-pool-01 member 10.99.100.215 80
7
Profiles 8 else {
9 pool http-pool-01 member 10.99.100.217 80
Ciphers Definition 10 }
11
iRules 12 log local®. "USER-AGENT is $UA"
Pools 13 }
Nodes
Monitors
Wrap Text
Traffic Class Show Print Margin
Address Translation Ignore Signature/Checksum
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(2) 935472k PC T.iRule 8% LT= Virtual Server ~, LI T 2 DD ITSHHENSTHIERALET,

1 FireFox
@ Chrome

FNEFNH. iRule TIEFELT= Pool Member ~DHF AL TSI EEXFERLET,

iRule M Pool Member @ IP PRLRZANBZ TH T, BHDOEREEML THTIEELY,

(3)
Firefox & Chrome T. 77ERAENANEDHLYZET,

iRule DELVAIZDOWNTIZUETT,

42



7. UCS D%
UCS ZHFT A LITE T R RETORELZRFLTHLIENTEEY,

(1) TSystem] — TArchives] THRIRSNI-BEIEA LD Create IRV EHLET,
FEEDAMERICFIAT HEIZH YT UVEFF)EA AL, [Finished IR2VEHLET,

Hostname  big181.f5jp.local Date Jul 24,2019 User admin partion: (D
IP Address 10.99.88.181 Time 1:54 PM (JST) Role Administrator SIS

|| ONLINE (ACTIVE)
f || standalone

m M System » Archives » New Archive...
|f_'d Statistics
@ iApps File Name big-181-20190724 2 F5( E,ﬁg‘\)é‘ AB

General Properties

@ DNS Encryption [Disabled % |
Private Keys | Include % |

Version BIG-IP 14.1.0.6 Build 0.0.9

-
Cancel

[3) Local Traffic

2) TOKJRZL%HLET,

Hostname  big181.f5jp.local Date Jul 24, 2019 User admin Partiti _
IP Address 10.99.88.181 Time 1:57 PM (JST) Role Administrator HHon

|| ONLINE (ACTIVE)
f || standalone

WW System » Archives

N
Statistics Operation Status

iApps

Saving active configuration...
@ DNS /var/local/ucs/big-181-20190724.ucs is saved.
@ Local Traffic

@ Acceleration
g Device Management

(3) HUTDREILGYET,

Hostname  big181.f5jp.local Date Jul 24,2019 User admin Partition
IP Address 10.99.88.181 Time 2:12PM (JST) Role Administrator . '

]| ONLINE (ACTIVE)
|| standalone

m m System » Archives

/] statistics % + Archive List
u —
iApps
@ 56 Upload... Create...
&) ons || File Name Date | size (Kbytes)
I @ big-181-20190724.ucs Wed Jul 24 13:56:47 JST 2019 19199

(3) Local Traffic Delete...
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(4) UCS T7ANLBZEVVVITHE UTOERICEYET .
AKAAFTIE. 2D UCS T74)L%E PC AF U BO—RLTHEET , Archive File Z:ERL, FHoA—KRLE
ER

Hostname  big181.f5jp.local Date Jul 24,2019 User admin Partition _
IP Address 10.99.88.181 Time 2:13 PM (JST) Role Administrator !

| ONLINE (ACTIVE)
|| standalone

Helf Abou System » Archives » big-181-20190724.ucs
|:"*i Statistics

General Properties

@ iApps File Name big-181-20190724.ucs

@ o Version BIG-IP 14.1.0.6 Build 0.0.9
Encrypted No

(3) Local Traffic Date Wed Jul 24 13:56:47 JST 2019
Size 19199 Kilobytes

(£3%) Acceleration Archive File || Downioad: big-181-20190724.ucs |

g Device Management Restore  Delete

(6) COFEFUCS I74/L% BIG-IP RIZRFLE-FETHLEVD T A KA AFTIE, UCS & BIG-IP A7 70
—FLTETTT S Lz tEB I 51=IZ, CCTIE—BI M UCS ZHIBRLE T,

Hostname  big181.f5jp.local Date Jun 27, 2019 User admin Partition: _
IP Address 10.99.88.181 Time 7:03 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
fs || standalone

H U System » Archives » big-181-20190627.ucs

/i Statistics
General Properties

@ iApps File Name big-181-20190627.ucs

@ NS Version BIG-IP 14.1.0.5 Build 0.0.5
Encrypted No

@ Local Traffic Date Thu Jun 27 18:48:19 JST 2019
Size 107899 Kilobytes

(£3%) Acceleration Archive File Download: big-181-20190627.ucs

@ Device Management Restor
UCS 774 ILICL BB EMEE R T B0, RORTYITLIAV I T EHELET,
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8. AVI1T DHMEUL(ZEE)
AVITATEETHETHFIETT,
8.1. BIG-IP ~®M SSH 79+tX
(1) SSH 25472k (fl: TeraTerm) Z{#> T, BIG-IP ~ SSH TFV+tAL%E T,
(2) TMSH ~ALIYEZFET,

[root@bigXXX:Active:Standalone] config # tmsh

UTD&5GTAVT MIEDYET,

root@(bigXXX)(cfg-sync Standalone)(Active)(/Common)(tmos )#

TOVTERRVLD T, LIEIET (tmos) #1 D AR EELET,

8.2. aVI«17 DAL
—B ., UCS #H#&L 1= BIG-IP (bigXXX.f5jp.local) MLFRFEEHEL. TIAHIMREIZELET,
(1) FTIHNLbAL T DFLAH

LUTOavTURERTLET,

@AVI747 &)L TELD (YN EENNDD T, y EAVTIMLET )
ETTHE AT T L—ar B gfiiEEhET,

(tmos)# load sys config default

(2) R#E

CDT 7AWV T4TEFRLUAATIREERELET,

(tmos)# save sys config



9. UCSDURLY

#IEAME L= BIG-IP(bigXXX f5jp.local)%. UCS J7A L THETLET,

(1) —ETIZ#HILE/RRT—K (admin/admin) TES AL, /ARD—REBRELET.
F5LAB TIELL T D KSIZEREL. Save RAVEHLET,
Current Password: admin
New Password: ilovef5
Confirm: ilovef5

fS BIG-IP Configuration Utility
F5 Networks, Inc.

Username
admin

Your password has expired. Please change it using the fields on the left.

Current Password

New Password

Confirm

Cancel Save

(c) Copyright 1996-2018, F5 Inc., Seattle, All rights reserved.
F5 Networks, Inc. Legal Notices

(2) RELE/SRD—KTAYAULET,

BIG-IP Configuration Utility

F5 Networks, Inc.

Hostname Welcome to the BIG-IP Configuration Utility.
bigip1
Log in with your username and password using the fields on the left.
IP Address
10.99.88.181

Password changed
successfully.

Username

Password

Login

(c) Copyright 1996-2018, F5 Inc., Seattle, i All rights reserved.
F5 Networks, Inc. Legal Notices

() TIYYTBIGIP ATIHERT BE, BAHRELE Y F—FEENRAET,
;Ozz‘::::s l:i(?.i;;.aswm 1D'i::z :?:42§M2(€)F3I§T) LFi(SJIeer aA?j::ilz\SQralor Parmlon’_ Logout

|| ONLINE (ACTIVE)
J| standalone

Setup Utility » Introduction

Setup Utility

Welcome
Introduction
License
Setup Utility
Resource Provisioning To begin configuring this BIG-IP® system, please complete the Setup Utility. To begin, click the "Next" button.
Device Certificates
Platform Next...

Network
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(4) UCS 7ML THREEFRT DT, I —FTHRETHIVLEEIHYFEEA,
£OT. DI H—REIATURSAUTELELEYS,

ot@localhost:Active:Standalone] config #

(5) LI—EBIG-IP ATSVHTTIERTHE UTOEEIZEDYET
(1 —FAFRENEEA,)

Date Jun 28, 2019
Time 1:25 AM (PDT)

User admin
Role Administrator

Hostname  bigip1
IP Address 10.99.88.181

|| ONLINE (ACTIVE)
fs J| standalone

Statistics » Welcome

|/'P Statistics -

Dashboard ’

Module Statistics Setup Support

Performance Reports
User Documentation Ask F5

iApps

Technical documentation for this product, including user
guides and release notes, is available on the Ask F5
Technical Support web site.

Ask F5 features quick solutions to technical questions,
product manuals, release notes, an online support case
generator, and general information about F5 Networks and

products. Ask F5 provides unlimited access to all customers
covered under an F5 service agreement.

@ DNS

[ﬁj Local Traffic

¢ User Documentation

Preferences e Visit Ask F5

On the System Preferences screen, you can customize the .
general preferences for the Configuration Utility. Deployment Guides
F5 deployment guides provide detailed configuration

guidance on how to implement integration or interoperability

solutions for specific applications.

(}s) Acceleration

« System Preferences

g OO Additional Setup Options
Use the following additional configuration options to refine the
system setup, once you have initially configured the system

cimlem b O abi |l

« Visit Deployment Guides

‘ Shared Objects
DevCentral

(6) AXURZAL T, AF % tail L, ucs YRR IR REHER T HEELZLET,

ot@localhost:Active:Standalone] config

(7) TSystem] — TArchives] THRRSN-EIEALDIUpload IIRFVEIBLET,
REFELTHLM=UCS 771 IL%E$EEL T, Upload LEY,

Hostname  bigip1 Date Jul 23, 2019 User admin

IP Address 10.99.88.181

|| ONLINE (ACTIVE)
fS || standalone

Time 10:221PM(PDT)  Role Administrator Partiion: (D oy

System » Archives » Upload...

/A "i Statistics
Upload Configuration Archives
@ iApps File Name

@ DNS Options

(8) 7wvFA—KLt= UCS 774M4ILED)vHLET,
Trme 10:21 PM (POT)

Choose File big-181-20190724.ucs

UCS 7741 ILEIRTE

_| Overwrite existing archive file

[:Tjj Local Traffic

User admin
Role Administrator

Hostname  bigip1
IP Address 10.99.88.181

|| ONLINE (ACTIVE)
f5 || standalone

LELUEEE Common

System » Archives

icon
/L'd Statistics

2+ + Archive List

|
iApps
@ PP Upload... Create...
@ DNS |v| | File Name Date Size (Kbytes)
) big-181-20190724.ucs Tue Jul 23 22:21:41 PDT 2019 19199

[ﬁj Local Traffic Delete...
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(9) [Restore /R EHLET
Hostname  bigip1 Date Jul 23, 2019 User admin Partition _

IP Address 10.99.88.181 Time 10:22 PM (PDT) Role Administrator

J| ONLINE (ACTIVE)
|| standalone

Help \bout System » Archives » big-181-20190724.ucs

/vl Statistics
General Properties

@ LAPES File Name big-181-20190724.ucs

@ DNS Version BIG-IP 14.1.0.6 Build 0.0.9
Encrypted No

@ Local Traffic Date Tue Jul 23 22:21:41 PDT 2019
Size 19199 Kilobytes

@ fccslerstion Archive File Download: big-181-20190724.ucs

g Device Management Delele

(10) UTFTDIKREDEEIL, TOKIRFERET, LIESHFEET,

Hostname  bigip1 Date Jul 23, 2019 User admin
IP Address 10.99.88.181 Time 10:23 PM (PDT) Role Administrator

| ONLINE (ACTIVE)
|l standalone

Main ' ut System » Archives

o] isti
Statistics Operation Status
@ iApps
@ DNS Restoring System Archive. The status will be updated shortly...

() Local Traffic

@Acc«lera(ion
g Device Management
TOKIZHL THLRERGVDOTYT A ROEEIZEHTHE VAN NET T HIEERT AT EHRTHIEN
TELELDT, LWIOET L0 MY =8, CCTIRHIOKIZHETICLIES L ET,
DL TOKIZILTLFESZEITH, LIFSLFTE YRR IEETLEY .

OK

(11) —FRIZLU T D ESLAYE—ONRTINEABLLNEE AN, TDFEFFHET,
Hostname  bigip1 Date Jul 24, 2019 User admin Partition: _

IP Address 10.99.88.181 Time 2:24 PM (JST) Role Administrator

The configuration has not yet loaded. If this message persists, it may indicate a configuration problem.

OFFLINE
|l standalone

System » Archives

=
ol Operation Status

3 o

@ DNS Restoring System Archive. The status will be updated shortly...

(3] Local Traffic

@ Acceleration

X oK
g Device Management
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(12) ATURZA2 DT ZHERL. LLTDLSIZUCS YRR AN HFETHREET

[root@localhost:Active:Standalone] config #

Jul 23 22:42:50 localhost.localdomain info tmsh[29942]: Begin config install operation: /var/local/ucs/big-181-20190724.ucs

Jul 23 22:42:55 localhost.localdomain notice logger[1271]: /usr/bin/perl /usr/local/bin/im -exclfrom -q -force /var/local/ucs/big-181-
20190724.ucs ==> /bin/bigstart stop named

Jul 23 22:42:57 localhost.localdomain notice logger[1306]: /usr/bin/perl /usr/local/bin/im -exclfrom -q -force /var/local/ucs/big-181-
20190724.ucs ==> /bin/bigstart stop zrd

Jul 23 22:42:57 localhost.localdomain info install_ucs.pm[1175]: Install the license file from UCS onto the system.

Jul 24 14:43:00 localhost.localdomain notice logger[2049]: /usr/bin/perl /usr/local/bin/im -exclfrom -q -force /var/local/ucs/big-181-
20190724.ucs ==> /bin/bigstart stop restjavad restnoded

Jul 24 14:43:00 localhost.localdomain notice logger[2140]: /usr/bin/perl /usr/local/bin/im -exclfrom -q -force /var/local/ucs/big-181-
20190724.ucs ==> /bin/bigstart start named

Jul 24 14:43:00 localhost.localdomain notice logger[2147]: /usr/bin/perl /usr/local/bin/im -exclfrom -q -force /var/local/ucs/big-181-
20190724.ucs ==> /bin/bigstart start zrd

Jul 24 14:43:01 localhost.localdomain notice logger[2294]: /usr/bin/perl /usr/local/bin/im -exclfrom -q -force /var/local/ucs/big-181-
20190724.ucs ==> /bin/bigstart start restjavad restnoded

Jul 24 14:43:02 localhost.localdomain notice logger[2414]: /bin/sh /usr/lib/csyncd/reloadnamed.sh /run/ucs.restore.pid ==>
/bin/bigstart start zrd

Broadcast message from systemd-journald@localhost.localdomain (Wed 2019-07-24 14:43:04 JST):

logger[2645]: Re-starting bigd

2019 Jul 24 14:43:04 localhost.localdomain logger[2645]: Re-starting bigd
Jul 24 14:44:11 big181.f5jp.local info install_ucs.pm[1175]: UCS installation success.

(13) A9 HELUTOEEICEYET DT, Log in REUEHLET,

Unable to contact BIG-IP device
Wed Jul 24 2019 14:25:27

The BIG-IP Configuration utility makes periodic requests for status information in the background while you work.
Unfortunately, the network connection to your BIG-IP system has been interrupted and the last status request
failed.

Instructions:

1. Check your network connection. An interruption in your network connectivity or a change in network conditions
may prevent you from accessing this BIG-IP system.

2. A system administrator may have initiated a system reboot. If this is the case, the BIG-IP system should
become available after a few minutes.

3. The system may not be responding. The BIG-IP system may be writing a large configuration to disk,
experiencing other difficulty, or may have been taken offline by an administrator.

Elapsed Time: 11 seconds

«” Waiting to establish a connection with the device...
If a connection is not reestablished after a few minutes, contact your system administrator.

«” Device connection has been restored.
A connection to your BIG-IP system has been reestablished.

(14) BEFEHD ID E/SRT—RTAT AL VAT ENTWSZEZHEELET .
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10. QKview D EE

AISHADTEEREERICIX, F5 HR—FA QKview DEANBELLYET,
LTI QKview DERB A EFTREH LET .

(1) ISystem]—TSupport1T. L FOEEMTR-RSNET , [New Support Snapshot | RZEHLET,

Hostname  big181.Sjp.local Date Jul 1,2019 User admin Partition _
IP Address 10.99.88.181 Time 2:41 PM (JST) Role Administrator ‘

I ONLINE (ACTIVE)
|| standalone

W m System » Support

' Statistics 7+ + Support Manage iHealth Credentials

u —
@ EBEs Last Generated Snapshot I New Support Snapshot I
@ DNS Date User Type Size | Status

No records to display
Eﬁj Local Traffic
@ Acceleration

Q|

g Device Management QKView Upload History

 Date “Uaer |‘SupportCnse Number |‘Dewrimlon l‘SIze |‘Wnrnlns * Criticals iHealth Link
Mg Shared Objects - - - R M - - 9 -

No records to display

=) Network

(2) THealth Utility ] Tl Generate QKView 1% ERLE T,

Hostname  big181.5jp.local Date Jul 1, 2019 User admin Partition: _
IP Address 10.99.88.181 Time 2:42 PM (JST) Role Administrator O

]| ONLINE (ACTIVE)
|| standalone

m m System » Support » Support

N Statistics # v Support Manage iHealth Credentials
l—d —
iApps Support
| Health Utility I\ Generate QKView v I
@ DNS
Upload Configuration
(34) Local Traffic
|| Exclude Audit Files
@ Acceleration (| Exclude Core Files
QKView Options || Exclude Secure Files
g Device Management
[ Exclude Bash History
‘_ Shared Objects [| Unlimited snaplen
@ Network Cancel = Start

528G, TGenerate and Upload QKView to iHealth |%#RF 5L, iHealth 1 < QKView #E#E7v7O—F
ATRELRVET,

iHealth [& BIG-IP DR ET—2PBE1r A0 T—24BETELIREFEFNLTY—ILTT (FOHREEL1I—
HEEENILETY), iHealth ®EFMIZEALTIX., LLT® Article [CIESRABEHIhTEYET,

K12878: Generating diagnostic data using the gkview utility
https://support.f5.com/csp/article/K12878
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(3) TlStart/RE#HF &, QKView DIER M BIIASNET,

Hostname  big181.f5jp.local Date Jul1,2019 User admin Partition _
IP Address 10.99.88.181 Time 2:44 PM (JST) Role Administrator !

| ONLINE (ACTIVE)
|| standalone

W m System » Support » Support

/L statistics #+ + | Support Manage iHealth Credentials
@ iApps
a In Progress
@ DNS Generating a QKView. Please be patient, this process can take a while. 00:00:26 Elapsed Time
8% Cancel
[E Local Traffic
Last Generated Snapshot
@ Acceleration -
Date | User Type Size Status
g Device Management No records to display
‘ Shared Objects

(4) ETIHE UTORIBEEIRTINET

Hostname  big181.f5jp.local Date Jul 1, 2019 User admin Partition _
IP Address 10.99.88.181 Time 2:46 PM (JST) Role Administrator .

|| ONLINE (ACTIVE)
|| standalone

W W System » Support » Support

| Statistics #+ + | Support Manage iHealth Credentials

@ iApps

0 Complete
@ DNS A QKView was successfully generated. 00:02:38 Total Elapsed Time
Eﬁj Local Traffic Last Generated Snapshot New Support Snapshot
Date 1 User Type Size Status
@ Acceleration
07/01/2019 2:46PM admin qgkview 55.3 Megabytes Generated
g Device Management Upload to iHealth = Download = Delete
‘_ Shared Objects q
@ [y QKView Upload History
~ Date ]#Uaer I%SuppoﬂCase(SR)Nunber IéDewripﬁon ]#Siza I%Wﬂmings * Criticals iHealth Link

System

Confiauration

No records to display

(5) [Download K2 ##L T, QKview &4 »>AO—KLFET,

Hostname  big181.f5jp.local Date Jul 1, 2019 User admin Partition _
IP Address 10.99.88.181 Time 2:46 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
|l standalone

Main m m System » Support » Support

N Statistics 2+ v Support Manage iHealth Credentials
—
iApps
Q Complete

@ DNS A QKView was successfully generated. 00:02:38 Total Elapsed Time
@ Local Traffic Last Generated Snapshot New Support Snapshot

Date 1 User Type Size Status
@ Acceleration

07/01/2019 2:46PM admin qkview 55.3 Megabytes Generated

DeuicalManans mant Upload to iHealth | Download I Delete

‘_ Shared Objects Q ‘
@ [ QKView Upload History

~ Date ]eUser |¢Suppon6m(SR)Nunber  Description ]eSize |¢Wamings  Criticals iHealth Link

System

Confiauration

No records to display

LLET QKvew OEEF(FIR T TT,
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11. L3RR TTRAE
11.1. L3 WAL TRALA A—D

L3R T E1k
Z\Etﬁﬂ'? ok =
IR—UAVNA :
- U347 LA e
A 54Tk
- mRIEA O FIAINNF—bHzA HT Rk
© external-IP @ {748 H—/\ eExternaI HEHAIP
] O ==p = RN
(% THR—DA TRk OrEir
© interak-p ©)internal £ F 1P
H—/N
HJ Rk
0O web H—\
@ NTP H—/%

AEURT7O—UERITMZ . TRIEAYITRIVMBEITHEYFET £f=. 2 B THAL., ELLM A Active IZEIMET
BHEAIP TRLREREL. Y—/\DTIAILE GW ELTIEELET .

- IEH RWHUTL)  {EHUTL) BEIHUTIL)  {EHUTL) |
15 25
RARA bigXXX.f5jp.local bigYYY .f5jp.local
O BEAUATI—R --- 10.99.88.XXX/24  --- 10.99.88.YYY/24
@ External 1>427z—RX external 10.99.1.XXX/24 external 10.99.1.YYY/24
@ Internal 1247 —2X internal 10.99.2.XXX/24 internal 10.99.2.YYY/24
@ TIFINF—bozA 10.99.1.254 = BERBICLYIE—
® REY—N\FTRLR http-vs-001 10.99.1.Z227:80 = BRERHPIZKYIE—
https-vs-001 10.99.1.Z727:443
® WebH—/N1D - 10.99.100.215:80 = BRERHPIZKYIE—
FELR :7R—
Web H—/\2 D - 10.99.100.217:80 = BRERHPIZKYIE—
FELR :7R—
@ TRRIEAA27z—X HA 10.99.3.XXX/24 HA 10.99.3.YYY/24
External &/ external-flo-ip  10.99.1.24n = HERBPIZKYaE—
© Internal £F internal-flo-ip 10.99.2.24n = HBERAICLYaE—
NTP H—/\ 10.99.100.219
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11.2. L3R TRIEDRYNIT—HOH2 T )L
35—& BIG-IP ZEMLT. L3 BHOTRILZREEZITVET,

A2 3—2vk

TANRIZA47hPC
10.99.4.mm
10.99.4.0/24
"8 H—n
http-vs-001:  10.99.1.2727:80 External-flo-IP: AR —2yk
https-vs-001: 10.99.1.Z77:443 10.99.1.24n
Interface 1.1 Interface 1.3 Interface 1.3 Interface 1.1
VLAN: External VLAN: HA VLAN: HA VLAN: External
External-IP: 10.99.1.XXX  HA-IP:10.99.3 XXX HA-IP: 10.99.3.YYY External-IP: 10.99.1.YYY
AC ¥§ andby
,[ AT
- - 10.99.88.0/24
b| XXX.f5j IocaI bigYYY.f5jp.local ) .
g JP. 10.99.3.0/24(HA) \P1g 1P ) SEEH A
Interface 1.2 .—:}Elp Interface 1.2 = 1E|p:
VLAN: Internal 10.99.88 XXX VLAN: Internal 99.88.
Internal-IP: 10.99.2.XXX Internal-IP: 10.99.2.YYY ._ﬂ
Internalflo -IP: .254
10.99.2.24n 10.99.2.0/24 #t M LAN
NTP- 10.99.2.254
10.99.2.219 N—5—
10.99.100.254 10.99.100.0/24
Web H—/31: Web H—/32:
10.99.100.215:80 10.99.100.217:80
- ool

........................................................................

CDHUTILTIENTP H—/3% 10.99.2.219 £L. BIG-IP [FZDH—/\EDBZIRIAZEITIELFET,
(MRIEZITI BIG-IP AT, KZEHETEBEAHYET,)

BIG-IP ffl® HA (High Availability) VLAN (&, JTRAL D HIE/ 7o bEPYRY S HERAD VLAN TY, External

Internal VLAN ZFIH9T AL A8ETT A HAEFHD VLAN 2 BINT AL #HELTULVET,
SoT  A#ERIZHBULTIE, HAVLAN ZEBMLTLET,
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11.3. Active #(bigXXX.f5jp.local) D& TE
11.3.1. HAVLAN DEE

[Network | =TVLANs | TR IRSN-BE DA LIZH S Create J7TRZFHL ., HA A VLAN R ELE T,
Partition _

(1)

Hostname  big181.f5jp.local
IP Address 10.99.88.181

]| ONLINE (ACTIVE)
|| standalone

Date Jul 1, 2019 User admin
Time 2:49 PM (JST) Role Administrator

Network » VLANSs : VLAN List » New VLAN...

Y_"d Statistics

General Properties

iApps 2 = B
r Name HA RRI(ER)TIEE
@ DNS Description
(F4) Local Traffic Teg
@ Acceleration esources
Interface: | 1.1 %
@ Device Management Tagging: | Untagged %
Add
ji 1.3 (untagged ° s

Wy Shared Objects I (untagged) R—h &Untagged %:#iR
£2) Network

Interfaces Edit Delete

Routes S

P | Basic v
Self IPs =
Source Check ]
Packet Filters
MTU 1500

Quick Configuration

Trunks sFlow

Tunnels Polling Interval | Default 4%

Route Domains Sampling Rate | Default %

VLANs Cancel Repeat

Searvira Palicias

11.3.2. HAVLAN O IP E&%&
(1) TNetworkl—[Self IPs | TERIREN-BEIENDHE LIZH S Create IRZ L. HA A VLAN @ IP 2% ELFE

Date Jul 1, 2019 User admin
Time 2:51 PM (JST) Role Administrator

Hostname  big181.5jp.local
IP Address 10.99.88.181

]| ONLINE (ACTIVE)

Network » Self IPs » New Self IP...

Configuration

(8 e i i &8 (E8)

&3 ons 1P Address 10903181 10.99.3.XXX(F5 SHEDEE) IP7RLR
Netmask BT RV RY

@ Local Traffic etma: 2655.255.255.0 VLAN EE&

— A.

VLAN / Tunnel | HA :

(0 24) Acceleration Port Lockdown [ Allow Default ¢ (%) 49 Allow None LLSHASE S

Device Management [ Inherit traffic group from current partition / path

g Traffic Group | traffic-group-local-only (non-floating) 2

‘, Shared Objects Service Policy | None 4 |

@ Network Cancel Repeat

(3%F) Allow None Z3E S & HA DBIEDIEHTLEL, HA DO FEE A, (CTTIF Allow Default ZRBUEY)
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11.3.3. Device DEETE

(1)

Hostname User admin

Role Administrator

Date Jul 1, 2019
Time 2:54 PM (JST)

big181.f5jp.local

IP Address 10.99.88.181

f:

]| ONLINE (ACTIVE)
|| standalone

Device Management » Devices

&IZ. TDevice Management]—TDevices | T. H% B & : bigKXX.f5jp.local(Self)&:&IRLET

LELUELE  Common

A Statistics 7+ -~ Device List
I
el * Search
@ DNS - Status |« Name © Address |+ Hostname | * Version Time Delta (sec)
@ | vbigtstsipocal (sein | 10.99.88.181 big181.fjplocal BIG-IP v14.1.0.5 (Build 0.0.5) 0

@ Local Traffic

@ Acceleration

g Device Management

Overview

I Devices I

Device Groups

(2)

Hostname  big181.5jp.local
IP Address 10.99.88.181

User admin
Role Administrator

Date Jul 1, 2019
Time 2:55PM (JST)

]| ONLINE (ACTIVE)
|| standalone

Device Management » Devices » big181.f5jp.local

% v Properties ConfigSync Failover Network

/e Statistics

@ iApps

lConfigSync127%:&IRL. HAVLAN [ZHEELT= IP 7RL X% #IRLUpdate |23 BLFET

Mirroring

ConfigSync Configuration
| Local Address ‘ | 10.99.3.181 (HA) v

@ DNS

HA VLAN (2% 7= SelflP %:&iR ||

lFailover Network |27 %2R L. TAddJR2UZ#IRLET,

Date Jul 1, 2019
Time 3:04 PM (JST)

@ Local Traffic

(3)

Hostname  big181.f5jp.local
IP Address 10.99.88.181

| §
[f_ﬂ Statistics
@ iApps

User admin
Role Administrator

]| ONLINE (ACTIVE)
|| standalone

Device Management » Devices » big181.f5jp.local

Failover Network
I

ConfigSync

Properties

£+ I

Failover Unicast Configuration

Mirroring

||| a Local Address

@ DNS

< Port

No records to display.

@ Local Traffic

@ Acceleration

Delete

Failover Multicast Configuration

g Device Management Use Failover Multicast Address | | | Enabled

Overview Update
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(4) HAVLAN [ZERTELT= IP PRLREZIRLETS

Hostname  big181.f5jp.local Date Jul 1, 2019 User admin Par(lhon'_
IP Address 10.99.88.181 Time 3:05PM (JST) Role Administrator

|| ONLINE (ACTIVE)

Device Management » Devices » big181.f5jp.local

New Failover Unicast Address

@ RS Address: (10.99.3.181 (HA) 3] HA VLAN [ZERTELT= SelflP Z:#ER

@ DNS Port: 1026
3 Local Traffic Cancel Repeat

(5) UUTDEIGREICLBYET,
Hostname  big181.f5jp.local Date Jul 1, 2019 User admin Partition _

IP Address 10.99.88.181 Time 3:06 PM (JST) Role Administrator

]| ONLINE (ACTIVE)
|l standalone

H ut Device Management » Devices » big181.f5jp.local

/v»]‘ Statistics ¥ ~ | Properties ConfigSync Failover Network | Mirroring

@ o Add
Failover Unicast Configuration

&3 ons V|| « Local Address < Port| = VLAN
) 10.99.3.181 1026 HA

[3) Local Traffic —

@ Acceleration

Failover Multicast Configuration

g Device Management Use Failover Multicast Address | | | Enabled
Overview Update
Devices

(6) TMirroring]27%:#IRL. HAVLAN [ZHEELT= IP PRLRZETSATVUIZHRELFE T EETI A, ZIZTIE
Secondary &L T. Internal VLAN IZH§ELT= IP 7RLRZEIRLTLVET, #iR%&. [Update IZHLE T,
Hostname  big181.f5jp.local Date Jul 1, 2019 User admin Pamhon'_

IP Address 10.99.88.181 Time 3:08 PM (JST) Role Administrator

]| ONLINE (ACTIVE)
5 || standalone

Device Management » Devices » big181.f5jp.local

2+ v  Properties ConfigSync Failover Network  Mirroring
@ iApps
Mirroring Configuration
€3 ons Primary Local Miror Address  [(10.993181 %) | Primary [Z(& HA VLAN (2325 L1= SelflP %524k

Secondary Local Mirror Address || 10.99.2.181 (intemal) +|  Secondry [F4EE (ZZTI& Internal VLAN Z3ER)

Update
()\ Acceleration I_,
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11.3.4. BZIEH (NTP) 5% E

(1) TSystem] — [Configuration] — Device] — INTPJZ:#IRLET,
Address #&IZ. NTP H—/3® IP 7RLRZA AL, TAddIRZZEHLET,

Hostname  big181.5jp.local Date Jul 1, 2019 User admin Partition _
IP Address 10.99.88.181 Time 3:10 PM (JST) Role Administrator

J| ONLINE (ACTIVE)
f || standalone

System » Configuration : Device : NTP

Nl statistics 7+ - | Device ¥ | Local Traffic ~ | OVSDB

——
@ iApps

Properties

@ DNS Address:  10.99.2.219
Q’_f%:] Local Traffic 1:::.2219 NI — (0)7Fbx€kjjb~ rAde%*m—g,_
@ Acceleration
g Time Server List

Device Management
‘ Shared Objects
£2) Network Edit | Delete

System
[CSE]NTP RIHREEDHER
NTP RIEAKEEDHERRIL. AR RSA UM BERELET  LLTIZ, Tera Term #FIAL-IG S DR A EERLET,

@ SSHTEFALET,

& TCPIP Host [ 10.99.88.207] 10.99.88.XXX -]
IV History
Service: © Telnet TCP port#: |22
SSH version: [SSH2 =
 Other

Protocol: |UNSPEC ~

C Serial Port. [COM1: s&{E—1 (COM1) =
OK | Cancel | Help |

@ User name [Zlroot1%& A 51L. Use challenge/response to log in #FxvoLFET,
=101

Logging in to 172.28.15.208
Authentication required.

User name: I root

Bassphrase: I
[V Remember password in memory
™ Forward agent

| " Use plain password to log in |
| " Use RSA/DSA/ECDSA key to log in Privatekeyfﬂe:ll |

€ Use rhosts tolog in (55H1) Local user name: I
Haost private key file: I I

(' Use challengeresponse to log in(keyboard-interactive): I ‘

............... = |

o] _osm |

’ " Use Pageant
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@ NRIT—FZAHILET, (TIAILNRED/SRT—KIXIdefault] TTF)

SSH Authentication Challenge x|
Logging in to 172.28.15.208
Password:
I I sesseee I
OK I Disconnect |

@ SSH7UEAMTET Lo, Intpq -np E&RITLET . KHEICT * 1A DVTLVNIE, AENTETLTHET,
(R TREICLGHET, AN NDZELHYET )

[root@bigXXX:Active:Standalone] config #
remote refid st t when poll reach delay offset jitter

10.99.2.219  133.243.238.1642u 115 128 377 1.927 -2.995 1.491
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11.4. Standby #(bigYYY.f5jp.local) D E%

Standby #(bigYYY.f5jp.local)lZxt L T. Host Name, password Z&#%E&E L . bigXXX.f5jp.local TD VLAN, Self
IP, Devices DEEELRFRDFELITVET
11.4.1. VLAN EX%E

(1) Standby #(bigYYY.f5jp.local)[ZE&FE S = VLAN [FUAT D KIIZHEYFET,

Hostname  big180.f5jp.local
IP Address 10.99.88.180

|| ONLINE (ACTIVE)

—w

11.4.2. Self-IP &%

Date Jul 1, 2019
Time 3:17 PM (JST)

User admin
Role Administrator

Network » VLANs : VLAN List

#* + | VLAN List

VLAN Groups

Search

Create...

@ DNS (/|| « Name - Application | + Tag | Untagged Interfaces | Tagged Interfaces | + Pariion / Path
L HA 4092 13 Common

@ Local Traffic B extemal 4094 1.1 Common
@

@ PP L) internal 4093 1.2 Common
Delete...

(1) Standby #(bigYYY.f5jp.local)IZE&E STz Self IP PEL RIEU T D KIITHBYET,

Hostname  big180.f5jp.local
IP Address 10.99.88.180

f:

J| ONLINE (ACTIVE)
|| standalone

/el Statistics

@ iApps

Date Jul 1, 2019
Time 3:20 PM (JST)

User admin
Role Administrator

Network » Self IPs
7+ +  Self IP List

Search Create...
@ DNS [v] |+ Name Iy < IP Add ® = VLAN/ Tunnel | + Traffic Group * Partition / Path
) HA-ip 10.99.3.180 255.255.255.0 HA traffic-group-local-only Common
() Local Traffic () extemalip 10.99.1.180  255.255.255.0 external traffic-group-local-only Common
) i -i i -local-
@ i ) internal-ip 10.99.2.180  255.255.255.0 internal traffic-group-local-only Common
Delete...

E Device Manaaement
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11.4.3. Device &%
IDevice Management]—IDevices | T. B4 B & :bigYYY.f5)p.local(self)Z 3R L . Active #E14k(Z. Device

Connectivity DEREZFITLVET .

(1) ConfigSync &E
Hostname  big180.f5jp.local Date Jul 1, 2019 User admin Partition _

IP Address 10.99.88.180 Time 3:38 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
|| Standalone

m r'!-ﬂ Device Management » Devices » big180.f5jp.local

/'_3 Statistics % v | Properties ConfigSync Failover Network | Mirroring
@ iApps
ConfigSync Configuration
@) ons | Local Address [Cossatmomn ¢ HA VLAN O SelflP &R |

[Ff) Local Traffic l Update I

(2) Failover Network 5%
Hostname  big180.f5jp.local Date Jul 1, 2019 User admin Partition: (D

IP Address 10.99.88.180 Time 3:39 PM (JST) Role Administrator

]| ONLINE (ACTIVE)
|| standalone

W H-ﬂ Device Management » Devices » big180.f5jp.local

/vl Statistics

New Failover Unicast Address

T3} iapes Address: I (10.99.3.180 (HA) : HA VLAN O SelfIP %:Z#iR

3 ons Port: 1026
@ Local Traffic Cancel Repeat

: : Bt
(3) Mirroring E%5€
Hostname  big180.f5jp.local Date Jul 1, 2019 User admin Partition _
IP Address 10.99.88.180 Time 3:42 PM (JST) Role Administrator

| ONLINE (ACTIVE)
|| standalone

W H-ﬂ Device Management » Devices » big180.f5jp.local

‘,—,3 S %+ v Properties ConfigSync Failover Network | Mirroring

@ iApps Mirroring Configuration

@ DNS Primary Local Mirror Address (1099.3.180 (HA) 7] Primary [:‘i HA VLAN (:EQELT: seti ;&E#—\I
Secondary Local Mirror Address | ( 10.99.2.180 (intemal) $|  Secondry [Z4EE (CC Tl Internal VLAN %3E4R)

@ Local Traffic

| Update I

mAcceleraﬁon
11.4.4. NTP &%
(1) NTP MEEED Active HREHEIZITLET,

Hostname  big180.Sjp.local Date Jul 1, 2019 User admin
IP Address 10.99.88.180 Time 3:45 PM (JST) Role Administrator

J| ONLINE (ACTIVE)
J| standalone

System » Configuration : Device : NTP

I;"*i Statistics #+ ~  Device ~ | Local Traffic
@ iApps
Properties
@ NS Address: 10.99.2.219
Add . .
G Local Tratmic 10.99.2.219 NTPH—/SOF7RFLREAAL. TAdd 1 ZERT
@ Acceleration
Time Server List
g Device Management
‘_ Shared Objects
@ Network Edit Delete

System | Update I
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11.5. TINMMAMSAMERTE (Active #(bigXXX.f5)p.local Al Hvis E k)

TINA RS RMEEIZT, TRAL T SR BE CEBEERERUVET,
LRI, Active #(bigXXX.f5jp.local)h 5D H ., F/RELET .

(1)

Hostname  big181.5jp.local
IP Address 10.99.88.181

]| ONLINE (ACTIVE)

[ﬁ Local Traffic

@ Acceleration

g Device Management

Overview
Devices
Device Groups

Traffic Granne

Device Management|—TDevice Trust|—lDevice Trust Members |Z:#iRL . [Add IR EHLET,

Date Jul 1, 2019 User admin
Time 3:24 PM (JST) Role Administrator

Partition: _Common v

Device Management » Device Trust : Device Trust Members

# v  Local Domain Identity

Peer and Subordinate Devices

Device Trust Members

|||+ Name

+ Device Type  « H <« Serial

No records to display.

Delete

(2) “Peer“##EiRL. Standby #(bigYYY.f5jp.local)® IP 7EL R EEIEE ID(Admin)&/ SR —REIRELE T,
I'Retrieve Device Information |/ R4 EHLET,

Hostname  big181.5jp.local
IP Address 10.99.88.181

|| ONLINE (ACTIVE)

@ Local Traffic

@ Acceleration

= _ . _

Date Jul 1,2019 User admin
Time 3:31 PM (JST) Role Administrator

Device Management » Device Trust

Retrieve Device Credentials (Step 1 of 3)

Device Type
Device IP Address

Administrator Usemname

Administrator Password

(Peer 3 “Peer"z &R
10903180 10.99.3.YYY (FSLAB O#%®)  Standby #® IP 7KL REA S

EEEL—HEEAN
EEED/INRT—FEARN

admin

Cancel I Retrieve Device Information I
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(3) Standby #(bigYYY.f5jp.local)DEEBAE ERMN TR RSN ET , [Device Certificate Matches |FRAZELE

Hostname  big181.f5jp.local
IP Address 10.99.88.181

| ONLINE (ACTIVE)

/v Statistics

@ iApps
@ DNS

@ Local Traffic

@ Acceleration

g Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups

‘ Shared Objects

Date Jul 1,2019
Time 3:31 PM (JST)

User admin
Role Administrator

Device Management » Device Trust

Retrieve Device Credentials (Step 1 of 3)

Device Type
Device IP Address
Administrator Usemame

Administrator Password

| Peer v
10.99.3.180

admin

wevee

Verify Device Certificate (Step 2 of 3)

Subject

Management IP Address
Expiration

Serial Number

Signed

SHA-1

MD5

IC=-

-/ST=WA/L=Seattle/O=MyC
10.99.3.180
[ Sun May 27 10:28:25 JST 2029
52a08e00892d57f0

pany/OU=MyOrg/CN=localhost.localdomain/emailA

Yes
9111022b67ff8c55471be7897499988cc7fa80d5
4660541f0f5ed7b75b3d8931f5b2eb66

Cancell Device Certificate Matches I

(4) Standby #® Hostname Z#&:2L . [Add Device JZ#LFE T,

Hostname  big181.5jp.local

IP Address 10.99.88.181

f5

]| ONLINE (ACTIVE)
|| standalone

/o Statistics

i iapps
@ DNS

@ Local Traffic

@ Acceleration

g Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups
‘_ Shared Objects

£2) Network
System

Date Jul 1,2019
Time 3:32 PM (JST)

User admin
Role Administrator

Device Management » Device Trust

Retrieve Device Credentials (Step 1 of 3)

T

Log out

Device Type
Device IP Address
Administrator Username

Administrator Password

| Peer v
10.99.3.180

admin

sessensen

Verify Device Certificate (Step 2 of 3)

Stblect T WAL= Scattelo=MyC /OU=MyOrg/CN=localhost | in/emaila |
lyCompany/ lyOrg/CN @l

Management IP Address 10.99.3.180

Expiration [ Sun May 27 10:28:25 JST 2029

Serial Number 5a08e00892d57f0

Signed Yes

SHA-1 9111022b67ff8c55471be7897499988cc7fa80d5

MD5 4660541f0f5ed7b75b3d8931f5b2eb66

Add Device (Step 3 of 3)

I Name ‘ big180.5jp.local

Cancel | Add Device
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(5) HEBEINI=TNARELTEFINTIKETT,

big191.f5jp local
1

Partition

| ONLINE (ACTIVE)
Awaiting Initial Sync

| Help About Device Management » Device Trust : Device Trust Members

/el statistics 1+ - Local Domain Identity Device Trust Members
iApps
Peer and Subordinate Devices Add...
@nns |?_M¢Name + Device Type | + Hostname | + Serial Number [:mcm«sss
(L) big190.15jp.local Peer big190.15)p.local 42170a79-3a7e-0ceb-b6b25c8c6b3d 00:50:56:97:1d:4c
@ Local Traffic —
Delete

(6) TDevice Management|—TDevices] TR 5. (self)IZANZ . Standby #(bigYYY.f5jp.local)l{ R RSNET,

(CIIIHERDHTY )
a 191.15jp local D 20 ¢ admin Paiion

1 T M (JST) Administrator

| ONLINE (ACTIVE)
Awaiting Initial Sync

Device Management » Devices

s + Device List

5} iApps S
L taee I ||Search
@nus [~] Status | « Name * Address | ¢ Hostname |+ Version Time Delta (sec)
10.99.88.190 big190.f5jp.local BIG-IP v14.1.0.6 (Buid 0.0.9) 0

@ big190.5jp.local
() Local Traffic

@ Acceleration

Device Management

10.99.88.191 big191.15)p.local BIG-IP v14.1.0.6 (Build 0.0.9) 0

@ big191.15jp.local (Self)

Qverview

I Devices I

Device Groups
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11.6. TINARTIL—TDHRTE
TFNARTIN—TE. THNA RS AN CIEEBBGRERATFKBOR T, EOUBHTREILETOIIDIEETT,
TINAARSAME BIG-IPx3 AL L THERTHIELATRET. FIZ X, (1)EQ)TREAEEITL. 2)EB)IXarTq
TJRBDAHITS. EWVSHEENAREE LS TVET . COMAEOEET NI RTIL—TTHEELET .
2BTRRILETIBRFTNARTIN—T ORI FEHFVEBITIVLEFIHYFEAN, REFILETT,

(1) TDevice Management|—lDevice GroupslIZ#&ULVT, Create REZVZEIL, LTFTDKSICAALET,

Hostname  big181.f5jp.local Date Jul 1, 2019 User admin Partition _
|P Address 10.99.88.181 Time 4:28 PM (JST) Role Administrator

]| ONLINE (ACTIVE)
f J| In sync

m m Device Management » New Device Group...

/e Statistics
General Properties
iA oz =
PPS Name Device-Group-001 A (EE%L‘)EEQE
@ DNS Group Type | Sync-Failover % FSync-FaiIoverJ EE*R
Description
@ Local Traffic
P | Advanced % |
@ Acceleration =
Includes Available
= Y— T N PO
Members e e = MRIEEFTOITNNAR(BRBEEZET)EEIR
Overview >>
Devices
Device Groups Sync Type | Manual with | ISync %/
Device Trust g,:’: '(T(uB"; I 1024
Tt rougs Networ Fatover < craved AT D ITANF— N ETSDT. FroD
Link Down Time on Failover 0.0 seconds

‘_ Shared Objects

| R
P Cancel epeat

(2) TNARTIL—THhMELNIIKRETT,

Hostname big191fSjplocal  Date Jul 26, 2019 User admin Common ¥
. v
IP Address 10.99.88.191 Time 7:10 PM (JST) Role Administrator -2k Commar

| ONLINE (ACTIVE)
|| Changes Pending

. Device Management

A statistics g » Device Group List
@ iApps
C isearen Create.. |
&3 ons V| » Group Name _iTwe : Comigsync ConfigSync Status| Members
I Device-Group-001 (Includes Self) Sync-Failover Manual Changes Pending 2 I

) Local Traffic
Delete...

EE(IR—TAVRNIPTRLAD 4 AT IFE DBFAREVNAMN, TIHILET Active" LY ETS,
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1.7. b4 L —TDEHRE

FST490 T N—T X TINART V=T HTHE TS24 T ILDEETT,
FI(Z. Virtual Server &3 A IP(Floating IP)IScS 74990 W—T DA T HRTT,

IDevice Management]— [ Traffic Groups |Z®EZELET,

11.71. bST7499T7 L—T DR

T 74 ILET, [Traffic-group-11EWSERID NS 49T IW—THBEELTVET,
LAF%E. Z O Traffic-group-1 IZxfL T, Floating IP & & U Virtual Server #E|H4TTWVEET,
(CCTIHHERDAHTY )

- - . . 26 9 — i
Hostname E Eale Jul 26 2 User admin Partition

IP Address 9.88.19 Time 7:10 P! ST) Role Administrator

| ONLINE (ACTIVE)
l Changes Pending

I Device Management » Traffic Groups

] Statistics gy + Traffic Group List
iApps
Failover Status
@ DNS Status ACTIVE
Summary 1/1 active
@ Local Traffic Details
@ Acceleration * Search) Create...
@IANama chcﬁveDevics [:Nmmml:FMl:HAGm‘p < Failover Method = < Partition / Path
@ Device Management — — —
| traffic-group-1 big191.15jp.local (Self) big190.f5jp.local 1 None HA Order Common
Overview Force to Standby... || Delete... | 7"—"7;}-)[, (N} f\aj,r\ygﬁ‘)b_j
Devices

Device Groups

I Traffic Groups I
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11.7.2. Floating IP MERE

Floating IP I&. Active #4 > B¥IZ Standby #A'5 | ZH#C . B HIZERTESNTZ IP PRL X (Self IP)EIELFET .
EH—/NE. 2D IP PRLRETIAINT—hIzAIZHEE T HTET. Active/Standby DEIYE LY FAERFZH,

BNEISBEZBRATEERY,
(1) Internal VLAN |0 # R IP(Floating IP)Z&:BMERELET

INetwork]—TSelf IPs ICR RN -EEA LD Create IRFZFHL, RRSN-BEIETUTOXIIIZEHEELET .

ST, Traffic-group-1 £ RY HSET. EDRST1v VT IV —TIZBSEET

Hostname  big191.f5jp local Date Jul 26, 2019 User admin
IP Address 9.88.19 Time 7:12 PM (JST) Role Administrator

| ONLINE (ACTIVE)
| Changes Pending

Network » Self IPs » New Self IP...

/e Statistics
i Configuration

@ anps Name internal-flo-ip £ ﬁﬁ! & !EE&EE

&) ons 1P Address 10s9221 _10.99.2.(24n) 70—T4> 7 IP FTRLRERTE

&) Local Tratc Netmask 255.255255.0 IRV ROEIETE
A VLAN / Tunnel internal v VLAN EE*R

() Acceleraton Port Lockdown Allow Default —® IP PRLR EDH—E R (SSH/GUI %)?E#EI

Device Management Traffic Group |?;;:i;_:::;g:o(::af;:l;\)cunem partition / path . i traffi c-group- 1 | ;"G- E *R

" S Oblects Service Policy None v

£2) Network | cancel || Repeatl\‘ Finished | I
Interfaces
Routes
Self IPs

External VLAN #IM £ A IP(Floating IP)£BMERELE T,
Hostname  big181.f5jp.local Date Jul 1, 2019 User admin Parlihon:_

IP Address 10.99.88.181 Time 4:41PM (JST) Role Administrator

|| ONLINE (ACTIVE)
I Changes Pending

m m Network » Self IPs » New Self IP...
/ '*i Statistics

Configuration
@ aEES Name external-flo-ip % ﬁﬁ({{%ﬁ)&g&ﬁ
63 ons 1P Address 10901241 10,99,1.(24n) J0—742% IP PELRERTE
@ RN Netmask 255.255.255.0 H IR RIFIETE
@ P VLAN / Tunnel | external s VLAN %E*R
cceleration y =
Port Lockdown | Allow None D IP —"’}‘l/XJ:@'H'_t\ X(SSH/GU' %)%1;_”—_

) ower Meegmen T lrafic group1J £
‘, Shared Objects Service Policy | None % |
@ Network Cancel Repeat

Interfaces

Routes

Self IPs
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11.7.3. Virtual Server & Traffic-Group D #R 1+ (FEER)

(1) TLocal Traffic]—TVirtual Servers ]—TVirtual Address List |Z:#RLET,
Z @ Properties @ Traffic Group T, ltraffic-group-11/ERESN TSI EFRERLET
Pamhon’_

Hostname  big181.f5jp.local Date Jul 1, 2019 User admin
IP Address 10.99.88.181 Time 4:46 PM (JST) Role Administrator

|| ONLINE (ACTIVE)

I
| &) iApps
General Properties
@ DNS Name 10.99.1.81
Partition / Path Common
) Local Traffic Address 10.99.1.81
Network Map [_! Inherit traffic group from current partition /peth . S = =
Traffic G ! - - \ Y =53]
Virtual Servers oo | traffic-group-1 (floating) lmﬁ? group-1IASRIRSN TS LERERR
Availabili
Policies ity °
State | Enabled % |
Profiles —
Auto Delete (7]
Ciphers
iRules Configuration
Pools Availability Calculation | When any virtual server is available ~ § |
Nodes Connection Limit 0
Monitors ARP ¥ Enabled
Traffic Class ICMP Echo | Always %
Address Translation Spanning
Route Advertisement | Disabled %

@ Acceleration

Update Delete

11.7.4. Traffic Group It (Fontf=A Tz VDR

(1) TDevice Management|—T Traffic Groups |® Traffic-group-1 %#41)v- L. lFailover Objects 127 %&5")voL
T.HEEHRT DL TTAINA—N—F T IMEILUTDLSIZHH>TLVET,

Hostname  big181.f5jp.local Date Jul 1,2019 User admin
IP Address 10.99.88.181

]| ONLINE (ACTIVE)
fs [l changes Pending

Time 4:48 PM (JST) Role Administrator

W m Device Management » Traffic Groups » traffic-group-1

Y_’d Statistics
iApps

2+ v Properties

Failover Objects

* Search
@ DNS  Name © Address | © Type + Partition / Path
10.99.1.81 10.99.1.81  Virtual Address Common
() Local Traffic external-flo-ip 10.99.1.241 Self IP Common
@ S - internal-flo-ip 10.99.2.241 Self IP Common

g Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups
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11.8. ConfigSync

Active #(bigXXX.f5jp.local)D & 21T o1=5% % . Standby #(bigYYY.f5)p.local)IZRI A3 B 71=1Z. ConfigSync
TLET,

Device Management|—TOverview |Z:&RT H&. 2 DD Device Group BMERSNTLVET,

I | device_trust_group | trust group IZ peer Z5&FE T 5&. P ATLIZK>TEBMITERSNE T, peer D
EAXEHRE Sync LET,

I | Device-Group-001 | I CHERLI-A—YREEEDT—4%% Sync LET,
(EED AR

LIZB#TSync sSNFET M, TIXTIAIETIY=Za7IL Sync DEREELH>TLET . TIFWEIFRER. FT-1E
UCS 7ML T—2%RNT7LIz&IZ Sync XI5 ELHYET,

(1) TDevice Management |—TOverview | %ERLET,
Active #(bigXXX.f5jp.local)ZERL . [Syncl RAVE| LT, AV T4 RN ITHNET,

Hostname  big181.fSjplocal  Date Jul1,2018 User admin . p—
IP Address 10.99.88.181 Time 5:05 PM (JST) Role Administrator itz Lo

| ONLINE (ACTIVE)
|| Changes Pending

W m Device Management » Overview

/el Statistics ERSN (RO
Ld ——
iApps Device Groups:
@ DNS Sync Issues :
~ Device-Group-001 Changes Pending 2 Devices Sync-Failover Group Manual Sync No successful group sync
[:F_ﬁ Local Traffic
(¢ 24) Acceleration O Changes Pending
action: ize big181.f5jp.local to group Device-Group-001
g Device Management
Devices: View: | Basic ¥
Overview
Recent Changes
Devices —
O ‘ LU'J big181.f5jp.local (Self) i;E*R Awaiting initial Sync with Changes Pending Configuration Time : 7/1/2019 at 16:43:31 I
Device Groups
X New Device Group Members
Device Trust
Traffic Groups l @ big180.f5jp.local (@ Awaiting Initial Sync Configuration Time : Device has not synced with group ‘
Sync Options:
‘- EarciUblects ® Push the selected device configuration to the group
£2) Network
| Sync I
[E System
In Sync:

» device_trust_group () In Sync 2 Devices Sync-Only Group Auto Sync

In sync on 7/1/2019 at
16:29:44

(2) LIEBLEFDE, AVTATREMNTET L, FRT—RAMNT ) —UIZ3Y  AREEA“In Sync” &Y ET,

Hostname  big181.f5jp.local Date Jul 1, 2019 User admin F'anilnon'
IP Address 10.99.88.181 Time 5:07 PM (JST) Role Administrator y

|| ONLINE (ACTIVE)
f5 i

Device Management » Overview

/ vj Statistics

@ iApps Device Groups:
@ DNS In Sync:
. . I 7/1/2019 at
[:.Fjj Local Traffic » device_trust_group () InSync 2 Devices Sync-Only Group Auto Sync 1";3’3;:" a
@ Accslecton ~ Device-Group-001 I ) In Sync I 2 Devices Sync-Failover Group Manual Sync ;ns_szg_%f DAL
g Device Management
In Sync
Overview
All devices are in sync. There are no changes pending.
Devices
Device Groups Devices: View: | Basic :
Device Trust @© @ big180.f5jp.local () InSync Configuration Time : 7/1/2019 at 16:43:31
Traffic Groups © | 57 big181.f5jp.local (Self) @ In Sync Configuration Time : 7/1/2019 at 16:43:31
Mg Shared Objects Sync Options:
No sync options are available.
N e -
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11.9. Traffic-group-1 M Active/Standby D )&z
11.9.1. Traffic-group-1 @ Active/Standby D1z

FTIAILLTIE, BE IP PRLAREDKELMEZEFDE DM Traffic-group-1 M Active #IZiEYE T A, v=27
JLTRHIAYIZ Active & Standby ZH1E % F 9,

(1) 7OT1478DIDevice Management]—ITraffic Groups1h 5 Traffic-group-1 Z#32E4R L. [Force to Standby |
REVERLET,

Hostname  big181.5jp.local Date Jul 1, 2019 User admin Partition
IP Address 10.99.88.181 Time 5:10 PM (JST) Role Administrator o .

| ONLINE (ACTIVE)
Jl Insync

m m Device Management » Traffic Groups

/| statistics 7+ -  Properties Failover Objects
—
iApps General Properties
Name traffic-group-1
@ DNS
Partition / Path Common
[?jj L Description
@ (e e MAC Masquerade Address
Current Device big181.f5)p.local (Self)
g Device Management
Next Active Device big180.f5jp.local
Overview
Health Monitor
Devices —
HA Group none ¥ |
Device Groups
Device Trust Failover Configuration
Traffic G Failover Method _) Failover to Device With Best HA Score
faiic Sroups ® Failover using Preferred Device Order and then Load Aware

Always Failback to First Device if it is Available

‘_ Shared Objects

Failover Order Preferred Order Load Aware
big180.f5jp.local
£ Network big181.f5jp.local
>>
System <<
Up  Down

HA Load Factor 1

Cancel = Save Force to Standby

(2) WHEDORYT7ITMNTBDT, Force to Standby JRZUEHRLET,

Force Traffic Group to Standby

QAre you sure you want to force this Traffic Group to standby?

I Force to Standby I Cancel

(3) ZDHER. Active 5 Standby IZEHYET,

Hostname  big181.f5jp.local Date Jul 1, 2019 User admin Partition
IP Address 10.99.88.181 Time 5:11 PM (JST) Role Administrator ! ominon Az

I ONLINE (STANDBY)
£5 i

Main m m Device Management » Traffic Groups

4 + Traffic Group List

/el Statistics
—
iApps
Failover Status

63 ons Status sTANDBY |

Summary 1/1 standby
(3] Local Traffic o
@ Acceleration . Search Create...

[v| | » Name + Active Device ’ + Next Active Device | © Failover Objects + HA Group |+ Failover Method | * Partition / Path
g Device Management

traffic-group-1 big180.f5jp.local big181.f5jp.local (Self) 3 None HA Order Common

Overview
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(4) Standby 257z BIG-IP [& Active [Z%YE T,

Hostname  big180.5jp.local Date Jul1, 2019 User admin Panllon'
IP Address 10.99.88.180 Time 5:13 PM (JST) Role Administrator . %

| ONLINE (ACTIVE)
f5 in-

m M Device Management » Traffic Groups

EMi Statistics 7+ - | Traffic Group List

@ iApps

Failover Status

3 ons Status ACTIVE |
Summary 1/1 active
(34) Local Traffic o
@ Acceleration . Search Create...
[v] | « Name + Active Device “ Next Active Device + Failover Objects + HA Group < Failover Method  « Partition / Path
g Device Management
) traffic-group-1 big180.f5jp.local (Self) big181.f5jp.local 3 None HA Order Common

Overview

11.9.2. 347U MNLDHEERTHER

(1) TARBISAT7Urh S, YEBLT= Virtual Server ~ Web 7595 TP AL, Web BIENRRESNDEEF
HEELET,

(2) TStatistics)] — 'Module Statistics] — [Local Traffic|27%&21)voLET,
[Statistics TypeIDTILE D A= 1—hi5, [Pools ) Z:&IRLET,
ZhZhD Web H—/ D, Bits, Packets EDHVU AT YTLTNSIEERERL. A—FN\SUI VT NIE
BITTHON TSI LZHERLET,

Hostname  big180.f5jp.local Date Jul1,2019 User admin P

IP Address 10.99.88.180 Time 5:16 PM (JST) Role Administrator

|| ONLINE (ACTIVE)
5 Jl Insync
F"ﬂ M Statistics » Module Statistics : Local Traffic » Pools

A Statistics % v Traffic Summary ~ | DNS ~ | Local Traffic Subscriber Management | Network
Dashboard
- <
Performance Reports SRR I [ Pools Y I
Data Format | Normalized % |
@ iApps Auto Refresh [ Disabled 4| Refresh
63 ons : Search [ Bits || Packets || Il || RequestQueue |
[v] lZsm-‘EJ|-Pool * Pool Member * Partition / Path J:In < Out ¢In| ¢ Out :CurmntJeMuximumLeTomll:Tohl J:Deplh © Maximum Age
[3) Local Traffic
u] ") © http-pool-01 Common 1106K 354K 11 11 0 2 2 2 0 0
@ Acceleration O o 10.99.100.215:80 Common E 51K 175K 5 5 0 1 1 1 0 0
| @ o 10.99.100.217:80 Common 155K 179K 6 6 [ 1 1 1 0 [
......................................................................... .

L g Device Management Reset
I

Hoa%E)ykLi=LME A2, TStatus IEBDF IRV IR IZFyIE ANT, [ResetREFIRLET,

(3) HE traffic-group-1 DYNEZ ., VAT UL DBENEIRT EMERHERLTIEELY,
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12. AXURSAVIZKBERTE

ZDtEIaviE. MEIEIREED BIG-IP AoA—KNSU LU N TELRETERNRIEDIREFTEOATURS AV
TEETHFIETT,

12.1. V747 DAL (2EE)

(1) BEdto3r:18. av 745 DR (£EE) 1ZSHBL T, 220 BIG-IP DAV 747 EHEL TS
LY,
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12.2. YEAEETE
(1) GUI TEfTENEI1H—FDEL

(tmos)# modify sys global-settings gui-setup disabled

(2) RRFBDIEE

(tmos)# modify sys global-settings hostname bigXXX.f5jp.local

(3) REDER

(tmos)# list sys global-settings
sys global-settings {
gui-setup disabled
hostname bigXXX.f5jp.local
mgmt-dhcp disabled

(4) BALJ—2DIETELHER

(tmos)# modify sys ntp timezone Japan
(tmos)# list sys ntp

sys ntp {
timezone Japan
}

(5) admin M/RRAT—FZEE

(tmos)# modify auth password admin
changing password for admin

new password:

confirm password:

12.3. FYNT—OUDEERTE

(1) VLAN E&7E LHERR

(tmos)# create net vlan external interfaces replace-all-with { 1.1 }
(tmos)# create net vlan internal interfaces replace-all-with { 1.2 }
(tmos)# list net vlan
net vlan external {

fwd-mode 13

if-index 400

interfaces {

1.1{}
}
tag 4094

net vlan internal {
fwd-mode 13
if-index 416
interfaces {
1.2{}

}
tag 4093
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(2) Self-IP DERE ELMER

(tmos)# create net self external-ip address 10.99.1.XXX/24 vlan external
(tmos)# create net self internal-ip address 10.99.2.XXX/24 vlan internal allow-service default

(tmos)# list net self
net self internal-ip {
address 10.99.2.XXX/24
allow-service {
default
}

traffic-group traffic-group-local-only
vlan internal

}

net self external-ip {
address 10.99.1.XXX/24
traffic-group traffic-group-local-only
vlan external

() IW—T4T DERELIER

(tmos)# create net route default-GW gw 10.99.1.254 network default
(tmos)# create net route Office-Servers gw 10.99.2.254 network 10.99.100.0/24

(tmos)# list net route

net route Office-Servers {
gw 10.99.2.254
network 10.99.100.0/24

}

net route default-GW {
gw 10.99.1.254
network default

12.4. Pool & Virtual Server ME%E
12.4.1. HTTP(80)HA Pool & VS

(1) Pool FRELHER

(tmos)# create Itm pool http-pool-01 { members add { 10.99.100.215:http { } 10.99.100.217:http { } } monitor
http }
(tmos)# list Itm pool
Itm pool http-pool-01 {
members {
10.99.100.215:http {

address 10.99.100.215

session monitor-enabled

state up

}

10.99.100.217:http {
address 10.99.100.217
session monitor-enabled
state up

}

monitor http




(2) VSEH®TE

(tmos)# create Itm virtual http-vs-001 { destination 10.99.1.ZZZ:http pool http-pool-01 profiles add { http }
source-address-translation { type automap } }
(tmos)# list [tm virtual
[tm virtual http-vs-001 {
creation-time 2019-07-01:18:07:15
destination 10.99.1.81:http
ip-protocol tcp
last-modified-time 2019-07-01:18:07:15
mask 255.255.255.255
pool http-pool-01
profiles {
http { }
tep { }

}

source 0.0.0.0/0

source-address-translation {
type automap

translate-address enabled
translate-port enabled
vs-index 23

() N—LRTFURETE

(tmos)# modify Itm virtual http-vs-001 { persist replace-all-with { source_addr }}
(tmos)# list Itm virtual
[tm virtual http-vs-001 {
creation-time 2019-07-01:18:07:15
destination 10.99.1.81:http
ip-protocol tcp
last-modified-time 2019-07-01:18:07:15
mask 255.255.255.255
persist {
source_addr {
default yes
}

}
pool http-pool-01
profiles {
http { }
tep {}

}

source 0.0.0.0/0

source-address-translation {
type automap

translate-address enabled
translate-port enabled
vs-index 23




12.4.2. SSHH VS
#®D show ARURT, ARVLavT—TLOERSMTOVOTVDT.SSHAVS 4> THEFT.

(1) Pool &5

(tmos)# create Itm pool ssh-pool-001 { members add { 10.99.100.215:ssh { } 10.99.100.217:ssh { } }
monitor tcp }
(tmos)# list Itm pool ssh-pool-001
Itm pool ssh-pool-001 {
members {
10.99.100.215:ssh {

address 10.99.100.215

session monitor-enabled

state up

}

10.99.100.217:ssh {
address 10.99.100.217
session monitor-enabled
state up

}
}

monitor tcp

(2) VSEH®TE

(tmos)# create Itm virtual ssh-vs-001 { destination 10.99.1.ZZZ:ssh pool ssh-pool-001 profiles replace-all-
with { tcp } source-address-translation { type automap } }
(tmos)# list [tm virtual ssh-vs-001
[tm virtual ssh-vs-001 {

creation-time 2019-07-01:18:18:09

destination 10.99.1.81:ssh

ip-protocol tcp

last-modified-time 2019-07-01:18:18:09

mask 255.255.255.255

pool ssh-pool-001

profiles {

tep {}

}

source 0.0.0.0/0

source-address-translation {
type automap

translate-address enabled
translate-port enabled
vs-index 24

12.5. AV 74T DRTF

(tmos)# save sys config
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12.6. TRILERTE
12.6.1. 1 SHXXX)TDERE
(1) HA B VLAN & Self-IP DR E

(tmos)#

(tmos)#

(2) Centralized management (cm)= Device Management X EDE &

BIG-IP BIDTTRAL TIE, KT /NA AN DA EICI > TERBERERUVFET .
ZTORAELE. MHEDRANE AL, HLERELZRANBIZEELET,
(GUI TIXBEIMIZEEL TNIEY S, CLI TRIRBELZRTYITY )

(tmos)#

(3) Device Mangement T. & Device ® Configsync. Mirror 7 KL X, Failover 7KL RZ X E L1=ER 5 1255 &L
EX I

(tmos)#

(4) —BomBREEHELET . COZET, AREICBEGREGIAEGE)DH LKA TBERSNET,

(tmos)#

(5) NTP RIH#ADHZREELET,

(tmos)#

—B TMSH M 54k13 T, BASHIZRY . NTP RIEAIKREZHEEL ET

(tmos)#
config #
remote i st t when poll reach delay offset jitter

*10.99.2.219 133.243.238.243 2 u 1.854 0.561 0.357

BU., ISHARYFT,

config #
(tmos)#

(6) AVI4TRTE
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12.6.2. 2 SH(YYY)DRTE

25HT, TRIELICBELGREEERLET,

(1) #MHFRE

(2) VLAN &7FE

(tmos)#
(tmos)#
(tmos)#

(3) Self-IP BE

(4) NRIEADEE

(5) NTP®E

(6) admin M/ART—FZER

(tmos)#

changing password for admin
new password:

confirm password:

(7) aAVI1TRT*E

12.6.3. BU 1 SHEXXX)NLDETT

(1) Device-Trust D=t

(2) Device-Group M E

(3) Floating-IP MEXE
(tmos) #

(tmos) #
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(4) AVI4TRTE
(tmos)#

(5) Config-Sync ME1T
(tmos)#

12.6.4 1 SHEXXX)DHDEIT

TRIEZERAL-ZE T FTRLRADKEZLIESH Active IZHYET,
£ T KHARTIL, 1 BHEXXX)H Active 4B D T, Traffic-Group % 2 SH#(YYY)NIYEZ THET,

(tmos) #

AREFINATETTY,

12.7. [B&]root D/INRAT—KEE

root /XX T— RFZEBEZ#TW OGS, LTOaATY FEETLTLIESLY,

(tmos)#
changing password for root
new password:

confirm password:

(tmos)#
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12.8. show A< FDHUTIL
L DHD show AT UK (BREDFERITUR) ZFEREHLET,
12.8.1. AR arT—TILDHESR

9547k PC hin, 5RFELT= SSH(22) Virtual Server A7 2L, A9 30T—JILDIREEZREZELET,

(1) BHETHEIRILIDORR

(tmos)# show sys connection
Sys::Connections
10.99.3.YYY:60141 10.99.3.XXX:1026 10.99.3.YYY:60141 10.99.3.XXX:1026 udp O (tmm:1) none

10.99.3.XXX:59049 10.99.3.YYY:1026 10.99.3.XXX:59049 10.99.3.YYY:1026 udp O (tmm: 1) none
Total records returned: 3

(2) HERLI-LVaRITIvDBAH

(tmos)# show sys connection cs-client-addr 10.99.4.WW

Sys::Connections

10.99.4 WW:52266 10.99.1.XXX:22 10.99.2.XXX:52266 10.99.100.215:22 tcp 7 (tmm:0) none
Total records returned: 1

(3) RYRAAFEARII IV DM

(tmos)# show sys connection cs-client-addr 10.99.4.WW all-properties
Sys::Connections
10.99.4.WW:52266 - 10.99.1.XXX:22 - 10.99.2.XXX:52266 - 10.99.100.215:22

Acceleration none
Protocol tcp
Idle Time 40
Idle Timeout 300
Unit ID 1

Lasthop /Common/external 00:50:56:bd:65:b5
Virtual Path  10.99.1.XXX:22

ClientSide ServerSide
Client Addr 10.99.4 WW:52266 10.99.2.XXX:52266
Server Addr 10.99.1. XXX:22 10.99.100.215:22
Bits In 31.4K 35.9K
Bits Out 37.5K 34.0K
Packets In 24 26
Packets Out 31 32

Total records returned: 1
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12.8.2. N—FOxT7IZEHDIEHR(CPU OFMPI T ILESSE) DRER

(tmos)#

12.8.3. &H/IN\—T41232D OS DHERE

(tmos)#

12.8.4. BHEFAPD OS N—U3  DHER

(tmos)#

12.8.5. Virtual Server MIKEEFESR

(tmos)#



13. EHYIZ
BRGNPV FICELTIEUE TR T EAYET,

LTM [Z1&, ZIETT IP Uy Fx—F ALty a i, 4488 Syslog —/\~DFEMEER S £/E. iRule &
FEENBZRI)TTF4o T #ReHFIALIZN S T4 O MBDOHR AT A XGE Ky T v THARIZTh/A—LENL
WEBELTHEEENRESNTOWET, FOVARECHEMAGAR DN OB ELN T4y a0 O—)LET, IFEIFIC
CHATEFEY.

F= LTM DS D BIG-IP 2 —XEZSA 0 FvTITEWTIE VIR ITTED 2 — L FM1 2V REEBMTHILET
LEERD AT 74T I+ —ILHERE. SSL-VPN #EElRE | 7TV r—2av 7ot REeRiBL 5 A D L H5HRE
AERTESLIITRYET DT, FHMITEIE WEB H A M TIHEW=12<M, F5 AXRFEREBIECHHELED
#<rEELY,

<F5 ®xyrT—9X WEB %4 D84+ >

F5 Ry —HO RO\ ET A+
https://f5.com/jp

F5 DtE¥a)74 Y)a—3i3>
https://f5.com/jp/products/security

AskF5: FLyIoAR—eE YA (HEE
https://support.f5.com/kb/en-us.html

DevCentral:F5 A—Ha3Ia =T YA (EE: 7HOULBENBLETT)
https://devcentral.f5.com/

F5 AR ERFTEAREEI R
https://www.f5.com/ja_jp/partners/jp-find-a-partner
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