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Fake Traffic Threat or Challenge Business Impact

Credential stuffing Credential stuffing attacks on web and mobile
apps, APIs, and OFX lead to account takeover and
new account creation fraud, driving material fraud
losses. Large-scale credential stuffing attacks also
contribute to site performance issues and can
even lead to site outages.

Unmanaged third-party fintech apps By default, user-enabled, third-party fintech
tools log into financial institution apps as if they
are actual users. Without proper visibility,
management, and controls, these tools can
create unnecessary application load and are
also being used by cybercriminals as an attack
vector to disguise credential stuffing attacks
against financial institution apps.

Client-side malware attacks
Man-in-the-browser (MiTB) client-side malware

can abuse Zelle and Interac systems to make
fraudulent money transfers by hijacking
legitimate user browser sessions.

Manual fraud
Fraudsters emulate real users in order to take

over accounts or create fake new accounts.

BB EELBVEI A VST VRETADNSERMT TVT—23V%2F3 2



ILTIIVINARAY T2 | SRR D
TIVr—oa > 0FEERER
SRR TRILTUIVILAZY T4 REIS. HEMICESITLWR IS T—2E2E

ICEOTHEENTEGEERZFB LI AN—ERED. EREEOT T r—2avICRIEIC
AJ1A12F%. FIBBOFMT AV AFRT B EICEOTRELED,

F5 Labs AEKRLIGABRICED . ERBEBIZILT VIV AZYT42 07 T )r—
PIAVORADBEHEBHLTVWT £eo FLYRDSIE. BEDBIEO—FRELEOTL
BIEDTREINTVED,

ILTUIvILZARY T4V RBIIEBMNZMTRETTEIEICP. BELEROEDOEEIC
BRTZTIINFrRILDEIRITTVWBCEEEZD L. HARADBREVWIET,

2016 2017 2019 2020

Number of Spills 52 49 101 77 "7

Total Credentials Spilled 3,301,824,415 2,328,576,631 1,978,746,345 2,255,253,881 1,860,648,946
Average Spill Size 63,478,585 47,521,972 19,591,548 29,289,0M 16,762,603
Median Spill Size 2,750,000 996,000 411,755 598,683 2,000,000
Maximum Spill Size 1,000,000,000 2,000,000,000 336,000,000 763,117,241 538,000,000
Minimum Spill Size 100 3,120 858 277 2,200
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« F5 Distributed Cloud Bot Defense: Z L ¥ > ¥ v LR X v T 1 > 2 %, TOWASP
Automated Threats to Web Applications) OZDOER SO BEELHEZMEIEL
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« F5° Distributed Cloud Client-Side Defense : R L= 517 hISUHICL>TE|E
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