Understand and
Troubleshoot
Application Issues

Identify and resolve application issues faster with F5’s self-service




KEY BENEFITS

Collecting and Analyzing
Inline Data

By pulling data directly from inline
application delivery controllers,
F5 can securely capture
performance, health, and security
insights and analytics that other
solutions don’t have access to.

Application-Centric
Troubleshooting

See your application through your
customers’ eyes by combining
infrastructure, security, and traffic
telemetry integrated into a single,
actionable view.

API-First Connectivity
Platform-agnostic connectivity
lets you collect analytics no
matter where you deploy—the
cloud, colocated data centers,
microservices, or bare metal.

Third-Party Integrations
Stream telemetry to existing
enterprise solutions, providing
critical data to the teams
responsible for keeping your
applications running.

Actionable Insights

Connect analytics with
configuration and policy
management features to
quickly and securely make fast
changes before issues affect
your customers.

Customer loyalty and value are determined by how well your application
performs. Knowing this, application developers cannot afford to wait days
or hours to diagnose and resolve application issues.

But troubleshooting application health and performance is challenging. Problems can stem
from several causes, such as flaws in the application code, network issues, an application-
layer attack, or a spike in traffic (malicious or otherwise). In many organizations, process
delays between development, security, and infrastructure teams can slow down problem

identification and resolution times, making the situation worse.

Yet even a highly collaborative DevOps environment still needs the appropriate tools to

identify the root cause of a performance issue to be able to mitigate and fix it quickly.

Seeing, and Acting, With Speed and Accuracy

Capture and visualize the right data from application traffic so you can
detect and diagnose application performance problems fast.

With F5 embedded within your multi-cloud and on-premises application traffic flow, managing
performance and health is easier and more effective, thanks to centralized network and

application-layer data.

F5 leverages deep telemetry data from the application and network to provide the insights
needed to optimize performance—regardless of the cause. Shared application-centric
dashboards give your NetOps, DevOps, and SecOps teams access to the data they need

while supporting collaborative problem solving.

- NetOps teams can see resource utilization spikes to head off performance issues
- DevOps teams can focus on application health and performance

- SecOps teams can keep an eye on attack vectors and take action on policy violations
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KEY FEATURES:

- Decrypt and inspect safely
with F5 as your applications’
traffic proxy

« Provide analytics that everyone
can understand and act on,
keeping your applications
running smoothly

- Provides visibility through a
cloud agnostic analytics display
reliable data across your
application portfolio

- Integrate external application
health to better understand your
application’s overall health.

Total end-to-end application visibility

- See what customers are experiencing

- COMPLETE APPLICATION PORTFOLIO VISIBILITY

- Learn the hidden costs of your applications

- Get faster time to value, identifying
issues before they start

IN-DEPTH ANALYTICS

« App-centric visibility
« Multiple layers of depth for
complete application visibility

ACTIONABLE INSIGHTS

« Solve issues faster with
interactive analytics

« Identify small issues before they
become problems

« Get broad visibility as your
apps scale

INTELLIGENT THREAT SERVICES

- Identify and resolve security
issues before they start

« Reduce gaps in security across
your platforms

« Provide impact analysis and risk
remediation

PLATFORM CONTROL PLANES

« API-driven integrations

« Telemetry streaming for fast analysis

« Robust extensibility for CI/CD integrations

REMOTE ANALYTICS
SERVICES

ON-PREMISES /
COLOCATION

« Pull data from
existing visibility
solutions

« Roll up traditional

system and
networking data
into new applicat
insights

CLOUD
SERVICES

« Combine native
services, PaaS, and
laaS into single

ion panes of glass

CONTAINER
SERVICES

« Peer into container
and service mesh
applications for
next generation
analytics

THIRD-PARTY
INTEGRATIONS

« Integrate into your
favorite agents and
alerting solutions
for extended
application visibility

The Architectural

Components

You need the right toolset to inspect, capture, and display your application
traffic in an actionable format.

The F5 BIG-IQ Centralized Management platform® provides application-centric visibility and
analytics of your applications’ health and performance. BIG-IQ offers device, network, security,
and application-level visibility and insights with personalized, role-based per-app dashboards.
Give your support teams the data they need to take action on issues directly from analytics
with actionable insights. You can also connect BIG-IQ to upload collected telemetry to your

preferred analytics solution to provide insights where your teams are already investigating.

NGINX Controller® provides API-driven cloud-agnostic visibility, no matter where you deploy
NGINX Plus. Your analytics scale as your applications scale, seamlessly integrating and
collecting data for up-to-the minute analysis. All of your teams—DevOps, NetOps, SecOps,
and AppDev—can collaborate through application-centric monitoring. That ensures that

everyone gets the information that matters to them most.


https://www.f5.com/products/automation-and-orchestration/big-iq
https://www.f5.com/products/nginx

F5 Beacon® offers a Saa$S solution for connecting your F5 instances, NGINX, and your
applications into a complete portfolio visibility solution. It empowers end-to-end visibility
across your application portfolio. Beacon offers anomaly detection, root cause analysis,
and security compliance assurance to drive better-informed decisions and improve

customer experience.

THIRD-PARTY INTEGRATIONS

Use third-party integrations to connect
to your complete application CI/CD
chain for total application performance
and health metrics

- Datadog

+ Telegraf

+ UptimeRobot

- Custom AP-driven integrations

all @ (CH—)
QU 4 —
THIRD-PARTY ANALYTIC SERVICES Actionable N e
analytics for fast Gain operations, Combine multiple App-centric visibility DNS load Other
Remot high speed logging troubleshooting security, and cost dimensions of scales with your balancer  services
and syslog destinations — insights metrics in a single application
- ArcSight a pane of glass
+ Splunk @, PP =
© M
Per-app visibility ~ Application-centric /\_/ Q) -
and analytics security visibility Y API—dnyen Easy?to—pse
End-to-end Visibility across analyics epplication
application deployment insights
visibility platforms

ON-PREMISES/COLOCATED DATA CENTERS

CONTAINER ENVIRONMENTS

CLOUD PROVIDER

Kubernetes

Figure 2: F5 products help your applications and providers integrate for end-to-end visibility.
The result: Actionable data that keeps systems running smoothly.

Conclusion

Multi-cloud is here to stay. If you want to maximize the benefits and minimize the risks, then
putting together the people, processes, and technology to deliver consistent, high-quality
application performance and security services in all your private and public cloud locations is

a smart move. Partnering with F5 to do it is an even smarter one.

To learn more, contact your F5 representative, or visit F5.
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https://www.f5.com/products/beacon-visibility-and-analytics
https://www.f5.com/products/get-f5?ls=meta#contactsales
https://www.f5.com/solutions

Endnotes

! 37 Customer Experience Statistics You Need to Know for 2021, found at
https://www.superoffice.com/blog/customer-experience-statistics/

2 The App Attention Index 2019: The Era of Digital Reflex, found at

https://www.appdynamics.com/blog/news/app-attention-index-2019/
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