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F5 END USER SERVICES AGREEMENT 

DATA PROTECTION ADDENDUM 

This Data Protection Addendum ("DPA") forms part of the End User Services Agreement (the “Agreement”) 
applicable to certain SaaS Offerings to the extent set forth in the Service-Specific Terms for such SaaS Offerings. 
Additional detail for particular SaaS Offerings is available in the Service-Specific Terms, which take precedence 
over this DPA to the extent of any conflict.  

1. Definitions 

1.1 In this DPA: 

1.1.1 "Applicable Law" means all laws, regulations, and other legal requirements applicable to 
either (i) F5 in its role as provider of the SaaS Offerings or (ii) you. This may include, for 
example, the General Data Protection Regulation (Regulation (EU) 2016/679) ("GDPR")"), 
equivalent requirements in the United Kingdom including the UK General Data Protection 
Regulation and the Data Protection Act 2018 (“UK Data Protection Law”), and the California 
Consumer Privacy Act and associated regulations (“CCPA”). Each party is responsible only for 
the Applicable Law applicable to it. 

1.1.2 “Controller” means the natural or legal person, public authority, agency, or other body which, 
alone or jointly with others, determines the purposes and means of the processing of personal 
data. 

1.1.3 "Personal Data" means any information relating to an identified or identifiable individual, 
within the meaning of the GDPR (regardless of whether the GDPR applies), and any other 
information constituting “personal information” as such term is defined in the CCPA 
(regardless of whether the CCPA applies). 

1.1.4 "Personal Data Breach" means the accidental or unlawful destruction, loss, alteration, 
unauthorized disclosure of, or access to, Personal Data. 

1.1.5 "Process" and "Processing" mean any operation or set of operations performed on Personal 
Data or on sets of Personal Data, whether or not by automated means, such as collection, 
recording, organization, creating, structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination or otherwise making available, 
alignment or combination, restriction, erasure, or destruction. 

1.1.6 “Processor” means a natural or legal person, public authority, agency, or other body which 
Processes Personal Data on behalf of the Controller. 

1.1.7 "Standard Contractual Clauses" refers for Personal Data subject to the GDPR, the “2021 
Standard Contractual Clauses,” defined as the clauses issued pursuant to the EU Commission 
Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the 
transfer of personal data to third countries pursuant to Regulation (EU) 2016/679 of the 
European Parliament and of the Council, available at 
http://data.europa.eu/eli/dec_impl/2021/914/oj and completed as described in the “Data 
Transfers” section below  

1.1.8 "Subprocessor" means any F5 affiliate or subcontractor engaged by F5 for the Processing of 
Personal Data. 

1.1.9 “Support Portal” means support.f5.com and any similar online property that F5 operates for 
the purpose of providing support information or receiving support inquiries for the SaaS 
Offering.  

1.1.10 "UK Addendum" means the "International Data Transfer Addendum to the EU Commission 
Standard Contractual Clauses" issued by the Information Commissioner under s.119A(1) of the 
Data Protection Act 2018.  

1.2 Other capitalized terms have the meaning set forth in the Agreement. 

http://data.europa.eu/eli/dec_impl/2021/914/oj
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2. Scope and Relationship of the Parties 

2.1 This DPA applies only to the Personal Data in Your Content as set forth in the Service-Specific Terms. 

2.2 For such Personal Data, you are (or you represent that you are acting with full authority on behalf of) 
the Controller, and F5 is your Processor.  If you are acting on behalf of a Controller (or on behalf of 
intermediaries such as other Processors of the Controller), then, to the extent legally permissible: 

2.2.1 You will serve as the sole point of contact for F5 with regard to any such third parties; 

2.2.2 F5 need not interact directly with any such third party in matters relating to this DPA; and 

2.2.3 Where F5 would otherwise be required to provide information, assistance, cooperation, or 
anything else to such third party, F5 may provide it solely to you; but 

2.2.4 F5 is entitled to follow the instructions of such third party with respect to such third party’s 
Personal Data instead of your instructions if F5 reasonably believes this is legally required 
under the circumstances. 

3. Your Instructions to F5 

3.1 F5 will Process the Personal Data only as described in the Agreement, unless obligated to do otherwise 
by Applicable Law. In such case, F5 shall inform you of that legal requirement before the Processing 
unless legally prohibited from doing so. 

3.2 The details of the Processing are set forth in the Agreement.  

3.3 The Agreement, including this DPA, along with your configuration of any settings or options in the SaaS 
Offering (as you may be permitted to modify from time to time, depending on the SaaS Offering), 
constitute your complete and final instructions to F5 regarding the Processing of Personal Data, 
including for purposes of the Standard Contractual Clauses, if they apply. 

3.4 You will comply with Applicable Law relevant to your use of the SaaS Offering, including by obtaining 
any consents and providing any notices required under Applicable Law for F5 to provide the SaaS 
Offering. You will ensure that you are entitled to transfer the Personal Data to F5 so that F5 and its 
Subprocessors may lawfully Process the Personal Data in accordance with this DPA. 

3.5 You shall not instruct F5 to Process Personal Data in violation of Applicable Law. F5 shall promptly 
inform you if, in F5’s opinion, an instruction from you infringes Applicable Law. 

4. Subprocessors 

4.1 F5 may subcontract the collection or other Processing of Personal Data in compliance with Applicable 
Law. Prior to a Subprocessor’s Processing of Personal Data, F5 will impose contractual obligations on 
the Subprocessor that are substantially the same as those imposed on F5 under this DPA. New 
Subprocessors will be notified to you prior to their Processing of Personal Data by an update to the 
Service-Specific Terms posted at f5.com/company/policies (or a similarly accessible successor location 
that F5 specifies there or by notice to you under the Agreement), unless exigent circumstances require 
their earlier Processing of Personal Data, in which case the new Subprocessor will be notified to you as 
soon as practicable.  

4.2 You may object to F5’s use of a new Subprocessor by notifying F5 within ten (10) business days after 
receipt of an updated Subprocessor list. In the event you reasonably object to a new Subprocessor, as 
permitted in the preceding sentence, F5 will use reasonable efforts to make available to you a change 
in the SaaS Offering or recommend a commercially reasonable change to your use of the SaaS Offering 
to avoid Processing of Personal Data by the objected-to Subprocessor without unreasonably burdening 
you. If F5 is unable to make available such a change or recommendation within a reasonable period of 
time, not exceeding thirty (30) days, you may terminate the affected SaaS Offering that cannot be 
provided by F5 without the use of the objected-to Subprocessor by providing written notice to F5. F5 
will refund to you any prepaid fees covering the remainder of the term of such SaaS Offering following 
the effective date of termination with respect to such terminated Services, without imposing a penalty 
for such termination on you. If you do not object to use of the new Subprocessor and terminate as set 
forth above, the Subprocessor is deemed to be accepted by you.  F5 remains liable for its Subprocessors’ 
performance to the same extent F5 is liable for its own performance.  
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5. Security 

5.1 F5 will assist you in your compliance with the security obligations of the GDPR and other Applicable 
Law, as relevant to F5’s role in Processing the Personal Data, taking into account the nature of 
Processing and the information available to F5, by complying with the following paragraph, by making 
available the Support Portal subject to its terms, and, if available in the applicable SaaS Offering, by 
providing security options. You are solely responsible for determining whether and how to use such 
options within the scope of the Agreement, and F5 shall have no liability for damage arising from your 
failure to select and properly use the security options most appropriate to your use of the SaaS Offering. 

5.2 To protect the Personal Data, F5 shall implement technical and organizational measures described in 
the applicable Service Specific Terms, without prejudice to F5’s right to make future replacements or 
modifications to the measures that do not materially lower the level of security of the Personal Data. 

5.3 You are solely responsible for reviewing any available security documentation and features and 
evaluating for yourself whether the SaaS Offering and related security meet your needs, including your 
security obligations under Applicable Law. You may use the SaaS Offering only if the security 
commitments in this DPA would provide a level of security appropriate to the risk in respect of the 
Personal Data. 

5.4 F5 will ensure that the individuals F5 authorizes to Process the Personal Data (i) are subject to a written 
confidentiality agreement covering such data or are under an appropriate statutory obligation of 
confidentiality and (ii) receive training appropriate to their role in the Processing of the Personal Data. 

6. Personal Data Breach Notification 

6.1 F5 will comply with the Personal Data Breach-related obligations directly applicable to it under the 
GDPR and other Applicable Law. Taking into account the nature of Processing and the information 
available to F5, F5 will assist you in complying with those applicable to you by informing you without 
undue delay after becoming aware of a confirmed Personal Data Breach. Such notification is not an 
acknowledgement of fault or responsibility. To the extent available, this notification will include F5’s 
then-current assessment of the following, which may be based on incomplete information: 

6.1.1 The nature of the Personal Data Breach, including, where possible, the categories and 
approximate number of data subjects concerned, and the categories and approximate number 
of Personal Data records concerned; 

6.1.2 The likely consequences of the Personal Data Breach; and 

6.1.3 Measures taken or proposed to be taken by F5 to address the Personal Data Breach, including, 
where applicable, measures to mitigate its possible adverse effects. 

7. Assistance Responding to Data Subjects 

7.1 Taking into account the nature of the Processing, F5 will assist you with the fulfillment of your obligation 
to honor requests by individuals to exercise their rights under the GDPR and other Applicable Law (such 
as rights to access their Personal Data) by providing the SaaS Offering’s admin capabilities and by 
forwarding to you any such requests or Personal Data-related complaints that F5 receives within a 
commercially reasonable timeframe. This timeframe will not exceed 5 business days if (i) the request 
or complaint is received through the privacy contact information specified in the F5 privacy notice that 
is hyperlinked from the home page of F5.com and (ii) the request or complaint identifies you as the F5 
customer to whom it pertains. Additional support for such requests may be available and would require 
mutual agreement on fees, the scope of F5’s involvement, and any other terms that the parties deem 
appropriate. 

8. Assistance with DPIAs and Consultation with Supervisory Authorities 

8.1 Taking into account the nature of the Processing and the information available to F5, F5 will provide 
reasonable assistance  and cooperation to you for your performance of any legally required data 
protection impact assessment of the Processing or proposed Processing of the Personal Data involving 
the relevant SaaS Offering, and with related consultation with supervisory authorities, by providing you 
with the Documentation for the relevant SaaS Offerings, by making available the Support Portal subject 
to its terms, and by complying with the Audit section below. Additional support for data protection 
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impact assessments or relations with regulators may be available and would require mutual agreement 
on fees, the scope of F5’s involvement, and any other terms that the parties deem appropriate. 

9. Data Transfers 

9.1 You authorize F5 and its Subprocessors to make international transfers of the Personal Data in 
accordance with this DPA so long as Applicable Law for such transfers is respected. 

9.2 The 2021 Standard Contractual Clauses, completed as set out below in clause 9.4 of this Agreement 
shall also apply to transfers of such Personal Data, subject to sub-clause 9.3 below. 

9.3 Tables 1 to 3 of the UK Addendum shall be deemed completed with relevant information from the 2021 
Standard Contractual Clauses, completed as set out above, and the options "neither party" shall be 
deemed checked in Table 4.  The start date of the UK Addendum (as set out in Table 1) shall be the date 
of this Agreement.    

9.4 To the extent otherwise legally required, the 2021 Standard Contractual Clauses form part of this DPA 
and take precedence over the rest of this DPA to the extent of any conflict, and (except as described in 
Section 9.5) they will be deemed completed as follows: 

9.4.1 To the extent you act as a controller and F5 acts as your processor with respect to the Personal 
Data subject to the 2021 Standard Contractual Clauses, its Module 2 applies.  To the extent 
you act as a processor and F5 acts as your subprocessor with respect to the Personal Data 
subject to the 2021 Standard Contractual Clauses, its Module 3 applies. 

9.4.2 Clause 7 of the 2021 Standard Contractual Clauses (the optional docking clause) is included. 

9.4.3 Under Clause 9 (Use of sub-processors) of the 2021 Standard Contractual Clauses, the parties 
select Option 2 (General written authorization). The initial list of sub-processors is set forth at 
the conclusion of the Service-Specific Terms, and F5 shall update that list at least 10 days in 
advance of any intended additions or replacements of sub-processors. 

9.4.4 Under Clause 11 (Redress) of the 2021 Standard Contractual Clauses, the optional requirement 
that data subjects be permitted to lodge a complaint with an independent dispute resolution 
body does not apply. 

9.4.5 Under Clause 17 (Governing law) of the 2021 Standard Contractual Clauses, the parties choose 
Option 1 (the law of an EU Member State that allows for third-party beneficiary rights).  The 
parties select the law of Ireland. 

9.4.6 Under Clause 18 (Choice of forum and jurisdiction) of the 2021 Standard Contractual Clauses, 
the parties select the courts of Ireland. 

9.4.7 Under Annex I(A) of the 2021 Standard Contractual Clauses (List of parties): 

9.4.7.1 The exporter is the “Organization” specified in your Account. 

9.4.7.2 The exporter’s contact information for F5 to use is as set forth in your Account.  The 
exporter’s contact information for data subjects to use is set forth in its privacy policy, 
as are the identity and contact details of the exporter’s data protection officer (if any) 
and representative in the European Union (if any). 

9.4.7.3 The exporter’s activity as relevant to the data transferred under these Clauses is its 
use of the relevant SaaS Offering(s). 
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9.4.7.4 The importer is F5.  The importer’s mailing address is set forth in the Notices section 
of the Agreement, and its email address is privacy@f5.com, subject to an update by 
F5 of those addresses in accordance with the Agreement. 

9.4.7.5 The importer’s activity as relevant to the data transferred under these Clauses is its 
provision of the relevant SaaS Offering(s). 

9.4.7.6 When you subscribe to a particular SaaS Offering, the parties are deemed to be 
signing Annex I(A) of the 2021 Standard Contractual Clauses. 

9.4.8 For any particular SaaS Offering, the details for Annex I(B) of the 2021 Standard Contractual 
Clauses (Description of transfer) are set forth in Schedule A of the Data Protection Terms 
within the Service-Specific Terms for that SaaS Offering. 

9.4.9 Under Annex I(C) of the 2021 Standard Contractual Clauses (Competent supervisory authority), 
the parties shall follow the rules for identifying such authority under Clause 13 and, to the 
extent legally permissible, select the Irish Data Protection Commission. 

9.4.10 Annex II of the 2021 Standard Contractual Clauses (Technical and organizational measures) is 
set forth in Schedule B of the Data Protection Terms of the Service Specific-Terms for that SaaS 
Offering. 

9.4.11 Annex III of the 2021 Standard Contractual Clauses (List of subprocessors) is inapplicable. 

9.5 For transfers of Personal Data that are subject to the Swiss Federal Act on Data Protection (“FADP”), 
the 2021 Standard Contractual Clauses form part of this DPA as set forth in Section 9.5 of this DPA, but 
with the following differences to the extent required by the FADP: 

9.5.1 References to the GDPR in the 2021 Standard Contractual Clauses are to be understood as 
references to the FADP insofar as the data transfers are subject exclusively to the FADP and 
not to the GDPR. 

9.5.2 The term “member state” in the 2021 Standard Contractual Clauses shall not be interpreted 
in such a way as to exclude data subjects in Switzerland from the possibility of suing for their 
rights in their place of habitual residence (Switzerland) in accordance with Clause 18(c) of the 
2021 Standard Contractual Clauses.  

9.5.3 References to personal data in the 2021 Standard Contractual Clauses also refer to data about 
identifiable legal entities until the entry into force of revisions to the FADP that eliminate this 
broader scope. 

9.5.4 Under Annex I(C) of the 2021 Standard Contractual Clauses (Competent supervisory 
authority): 

9.5.4.1 Where the transfer is subject exclusively to the FADP and not the GDPR, the 
supervisory authority is the Swiss Federal Data Protection and Information 
Commissioner. 

9.5.4.2 Where the transfer is subject to both the FADP and the GDPR, the supervisory 
authority is the Swiss Federal Data Protection and Information Commissioner insofar 
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as the transfer is governed by the FADP, and the supervisory authority is as set forth 
in Section 9.3.9 of this DPA insofar as the transfer is governed by the GDPR. 

10. Audits 

10.1 F5 will make available to you all information reasonably necessary to demonstrate compliance with this 
DPA, and allow for and contribute to audits including inspections, conducted by you or another auditor 
mandated by you, as follows: 

10.1.1 If the requested audit scope is addressed in an ISO or other audit report issued by a third-party 
auditor within the prior twelve (12) months and F5 provides such report to you and confirms 
that there are no known material changes in the controls audited, you agree to accept the 
findings presented in the report in lieu of requesting an audit of the same controls covered by 
the report. The report is Confidential Information of F5. 

10.1.2 If not covered by such report, F5 will provide a written description of its compliance measures 
for this DPA. This is Confidential Information of F5. You may also refer to the applicable SaaS 
Offering Documentation and the Support Portal, subject to its terms, as applicable. 

10.1.3 You agree to exercise any right you may have to conduct an audit or inspection, including 
under the Standard Contractual Clauses, if they apply, by instructing F5 to provide the report 
and/or information described above. If you wish to change this instruction regarding the audit, 
you may request a change to this instruction by sending F5 written notice as provided for in 
the Agreement. Such additional support may be available and would require mutual 
agreement on fees you would be charged, audit scope, the scope of F5’s involvement, and any 
other terms that the parties deem appropriate. 

10.1.4 Nothing in this DPA will require F5 to disclose or make available: 

10.1.4.1 any data of any other customer of F5; 

10.1.4.2 access to systems; 

10.1.4.3 F5’s accounting or financial information; 

10.1.4.4 any trade secret of F5; 

10.1.4.5 any information or access that, in F5’s reasonable opinion, could (A) compromise the 
security of F5 systems or premises; or (B) cause F5 to breach its obligations under 
Applicable Law or applicable contracts; or 

10.1.4.6 any information sought for any reason other than the good faith fulfillment of your 
obligations under Applicable Law to audit compliance under this DPA. 

11. Return or Destruction 

11.1 F5 will, at your choice, return to you and/or destroy all Personal Data after the termination or expiration 
of your subscription to the relevant SaaS Offering except to the extent Applicable Law requires storage 
of the Personal Data. F5’s return of Personal Data to you may be subject to reasonable fees for such 
return. If F5 has not received your election within 30 days of such termination or expiration, F5 may 
assume that you have selected deletion. The certification of deletion required by the Standard 
Contractual Clauses (if they apply) will be provided only on written request. 

11.2 Nothing will oblige F5 to delete Personal Data from files created for security, backup, and business 
continuity purposes sooner than required by F5’s reasonable data retention processes. If you require 
earlier deletion of such Personal Data, and such deletion is commercially feasible, you must first pay 
F5’s reasonable fees for such deletion, which may include costs for business interruptions associated 
with such a request. 
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