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——> Good morning Brian,

———> During the course of our investigation, we determined this was an
automated script pulling from your “github.com/COMP” onto the

root executed /tmp/.setup/123456/install with /usr/sbin/file

« Exploit: Process Activity from Temporary Directory: install by
root executed /tmp/.setup/123456/install with /usr/local/sbin/file

VIEW IN BROWSER

AT VMIERD
MERIZE.TFHIRMNE
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The following Sev1 came into your environment at 22:31PM UTC —F—— BALY)—BEHFHICLD.
on 09/20/2022: 1TV NORERRE
EREICHIZ LA TEET,
* Exploit: Process Activity from Temporary Directory: install by
root executed /tmp/.setup/123456/install with /usr/local/bin/file
« Exploit: Process Activity from Temporary Directory: install by —— AV FVh
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————> beto run the deploy in a directory other than the "tmp" directory by

“example.com” server. Although this looks like typical deploy behavior,

out due to the execution of the file being done in the "tmp" directory.
Would you be able to confirm that this is typical deploy behavior within
your environment? If this was expected activity our suggestion would

changing the environment variables TMPDIR or TMP or TEMP.

Best,
Bob Stone
F5 | Security Analyst
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we have not previously seen this in your environment. We are reaching &———

FIvoLy
BYETFUIH 2—
YHRTS—hE VA
LicrvoTy hERIE
BEZRBEINTLED
C5hERRBLET,



Threat Stack I&. F5 Y a—3>ei@bxL:

Threat Stack I&. IRE. F5Y U a—>3> 0O —E &% D, F5 Distributed Cloud App
Infrastructure Protection (AIP) C#®EEMTZEEWLE LT, COVIa—3>, Hit
DOtFa)FsFARL—3>>4— (Distributed Cloud AIP Managed Security Services
& Distributed Cloud AIP Insights Z8T) AL OFMICDOVTIE. I TREFaU700
VTSATVRAOEMRICEBVE DL ELIET L,

HHOBFIRDIIIVREF2UTAICHATIRIZHLETOT, BFKRIZIZOL
TEBICERITITEY, FHIBTEDOITFHICOVTIE. §I<HED Web H
P TIREER<TETL,

©2022 F5, Inc. BUFEREHEZ R L F 9, F5. HLUF5 0O XKESLUMOREDEICH TS F5, Inc. DFEIZTY, £OMO F5 f@iZiE. f5.com ICEREINTVET, CITICRINTVEZZOMOR
@B Y—EXFRBEERIR. SEEOBERTHIAEMEDBHDET, F5,Inc. IFBETHICHEBRNICOARFLIZRBEEZIRLTVEEA.
DC10.2022 | JOB-CODE-DS-950846235-AlP-Managed-Security-Services




