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VMware Unified Access Gateway (UAG), formerly known as VMware Access Point is an appliance that is typically
installed in the demilitarized zone (DMZ). UAG is designed to provide safe and secure access to desktop and
application resources for remote access. UAG simplifies gateway access and provides tunneled and proxied resources
for the following VMware product suites.

e  VMware Horizon (Formerly known as Horizon View)
e VMware Horizon Air (Formerly known as DAAS)

e VMware Horizon Air Hybrid Mode

o VMware Workspace One (Cloud and On-Premise)

e AirWatch Tunnel Gateway/Proxy

Typically, UAG is designed to run in the DMZ as the appliance has the following settings:
e  Up-to-date Linux Kernel and software patches
e  Multiple NIC support for Internet and Intranet traffic
e Disabled SSH
e Disabled FTP, Telnet, Rlogin, or Rsh services

e Disabled unwanted services

F5'’s products and solutions bring an improved level of reliability, scalability, and security to UAG deployments. For large
Horizon deployments requiring multiple pods or several data centers, F5’s products provide the load balancing and
traffic management needed to satisfy the requirements of customers around the world. F5 and VMware continue to
work together on providing customers best-of-breed solutions that allow for better and faster deployments as well as
being prepared for future needs, requirements, and growth.

F5 and VMware have a long-standing relationship that centers on technology integration and solution development. As
a result, customers benefit from leveraging the experience gained by peers from deploying proven, real-world

solutions.



VMware Horizon Protocols

When a Horizon Client user connects to a Horizon environment, several different protocols are used. The first
connection is always the primary XML-API protocol over HTTPS. Following successful authentication, one or more

secondary protocols are also made.

Primary Horizon Protocol

The user enters a hostname at the Horizon Client which starts the primary Horizon protocol. This is a control protocol
for authentication, authorization, and session management. It uses XML structured messages over HTTPS (HTTP over
SSL). This protocol is sometimes known as the Horizon XML-API control protocol. In a load balanced environment as
shown in Figure 1, the load balancer routes this connection to one of the UAG appliances. The load balancer usually
selects the appliance based first on availability, and then out of the available appliances routes traffic based on the least
number of current sessions. This evenly distributes the traffic from different clients across the available set of UAG
appliances.

Secondary Horizon Protocols

After the Horizon Client has established secure communication to one of the UAG appliances, the user authenticates. If
this authentication attempt is successful, then one or more secondary connections are made from the Horizon client.

These secondary connections can include:

e HTTPS Tunnel used for encapsulating TCP protocols such as RDP, MMR/CDR and the client framework
channel (TCP 443).

e Blast Extreme display protocol (TCP 8443 and UDP 8443).

e PColP display protocol (TCP 4172 and UDP 4172).

These secondary Horizon protocols must be routed to the same UAG appliance to which the primary Horizon protocol
was routed. This is so UAG can authorize the secondary protocols based on the authenticated user session. An
important security capability of UAG is that it only forwards traffic into the corporate datacenter if the traffic is on behalf
of an authenticated user. If the secondary protocols were to be misrouted to a different UAG appliance (different from
the one where primary protocols were handled) they would not be authorized and would therefore be dropped in the
DMZ and the connection would fail. Misrouting the secondary protocols is a common problem if the load balancer is not

configured correctly.



Prerequisites

The following are prerequisites for this solution and must be complete before proceeding with the configuration. Step-

by-step instructions for prerequisites are outside the scope of this document, see the BIG-IP documentation on

support.f5.com for specific instructions.

1.

Create/import an SSL Certificate that contains the load balanced FQDN that will be used for the Horizon
instance.

Upload the following to the BIG-IP system:
o  The SSL certificate.
o  The Private Key used for the load balanced FQDN certificate.
o The Primary CA or Root CA for the SSL Certificate you uploaded to the BIG-IP.

Ensure the new FQDN for Horizon is in DNS with both forward and reverse records, and points to the
Virtual Server IP address on the BIG-IP that will be used for load balancing the Horizon environment.

VMware Horizon deployed and functional within the environment. This includes Horizon Connection
Servers, VDI, and Unified Access Gateway Servers.

Download the latest F5 iApp templates and extract to an accessible location at
https://downloads.f5.com/esd/product.jsp?sw=BIG-IP&pro=iApp_Templates

An internal virtual server configured for Connection Servers - To create the Virtual IP (VIP) for the Internal
Connection Server, refer to the Load Balancing VMware Horizon Connection Servers guide at
https://www.f5.com/content/dam/fS/corp/global/pdf/deployment-guides/vmware-horizon-view-dg.pdf

Firewall ports have been configured for External DMZ Access (Front-End Firewall Rules) and firewall ports
have been configured from DMZ to Internal Environment/VDI Network (Back-End Firewall Rules) to allow

access to the environment as per VMware KB https://kb.vmware.com/kb/1027217. Also newest firewall

rules can be referenced in VMware documentation for Unified Access Gateway in

https://docs.vmware.com/en/Unified-Access-Gateway

For Single Namespace, internal vs external DNS need to be configured correctly for the Zones (Internet) to
point at the Unified Access Gateway Servers Virtual IP (VIP) and the Internal DNS (LAN) would typically
point at the Connection Servers Virtual IP (VIP).


https://downloads.f5.com/esd/product.jsp?sw=BIG-IP&pro=iApp_Templates
https://www.f5.com/content/dam/f5/corp/global/pdf/deployment-guides/vmware-horizon-view-dg.pdf
https://kb.vmware.com/kb/1027217
https://docs.vmware.com/en/Unified-Access-Gateway

Importing the iApp Template into BIG-IP

1.

2.

3.

Login to the F5 Configuration utility.

BIG-IP Configuration Utility
F51 ks, Inc

etwor

Hostname
BIG-IP-HZN-01.bd.f5.com

Welcome to the BIG-IP Configuration Utility.

Log in with your username and password using the fields on the left
IP Address

192.168.14.20

Username

Password

Log in

On the Main tab, click iApps > Templates.

Hosiname: BIG-IP-HZN-01.bd.f5.com
IP Address: 127.0.0.1

: | ONLINE (STANDBY)
5 Il in Sync

Application Services

Templates

AWS

Click the Import button on the right upper side of the window.

IApps » Templates : Templates

Template List

%~

F5 ifpps and Resources

Display Options

| Template Type ‘ [l show deprecated templates |
F =
| + Name ‘ Validity ‘ Associated Application Services | = Verificat + Certificate | + System-supplied ‘ * Partition / Path
75.bea_weblogic [#1] F5 Verified f5-irule.crt Yes Common
5.cifs ﬁ\ [=1] F5 Verified f5-irule.crt Yes h Common




4. Click the Choose File button.

1Apps » Import
14+ ~ | Template Properties

Import File

Qverwrite Existing Templates 0

File Name Choose File | No file chosen
Upload

Browse to the location where you extracted F5 iApp templates.

section.

For more information see the Prerequisites

€ Open X
(J} BN > ThisPC > Downloads > iapps-1.0.0.562.0 > VMware > View v o O Search View
Organize v New folder BE:r M @

E TLzip A Neme Date modified Type Size

il USAA Security a1 Previous Versions File folder
& OneDrive 7] f5.wmware viewv1 59.mds MDS File k8
5] f5.vmware viewv1.59.README ixt Text Documen t 268

[ Fswmware_view.1.5.9.tmpl 3/12/2020 10:39 AM TMPL File 305KB

[ This PC

830 Objects

[ Desktop
Documents

J Downloads

D Music

] Pictures

@ videos

i Local Disk (C) ¥

File name: [f5.vmware_viewn1,5.9:mpl o [anfies v

Once the TMPL file is selected, the file name appears next to the Choose File button. Once that is correct,
click Upload (Click OK on the Popup Prompt to install the configuration file).

iApps » Import
1% ~ Templale Properiies

Import File N
This will install the
Overwrite Existing Templaies d
proceed?
File Mame Choose File |f5.vmware_... v1.5.9tmpl
Upload

configuration in the template file. Do you want to

n Cancel

Once the upload is complete ensure the template is available. You can use the search *vmware* to find the
template.

iApps » Templates : Templates
& -~ Template List

F5 iApps and Resources

Display Options
‘ Template Type | [ show deprecated templates |
‘*vmware" ‘ \Res et Search|
| ~ Name |Vaiidﬂ¥ | Associated Application Services ‘ + Verification | + Certificate | + System-supplisd ‘ = Partition / Path
O vmware_viewvi55 None Common

O .vmware_view.v1.5.8 None Comman

[0 s.umware_view.v1.5.9 None Common

Delele Export | [ Add Signature T T
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Importing a Certificate into BIG-IP

The next task is to import the certificate onto the BIG-IP.

1.

3.

Login to the F5 Configuration utility.

f5

Hostname
BIG-IP-HZN-01.bd.f5.com

IP Address
192.168.14.20

Username

Password

Log in

BIG-IP Configuration Utility

Welcome to the BIG-IP Configuration Utility.

Log in with your username and password using the fields on the left

On the Main tab click System > Certificate Management.

BIG-IP-HZN-02 bd.f5.com D3
0.0.1

|| ONLINE (ACTIVE)

Il in Sync

@ Statistics

[l iamps

@ Wizards

3 ons

) Local Traffic
i(fq‘i Traffic Intelligence
@ Acceleration

F—:@ Access

g Device Management

£2) Network
System

Configuration

File Management
Certificate Management
Disk Management

Software Management

Click the Import button on the upper right side of the window.

System » Certifica

£

V] ¢ Status 4 Name

Trafic Certificate Management ~

Ti

= Contents

|+ CommonName | = Organization | ¢ Expiraion

reate...

"= Fariton /Path |
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4. Complete the SSL Certificate/Key Source options. In this use case, we are importing a P12/PFX based file to
the BIG-IP:

a.

b
c
d.
e

After the

From the Import Type list, select a certificate type.

In the Name field, type a unique name for the certificate.

Click the Choose File button and then locate your certificate file.

In the Password field, type the password to decrypt the key in the file.

Click Import.

System » Certificate Management : Traffic Certificate Management : SSL Certificate List » Import S5L Certificates and Keys

SSL Certificate/Key Source
Import Type

® Create New ‘Oyerwrite Existing

Certificate Name —————
Wildcard:Public: |

Certificate Source Choose File | wildcard.bd.f5.com.p12
Password .
Key Security |Normal v |
Free Space on Disk 197 MB
[ Cancei | [import |

import is completed you see your certificate in the window. Click the certificate to verify all the

information in it.

System » C:

[searcn|
[v1 + status | « Name * Contents < CommonName |+ Organization |+ Expiration
O @ MyHZN-ntemalcA RSA Certficate & Key MyHZN.bd..com Mar 6, 2019 Common
@  Widcard-Public RSA Certificate & Key bd.5.com F5 Networks Inc Jul 25,2018 Common
ca-bundie Certficate Bundle Dec 31,2029 - Oct6,2046 Common
i default RSA Certficate & Key localhostlocaldomain MyCompany  Feb 13, 2027 Common
B-irule RSA Certificate support.f5.com F5 Networks Aug 13,2031 Common

C
[ Archive._ | Delete OCSP Cache__ || Delete__ |

5. Verify the information in the Certificate/Key.

[

o

General Properties

System > Certificate Management : Traffic Certificate Management : SSi

ate List »» Wikicard-Public

Wildcard-Public.crt

Expires
Version

Serial Number

Name
Partition / Path Common
’ : ba.f5.com, F5 Networks inc =
Gl g Entrust Certification Authority - L1K, Entrust, Inc. ~
Certificate Properties
Public Key Type RSA
Public Key Size 2048 bits

Jul 25 2018 18:55:31 GMT
3
8e:ca:62:80:92:81:bfb5:00:00:00:00:50:d8:f:75

Common Name: bd.f5.com
Organization: F5 Networks Inc

: Division:
Bl Locality Seattle
State Or Province: Washington
Country: us
Common Name:  Entrust Certifcation Authority - L1K
Organizational Unit Entrust Inc.
Jssuer Division: See www.entrustnetlegal-terms
Locality
State Or Province:
Country:
Email
Subject Alterative Name DNS:* bd f5.com, DNS:bd.5.com
Monitoring Properties
Monitoring Type [ ocsp
Issuer Certificate ‘None v
ocsP [+ [None v |
Status =]

Import...|| Export...|| Renew.. || Update Status Monitoring || Delete OCSP Cache... || Delete |
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Configuring your Horizon 7 Environment for use with Unified

Access Gateway.

1. Login to the VMware Horizon Admin using the FQDN or individual broker webpage.

& (& ‘ @ Secure | https://myhzn.bd.f5.com/admin/#

i Apps W Bookmarks Home Bookmarks F5 Bookmarks Project VMware Bookr

VMware Horizon™7

e N Administrator
e N

Domain:

® Remember user name

2. In the Horizon Admin Window select a Broker, and then click Edit.

VMware Horizon 7 Administrator Pod: e

Jpdated 6 & | sewers
Sessions 7 vCenter Servers Security Servers Gateways Connection Servers
Problem vCenter VMs 0
Problem RDS Hosts 0
Events a Ao |L | Disable || Edit.. | |BackupNow... | | ~ More Commands
SystemHealth [l @ &
Connection Server Version PColP Secure ... State
22 0 0 O
HZN-BROKER-01 7.8.0-12637¢ Installed Enabled
Inventory HZN-BROKER-02 7.8.0-12637¢ Installed Enabled
£ Dashboard
% Users and Groups
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3.

4.

Ensure that the Checkboxes for Use Secure Tunnel connection to machine, PColP Secure Gateway, and
Use Blast Secure Gateway for Blast connections to machine are UNCHECKED, as having any of these
checked will cause connection issues.

Edit Connection Server Settings (7)
General Authentication Backup
Tags

Tags can be used to restrict which desktop pools can be accessed through this Connection Server.

Tags: Separate tags with ; or ,
HTTP(S) Secure Tunnel

[] Use Secure Tunnel connection to machine (2

External URL: https://hzn-broker-01.bd.f5.com| Example: https://myservercom:443 (3

PCoIP Secure Gateway

[[] Use PColP Secure Gateway for PCoIP connections to machine

PColIP External URL:  [10,105.160.50:4172 Example: 10.0.0.1:4172 (2

Blast Secure Gateway

[] Use Blast Secure Gateway for Blast connections to machine (2

Blast External URL: https://hzn-broker-01.bd.f5.corr| Example: https://myserver.com:8443 (2

[ ok | Cancel

In the Horizon Admin Window, edit any additional brokers that will be a part of the pool used to connect to the
Unified Access Gateway Servers virtual server, and modify them in the same way as Step 3 (ensuring all
boxes are unchecked).

VMware Horizon 7 Administrator Pod: Cluste

P 2019 3:16 PM Y Servers
if:;:z;s P —— ; vCenter Servers  Security Servers ~ Gateways | Connection Servers
Vi

Problem RDS Hosts 0

Events © 4+ Ao | | | pisable || Edit... | |Backup Now... | l v More Commands
| System Health [l @ ‘ - -

39- 9 9 @8 ’ Connection Server Version PColP Secure ... State

l l HZN-BROKER-01 7.8.0-12637¢ Installed Enabled
. Inventory | HZN-BROKER-02 7.8.0-12637¢ Installed Enabled

IN £ Dashboard

@3 Users and Groups
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Configuring your Horizon 8 Environment for use with Unified

Access Gateway.

1. Login to the VMware Horizon Admin using the FQDN or individual broker webpage.

& (& | @ Secure | https://myhzn.bd.f5.com/admin/#

i:! Apps W Bookmarks | | Home Bookmarks | | F5Bookmarks | | Project | | VMware Bookr

VMware Horizon®

Version 2006

User Name
Password

BD1 v
—

[] rRemember user name

2. Inthe Horizon Admin go to (Settings = Servers - Connection Servers) select a Broker, and then click Edit.

Servers

VCenter Servers Gateways Connection Servers

Enable Disable Edit Backup Now
Y Filter % c *
Connection Server Version PColIP Secure Gate...  State Settings Last Backup
hzn-broker-01 8.0.0-16592062 Installed Enabled Smart card + 12/09/2020,
authentication: 12:00 AM
Optional, Automatic
backup
hzn-broker-02 8.0.0-16592062 Installed Enabled Smart card + 12/09/2020,
authentication: 12:00 AM

Optional, Automatic
backup



3.

Ensure that the Checkboxes for Use Secure Tunnel connection to machine, PColP Secure Gateway are
UNCHECKED, and Use Blast Secure Gateway radio button is set to Do not use Blast Secure Gateway as

having any of these checked/enabled will cause connection issues.

Edit Connection Server Settings X

GETErdr AULTETTICEOn GaCKup

Tags
Tags can be used to restrict which desktop pools can be accessed through this Connection Server.

Tags

L]

Separate tags with; or,

HTTP(s) Secure Tunnel
Use Secure Tunnel connection o machine @

* External URL

https://hzn-broker-01.bd.f5.com:443 0]

Example: hrtps//myserver com-443
PColP Secure Gateway

Use PColP Secure Gateway for PColP connections to machine
# PColP External URL

10.105.169.50:4172 ®

Example: 10.0.0.1:4172

Blast Secure Gateway

Use Blast Secure Gateway for all Blast connections to machine @

Use Blast Secure Gateway for only HTML Access connections to machine @
© Do not use Blast Secure Gateway @
* Blast External URL

https://hzn-broker-01.bd f5.com:8443 @

Example: https://myserver.com:8443

cancel n

In the Horizon Admin Window, edit any additional brokers that will be a part of the pool used to connect to the
Unified Access Gateway Servers virtual server, and modify them in the same way as Step 3 (ensuring all
protocols are unchecked and disabled).

Servers
vCenter Servers Gateways Connection Servers
Disable Edit Backup Now
T +
g C
Connection Server Version PCoIP Secure Gate...  State Settings Last Backup
hzn-broker-01 8.0.0-16592062 Installed Enabled Smart card + 12/09/2020,
authentication: 12:00 AM
Optional, Automatic
backup
hzn-broker-02 8.0.0-16592062 nstalled Enabled smart card + 12/09/2020,
authentication: 12:00 AM
Optional, Automartic
backup
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IRule for the Horizon Origin Header

With the release of Horizon 7 and 8, an implementation for accessing the Horizon admin page and HTML5 Blast was
added. These changes require an additional implementation done either by the F5 BIG-IP as an iRule, or a

configuration that must be done on each Connection Server to allow load balanced configurations to work correctly.

F5 has provided a KB https://support.f5.com/csp/article/K65620682 for resolution of this issue.

VMware has also provided a KB https://kb.vmware.com/kb/2144768 for resolution of this issue.
NOTE: Only one of these two methods are necessary.

Implementing an F5 iRule for Horizon Origin Header

1.

2.

Login to the BIG-IP Configuration utility.

fs BIG-IP Configuration Utility
F5 Networks, Inc

Hostname

Welcome to the BIG-IP Configuration Utility.
BIG-IP-HZN-01.bd.f5.com

Log in with your username and password using the fields on the left
IP Address

192.168.14.20

Username

Password

Login |

On the Main tab, click Local Traffic > iRules and then click Create.

T T

Local Traffic » iRules : iRule List

= Statistics 14 ~ I[Rule List Data Group List | iFile List B}

_ iApps

= F [seate

m Wizards | + Name |¢ Verification + Certificate | = Application |¢ Partition / Path
] Horizon-Origin-Header None Common

DNS
@ i _sys_APM_ExchangeSupport_OA_BasicAuth [ F5 Verified 5-rule.crt Common
Local Traffic i _sys_APM_ExchangeSupport_QA_NtimAuth [ F5 Verified 5-irule.crt Commen

17


https://support.f5.com/csp/article/K65620682
https://kb.vmware.com/kb/2144768

5.

In the Name filed, type a unique name for the iRule.

In the Description field, type or copy/paste the following iRule (found in the KB article referenced above):

when HTTP_REQUEST {
if { [HTTP::header "Origin"] ne "" } {
HTTP: :header remove "Origin"
}

Local Traffic »» iRules : iRule List :» NewiRule...

Properties
Mame Horizon-Origin-Header
1~ when HTTP_REQUEST {
2~ if { [HTTP::header "Origin"] ne ™"
3 HTTP: :header remove "Origin"
4 H
5 %
6 |
Definition
! Wrap Text
| Show Print Margin

Click Finished. Once created you should see your newly created iRule in the list.

Local Traffic » iRules : iRule List

1+ - | iRule List Data Group List iFile List Statistics

; ||search | Create...|
[V] |~ Name J * Verification * Certificate | + Application [ ~ Partition / Path
) Horizon-Origin-Header None Common
i _sys_APM_ExchangeSupport_OA_BasicAuth [21] F5 Verified f5-irule.crt Common
i _sys_APM_ExchangeSupport_OA_NtimAuth [=] F5 Verified f5-irule.crt Common
it _sys_APM_ExchangeSupport_heiper [2] F5 Verified 5-irule.crt Common
i3 _sys_APM_ExchangeSupport_main || F5 Verified f5-irule.crt Common

18



Creating/Deploying a Virtual IP for External

Connections

—— — T
LT™ [ & ] L™
o ]
= — o] L — e 1 o
— —
femm r— o - —— e o
mmme e | mme
Internet Firewall BIG-IP Platform e | Firewall BIG-IP Platform Horizon
Horizon View oMz L Internal VCS Connection
Public IP Virtual IP Unified Access Virtual IP rvers
0990 172.30.128.138 Gateway 10.105.135.150 p——
Server IP Addresses
Addresses 10.105.135.146 -
172.30.128.146 - 10.105.135.152
172.30.128.152 - J
~ J

As part of the workflow, the configuration has LTM placed in the front and behind the Unified Access Gateway (UAG)
Servers. This is because in production scenarios, multiple UAG servers require load balancing. Connection servers
that manage the Horizon environment in the datacenter must also be load balanced to prevent Single Points of Failure
(SPoF).

A load balanced configuration is recommended, and an FQDN configured in DNS must be setup prior to deploying
Unified Access Gateway. This ensures the Unified Access Gateway servers can access the load balanced Connection

servers to prevent single points of failure.

Use this section to configure the BIG-IP for the UAG Servers for external use.

NOTE: There must be an internal Virtual IP (VIP) for the Horizon Connection Servers prior to configuring the
UAG Servers. See Section Prerequisites for more details.
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Using the iApp to Deploy a Virtual Server for UAG’s

Before beginning this task, ensure you have previously imported the iApp Template as described in the Importing iApp
Template into BIG-IP section.
Note: F5 Recommends using the latest iApp Available to ensure latest functionality and features are

implemented, this build was using iApp Version 1.5.9

1. Onthe Main tab, click iApps > Application Services > Create.

ion Services : Applications

1Apps » Ap
7+ ~ | Application Service List

F5 iApps and Resources

I ||Search| [Reset Search | Create...

| « Name ‘e Template ‘Template Validity ‘e Partiion { Path

No records to display

Delete...

2. Inthe Template Selection section of the template, complete the following.
a. Inthe Name field, type a unique name.
b. From the Template list, select the template f5.vmware_view.v1.5.9 (or a newer version if available).

iApps » Application Services : Applications :» New Application Service...

Template Selection:

Name [ MyHZN-UAG-LTM 1 |
| /5.vmware_view.v1.5.9 M
Template
[ show deprecated templates

3. Inthe Template Options section, from the configuration mode question, select Advanced — configure

advanced options.
4. Inthe BIG-IP Access Policy Manager section, select No, do not deploy BIG-IP Access Policy Manager.

Template Options

Do you want to see inline help? || Show inline help text v

This template offers exiensive inline assistance, notes, and configuration tips. We st
help presented in the template unfil you are familiar with the functionality and implica
Important notes are always shown no matter which selection you make here.

Which configuration mode do

Sy o) Advanced - configure advanced options v

This template supports two configuration modes. Basic mode automatically configure
balancing method or profile types, on the BIG-IP system using F5 recommended set
Advanced mode allows you fo review and edit the F5 recommended setiings before

BIG-IP Access Policy Manager

Do you want to deploy BIG-IP

B ccoss Poloy Marnapar) No, do not deploy BIG-IP Access Policy Manager v

You can use the BIG-IP Access Policy Manager (APM) as a full PColP secure gatew
NOTE VPN. Deploying BIG-IP APM as a full PColP proxy requires the View Clients use Ho
system must be running version 11.4 or later.

You must have fully licensed the BIG-IP APM to use the APM features in this templa:

5. Inthe SSL Encryption section, complete the following.
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From the How should the BIG-IP system handle encrypted traffic? question, select Terminate SSL

for clients, re-encrypt to View Servers (SSL Bridging).

From the Which Client SSL profile do you want to use? question, select Create a new Client SSL

profile.

From the Which SSL certificate do you want to use? and Which SSL private key do you want to use?

guestions, select the SSL certificate and key you imported in Importing a Certificate into BIG-IP

(Optional) If using an Internal CA, we recommend you select an intermediate certificate.

SSL Encryption

How should the BIG-IP system
handle encrypted traffic?

Which Client SSL profile do you
want to use?

Which SSL ceriificate do you
want to use?

Which SSL private key do you
want to use?

NOTE:

Which intermediate certificate do
you want to use?

Do you want to redirect inbound
HTTP traffic to HTTPS?

From which port should HTTP
traffic be redirected?

Te}rminate SSL fO( clients, re-encrypt to View servers (SSL bridging) v

| SSL is a cryptographic protocol used to secure client to server communications. Select how you want the BIG-IP

system to handie encrypted traffic.

If your environment requires clients use SSL and session persisience (which ensures reqguests from a single user are
always distributed to the server on which they started), we recommend you configure the BIG-IP system for SSL
offload. This allows the system to more accurately persist connections based on granular protocol or application-
specific variables. Because encryption and decryption of SSL is computationally intensive and consumes server CPU
resources, if your environment does not require encryption between the BIG-IP system and the View servers, select
SSL Offload to terminate the SSL session from the client at the BIG-IP system and provide cleartext communication
from the BIG-IP system to the servers.

If security requirements do not allow the BIG-IP system to offload SSL, select to re-encrypt to the servers (SSL
bridging). With this selection the system uses the SSL ID or Client/Server IP fo enforce session persistence. Because
these parameters are less granular, you may experience inconsistent distribution of client requests.

Create a new ACIiem SSL proﬁ!e v

If you have already created an Client SSL profile that includes the appropriate cerfificate and key, you can select it frc
the list. Otherwise, the iApp creates a new Client SSL profile.

Wildcard

To establish encrypted communication, a client and server negotiate security parameters that are used for the sessiol
As part of this handshake, a certificate is provided by the server to the client to identify itself. The client can then
validate the certificate with an authority for authenticity before sending data. When the BIG-IP system is decrypting
communication between the client and server, an SSL certificate and key pair for each fully-qualified DNS name relat
to this application instance must be configured on the system.

Select the SSL certificate you imported for this deployment. Importing certificates and keys is not a part of this templa
see Local Traffic == SSL Certificate List. To select any new ceriificates and keys you import, you need to restart or
reconfigure this template.

Wildcard

Select the associated SSL key.

If your key is password-protected, you must manually create a Client SSL profile outside the iApp, and then select it
from the list above.

Do not use an Intermediate certificate

Intermediate certificates, also called Intermediate certificate chains or chain certificates, are used to help systems wh
depend on SSL certificates for peer identification. These ceriificates are intended io create a chain of trust between tt
CA that signed the certificate and the CA that is already trusted by the recipient of the certificate. This allows the
recipient to verify the validity of the certificates presented, even when the signing CA is unknown.

Intermediate certificates must be created or imported onto this BIG-IP system prior to running this iApp. See
http://support.f5.com/kb/en-us/solutions/public/13000/300/s0113302 himi for help on creating an intermediate certifica
chain.

Redirect HTTP to HTTPS

It is common for users to mistakenly attempt insecure access (HTTP) to a secure application (HTTPS). The BIG-IP
system can automatically redirect these connections to use an encrypted connection.

80
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6. Inthe PC Over IP section, complete the following.

a.

From the Should PColP connections go through the BIG-IP system? question, select Yes, PColP
connection should go through the BIG-IP system.

From the Will PColP connections, be proxied by the VMware UAGs? question, select Yes, PColP
connections are proxied by the VMware UAGs.

From the Should Blast connections go through the BIG-IP system? question, select Yes, Blast
connection should go through the BIG-IP system.

From the Will Blast connections be proxied by the VMware UAGs? question, select Yes, Blast
connections are proxied by the VMware UAGs.

PC Over IP

Should PColP connections go

through the BIG-IP system? | [Yes, PColP connections should go through the BIG-IP system v

1 Select this option if PColP connections will be routed through the BIG-IP system.

:Yﬂ'x;cd‘ﬂ;tf“;"cmgfjgis e } Yes, PColP connections are proxied by the Viware UAGs v
1 By selecting this option, the BIG-IP system does not create Forwarding virfual servers, but instead directs all PColP
| traffic back to the VMware UAGs. For this option to function properly, you must enable View secure tunnel option on the
| VMware UAGs, and enter the IP address entered in the next section with port 4172 appended. For example,
| 192.0.2.100:4172.

Configure the Blast Display Protocol

Should Blast connections go

through the BIG-IP system? \ Yes, Blast connections should go through the BIG-IP system v

| Select this option if Blast connections will be routed through the BIG-IP system.

i i [
\;Yg;g:s;yc&n: \e/?w"\?v:?ebfmes, | | Yes, Blast connections are proxied by the VMware UAGs v

| By selecting this option, the BIG-IP system does not create Forwarding virtual servers, but instead directs all Blast

| traffic back to the VMware UAGs. For this option to function properly, you must enable View secure tunnel option on the

| VMware UAGs, and enter the IP address entered in the next section with port 8443 appended. For example,
192.0.2.100:8443.

i HTMLS5 uses the same virtual server and port created for the Blast Configuration. No additional configuration is
| necessary.

HTMLS5 Use Case

7. Inthe Virtual Servers and Pools section, complete the following.

a.
b.

Type the IP address for the virtual server.

Type the FQDN to which external clients will connect with the Horizon Client.

If a longer persistence is required due to longer global timeouts it is recommended to create a
persistence profile and modify the setting. If using a default configuration leave the default
recommended persistence profile. (See VMware KB - https://kb.vmware.com/s/article/56636 )

Virtual Servers and Pools
| What virtual server IP address

do you want to use for remote, ‘ 10.192.192.10
untrusted clients? |

| This IP address, combined with the port you specify below. becomes the BIG-IP virtual server address and port, which
| public clients use to access the application. The system intercepts requests to this IP:Port and distributes them to the
| View Connection Servers.

What service port do you want to ‘ 443
use for the virtual server(s)?

! Specify the service port you want to use for the virtual server(s). The port you specify here is used for the remote,

| unfrusted client virtual server, as well as for the opfional internal, frusted virtual server. The default value displayed

here is based your answer to the question asking how the system should handle SSL traffic.

I What FQDN will cients use to

|
access the View environment? ‘ Mytizn.bd.f5.com

| The FQDN entered here will be used by the View Client to resolve to the virtual IP entered above.

Which persistence profile do you ‘ -
St ioused ‘ Use F5's recommended persistence profile v
| With persistence, the BIG-IP system tracks and stores session data, such as the specific pool member that serviced a
i client request. The F5 recommended method for fracking View sessions is Source Address persistence, which uses
| the source address to direct all subsequent requests from a given client fo the same View server in the pool. We
; recommend this method, unless you have a specific reasen to use another profile
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8. Virtual Servers and Pools configuration continued.
a. Inthe Which servers should be included in this pool section, type the IP addresses of the nodes for
the Unified Access Gateway Servers, and ensure that port 443 is automatically set (if it is set to port
80, then check previous step #3 and make sure SSL Bridging is selected and not SSL Offload).
Click Add to include more servers.
b. For the next two questions, select the options based on your environment.
c. From the Should the BIG-IP system insert the X-Forwarded-For header? question, ensure Yes,

Insert the X-Forwarded-For HTTP header is selected.

Node/IP address | 10.105.169.100 v | Port| 443 Conn limit| =]
Which servers should be included -
in this pool? Node/IP address | 10.105.169.101| v| Port| 443 Conn limit| xJ
Add)

Specify the IP address(es) of your View servers. If you have existing nodes on this BIG-IP system, you can select
them from the list, type the on your previous selections, you may need to add a
Priority or Connection Limit. Click Add to |nclude addmonal servers.

Where will the virtual servers be

in Tolition 16 the View servers? BIG-IP virtual server IP and View servers are on different subnets v

It is important to ensure that responses to client requests made using the BIG-IP virtual server address are returned
through the BIG-IP system. If the client receives a response directly from the View server, the connection is dropped.
The way the BIG-IP system handles this depends on your network topology.

For environments in which the virtual server IP address is on a subnet different from the View servers, select BIG-IP
virtual server IP and the View servers are on different subnets.

For environments in which the virtual server IP address provided is on the same subnet as the View servers in the
associated pool, select BIG-IP virtual server IP and the View servers are on the same subnet. This enables Secure
Network Address Translation (SNAT Auto Map). This configuration results in the BIG-IP system replacing the client IP
address of an incoming connection with its self IP address (using floating addresses when available), ensuring the
server response returns through the BIG-IP system.

How have you configured routing

Y Ve BB View servers do not have a route fo clients through the BIG-IP v

For environments in which the virtual server IP is on a subnet different from the View servers, information regarding
the IP setting of the View servers is required to ensure the correct BIG-IP system configuration.

If the View servers use the BIG-IP system as their default gateway, select View servers have a route for clients through
the BIG-IP. In this scenario, no configuration is needed to support your environment fo ensure correct server response
handiing

If the View servers do not have a route through the BIG-IP system, select View servers do not have a route for clients
through the BIG-IP. This enables Secure Network Address Translation (SNAT Auto Map). This configuration results in
the BIG-IP system replacing the client IP address of an incoming connection with its self IP address (using floating
addresses when available) ensuring the server response returns through the BIG-IP system.

Should the BIG-IP system insert

the X-Forwarded-For header? Yes, insert the X-Forwarded-For HTTP header v

If you choose to insert the X-Forwarded-For header. the BIG-IP system inserts the original client IP address in the
HTTP header for logging purposes. Additional configuration may be required on the View server to log the value of the
X-Forwarded-For header.

9. Inthe Client and Server Optimization sections, leave all settings at the defaults.

Client Optimization

Which Web Acceleration profile

do you want to use for caching? Do not use a Web Acceleration profile v

Caching is the local storage of data for re-use. Once an item is cached on the BIG-IP ¢
the same data are served from local storage. This can improve client request response
scalability by reducing load associated with processing subseguent requests.

Use a custom Web Acceleration profile only if you need to define specific URIs that sh

Which HTTP compression

Drofile: oot wenkfo 1557 Do not compress HTTP responses v

Compression improves performance and end user experience for Web applications the
throughput bottlenecks. Compression reduces the amount of traffic sent to the client to

How do you want o optimize

et Use F5's recommended optimizations for WAN clients v

The client-side TCP profile optimizes the communication between the BIG-IP system a
behavior of the traffic which results in higher transfer rates, improved connection reliab
efficiency.

Server Optimization

‘Which OneConnect profile do
you want to use?

Do not use a OneConnect profile v

OneConnect (ct 1 pooling or multi 19) imp! server scalability by reducit
concurrent connections and connection rate to View servers. When enabled, the BIG-I
connection to each View server which is used to send requests from multiple clients

How do you want to optimize

e ConnapiionsD. Use F5's recommended optimizations for the LAN v

The server-side TCP profile optimizes the communication between the BIG-IP system
behavior of the traffic which results in higher transfer rates, improved connection reliab
efficiency.




10. In the Application Health section, Select “Create a simple health monitor” as the Advanced monitor does NOT
work with UAG Servers.

Application Health

Create a new health monitor or
use an existing one?

How many seconds should pass
between health checks?

Create a simple health monitor v

Monitors are used to determine the health of the application on each View serv
respond or responds incorrectly, the system will cease sending client requests '
continue to monitor the instance and will begin sending requests once the appli
monitor verifies basic web services are healthy on View servers. The advancec
required to render published pools are properly running, and at least one availz
available. If you have manually created a health monitor specifically for this deg

30

This is the duration, in seconds, of a single monitor cycle. At this interval, the s)
application instance on each View server configured in the View server pool.

11. If you created the iRule in iRule for the Horizon Origin Header, from the Options list, select the iRule you

created click the Add (<<) button to move it to the Selected list. Using the iRule removes the need to disable

the origin header within the servers locked.properties.

Note: If you used the VMware Origin Header method, skip this step.

iRules

CRITICAL

Do you want to add any custom
iRules to the virtual server used
by remote clients?

per use or misc of an iRule can result in unwanted application behavior and poor performance of your
BIG-IP system. For this reason we recommended you verify the impact of an iRule prior to deployment in a production
environment.

The BIG-IP system a scripting to allow an ini to instruct the system to intercept, inspect,
transform, direct and track inbound or outbound application traffic. An iRule contains the set of instructions the system
uses to process data flowing through it, either in the header or payload of a packet.

Correct event priority is critical when assigning multiple iRules. For more information about iRule event priority, see
https://devcentral f5.com/wiki/iRules.priority.ashx

Selected ) " Options
/Common e -
| Horizon-Origin-Header [==]

| ==

12. In the Statistics and Logging section, leave the defaults and then click the Finished button.

Statistics and Logging

Which HTTP request logging
profile do you want to use?

Do not enable HTTP request logging v

HTTP request logging enables customizable log messages o be sent to a syslog server for each HTTP request
processed by this application. Successful usage of this feature requires creation and association of a request logging
profile. Creating a request logging profile is not a part of this template. See Local Traffic==Profiles: Other: Request
Logging. To select any new profiles you create, you need to restart or reconfigure this template. The performance
impact of using this feature should be thoroughly tested in a staging environment prior to enabling on a production
deployment.

Additional Steps

Modifying your DNS Settings

servers

Configuring the View Servers

Apply Access Policy

Troubleshooting

The DNS record must resolve to the IP address you configured for the BIG-IP APM network access virtual server.

Depending on your service and application software, you may have to perform additional steps on your application to

Configuring SSL settings on the | enable SSL Offloading. If you are performing SSL offload on the BIG-IP system, you may need to configure your

servers not to expect SSL to avoid redirect loops and needless redirects. Also, the server software may need to be
configured to handie any HTTP/1.1 Host headers you specified during monitor creation.

You must configure the External URL setting on each View Server to use the IP address (or DNS name) of the BIG-IP
virtual server (the address you specified clients will use to access the View deployment). For specific insiructions, see
the View 5 deployment guide: hitp:/iwww.f5_com/pdf/deployment-guides/vmware-view5-iapp-dg.pdf

If using BIG-IP APM, you may need to click the "Apply Access Policy' link (in the upper left corner of the Configuration
utility, to the right of the F5 logo) after running the iApp template.

If you have deployed APM for secure network access and you are unable to login, ensure your AD domain name is
entered correctly and your DNS Search Domain List entries are properly populated.

You can find common troubleshooting tips in the View 5 Deployment Guide: hitp:/fwww.f5.com/pdf/deploymeni-
guides/vmware-view-5-iapp-dg.pdf

You must configure a DNS entry with the fully qualified host name that clients will use o access the View environment.

| Cancel || Repeat || Finished |
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13. After clicking Finished, the summary screen appears. You should see all monitored items with a green

Available icon if configured correctly.

2= BIG-IP
B[ MyHZN-LTM-AP
3 [0 MyHzN-LTM-AP_https
3 9 MyHZN-LTM-AP_pool_1
(B8 My HZN-LTM-AP_https
2 J [7110.105.169.100:443
(1 10.105.169.100
B 7 [710.105.169.101:443
P 10.105.169.101
[ 10.192.192.10
[Z) MyHZN-LTM-AP_src_addr
[E) MyHZN-LTM-AP_http
=) MyHZN-LTM-AP_server_ssl
3[] MyHZN-LTM-AP_client_ss!
(5 wiidcard-Pubiic key
(5 wiidcard-Public.crt
3 § ! Wildcard-Public
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3 J [ 10.105.169.101:4172
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[=) MyHZN-LTM-AP_src_addr
[=) MyHZN-LTM-AP_lan_optimized_tcp
=) MyHZN-LTM-AP_wan_optimized_tcp
2 [0 myHzN-LTM-AP_udp
3 9 MyHZN-LTM-AP_pcoip_pool
() My HZN-LTM-AP_tcp
(8 MyHZN-LTM-AP_udp
3 J [ 10.105.169.100:4172
(1) 10.105.169.100
8 J [010.105.169.101:4172
€ 10.105.169.101
[ 10.192.182.10
[=] MyHZN-LTM-AP_src_addr
[ MyHZN-LTM-AP_udp_profile
2 [0 MyHzN-LTM-AP_htmis
3 9 MyHZN-LTM-AP_htmi5_pool
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3 J [ 10.105.169.101:8443
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[=] MyHZN-LTM-AP_src_addr
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Final Configuration

Once completed, you should the iApp (1.5.9) will create the below configuration for F5 LTM with VMware Horizon
Unified Access Gateway (UAG) for PColP and Blast Extreme TCP/UDP with BEAT (Blast Extreme Adaptive Transport).

Local Traffic » Virtual Servers : Virtual Server List

¥+ ~  Virtual Server List | Virtual Address List | Statistics

FMyHZN-LTM® Create...
1|~ Status |+ Name * Destination | + Service Port | = Type | Resources | < Partton / Path

] @  MyHZN-LTM-AP_443_UDP MyHZN-LTM-AP  10.192.192.10 443 (HTTPS) Standard Edit... Common/MyHZN-LTM-AP.app
7] @  MyHZN-LTM-AP_8443_UDP MyHZN-LTM-AP  10.192.192.10 8443 Standard Edit... Common/MyHZN-LTM-AP.app
] Q MyHZN-LTM-AP_htmi5 MyHZN-LTM-AP  10.192.192.10 8443 Standard Edit... Common/MyHZN-LTM-AP.app
® @  MyHZN-LTM-AP_https MyHZN-LTM-AP  10.192.192.10 443 (HTTPS) Standard Edit... Common/MyHZN-LTM-AP.app
& @  MyHZN-LTM-AP_redirect MyHZN-LTM-AP  10.192.192.10 80 (HTTP) Standard Edit... Common/MyHZN-LTM-AP.app
® @  MyHZN-LTM-AP_tcp MyHZN-LTM-AP  10.192.192.10 4172 Standard Edit... Common/MyHZN-LTM-AP.app
B @  MyHZN-LTM-AP_udp MyHZN-LTM-AP  10.192.192.10 4172 Standard Edit... Common/MyHZN-LTM-AP.app

_Enable || Disable | Delete...
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Manually Creating a Virtual Server for UAG’s

This Section is for customers who wish to manually configure the Virtual Servers for integrating a VMware UAG with F5

Note: If you previously created an iApp deployment with the information in previous sections you do NOT need

to follow these steps.

Creating Monitors

As per VMware KB https://kb.vmware.com/s/article/56636 the method used for the HTTPS monitor is an alternate way

to identify if the Horizon environment is running correctly. F5 has used this method for many years on many VMware

View and VMware Horizon versions. Itis NOT recommended to change the interval time to anything less than 30

seconds as this can cause instabilities in the Horizon Connection Servers.

HTTPS — Monitor

1. Create a simple HTTPS monitor using the following guidance.

a.

b
c
d.
e
f

Q

On the Main tab, click Local Traffic > Monitors > Create.

In the Name field, type a unique name.

From the Type list, select HTTPS.

Ensure the Parent Monitor is https.

In the Interval field, type 30.

In the Timeout field, type 91.

In the Send String field, type (or copy and paste) {FQDN} is replaced by FQDN for VIP:
GET /broker/xml/ HTTP/1.1\r\nHost: {FODN}\r\nConnection: Close\r\n\r\n

In the Receive String field, type clientlaunch-default.

Leave all other settings at the default and then click Finished.

Local Traffic »» Monitors »» New Monitor...

General Properties
Name MyHZN-LTM-AP_https. El

Description |

I Type HTTPS ~

Parent Monitor | hitps -

C i Basic ~

Interval [a0

a1 seconds

[EET /broker/mmi/ AITE/I.1\r\nHost: myhan.bd.fs.com\r\nConmection: CLOSeT\D\I\m

seconds

Timeout

Send String

clientlaunch-default

Receive String

Receive Disable String

User Name

—
®

Oves ®@no

Oves ®No

* All Addresses
* *AllPorts |+

Cenabiea

Password
Reverse
Transparent
Alias Address

Alias Senice Port

Adaptive

Cancel | Repeat | Finished
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UAG Maintenance - Monitor
This monitor is used to identify when the Node is in Quiesce Mode (Maintenance). Depending on your version of
VMware Horizon you could use VMware KB https://kb.vmware.com/s/article/56636 to use HEAD instead of GET. The

Received Disable String on an F5 BIG-IP is an error 503.

1. Create a simple HTTPS monitor using the following guidance.
a. On the Main tab, click Local Traffic > Monitors > Create.
b. Inthe Name field, type a unique name (different from the first).
c. From the Type list, select HTTPS.
d. Ensure the Parent Monitor is https.
e. Inthe Interval field, type 30.
f.  Inthe Timeout field, type 91.
In the Send String field, type (or copy and paste):
GET /favicon.ico HTTP/1.1\r\nHost: \r\nConnection: Close\r\n\r\n
h. Inthe Receive String field, type 200
i. inthe Receive Disable String field, type 503

Q

j- Leave all other settings at the default and then click Finished.

Local Traffic »» Monitors :: New Monitor...

General Properties

Name | WMyHZN-LTM-AP_uag_maintenancd’|
Description |
| e [mre <
Parent Monitar | nttps v
Configuration: I Basic i
Interval ISU— seconds
Timeout 91 seconds

GET /favicon.ico HITEf1.1\r\nHost: ‘\r\nConnection: Close\r\n\r\n

Send String

200

Receive String

503

Receive Disable String

Alias Address

Alias Semvice Port

Adaptive

User Name

Password lifa
Reverse O Yes ®No
Transparent O Yes ® No

| * All Addresses

* I" All Ports |+

[JEnabled

Cancel || Repeat | Finished

28


https://kb.vmware.com/s/article/56636

TCP (PColP/Blast) - Monitor
1. Create a simple monitor for TCP (PColP/Blast) using the following guidance.

a. On the Main tab, click Local Traffic > Monitors > Create.
b. Inthe Name field, type a unique name.
c. From the Type list, select TCP.
d. Ensure the Parent Monitor is tcp.
e. Inthe Interval field, type 30.
f.  Inthe Timeout field, type 91.

Leave all other settings at the default and then click Finished.

Q@

Local Traffic »» Monitors :» New Monitor...

General Properties

Name [ MyHZN-LTM-AP_tep @
Description |
I Type TCP ~
Parent Monitor | tcp v
Configuration: I Basic ~

Interval I 30 seconds
Timeout |91 seconds

Send String

Receive String

Receive Disable String

Reverse O Yes ®no

Transparent O Yes ®no

Alias Address |*Allﬁddresses

Alias Service Port [+ [AnPorts |v
Adaptive [Enabled

Cancel | Repeat | Finished



UDP (PColP/Blast) - Monitor
1. Create a simple monitor for UDP (PColP/Blast) using the following guidance.

a. On the Main tab, click Local Traffic > Monitors > Create.
b. Inthe Name field, type a unique name.
c. From the Type list, select UDP.
d. Ensure the Parent Monitor is udp.
e. Inthe Interval field, type 30.
f.  Inthe Timeout field, type 91.

In the Send String field, type (or copy and paste):

Q@

default send string

h. Leave all other settings at the default and then click Finished.

Local Traffic »» Monitors :: New Monitor...

General Properties

Name | MyHZN-LTH-AP_udp B
Description |
I Type UDP ~
Parent Monitor | udp b
Configuration: I Basic v

Interval I 30 seconds
Timeout I 91 seconds

default send string|

Send String

Receive String

Receive Disable String

Reverse O Yes ®No

Transparent O Yes ®No

Alias Address I*AIIAddresses

Alias Service Port [+ [*ArPats [
Adaptive [IEnabled

Cancel | | Repeat | Finished



Creating Pools

Port 443 - Pool
1.

Create a pool of servers for Port 443, using the following guidance.

a.
b.
c.

f.

On the Main tab, click Local Traffic > Pools > Create.

In the Name field, type a unique name.

In the Health Monitors area, select all of the monitors created previously (https, uag_maintenance)

and then click the Add (<<) button to move them to Active.

From the Load Balancing Method list, select Least Connections (member).

In the New Members area, complete the following.

i Click the New Node button.

ii. (Optional) In the Node Name field, type a name for the node.

iii. In the Address field, type the IP address of a Unified Access Gateway Server.
iv. In the Service Port field, type the port of the Unified Access Gateway Server (443).

V. Click the Add button.
Vi. Repeat Steps ii — v for additional Unified Access Gateway Servers.

Click Finished.

Local Traffic »» Pools : Pool List :: New Pool...

Configuration: I Basic v

Mame

Description

Health Monitors

[ MyHZN-LTM-AP_443_pool

Active

Available

Common
MyHZMN-LTM-AP_tcp
MyHZN-LTM-AP_udp

Common
== Mirage-Monitor
MyHZN-LTM-AP_https
== WS51-Monitor
gateway_icmp

Resources

Load Balancing Method

Priority Group Activation

Mew Members

| Least Connections (member)

IDisabIed w

® New Node O New FQDN Node O Node List

Mode Name:l

(Optional)

Address: | 192.168.30.59

Senvice Port: | 443 | Select...

Add

Mode Name | Address/FQDMN | Service Port | Auto Populate | Priority

192.168.30.58 192.168.30.58 443
192.168.30.59 192.168.30.59 443

0
0

Edit | | Delete

Cancel | Repeat | Finished
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Port 8443 - Pool
1. Create a pool of servers for Port 8443 using the following guidance.
a. On the Main tab, click Local Traffic > Pools > Create.
b. Inthe Name field, type a unique name.
c. Inthe Health Monitors area, select the TCP and UDP monitor you created previously and then click
the Add (<<) button to move it to Active.
d. From the Load Balancing Method list, select Least Connections (member).
e. Inthe New Members area, complete the following.
i. Click the New Node button.
ii. (Optional) In the Node Name field, type a name for the node.
iii. In the Address field, type the IP address of a Unified Access Gateway Server.
iv. In the Service Port field, type the port of the Unified Access Gateway Server (8443).
V. Click the Add button.
Vi. Repeat Steps ii — v for additional Unified Access Gateway Servers.
f.  Click Finished.

Local Traffic »» Pools : Pool List :: New Pool...

Configuration: I Basic ~

Mame | MyHZMN-LTM-AP_8443_poal E|

Description |

Available

Ws1-Monitor ~
gateway_icmp

Health Monitors =5

p
=] http_head_f5
httne

Resources

Load Balancing Method | Least Connections (member) v

Priority Group Activation I Disabled v

® New Mode O New FODN Node O Node List

Made Name:l (Optional)
Address: | 192.168.30.59
Senvice Port: | 8443 | Select... ~

Add

Mew Members

Mode Name |Mdress.’FQDN ‘Senﬂ'ce Port | Auto Populate | Priority

192.168.3058 1921683058 8443 0
192 168.3059 1921683059 8443 0
Edit | Delete

Cancel | Repeat @ Finished
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Port 4172 - Pool
1. Create a Pool of servers for Port 4172 using the following guidance.
a. On the Main tab, click Local Traffic > Pools > Create.
b. Inthe Name field, type a unique name.
c. Inthe Health Monitors area, select the TCP and UDP monitor you created previously and then click
the Add (<<) button to move it to Active.
d. From the Load Balancing Method list, select Least Connections (member).
e. Inthe New Members area, complete the following.
i. Click the New Node button.
ii. (Optional) In the Node Name field, type a name for the node.
iii. In the Address field, type the IP address of a Unified Access Gateway Server.
iv. In the Service Port field, type the port of the Unified Access Gateway Server (4172).
V. Click the Add button.
Vi. Repeat Steps ii — v for additional Unified Access Gateway Servers.
f.  Click Finished.

Local Traffic » Pools : Pool List > New Pool...

C Basic v

Name | MyHZN-LTM-AP_pcaip_pool 0]

Description [

Active Available

'Common '‘Common ~
Health Monitors. MyHZN-LTM-AP_tq <= Mirage-Monitor
Dl MyHZN-LTM-AP_https
== MyHZN-LTM-AP_uag_rmaintenance
‘WS1-Monitor v

Resources

Load Balancing Method [Lsast Cannections (member) %

Priority Group Activation Disabled |+

® New Node O New FQDN Mode O Node List
Node Name: (Optional)
Address: | 102.168.30.59

SenicePort [4172 [select. ||

Add

New Members

Node Name ‘ Address/FODN ‘ Senice Port ‘ Auto Populate  Priority

1921683058 1921683058 4172 o
1921683059 1921683059 4172 o
Edit| Delete

Cancel | | Repeat || Finished

Validate Pools Online
After a few minutes ensure all the statuses are green on the Pool Objects with the monitors to ensure that the Unified
Access Gateway (UAG) Servers are online and functioning appropriately.

Local Traffic »» Pools : Pool List

1% -~ Pool List Statistics

[FLTM-AP* | Search R
| || Status | « Name
O (@) MyHZMN-LTM-AP_443_pool
] Q MyHZMN-LTM-AP_8443_pool
O (@] MyHZM-LTM-AP_pcoip_pool
Delete...

33



Creating Profiles

Creating a HTTP Profile
1. Create an HTTP profile using the following guidance.
a. On the Main tab, click Local Traffic > Profiles > Services > HTTP > Create.
b. Inthe Name field, type a unique name.
c. From the Parent Profile list, ensure http is selected.
d. From the Redirect Rewrite row, click the Custom checkbox on the right, and then select Matching
from the list.
e. From the Insert X-Forwarded-For row, click the Custom box and then select Enabled.
f.  Leave all other settings at the default and then click Finished.

Local Traffic »» Profiles : Services : HTTP > New HTTP Profile...

General Properties

Name lm
Proxy Mode W
Parent Profile | http -

settings custom ]
Basic Auth Realm | 0
Fallback Host | O
Fallback on Eror Codes | O
Request Header Erase | (]
Request Header Insert | O
Response Headers Allowed | | O
Request Chunking W 1
Response Chunking IW 1
OneConnect Transformations Enabled ]
Redirect Rewrite IW
Encrypt Cookies | O
Cookie Encryption Passphrase | | O
Confirm Cookie Encryption [
Passphrase
Insert X-Forwarded-For [Enablea [~
LWS Maximum Columns R O
LWS Separator I— O
Maximum Requests [ O
gz:gssrfxywa Header In [Freseme O
Send Proxy Via Header In [Freseme O
Response
Accept XFF O
XFF Altsrnative Names | O
Server Agent Name IEM!T O

| Cancel | Repeat | Finished



Creating a UDP Protocol Profile
1. Create an UDP profile using the following guidance.
a. On the Main tab, click Local Traffic > Profiles > Protocol > UDP > Create.
b. Inthe Name field, type a unique name.
c. From the Parent Profile list, ensure udp is selected.
d. Leave all other settings at the default and then click Finished.

Local Traffic »» Profiles : Protocol : UDP :: New UDP Profile...

General Properties

MName I MyHZMN-LTM-AP_U

Parent Profile | udp -

Settings

Proxy Maximum Segment

Idle Timeout | Specify... | 60 seconds
IP ToS [Speciy.. |o
Link Qo3 [ Speciy. | 0

Datagram LB
Allow Mo Payload

TTL Mode [Prog =
Dont Fragment Mode [PuTU
Max Buffer Bytes [655350

Max Buffer Packets [o
Send Buffer [655350

Cancel | Repeat | Finished




Creating a TCP-WAN-Optimized Profiles
1. Create a TCP profile using the following guidance.
a. On the Main tab, click Local Traffic > Profiles > Protocol > TCP > Create.
b. Inthe Name field, type a unique name.
c. From the Parent Profile list, ensure tcp-wan-optimized is selected.
d

In Data Transfer section in the Nagle’s Algorithm row, click the Custom checkbox on the right, and

then select Enable from the list.
e. Leave all other settings at the default and then click Finished.

Local Traffic » Profiles : Protocol : TCP 5> New TCP Profile...

General Properties

Mame | MyHZMN-LTM-AP_tW

Parent Profile | tcp-wan-optimized ~
Data Transfer Custom |
Acknowledge on Push Enabled O
Delayed Acks Enabled ]
Don't Fragment Flag (DF) [P =] o
Initial Receive Window Size |3— MS3S units |
Max Segment Size (MSS) [F360° " oytes o
Nagle's Algorithm [Enasled [+
PUSH Flag [Defaut '~ o
Time To Live (TTL) W |
Time To Live (TTL) v4 255 O
Time To Live (TTL) v6 |e4— O

Cancel | Repeat @ Finished

Creating a TCP-LAN-Optimized Profiles
1. Create a TCP profile using the following guidance.
a. On the Main tab, click Local Traffic > Profiles > Protocol > TCP > Create.
b. Inthe Name field, type a unique name.
c. From the Parent Profile list, ensure tcp-lan-optimized is selected.
d. Leave all other settings at the default and then click Finished.

Local Traffic » Profiles : Protocol : TCP ::» New TCP Profile...

General Properties

Mame | MyHZN-LTM-AP_[d

Parent Profile | tcp-lan-optimized e

Cancel | Repeat | Finished
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Creating a Persistence Profile

1.

Creating a Persistence profile using the following guidance.

a.

b
c
d.
e

On the Main tab, click Local Traffic > Profiles > Persistence > Create.

In the Name field, type a unique name.

From the Persistence Type list, select Source Address Affinity.

From the Parent Profile list, ensure source_addr is selected.

If you have deployed a redundant pair of BIG-IP systems only:

From the Mirror Persistence row, click the Custom checkbox on the right, and then click the
checkbox to enable persistence mirroring.

From the Match Across Services row, click the Custom checkbox, and then click the checkbox to
enable matching across services.

From the Match Across Virtual Servers row, ensure the Match Across Virtual Servers box is
UNCHECKED.

(Optional) Timeout can be increased for environments who increase in Horizon the “Global Session
Timeout” variable (when increased the heartbeats in Horizon are lengthened and its recommended to
increase the Timeout variable to accommodate) — VMware KB https://kb.vmware.com/s/article/56636
Click Finished.

Local Traffic »» Profiles : Persistence »» New Persistence Profile...

General Properties

Mame MyHZM-LTM-AP_s1
Persistence Type | Source Address Affinity v
Parent Profile | source_addr ~

ErIET custom[J
Mirror Persistence
Match Across Services
Match Across Virtual Servers 1
Match Across Pools [
Hash Algorithm [Defaur O
Timeout | Specify.. | 180 seconds |
Prefix Length I Mone ]
Map Proxies Enabled O
Override Connection Limit [l

Cancel | Repeat | Finished
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Creating a Client SSL Profile

1. Create a Client SSL profile using the following guidance.

a.
b.

€.

On the Main tab, click Local Traffic > Profiles > SSL > Client > Create.

In the Name field, type a unique name.

Local Traffic »» Profiles : SS5L: Chient :» New Client S5L Profile...

General Properties

Name | MyHZN-LTH-AP_clientss] B

Parent Profile | clientss| ~

From the Configuration list, select Advanced
From the Certificate Key Chain area, click the Custom checkbox and then click the Add button.

Configuration: IAcNanced ~ custom[]

| Mode | Enabled O

Certificate Key Chain
Add | | Edit | Delete
In the Edit SSL Certificate to Key Chain box, complete the following.
i. From the Certificate list, select the certificate you imported in Importing a Certificate into

BIG-IP.
ii. From the Key list, select the key you imported in Importing a Certificate into BIG-IP.

iii. (Optional) If you imported a chain certificate, select the Intermediate/Root Chain you
imported in Importing a Certificate into BIG-IP.

iv. (Optional) If your key is highly encrypted, in the Passphrase box, type the passphrase.
v. Click ADD.

Add SSL Certificate Key Chain

Certificate [wideara — [¥]
Key [Widears [<]
Chain [one ¥
Passphrase I

Add | Cancel
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s e -

In the Ciphers area, click the Custom box, and then click the Cipher String button.
In the Ciphers field, type DEFAULT:!RC4:!MEDIUM: @STRENGTH
In the Options field, click the Custom box (leave defaults)

In the Handshake Timeout field, click the Custom box, and specify 10 seconds

Configuration: | Advanced |+

Mode

Certificate Key Chain

OCSP Stapling

Motify Certificate Status to
Virtual Server

Ciphers

Options

Options List

Proxy SSL
Proxy SSL Passthrough
ModSSL Methods

Cache Size
Cache Timeout
Alert Timeout

Handshake Timeout

From the Client Certificate row, click the Custom checkbox and then select Ignore from the list.

From the Trusted Certificate Authorities row, click the Custom checkbox and then select None

from the list.

Enabled

ICommoniildcard iCommon/Wildcard

Add | | Edit | Delete

O Cipher Group ® Cipher Suites
[DEFAULT: 'RC4 : 'MEDIUM: @STRENGTH

Options List ~

Enabled Options

Don'tinsert empty fragments
No TLSv1.3

Disable
Available Options

Netscape® reuse cipher change bug workarol A
Microsoft® big SSLv3 buffer

Microsoft® |E SSLv2 RSA padding

SSLeay 080 client OH bug workaround

TLS D5 bug workaround v

Enable

262144 sessions

3600 seconds
Indefinite
Specify.. |~ |10 seconds

Custom [
|

O

]

OO0 oooo

]

From the Advertised Certificate Authorities row, click the Custom checkbox and then select None

from the list.

Scroll to the bottom and click Finished.

Client Authentication
Client Certificate
Frequency
Retain Certificate

Certificate Chain Traversal
Depth

Trusted Certificate Authorities

Advertised Certificate
Authorities

CRL File

Allow Expired CRL File

Cancel || Repeat | Finished

ignore |~

once

Enabled

9

MNone ~

None ~

None

custom[]

g OO0

]

oo
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Creating a Server SSL Profile

1. Create a Server SSL profile using the following guidance.

=

= n

On the Main tab, click Local Traffic > Profiles > SSL > Server > Create.

In the Name field, type a unique name.

From the Parent Profile list, ensure serverssl is selected.

Local Traffic »» Profiles: 5SL: Server »» New Server S5L Profile...

General Properties

Mame

Parent Profile

| MyHZN-LTH-AP_serverss] @

| serverssl ~

From the Configuration list, select Advanced.

In the Ciphers area, click the Custom box, and then click the Cipher String button.

In the Ciphers field, type DEFAULT:!DHE: @STRENGTH
Leave all other settings at the defaults and then click Finished.

Configuration: lm custom[]
Mode Enabled O
Certificate INune— O
Key [None = O
Pass Phrase | O
Confirm Pass Phrase |
Chain INune— O
SSL Forward Proxy W O
SSL Forward Proxy Bypass W O
Bypass on Handshake Alert Im O
Bypass on Client Cert Failure Im O
Verified Handshake [Disanled O
OClpherGruup@C\pnerSunes
DEFAULT : ! DHE : ESTRENGTH

Ciphers

Options IDptlmﬂT O

Cancel | Repeat | Finished
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Creating Virtual Servers

HTTP Redirect - Virtual Server

1. Create an HTTP Redirect virtual server using the following guidance.

a.

b
c
d.
e

> a -

On the Main tab, click Local Traffic > Virtual Servers > Create

In the Name field, type a unique name.

From the Type list, ensure Standard is selected.

In the Destination Address/Mask field, type the IP Address for the virtual server.
In the Service Port field, type 80 or select HTTP from the list.

Local Traffic »» Virtual Servers : Virtual Server List . New Virtual Server...

General Properties

Name I MyHZN-LTM-AP_redirect

Description |

Type | Standard v

Source Address |

Destination Address/Mask | 10.192.192.10

Service Port | 80 |0ther: ~

Matify Status to Virtual Address

State I Enabled |«

From the Protocol list, select TCP.

From the Protocol Profile (Client) list, select the TCP-WAN-Optimized profile previously created.
From the Protocol Profile (Server) list, select the TCP-LAN-Optimized profile previously created.
From the HTTP Profile list, select the HTTP profile previously created.

From the Source Address Translation list, select Auto Map.

Configuration: | Basic |«
Protocol TCP v
Protocol Profile (Client) | MyHZMN-LTM-AP_wan_optimized_tcp ~
Protocol Profile (Server) | MyHZMN-LTM-AP_|an_optimized_tcp ~
HTTP Profile | MyHZN-LTM-AP_HTTP ~
HTTP Proxy Connect Profile Mone ~
FTP Profile None
RTSP Profile MNone
Selected Available
'Common A
SSL Profile (Client) = MyHZN-LTM-AP_clientss|
Wildcard-5SL
== clientss|

clientssl-insecure-compatible ~

Selected Available

'Common ~
== MyHZN-LTM-AP_serverss|
apm-defauft-serverss|

SSL Profile (Server)

£ crypto-cient-default-serverss|
pcoip-default-serverssl v
SMTPS Profile MNone
POP3 Profile None

Client LDAP Profile None
Senver LDAP Profile MNone

Service Profile None ~
SMTP Profile MNone

WLAM and Tunnel Traffic All VLANS and Tunnels |~
Source Address Translation Auto Map ~
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In the iRules area, from the Available list, select _sys_https_redirect and then click the Add (<<)

button.

Leave all other settings at the defaults and then click Finished.

Resources
Enabled Available
'‘Common :syrs:auth:radius
Lp i == _sys_auth_ssl_cc_ldap
iRules _sys_auth_ss|_crldp
== _sys_auth_ssl_ocsp
_sys_auth_tacacs
Up Down
Enabled Available
Policies =
=
Default Pool + | Nane v
Default Persistence Profile | Mone w
Fallback Persistence Profile |N0ne ~

Cancel | Repeat || Finished
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Port 443 TCP - Virtual Server
1. Create the main virtual server (Port 443 TCP) using the following guidance.

a.

b
c
d.
e

> a -

On the Main tab, click Local Traffic > Virtual Servers > Create

In the Name field, type a unique name.

From the Type list, ensure Standard is selected.

In the Destination Address/Mask field, type the IP Address for the virtual server.
In the Service Port field, type 443 or select HTTPS from the list.

Local Traffic » Virtual Servers : Virtual Server List > New Virtual Server...

General Properties

MName | MyHZN-LTW-AP_htips
Description |
Type Standard v
Source Address |

Destination Addressi/Mask | 1019218210

Service Port IF lmher—v
Motify Status to Virtual Address
State [Enabled [~

From the Protocol list, select TCP.

From the Protocol Profile (Client) list, select the tcp-wan-optimized profile you created previously.
From the Protocol Profile (Server) list, select the tcp-lan-optimized profile you created previously.
From the HTTP Profile list, select the HTTP profile you created previously.

From the SSL Profile (Client) list, select the clientssl profile you created previously and click the
Add (<<) button to move it to the Selected list.

From the SSL Profile (Server) list, select the serverssl profile you created previously and click the
Add (<<) button to move it to the Selected list.

From the Source Address Translation list, select Auto Map.

Configuration: | Basic v
Protocol TCP v
Protacol Profile (Client) [MyHZN-CT-AP_wan_optimized_tcp |~
Protocol Profile (Server) I MyHZN-LTM-AP_lan_optimized_tcp v
HTTP Profile I MyHZN-LTM-AP_HTTP v
HTTP Proxy Connect Profile None ~
FTF Profile None
RTSP Profile None
Selected Available
‘Common ‘Common ~
SSL Profile (Client) MyHZN-LTM-AP_clientssi i IR I RN
clientss|
> clientssHnsecure-compatible
clientssl-secure v
Selecled Available
‘Common ‘Common A~
5L Profile (Server) CIFIENEETE <</ | apm-default-serverssl
crypto-client-default-serverssl
>>| peoip-defauft-serverssl
serverss| hs
SMTPS Profile None
POP3 Profile None
Client LDAP Profile None
Server LDAP Profile None
Service Profile MNone v
SMTP Profile None
WLAN and Tunnel Traffic All VLANS and Tunnels |~
Source Address Translation Auto Map |~
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Creating the main virtual server (continued)
m. If you created the iRule for the Horizon Origin Header only: In the iRules area, select the iRule you

created in iRule for the Horizon Origin Header and then click the Add (<<) button.

Note: If VMware Origin Header method was used skip this step.
n. From the Default Pool list, select the pool you created in Port 443 - Pool.
0. From the Default Persistence Profile list, select the profile you created previously.
p. Click Finished.

Resources
Enabled Available
Common Common -
Horizon-Origin-Heade = Log-IP-Mirage
iRules NewHarizan
e _sys_APM_ExchangeSupport_0OA_BasicAuth
_sys_APM_ExchangeSupport_OA_Ntimauth v
Up Down
Enabled Available
Puolicies =
=
Default ool + | MyHZMN-LTM-AP_443_pool -
Default Persistence Profile | MyHZMN-LTM-AP_src_addr -
Fallback Persistence Profile |N0ne ~

Cancel | Repeat | Finizhed



Port 443 UDP - Virtual Server

1. Create the main virtual server (Port 443 UDP) using the following guidance.

a.

b
c
d.
e

> a -

On the Main tab, click Local Traffic > Virtual Servers > Create

In the Name field, type a unique name.

From the Type list, ensure Standard is selected.

In the Destination Address/Mask field, type the IP Address for the virtual server.
In the Service Port field, type 443 or select HTTPS from the list.

Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server..

General Properties

Name I MyHZMN-LTM-AP_udp_blast_443

Description |

Type I Standard “

Source Address |

Destination Address/Mask I 1019219210

Service Port | 443 | other: v

Motify Status to Virtual Address

State IEnabIed ~

From the Protocol list, select UDP.

From the Protocol Profile (Client) list, select the udp profile you created previously.
From the Protocol Profile (Server) list, select (Use Client Profile).

From the Source Address Translation list, select Auto Map.

Configuration: | Basic ~
Protocol UDP ~
Protocol Profile (Client) | MyHZMN-LTWM-AP_udp_profile w
Protocol Profile (Server) | Wse Ciient Profile) v
Selected Available
‘Common ~
SSL Profile (Client) == MyHZN-LTM-AP_clientss|
Wildcard-55L
== clientss|
clientsskinsecure-compatible ~
Selected Available
'Common A
SSL Profile (Server) =< MyHZN-LTM-AP_serverss|
apm-default-serverss|
== crypto-client-default-serverss|
pcoip-default-serverss w
SMTPS Profile I None
POP3 Profile INuﬂe
Client LDAP Profile INGHE
Server LDAP Profile INone
Service Profile I None ~
SMTP Profile I None v
Netflow Profile INone w
VLAN and Tunnel Traffic IAII VLANs and Tunnels |~
Source Address Translation I Auto Map .
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Creating the main virtual server (continued)

-

k.

From the Default Pool list, select the pool you created in Port 443 - Pool.

From the Default Persistence Profile list, select the profile you created previously.

Click Finished.
Resources
Enabled Available
‘Common A
== Horizon-Origin-Header
iRules Log-IP-Mirage
=> NewHorizan
_sys_APM_FExchangeSupport_OA_BasicAuth v
Up Down
Enabled Available
Palicies =
=y
Default Pool + | | MyHZN-LTHI-AP_443_pool v
Default Persistence Profile | MyHZMN-LTM-AP_src_addr w
Fallback Persistence Profile | Maone o

Cancel  Repeat  Finished
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Port 8443 TCP - Virtual Server
1. Creating the main virtual server for Port 8443 TCP

a.

b
c
d.
e

> e -

On the Main tab, click Local Traffic > Virtual Servers > Create
In the Name field, type a unique name.
From the Type list, ensure Standard is selected.

In the Destination Address/Mask field, type the IP Address for the virtual server.

In the Service Port field, type 8443.

Local Traffic » Virtual Servers : Virtual Server List :» New Virtual Server...

General Properties

Mame I MyHZMN-LTM-AP_tcp_blast_8443
Description |
Type | Standard v

Source Address |

Destination Address/Mask | 10.192.192.10

Senvice Port [ 8443 | other: -

Motify Status to Vifual Address

State |Enab|ed w

From the Protocol list, select TCP.

From the Protocol Profile (Client) list, select the tcp-wan-optimized profile you created previously.

From the Protocol Profile (Server) list, select the tcp-lan-optimized profile you created previously.

From the Source Address Translation list, select Auto Map.

Configuration: I Basic |+
Protocol TCP v
Protocol Profile (Client) | MyHZN-LTM-AP_wan_optimized_tcp ~
Protocol Profile (Server) | MyHZN-LTM-AP_|an_optimized_tcp ~
HTTP Prafile | Nane v
HTTP Proxy Connect Profile MNone ~
FTP Profile MNone .
RTSP Profile MNone w
Selected Available
'Common ~
SSL Profile (Client) =< MyHZN-LTM-AP_clientss|
Wildcard-55L
== clientss|
clientsshinsecure-compatible L4
Selected Available
'Common ~
SSL Profile (Server) = MyHZN-LTM-AP_serverss|
apm-default-serverss|
= crypto-client-default-serverss|
pcoip-defautt-serverss| ~
SMTPS Profile MNone
POP3 Profile None
Client LDAP Profile None
Server LDAP Profile None
Service Profile MNone ~
SMTP Profile MNone v
VLAN and Tunnel Traffic AllVLAMS and Tunnels |~
Source Address Translation Auto Map |~
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From the Default Pool list, select the pool you created in Port 8443 - Pool.
From the Default Persistence Profile list, select the profile you created in Creating a Persistence

Profile.
Click Finished.
Resources
Enabled Available
Common ~
== Horizon-Origin-Header
iRules Log-IP-Mirage
== NewHaorizon
_sys_ APM_ExchangeSupport_OA_BasicAuth v
Up| Down
Enabled Available
Palicies =
=
Default Pool * || MyHZN-LTW-AP_8443_pool w
Default Persistence Profile | MyHZM-LTM-AP_src_addr v
Fallback Persistence Profile | Nane ~

Cancel | Repeat | Finished



Port 8443 UDP - Virtual Server
1. Creating the main virtual server for Port 8443 UDP
a. On the Main tab, click Local Traffic > Virtual Servers > Create
b. Inthe Name field, type a unique name.
c. From the Type list, ensure Standard is selected.
d. Inthe Destination Address/Mask field, type the IP Address for the virtual server.
e. Inthe Service Port field, type 8443.

Local Traffic » Virtual Servers : Virtual Server List »» New Virtual Server...

General Properties

Mame I MyHZMN-LTM-AP_udp_blast_8443
Description I
Type | standard -

Source Address [

Destination Address/Mask |10.192.192.10

Semvice Port [ 8443 | other. v

Motify Status to Virtual Address

State I Enabled |«

f.  From the Protocol list, select UDP.
g. From the Protocol Profile (Client) list, select UDP profile you created previously.
h. From the Source Address Translation list, select Auto Map.

Configuration: | Basic v
Protocaol uDpP w
Protocol Profile (Client) | MyHZN-LTM-AP_udp_profile ~
Protocol Profile (Server) | Wse client Profile) v
Selected Available
'Common "
SSL Profile (Client) == MyHZN-LTM-AP_clientss|
Wildcard-55L
=> clientss|
clientsskinsecure-compatible v
Selected Available
'Common ~
SSL Profile (Server) <] MyHZN-LTM-AP_serverss|
apm-default-serverss|
== crypto-client-default-serverss!
pcoip-default-senverss| v
SMTPS Profile None
POP3 Profile Nong
Client LDAF Profile None
Server LDAP Profile None
Senice Profile MNone ~
SMTP Profile MNone e
Netflow Profile None ~
VLAN and Tunnel Traffic AllVLANS and Tunnels |~
Source Address Translation Auto Map |+




From the Default Pool list, select the pool you created in Port 8443 - Pool.
From the Default Persistence Profile list, select the profile you created in Creating a Persistence

Profile.
Click Finished.
Resources
Enabled Available
Common A
=3 Horizon-COrigin-Header
iRules Log-IP-Mirage
== MewHorizon
_sys_APM_ExchangeSupport_0A_BasicAuth v
Up |Down
Enabled Available
Policies =
=
Default Pool + | | MyHZN-LTM-AP_8443_pool ”
Default Persistence Profile |I'u'|yHZN—LTM—AF‘_s rc_addr -
Fallback Persistence Profile |N0ne w

Cancel | Repeat @ Finished



Port 4172 TCP - Virtual Server
1. Create the main virtual server (Port 4172 TCP) using the following guidance.

a.

b
c
d.
e

- a -

On the Main tab, click Local Traffic > Virtual Servers > Create
In the Name field, type a unique name.
From the Type list, ensure Standard is selected.

In the Destination Address/Mask field, type the IP Address for the virtual server.

In the Service Port field, type 4172.

Local Traffic »» Virtual Servers : Virtual Server List »» New Virtual Server...

General Properties

Mame | MyHZM-LTM-AP_pcoip_tcp

Description |

Type I Standard ~

Source Address |

Destination Address/Mask | 10.192.192.10

Service Port | 4172 | Other: -

Motify Status to Virtual Address

State |Enab|ed w

From the Protocol list, select TCP profile you created previously.

From the Protocol Profile (Client) list, select tcp-wan-optimized.

From the Protocol Profile (Server) list, select tcp-lan-optimized.

From the Source Address Translation list, select Auto Map.
Configuration: [ Basic ||

Protocol TCP w

Protocol Profile (Client)

Protocol Profile (Server)

| MyHZN-LTM-AP_wan_optimized_tcp

v

I MyHZN-LTM-AP_lan_optimized_tcp

v

HTTP Profile | None v
HTTP Proxy Connect Profile None ~
FTP Profile MNone w
RTSP Profile MNone w
Selected Available
‘Common -~
SSL Profile (Client) =< MyHZMN-LTM-AP_clientss|
Wildcard-55L
> clientss|

clientsshinsecure-compatible w

Selected Available
'Common A
SSL Profile (Server) =] MyHZN-LTM-AP_serverss|
apm-default-serverss|
== crypto-client-default-serverss|
pcoip-default-serverss|
SMTPS Profile MNone
POP3 Profile MNone
Client LDAP Profile MNone
Server LDAP Profile MNone
Senvice Profile None ~
SMTP Profile None ~
VLAN and Tunnel Traffic All'VLANS and Tunnels |«
Source Address Translation Auto Map |+~
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From the Default Pool list, select the pool you created in Port 4172 - Pool.

From the Default Persistence Profile list, select the profile you created in Creating a Persistence

Profile.
Click Finished.
Resources
Enabled Available
‘Common ~
= Horizon-Origin-Header
iRules Log-IP-Mirage
== MNewHorizon
_sys_APM_ExchangeSupport_0OA_BasicAuth v
Up Down
Enabled Available
Folicies =
=
Default Pool +|| | MyHZN-LTM-AP_pcoip_pool v
Default Persistence Profile | MyHZM-LTM-AP_src_addr -
Fallback Persistence Profile | Mone ~

Cancel | Repeat @ Finished
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Port 4172 UDP - Virtual Server
1. Create the main virtual server (Port 4172 UDP) using the following guidance.
a. On the Main tab, click Local Traffic > Virtual Servers > Create
In the Name field, type a unique name.
From the Type list, ensure Standard is selected.

b
c
d. Inthe Destination Address/Mask field, type the IP Address for the virtual server.
e

In the Service Port field, type 4172.

Local Traffic »» Virtual Servers : Virtual Server List .. New Virtual Server..

General Properties
Name | MyHZN-LTM-AP_pcoip_udp
Description |
Type | Standard ~

Source Address [

Destination AddressiMask | 10.192.192.10

Senice Port [4172  [other -

Motify Status to Virtual Address

State | Enabled |«

f.  From the Protocol list, select UDP.

g. From the Protocol Profile (Client) list, select UDP profile you created previously.

h. From the Source Address Translation list, select Auto Map.

Configuration: I Basic v

Protocol uop w
Pratocol Profile (Client) | MyHZM-LTM-AP_udp_profile e
Protocol Profile (Server) | (Use Client Profile) e
Selected Available
'‘Common ~
SSL Profile (Client) | MyHZN-LTM-AP_clientssl
Wildcard-55L
== clientss|
clientsskinsecure-compatible v
Selected Available
'Common ~
S5L Profile (Server) | MyHZM-LTM-AP_serverss|
apm-default-serverss|
== crypto-client-default-serverssl
pcoip-default-serverss! v

SMTPS Profile [Mone =

POP3 Profile [None =

Client LDAP Profile [None =1

Server LDAP Profile IF

Senice Profile INone—v

SMTP Profile [None ™ &7

Netflow Profile INone—v

WVLAN and Tunnel Traffic Im
Source Address Translation Im
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From the Default Pool list, select the pool you created in PColP - Pool.

From the Default Persistence Profile list, select the profile you created in Creating a Persistence

Profile.
Click Finished.
Resources
Enabled Available
‘Common ~
= Horizon-Origin-Header
iRules Log-IP-Mirage
== MNewHorizon
_sys_APM_ExchangeSupport_OA_BasicAuth v
Up Down
Enabled Available
Folicies =
=
Default Pool +|| | MyHZN-LTM-AP_pcaip_pool v
Default Persistence Profile | MyHZM-LTM-AP_src_addr -
Fallback Persistence Profile |N0ne w

Cancel | Repeat | Finished
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Final Configuration

Once completed you should see the full configuration for F5 LTM with VMware Horizon Unified Access Gateway (UAG)
for PColP and Blast Extreme TCP/UDP with BEAT (Blast Extreme Adaptive Transport).

Local Traffic »» Virtual Servers : Virtual Server List

¥ +  Virtual Server List | Virual Address List | S

[MyHZN* | lsearch| |Reset Search|
‘BmS‘emame ‘éDesmpﬁon‘éAppucaﬁon + Destination ASe.chePo.ri‘éType ‘Resources‘éPa:ﬁﬁon!Pam
O @ MyHZN-LTM-AP_redirect 1019219210 80 (HTTP) Standard Edit. . Comman
O Q@ MyHZN-LTM-AP_udp_blast_443 1019219210 443 (HTTPS) Standard Edit.. Comman
O Q MyHZN-LTM-AP_https 1019219210 443 (HTTPS) Standard Edit.. Comman
O Q@ MyHZN-LTM-AP_pcoip_udp 1019219210 4172 Standard Edit . Comman
[ Q@ MyHZN-LTM-AP_pcoip_tcp 1019219210 4172 Standard Edit . Comman
O Q@ MyHZN-LTM-AP_udp_blast 8443 10.192.192.10 8443 Standard Edit.. Commen
O Q MyHZN-LTM-AP_tcp_blast 8443 1019219210 8443 Standard Edit.. Comman

Enable || Disable | | Delete .
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Testing the VMware Horizon Connection

After setting up the Virtual IPs (VIPs) for the Unified Access Gateways, you can use the following methods validate that
the External VIP is connecting and working properly. In this case, you are now using the new FQDN site name to

connect to the Horizon Environment.

NOTE: This connection test should be done from an external computer on the Internet.

1. Inabrowser, type the FQDN for the VIP you previously created (for example, https://myhzn.bd.f5.com).

@ Secure | https)//myhznbdf5.com

You should see the VMware Horizon Client/HTML5 Page. This confirms that your servers are working
through the newly created virtual server.

' |

L
A

VMware Horizon

You can connect to your desktop and applications
by using the VMware Horizon Client or through the
browser.

The VMware Horizon Client offers better
performance and features.

Install VMware VMware Horizon
Horizon Client HTML Access
O creck here t= skip this screen
and akways use HTML Access.
- ’
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2.

You can also test the VMware Horizon Client to ensure accessibility to the Horizon Environment. After
logging in you should see the apps/desktops associated with the user that logged on.

E VMware Horizon Client

New Server

myhzn.bd.f5.com

A Login — ® E VMware Horizon Client
"y [ myhzn.bdf5.com
Server: "2 https: fjmyhzn.bd. f5.com
User name: | |
Password: | |
Domain: BED1 ~
Cancsl — Linux Jumphosts RD5-Desktop ‘Windows Jumphosts

Select a Pool to validate connectivity and ensure that you can access a desktop. Once the connection is
validated the environment is correctly setup for LTM with the Horizon servers.

= Options = Connect USB Device + s Send Cirl-Alt-Delete

Recycle Bin
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