
Key benefits

·  Simplified, low-cost environment

·  Protection against security threats

·  Easier regulatory compliance

F5 and PhoneFactor
PARTNERSHIP OVERVIEW

F5 and PhoneFactor Partnership

F5 Networks® and PhoneFactor have partnered to enable rapid, cost-effective 

deployment of phone-based multi-factor authentication in conjunction with  

F5 access implementations. The PhoneFactor platform protects enterprises and 

users by preventing costly, fraudulent account access and account takeovers in 

real-time, and is designed to work seamlessly with the F5 BIG-IP® product family.

Enhanced Authentication with Reduced Cost and Complexity

PhoneFactor offers unparalleled ease of use, rapid deployment, and strong 

out-of-band protection against even the most sophisticated threats. The F5 

and PhoneFactor joint solution reduces IT complexity and cost because it works 

instantly with any phone, anywhere, and does not require additional devices, 

software, or certificates. Users authenticate and gain access through all F5 

access controllers by simply answering the call or replying to the text message 

sent from PhoneFactor.  

“ Through our F5 partnership, we 

can ensure strong authentication 

in the F5 environment and 

provide a critical second layer of 

protection against escalating IT 

security threats.”

 Steve Dispensa, Chief Technology Officer, PhoneFactor
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Learn more
For more information about  

F5 and PhoneFactor solutions go 

to www.phonefactor.com to find 

resources about these topics.

·  PhoneFactor Free

·  PhoneFactor Standard

·  PhoneFactor Extended

·  SMS Text Authentication

·  Biometric Authentication

·  Transaction Verification

To find out how F5 and PhoneFactor joint solutions can help your business,  

contact phonefactor@f5.com or visit www.f5.com/phonefactor.
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Simplified, low-cost environment 

Provide users with a solution that doesn’t 
require extra devices and is simple to 
implement and maintain. 

Protection against security threats 

Protect against the most sinister threats, 
including client malware, with PhoneFactor 
out-of-band authentication.

Easier regulatory compliance 

Rapidly comply with multi-factor 
authentication guidelines and other industry 
regulations. 

PhoneFactor provides strong authentication with one-time passwords or voice recognition over mobile phones 
for user authentication with BIG-IP® Access Policy Manager® and the FirePass® SSL VPN solution. 
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