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VDI: More than Just a Desktop 

Developing desktop and endpoint device management has long been a thorny challenge for IT organizations, which 
have come to realize that they must offer the best possible user experience if their companies are to compete at 
the highest levels. These days, providing that optimal user experience is closely linked with the consumerization of 
IT, which is enabling more employees to use their own devices in a corporate setting, and forcing their companies 
to accommodate this tremendous influx of disparate devices. As a result of this sweeping change, users and 
business units suddenly find themselves in a position of power, and have begun demanding flexibility, multiple 
access options, desktop customization, and a wide range of software configurations to meet their specific needs.  

In response to this dynamically expanding environment, organizations have turned to virtual desktop infrastructure 
(VDI) environments for their ability to securely access data from any location, enable device flexibility, and maintain 
centralized control over user data. Although VDI was initially criticized for its upfront expense and complexity, it has 
evolved to a point where a typical VDI endpoint is no more expensive than a regular PC, and complexity issues have 
been leavened by the greater body of knowledge and best practices that have matured around the burgeoning 
ranks of VDI implementations. 

In its current state, VDI has moved beyond the ability to centralize desktop images and project them out to end-
users. Organizations are now evaluating methodologies that will provide them with stronger networking, tighter 
security, higher availability, and enhanced scalability, all of which will benefit IT, business operations, and end-
users.  

Benefits of Desktop Virtualization 

This rapid evolution of VDI is occurring against a backdrop of increased data center consolidation, making it 
imperative that IT organizations deliver the requisite quality experience not just internally, but also remotely over 
wide area networks (WANs). Previously conducted ESG research reveals that IT professionals are experiencing a 
multitude of benefits by delivering virtual desktops from centralized locations over WANs to remote locations. The 
top three most-cited benefits, shown in Figure 1, include an improved ability to perform application upgrades and 
maintenance (51%), enhanced backup and recovery capabilities (42%), and improved application accessibility and 
reliability (35%).1 By deploying applications via virtualized desktops, organizations are able to improve efficiencies—
which translate to OpEx savings—and deliver higher levels of service to remote employees. Other noteworthy 
benefits include lower IT costs at the remote location (31%) and better security of applications and associated data 
(30%).  

                                                      
1 Source: ESG Research Brief, Delivering Virtual Desktops to Remote Office/Branch Office Users, May 2012. 

http://www.esg-global.com/research-briefs/research-brief-delivering-virtual-desktops-to-remote-officebranch-office-users-a-networking-perspective/
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Figure 1. Benefits of Delivering Virtual Desktops over the WAN to ROBO Locations 

 
Source: Enterprise Strategy Group, 2014. 

 

F5 and VMware: Better Together with VMware Horizon with View Optimized 
Secure Access and Traffic Management 

Now part of VMware’s Horizon 6 suite of desktop virtualization products, VMware Horizon with View virtualizes 
end-user desktops and delivers them to individual clients over the network from centralized data centers. In this 
environment, business groups with specific desktop needs can be clustered together in the data center and 
managed as a unit, or pod.  

The Sum of the Parts Is Greater than the Whole 

The good news: Horizon with View is a proven performer in the VDI marketplace. The better news: It has improved 
via the addition of several key technologies from VMware’s longstanding partner, F5 Networks, which brings 
intelligent traffic management and significant increases in scalability, availability, and security to IT environments 
that run on VMware. The joint solution, VMware Horizon with View Optimized Secure Access and Traffic 
Management, enables organizations to securely take advantage of all the virtual solutions available with Horizon 
with View at scale, whether their implementations are large, small, local, or remote, and offers cost-effective, 
simplified management of virtual desktops while increasing security and control.  

Essential elements of this scalable VDI approach include:  

Secure Access: The proliferation of endpoint devices, the growing popularity of BYOD environments, and the 
increasingly pervasive presence of the cloud has put tremendous pressure on IT organizations to ensure the 
security of business communications. Secure access and traffic management capabilities from F5 provide not only 
secure access for application delivery, but also load balancing and health monitoring that enhance system 
availability and scalability. 
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desktops from a centralized location over the WAN to the ROBO locations it supports?  

(Percent of respondents, N=99, three responses accepted)
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Remote Connectivity: By their nature, businesses of all sizes require connectivity between their centralized and 
remote locations, such as branch offices and regional facilities. F5-based VMware Horizon with View VDI WAN 
acceleration enables this connectivity so that remote employees have the same user experience as their centrally 
located colleagues. 

Load Balancing and Intelligent Traffic Management: High availability and greater scalability have become integrally 
important to successful companies whose financial futures depend on maximum network utilization. F5 Application 
Delivery Controllers have moved well beyond their rudimentary days of load balancing to include WAN 
optimization, single sign-on (SSO), and SSL offloading. Companies seeking full system utilization are realizing it by 
providing predictive network connectivity that enables businesses to optimize their always-on environments. 

Server Health Monitoring: The highly competitive nature of global markets makes it incumbent on companies to 
constantly monitor and maintain high-performance production operations, whether they are for desktop 
virtualization, big data analytics, business intelligence, or other key business applications. F5 Analytics support this 
environment by providing real-time application-level statistics. 

Single User Namespace: With the help of F5, Horizon with View ensures that a single namespace (e.g., 
https://desktop.example.com) can be provided to all end-users. As a result, all requests are sent to a user’s 
preferred data center, regardless of the user’s current location. In addition, Horizon with View validates the login 
information against the existing authentication and authorization mechanisms such as Active Directory, RADIUS, 
HTTP, or LDAP. 

User Name Persistence: Users frequently log off from Horizon with View for a variety of reasons. In multi-pod 
deployments, when those users attempt to reconnect, there is no guarantee that they will be sent back to their 
original Horizon with View pod. And when they are reconnected, they must reopen all previously running desktop 
apps, which is time-consuming and frustrating. Based on 
joint F5-VMware technology, Horizon with View users are 
guaranteed that when they log back on, their workspace 
will look like it did when they logged off. 

VMware Horizon with View by itself is a solid, effective, and 
reliable VDI solution, but by pulling in features offered by 
F5, organizations are able to round out their virtual desktop 
deployments. With network connectivity, monitoring, 
single sign-on, and other key elements, organizations are 
able to provide that predictable, reliable end-user 
experience—and that is what really matters.  

Additionally, a common thread that runs through these 
benefits is the cost savings that can be realized with F5 and 
VMware in both CapEx (e.g., reduction of IT infrastructure 
at remote sites) and OpEx (e.g., simpler upgrades and 
maintenance). For example, when all Windows machines 
require the latest service pack, it can be installed to the master image in the data center, which is delivered to users 
the next morning when they log in. IT staff no longer have to visit each local system or push software installations 
down through remote tools, and users are not forced to reboot during the business day.  

F5 and VMware Solution Architecture 

As can be seen in Figure 2, the Horizon with View architecture links vSphere-based Horizon with View clients, virtual 
desktops, and Horizon with View connection servers in a unified environment based on secure and intelligent 
access management. It is adapted to customer scenarios such as BYOD, centralized VDI management, mobile secure 
desktops, and workforce mobility. Protected by hardened security and stringent identity verification, the 
architecture features core functionality that includes authentication, authorization, and accounting (AAA); 
enhanced scalability; native PCoIP compatibility; SSL offload; high availability; and a customized iApps template. 

Why F5 for Horizon with View? 

 Predictable performance 

 Strengthened security 

 Increased scalability for different size 
environments 

 Increased availability 

 Enhanced end-user experience 

 Simpler architecture to manage 

 Engineered specifically for Horizon with 
View 

 Economic advantages 

 

https://desktop.example.com/
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Figure 2.VMware Horizon with View and F5’s BIG-IP Access Policy Manager 

 

Source: Enterprise Strategy Group, 2014. 

Because F5’s BIG-IP Access Policy Manager (APM) removes the one-to-one mapping dependency between Horizon 
with View connection servers and Horizon with View security servers, not only is the overall architecture simplified, 
but also a higher level of scalability can be achieved. In addition, F5’s BIG-IP Local Traffic Manager (LTM) provides 
intelligent traffic management and load balancing to the Horizon with View connection servers. Deploying the BIG-
IP system alongside Horizon with View enables organizations to achieve higher security, availability, and scalability 
while improving the user experience. 

Key Architecture Features 

Native PCoIP Proxy: The F5 BIG-IP APM offers full proxy support for PCoIP. This functionality allows organizations to 
simplify their VMware Horizon with View architectures, while delivering hardened security and increased scalability 
for end-user computing. The BIG-IP APM appliance proxies the PCoIP connection, passing it internally to any 
available connection server within the Horizon with View pod, which then interprets the connection as a normal, 
internal PCoIP session. This provides the scalability benefits of a BIG-IP appliance and gives BIG-IP APM and BIG-IP 
Local Traffic Manager (LTM) visibility into the PCoIP traffic, enabling more advanced access management decisions.  

Authentication, Authorization, and Accounting (AAA):  F5 provides integration with AAA services, enabling 
convenient SSO to streamline the authentication process across devices into a single step. This provides Horizon 
with View users with secure remote and local access and integration, as well as improved security and productivity.  

SSL Decryption and Offload: SSL offloading relieves a Web server of the processing burden of encrypting or 
decrypting traffic sent via SSL, which is the security protocol that is implemented in every Web browser. 

Scalability: One of the beneficial features of the F5-VMware Horizon with View solution is its ability to allow 
organizations to work at scale—they can start with a smaller configuration (as few as ten users) and easily scale 
upward to larger ones via the simplified architecture. This scalability also translates to scalable economics, allowing 
organizations to come in at a lower price point to take advantage of VDI and grow accordingly. 
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High Availability: High availability is important to all end-users, and it is enhanced with the F5-VMware VDI solution 
through load balancing and predictable network connectivity. 

iApps 

F5 iApps are template-driven wizards for easing and accelerating configuration and deployment of application 
delivery services in the data center. IT administrators use a simple user interface to help automate tasks and reduce 
the number of steps it takes to perform routine tasks. One of the most compelling benefits of iApps is that F5 
provides a rich set of templates for configuration of most major enterprise applications such as Microsoft Exchange, 
Lync Server, VMware Horizon with View, and many more. These act as the single-point interface for automating 
tasks across BIG-IP modules. Furthermore, administrators have the ability to build their own, new iApp 
configuration using an existing template, resulting in a configuration to be used across all devices, saving time and 
reducing errors. 

Advantages of the F5 and VMware Joint Solution 

Five Key Solution Benefits 

 Deploy Quickly, Easily, and Accurately: Custom Horizon with View iApp templates enable business groups 
with specific desktop needs to be clustered together in a data center and managed as a unit.  

 Improve Cost Efficiency: Use of zero clients, and the ability to build infrastructure systems that can be 
easily replicated across multiple environments saves money. F5 has optimized packages to cost-efficiently 
support remote access to Horizon with View deployments of various sizes. Centralized management is more 
cost-efficient than running individual desktops and laptops in the field on localized OSs. F5’s BIG-IP provides 
centralized access to all apps and intelligent traffic management between multiple pods and sites, further 
driving efficiencies. 

 Speed Secure Access: The F5 APM consolidates policy management and ensures security by providing 
insight into who’s on the network and which applications they are using, while maintaining complete, 
policy-based control of their navigation. It also provides visibility into PCoIP traffic. 

 Hardened Security: F5 and VMware bring full PCoIP proxy capabilities to the market. This enables IT admins 
to replace Horizon with View Security Server with a more highly scalable, secure solution that is an ICSA 
certified firewall and FIPS compliant. 

 Enhance Scale and Performance: Horizon with View Optimized Secure Access and Traffic Management by 
F5 provides intelligent traffic management for valuable load balancing and health monitoring, as well as a 
streamlined architecture, all of which result in greater scalability, predictable performance, and higher 
system availability. 

Economic Benefits 

Bottom-line watchers want to know how technology purchases are going to pay for themselves and help save 
future expenses. With that in mind, the joint F5-VMware solution offers the following economic benefits: 

 Decreased Total Cost of Ownership—Saves money on the cost of supporting remote user connections by 
eliminating the requirement for VMware Security Gateway Servers to act as PCoIP proxies. F5’s BIG-IP 
provides centralized access and management of all apps, which improves efficiencies. System upgrades and 
maintenance are easier and quicker, promoting increased productivity for IT staff. 

 Rapid ROI—Optimizes products for micro, small, medium, and large organizations to deliver faster ROI. The 
economics are scaled to the environment so an organization can start small and grow into larger 
configurations. 
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 Increased User Uptime—Empowers IT staff to integrate multiple VMware Horizon with View pods or 
physical sites for source desktops without disrupting users. System upgrades also can be done without user 
disruption. 

 Expedited Time to Savings—Immediately increases productivity for IT administrators due to the reduction 
in the overall number of components that need to be managed, which is especially critical for multisite 
Horizon with View deployments. 

 Accelerated Time to Deployment—Uses customized iApp templates to ease and accelerate deployment. 
These templates make configuration straightforward and simplify setup by providing recommended 
settings. iApp templates yield a configuration that can be modified as needed to meet specific business and 
technical requirements. 

 Improved End-user Experience—Though perhaps less quantifiable but nonetheless economically beneficial, 
predictable performance and overall satisfaction with their computing experience on any device enhance 
users’ productivity. User name persistence and SSO are examples of features that create the improved end-
user experience. 

 Risk Mitigation—Ensures secure remote access and control, which are critical to protecting corporate 
information and are often required in certain situations for regulatory compliance.  
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The Bigger Truth 

The relationship and collaborative efforts between F5 Networks and VMware are based on their intentions to 
combine F5’s Software Defined Application Services with VMware’s End-User Computing technologies. The goal is 
to provide a secure and satisfying experience to the mobile workforce—and its multiplicity of devices—along with 
the ability to readily and securely access applications from any location while realizing lower costs and streamlined, 
reliable deployments.  

The joint F5 Networks-VMware blueprint is based on enabling companies to work at scale, meaning they can 
choose products that are designed to improve their Horizon with View productivity in any size environment or 
location, and provide the scalability to accommodate future growth while maintaining their same user experience. 

F5’s advanced network connectivity features add a great deal of value to Horizon with View users by enabling 
predictable performance across end-users and supporting secure remote access, local and global traffic 
management, and health monitoring that can lead to increased system availability and greater scalability. F5 and 
VMware together are providing a stronger, more competitive offering that allows organizations to realize the full 
value of their VDI infrastructures and networks by utilizing them to their fullest capacity. 
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